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FOREWORD 



Advances in collaborative networks 



The emerging discipline of Collaborative Networks ( CN) represents a very active 
and steadily growing area, appearing in a variety of organizational forms. For 
instance, the Virtual enterprises / virtual organizations (VEA'O) are already 
supported by a large research and business -practice community. Also, Professional 
Virtual Communities (PVC) suggest new ways of work while putting the emphasis on 
collaborative networks of human actors. Further to these main lines, other 
collaborative forms and patterns of collaborative behavior are emerging, not only in 
industry, but also in service sector, as well as governmental and non- government 
social organizations, e.g. the collaborative networks for rescue tasks in 
disaster/incident situations, the time bank organization, etc. The concept of breeding 
environment is now understood as a fundamental entity to enable the dynamic 
creation of collaborative organizations. 

Recent developments emphasize the need for better understanding and 
characterization of the basic principles and mechanisms for both planning and 
operation of collaborative networks. The main requirements include building a 
sounder foundation, namely in terms of proper theoretical principles and formal 
models capturing the concepts, entities, behavior, and operations of the CNs, and 
the technology-independent infrastructure architectures. More holistic approaches 
are urgently needed. 

However, while the aims are becoming clearer, there is still a lot that remains to 
be understood and commonly agreed regarding the concept of virtualization in all 
its facets, calling for multi-faceted reference models. In other words, although the 
potential advantages of the Virtual Organizations are well known at the conceptual 
level, their practical implantation still faces many obstacles. In fact, in spite of the 
growing awareness of the potential benefits of collaborative networks, a number of 
important barriers or inhibitors can be mentioned, e.g. lack of common reference 
models, lack of effective interoperability mechanisms and approaches, lack of open 
supporting infrastructures that still require detailed characterization, heavy design 
and engineering efforts, being difficult to choose among many offered market 
technologies and tools with too short life cycles, etc. 

Furthermore, there are major cultural and legal obstacles, a lack of decisive 
leadership on the industry sectors, and still too little done on the common practices, 
ethical principles, and the enhancement / enforcement mechanisms that could help 
trust building among organizations. 

In this context PRO-VE has already established its recognized position as the 
most focused scientific / technical conference in the area, offering a major 
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opportunity for the presentation and discussion of both the latest research 
developments and industrial practice case studies. Following the IFIP vision, PRO- 
VE offers a forum for collaboration among different regions of the world. 

This book includes the selected papers for the PRO-VE’04 conference that this 
time is organized in association with the IFIP World Computer Congress (WCC 
2004) in Toulouse, France. The book represents a comprehensive overview of recent 
advances in the various domains of collaborative networks. Of particular relevance 
are the topics of collaborative networks modeling, knowledge management, 
application of multi-agent systems, configurability of VOs and their support 
infrastructures, professional virtual communities and collaboration spaces, VO 
operation and management, and the web services and grid-based approaches. 

This conference continues a series of successful conferences of PRO-VE’99 (held 
in Porto, Portugal), PRO-VE 2000 (held in Floriandpolis, Brazil), PRO-VE’02 (held 
in Sesimbra, Portugal), andPRO-VE’03 (held in Lugano, Switzerland). 

The editor, 

Luis M. Camarinha-Matos, New University of Lisbon 
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Luis M. Camarinha-Matos and Hamideh Afsannanesh 

^New University of Lisbon, PORTUGAL, cani@uninova.pt 

2 

University of Amsterdam, THE NETHERLANDS, hamideh @ science, uva. nl 



The process of creating a new scientific discipline for collaborative networks is 
addressed in this paper. Collaborative networks manifest in a large variety of 
forms, including virtual organizations, virtual enterprises, dynamic supply 
chains, professional virtual communities, collaborative virtual laboratories, 
etc. A large body of empiric knowledge related to collaborative networks is 
becoming available, but there is an urgent need to consolidate this knowledge 
and build the foundations for sustainable and solid research and development 
in this area. The establishment of a scientific discipline for collaborative 
networks is a strong instrument in achieving this purpose. Here, also the main 
characteristics of a “discipline” are analyzed in the context of collaborative 
networks, showing that the pre-conditions necessary for building this new 
discipline are available. 



1. INTRODUCTION 

A large variety of collaborative networks have emerged during the last years as a 
result of the challenges faced by both the business and scientific worlds. Advanced 
and highly integrated supply chains, virtual enterprises / virtual organizations, 
professional virtual communities, value constellations, and collaborative virtual 
laboratories, represent only the tip of a major trend in which enterprises and 
professionals seek complementarities and joint activities to allow them participate in 
competitive business opportunities, in new markets and / or reaching scientific 
excellence for innovative developments. 

A large number of research projects are carried out worldwide and a growing 
number of practical cases on different forms of collaborative networks are being 
reported. This trend has so far led to an extensive amount of empirical base 
knowledge that now needs to be leveraged. In addition to the identification of many 
required components, tools, and the base infrastructure functionalities, awareness is 
being built and partially studied, even in the traditional collaborative organizations, 
regarding the fundamental configuration and operational rules, as well as the 
behavioral patterns that emerge. It is now urgent to consolidate and synthesize the 
existing knowledge, setting a sound foundation for the future research and 





4 



VIRTUAL ENTERPRISES AND COLLABORATIVE NETWORKS 



development in this area. The establishment of a scientific discipline for 
collaborative networks is a strong instrument in achieving this purpose. 

But what is a scientific discipline? 

According to Liles et al. [1], a discipline has six basic characteristics (Fig.l). 

Focus of study I 

Paradigm I 

Reference disciplines [ 

Principles & Practices 
Research Agenda J 
Education & Professionalism! 



Figure 1 - Characteristics of a discipline [1] 

Next sections will analyze each one of these characteristics in the context of 
collaborative networks (CN), showing that the pre-conditions for the establishment 
of this new discipline already exist. 



2. FOCUS OF STUDY 

A discipline of collaborative networks shall focus on the structure, behavior, and 
evolving dynamics of networks of autonomous entities that collaborate to better 
achieve common or compatible goals. This study shall devise principles and 
practices for the analysis, design, implementation, and operation of CNs. 

During the last years various manifestations or variants of collaborative networks 
have emerged [3] such as, for example: 

■ Virtual enterprise (VE) - a temporary alliance of enterprises that come 
together to share skills or core competencies and resources in order to better 
respond to business opportunities, and whose cooperation is supported by 
computer networks. 

■ Virtual Organization (VO) - a concept similar to a virtual enterprise, 
comprising a set of (legally) independent organizations that share resources 
and skills to achieve its mission / goal, but that is not limited to an alliance of 
for profit enterprises. A virtual enterprise is therefore, a particular case of 
virtual organization. 

• Dynamic Virtual Organization - typically refers to a VO that is established 
in a short time to respond to a competitive market opportunity, and has a 
short life cycle, dissolving when the short-term purpose of the VO is 
accomplished. 

■ Extended Enterprise - a concept typically applied to an organization in 
which a dominant enterprise “extends” its boundaries to all or some of its 
suppliers. An extended enterprise can be seen as a particular case of a virtual 
enterprise. 

■ VO Breeding environment (VBE) - represents an association (also known as 
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cluster) or pool of organizations and their related supporting institutions that 
have both the potential and the will to cooperate with each other through the 
establishment of a “base” long-term cooperation agreement and interoperable 
infrastructure. When a business opportunity is identified by one member 
(acting as a broker), a subset of these organizations can be selected and thus 
forming a VEW O. 

■ Professional virtual community (PVC) - represents the combination of the 
concepts of virtual community and professional community. Virtual 
communities are defined as social systems of networks of individuals, who 
use computer technologies to mediate their relationships. Professional 
communities provide environments for professionals to share the body of 
knowledge of their professions such as similar working cultures, problem 
perceptions, problem-solving techniques, professional values, and behavior. 

■ e-Science - is about global (i.e. networked) collaboration in key areas of 
science, and the next generation of ICT infrastructure that enables flexible, 
secure, coordinated resource-sharing among dynamic collections of 
individuals, institutions and resources. 

■ (Collaborative) Virtual laboratory (VL) - represents a heterogeneous and 
distributed problem solving environment that enables a group of researchers 
located in different geographically spread centers to work together, sharing 
resources (equipments, tools, data and information related to experiments, 
etc.). VL can be seen as part of e-Science. 

■ Agile shop floor - modeling shop floor resources as a collaborative network 
and applying multi-agent based coalitions is a promising approach to allow 
rapid changes in the shop-floor infrasfruclure and its control system [5]. 



Breeding 

Environment 



. Long term 
association 
. Ready to 
coiiaborate 



Virtuai 

Organization / 

Virtual 

enterprise 

. Temporary 
network 
. Goal 
oriented 
consortium 



Professional 

Virtual 

Community 



. Network of 
people 

. Collaborative 
spaces 



E-Science / 
Virtual Labs 



. Mix network 

people- 
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.Access to 

remote 

equipment 



Agile shop floor 



. Dynamic 
cells of 
manufacturing 
resources 



Collaborative Networks 

. Networks of autonomous organizations, people, resources, or mixed 
. Common goals to be achieved by collaboration 
. Agreed principles of operation and Interoperable infrastructures 



Figure 2 - Examples of manifestations of collaborative networks 



In addition to these more widely known forms, other types of collaborative networks 
are emerging, e.g. rescue teams, time bank, elderly care networks, gaming 
communities, virtual institutes. [4]. 

Some common “patterns” and common elements can be intuitively found in all 
these various manifestations, e.g. (i) all cases show networks of autonomous entities 
(organizations, people, resources, or mixed) located in different locations, (ii) they 
are driven by common goals / intentions to be achieved by collaboration, and (iii) 
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they operate based on agreed principles and interoperable infrastructures to cope 
with their heterogeneity. 

However one of the main weaknesses in the area is the lack of appropriate 
definitions and formal theories, consistent modeling paradigms and formal 
modeling tools. There is not yet even a common definition of the basic examples of 
collaborative networks, such as the virtual organization, professional virtual 
communities, breeding environments, virtual enterprise, or collaborative virtual 
laboratories. This situation constitutes a major obstacle for interaction among 
experts from multiple disciplines, involved in this area, and creates an obstacle for 
the recognition of collaborative networks as a new scientific paradigm. 

Another question is which name should be given to this new scientific discipline? In 
the literature, a large variety of terms have been suggested to represent the various 
manifestations of collaborative networks. Some of these terms have a very short life, 
simply due to the “anxiety” observed in some research groups to always generate 
new names. Some other terms are better established that in fact address and 
distinguish different forms of this phenomenon. When establishing a discipline we 
should however aim at a name that can represent the widest set of manifestations, 
not being linked to any particular sub-group or application domain, and also being a 
term that intuitively gives a first idea of the main elements of the wide paradigm. 
Therefore, we suggest the term “collaborative networks” (CN) as a suitable name 
for this new discipline. 



3. A NEW PARADIGM 

CNs are complex systems, emerging in many forms in different application 
domains, and consist of many facets whose proper understanding requires the 
contribution from multiple disciplines. In fact the various manifestations of CNs 
have been studied by different branches of science, including the computer science, 
computer engineering, management, economy, sociology, industrial engineering, 
law, etc., to name a few. We are now in the stage that Kuhn [2] would call a pre- 
paradigmatic phase, in which the collaborative networks phenomenon is being 
described and interpreted in many different ways, depending on the background of 
the researcher. 

The acceptance of a new paradigm is not a pacific process [2], as the established 
sciences and paradigms tend to resist the introduction of another new paradigm, and 
rather prefer to extend the existing sciences or paradigms and their associated rules 
to explain the new phenomena. This tension situation is further increased by the 
multi-disciplinaritiy of the phenomena, namely in the case where multiple traditional 
disciplines / branches of organized knowledge and professionals compete to claim 
and master the new area. This is the clear case we observe today for collaborative 
networks. 

As a good example of this strained behavior, so far several of the established 
branches of science have tried to use / extend their definition and behavior of the 
single enterprise paradigm to explain the collaborative networks; e.g. the attempts in 
the direction of “enterprise engineering” and “enterprise architect”, among others. 
Considering VE as just another form of an enterprise naturally leads to consider that 
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extending the existing models of a single enterprise would be a promising approach. 
However, anomalies appear when the existing enterprise-centric models and their 
extensions fall short of capturing the key facets and specificities intrinsic in 
networked organizations, as well as when realizing that the base facilities of the 
applied discipline is not sufficient to properly represent and model all aspects of the 
behavior of collaborative networks. Instead of focusing on the internal specificities 
and tight interconnections among the internal components of an enterprise, the focus 
in collaborative networks must be directed to the external interactions among 
autonomous (and heterogeneous) entities (e.g. interoperability mechanisms and 
tools, etc.), the roles of those entities (e.g. coordinator, member, cluster-manager, 
broker, etc.), the main components that define the proper interaction among entities 
(e.g. common ontologies, contracts, DBP, distributed multi-tasking, collaborative 
language, etc.), the value systems that regulate the evolution of the collaborative 
association (e.g. collaborative performance records, etc.), and the emerging 
collective behavior (e.g. trust, teamwork, etc.), among others. 

In the history of science, the recognition and acknowledgement of anomalies has 
resulted in “crises”, that are the necessary preconditions for the emergence of novel 
theories and for a paradigm change or even the rise of a new discipline. Therefore 
CNs cannot be seen as proprietary to one of these single disciplines, rather 
representing a new emerging discipline of its own. 

As in other past paradigm changes, considerable research efforts have been 
focused on identification of “anomaly” aspects for CNs, i.e. the identification of 
what is new in the collaborative networks in reference to the established body of 
knowledge, that has itself lead to the induction and progressive characterization of a 
new scientific paradigm. A new scientific discipline emerges once: (i) the new 
paradigm is adjusted to cover the various manifestations of the emerging 
collaborative forms, (ii) the consolidated set of basic knowledge is organized, and 
(iii) the various multi-disciplinary researchers involved in this work start to identify 
themselves as members of this new community, rather than doing research on 
collaborative networks while staying as members of their original communities and 
disciplines. 

As it has happened many times in the past history of sciences [2], it is natural 
that at the beginning of this process various formulations / interpretations / theories 
compete (e.g. the various existing definitions of virtual organization in the 
literature). This process continues until a comprehensive definition becomes 
accepted by a large majority, namely when eventually the one that better explains 
the various manifestations of collaborative networks will be settled in this position. 



4. REFERENCE DISCIPLINES 

Disciplines, like the proposed one, are based upon other disciplines that can be 
called the reference disciplines or adjacent disciplines [1]. Developments in CNs 
have benefited from contributions of multiple disciplines, namely computer science, 
computer engineering, communications and networking, management, economy, 
social sciences, law and ethics, etc. Furthermore some, theories and paradigms 
defined elsewhere have been suggested by several research groups as promising 
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tools to help define and characterize emerging collahorative organizational forms. 
Examples are [3]: 

■ Eormal theories and modeling of dynamic networks - contributing to solve 
design problems (architecture, protocols, network creation), specify systems and 
verify specifications focused on correctness and completeness, testing and 
verification of implementations. 

■ Graph theory - contributing to represent networks of relationships (topology, 
routing, activity, flow), and perform computations on flows, optimization, etc. 

■ Eormal engineering methods - contributing to the description of operational 
behavior of CN, formulating operational plans that binding partners 
(consumers/suppliers) in CN, formal verification (if the plans are indeed satisfied 
by the operational behavior), etc. 

■ Semiotics, normative models and multi-agents — potentially contributing to 
model the responsibility relationships and commitments, to prescribe norms, 
roles and legal support, and capture the system requirements. 

■ Network analysis and game theory - contributing to the selection of partners, 
sustaining cooperation and trust (non-cooperative game theory), distribution of 
responsibility and resources (cooperative game theory), coordination, efficiency, 
power relationships, and maintenance of ties and reputation (network exchange 
theory), etc. 

■ Temporal and modal logic - contributing to the modeling of the operational 
phase aspects; and to support synthesis of processes. 

■ Metaphors - contributing to the description for human communication (a 
possible help in expressing complex ill-defined concepts); to be used in early 
stages of analysis (conceptual design). 

• Theories of complexity - contributing to the analysis of self-organizing behavior, 
learning how to manage chaotic dynamics, and provide insights on CN’s 
behavior (“small-worlds”). 

■ Dynamic ontologies - unlike static ontologies, dynamic ontologies contribute to 
the capture of the evolution of mutual understanding among members of the 
network. 

More recently researchers have also started to look into the “soft computing” area in 
order to find suitable approaches for modeling aspects related to human behavior in 
collaborative organizations and to handle the issues of decision making and behavior 
management in the contexts of incomplete and imprecise knowledge. 

These disciplines and theories need to be further investigated in order to determine 
what specific contributions they can bring in to the CN and their level of closeness 
and appropriateness. 



5. PRINCIPLES AND PRACTICES 



An ordered set of principles and practices form the foundation of a discipline [1]. In 
the case of Collaborative Networks and their manifestations, a large number of R&D 
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projects and practical implementations have been developed during last years. 
Particularly in Europe, more than 100 projects have been supported by the European 
Commission, in addition to various national initiatives. However, each one of these 
efforts has only addressed particular facets of the CNs, leading to some 
fragmentation of research. Eurthermore most of the early initiatives were of an ad- 
hoc nature, not relying on sound theories and principles. 

In spite of this ad-hoc and fragmented research situation, a growing set of 
principles and practices has been collected in many projects and pilot applications. 
Eig. 3 illustrates some of the common practices applied to the CN development. 

At present, the main phases of the life cycle of a CN are intuitively understood 
and the main required support functionalities are being identified. It is also 
nowadays a widely accepted principle that the effective establishment of dynamic 
VOs requires an underlying breeding environment (or cluster network). A variety of 
such breeding environments or clusters can already be identified for instance in 
Europe, Japan, Brazil, and Mexico. 

Focus area Some “practices" (technologies & standards) 



Coordination 


- Workflow (distributed), WfMC reference model 

- Distributed business process modeling. PSL, ... 

- WS-Coordination 


Information 

Management 


- Federated information management 

(loosely / tightly coupled), (Import/export schemas, 
federated query processing) 

- Visibilitv / access riohts 


Information 
Exchange & 
Interoperability 


- EDIFACT, STEP, ... 

- XML-based standards, ebXML, RosettaNet 

- ODMG, webDAV, ... 


Secure 

Communications 




Contracts 


- Negotiation protocols, auctions 
• Contract modeling 


Horizontal 

Infrastructure 


- T ransaction-oriented 

- MultFagenl based (stationary & nrabile agents) 

- Web-services based (WSDL, UDDI, SOAP, ...) 


Resources 

Management 


-GRID 

- UPnP, WSDL, ... 


Infrastructure 

Development 


- J2EE, .NET 
- CORBA 
-FIPA 

- Globus Toolkit. OGSA-DAI. DAIS. Sbitfire 



Figure 3 - Some principles and practices in CN 
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6. RESEARCH AGENDA 

A scientific discipline for Collaborative Networks is characterized by the existence 
of an active research agenda where many fundamental questions are being tackled 
and studied. In principle, the existence of an active research agenda is revealed if the 
following three main characteristics exist [1]: 

1. It stands the test of time. CNs represent an active research area for more than 

15 years. During this time a growing number of research projects have been 
launched world-wide and many pilot application cases are being developed in 
different regions for a variety of application domains. Definition of challenges 
and the research questions are becoming more precise and detailed, and their 
dimension more evident as our knowledge about the area accumulates. It is 
therefore becoming clear that this is not a temporary fashion but rather a major 
area of research that continuously grows. 

2. It is complex, and substantial enough to he subdivided into different 
research directions. CNs represent a vast area of research that requires a 
subdivision into a number of research areas in order to be studied and handled. 
This subdivision can be based for instance, on the type of manifestation 
(VEA^O, PVC, VL, etc), or on different technical perspectives (e.g. socio- 
economic focus, management focus, ICT infrastructure focus, ICT support 
services focus, theoretical foundation focus). 

3. Multiple fundamental questions/approaches are raised and formulated to 
guide the research in the area. A large and growing number of open issues 
and research challenges are being identified in the various manifestations of the 
CNs and their focus areas. These questions are illustrated by a number of 
research roadmaps related to collaborative networks, that are elaborated 
recently, namely in Europe [3]. 

An example of a comprehensive research agenda for CNs is given by the VOmap 
roadmap for advanced virtual organizations [6], [7]. VOmap aimed at identifying 
and characterizing the key research challenges needed to fulfill the vision, required 
constituency, and the implementation model for a comprehensive European 
initiative on dynamic collaborative virtual organizations (VO). The VOmap 
vision is that of an effective transformation of the landscape of European industry 
into a society of collaborative relationships. In order to be efficient and 
competitive in their operation, VOs of the future have to rely on solid bases and 
strong methodological approaches. This roadmap, which includes contributions from 
about 100 experts from industry and academy, identifies a large number of the main 
challenges for research and development in this area, and suggests a time frame for 
the proposed research actions, as shown in Eig. 4. 
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^VOmap ROADMAP 
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communiuaa aa "aoctat tiomaa " for paopla 
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bualnaaa modals wKh dfllararM aiakahoMers 
(providara. cuatomara, puMk bodlaa) 



E, Davafop matlfudona artd aarvkaa for VO luppon. artd 



aatabNal) thorn raglonafly; nalnrorti ragtonal bodlaa 



E^ Elaborata artd implamani comprahanalva and Irana 
pararM la^l framaworki and athical coda at lha 
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E, Support intagraiad aocto-aeortomtc raaearch In 
natworfcad aconomlaa 



M, Provision of buainata modala and financing schemes 



for VO aat up 

M, Provision of planrting artd performanca maasuremant 
concepts and tods with raiiard to tanglMa and 
intartglbla assets 

M, Provision of concepts artd practical guidaiirtas lor 
organizaiktnal design artd Imptamanlatlon of VO 
Provision el methods lor addressing critical "soft ' 
Issues (a.g. trust bulhMng) in VO collaborsiion 

M, Ongoing avaluaclon, improvarrteni and sactor spadltc 
adoption ol VO cortcapts 



S, Develop ntacttanlms and totris for management 
of braadirtg anvironmant aystams 
S, Identity and davakep ganaric services for VO Hla cycle 
support <a.g. distributed Business Process managa- 
ment, a-contractlrtg. VO configuration, a-trainlrtg) 

S, Develop ntachanlama and toola for traceability, 
knowledge management artd intar-VO ttansections 
(supportirtg products and sarvicef life cycia) 

S, Elaborate machanisms and tools to support VO'a 
’’kiharilarvce" managamani 
Sj Elaborate businaaa tnodais lor support aarvica 
systems and tools 



EataMIsh the prlrtdplea of reference 
architactura, mtaroparebllily, and aacurlly 
Estabilsh loundation tor systems evolution, aottwara 
lachnology migration and aystams Integration 
Develop generic, ueer-fnendty (Invialbtel). end 
low-cosi (Ireel) iCT bilresiruclure 
Develop a do It yourseff ' framework to assist 
the devaiopmant of VO auppon aarvicaa 
Defirta a busktass model lor developers, 
suppHers, and buyers of the ICT Infresiiucture 
deveiopments artd support aottwara 
Elaborate epproachea to handle ralisbillty artd 
responsIbIMiy, when using multl-suppiler 
building biotas 



dology for modeling dynamic collaborative neiworks 



F, Define basic lormal refererKs models (Including 
ontologies) for colaborathre networfca at general 
artd loeueed-aree levels 

F, Elaborate soft modeling approechee and aott modals | 
lo both handia Irtcompleta < Impradsa knowladge artd 
capture tita socialhuman eepecis In collaborative 
rteiworke 

Devise mechanisms tor the evolution artd melnie- 
nance of referanca modals lor collaborativa neiworks 
F, Eliborate approaches tor models Intatoparabllily. 
supporting multipl# modeling perspectives (e.g 
structure, behavior) at generic artd focused area 



Figure 4 - VOmap roadmap for strategic research on advanced VOs 



A substantial part of this roadmap is also taken as the starting basis for a new 
Integrated Project (ECOLEAD - European Collaborative Organizations LEADership 
Initiative) in the 6* Eramework Program of the European Commission (Fig. 5). 

The 1ST THINKcreative project has also identified an ambitious research agenda 
for collaborative networks [3], involving a number of areas and disciplines as 
follows: 
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Figure 5 - ECOLEAD research plan 



■ ICT infrastructures. THINKcreative has identified the need for technology- 
independent reference models for the support infrastructures of collaborative 
networked organizations, providing the framework for technical, organizational, 
and semantic interoperability. Multi-agent technology constitutes a promising 
contributor to the development of support infrastructures and services. Internet 
and web technologies, namely web services, represent a fast growing sector with 
large potential in inter-enterprise collaboration support but further developments 
in terms of supporting multi-party collaboration are necessary. A number of 
other emerging technologies e.g. grid, wireless communications, pervasive 
computing, location-aware and situation-aware environments for mobile users, 
are likely to provide important contributions, however public funded research 
should avoid approaches that are too-biased by existing technologies. 

■ Nou-techuologic areas. THINKcreative has identified a set of research 
challenges in the socio-economic, organizational, and ethical areas. Topics such 
as entrepreneurship for CNs in creative economy, mechanisms to support 
creativity and innovation, planning and controlling organization performance, 
understanding emerging behavior, new business ethics and morality, are among 
those suggested to be investigated. 
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■ Theoretical foundation. THINKcreative has identified the urgent need to 
establish a sound theoretical foundation for collaborative networks. This 
foundation can start with theories and models developed in other disciplines, e.g. 
multi-agent systems, complexity theories, self-organizing systems, graph theory, 
network analysis and game theory, formal engineering methods, formal theories, 
temporal and modal logic, semiotics, dynamic ontologies, metaphors, and others. 
As no single formal modeling tool / approach adequately covers all modeling 
perspectives / needs in collaborative networks, interoperability among different 
models seems necessary. Given the increasing importance of the human aspects 
in collaborative networks, a new foundation for modeling social aspects is also 
required. 

Other roadmaps have also been proposed recently, addressing some of the related 
research challenges to collaborative networks. For instance, the COCONET 
roadmap [8] is focused on virtual communities and their cooperation environments, 
the IDEAS roadmap [9] addresses needs for supporting interoperability of ICT 
infrastructures, the Semantic Grid roadmap [10] focuses on e-Science and GRID 
infrastructure needs, and the Assembly-net roadmap [11] discusses research 
challenges in advanced collaborative manufacturing systems. 



7. EDUCATION AND PROFESSIONALISM 

“Community development” through education and professional associativism is 
essential to the widespread recognition of a discipline. Several activities that have 
taken place during last years have contributed to the establishment of a significant 
community of professionals involved in collaborative networks. Some examples: 

■ Education activities. Some universities already offer courses on virtual 
organizations / virtual enterprises [12]. Eor instance, the New University of 
Lisbon (Portugal) offers a 1-semester course on Virtual Enterprises to the 5*** 
year students of Electrical and Computer Engineering since 2002. Similarly the 
Eederal University of Santa Catarina (Brazil) and the Costa Rican Institute of 
Technology started offering VE/VO courses to their students. Other universities 
are designing similar courses or including CN-related modules in their existing 
curricula. An example is given by an American initiative [12] to launch a new 
course on virtual enterprises involving the collaboration of several different 
universities (forming a virtual institute). Other similar example courses are being 
developed in Europe at the Master program level. 

•Scientific associations. Scientific associations play an important role as 
facilitators and promoters of collaboration among professionals involved in a 
specific discipline. Some initiatives in this area have been launched in recent 
years. For instanee, at the IFIP (International Federation for Information 
Processing) level, a Working Group on Infrastructures for Virtual Enterprises 
and e-Business (COVE - CO-operation infrastrueture for Virtual Enterprises and 
electronic business) was established under its Technical Committee 5 
[www.uninova.pt/~cove]. Another example is the ESoCEnet (European Society 
of Concurrent Enterprising Network) established in Italy [www.esoce.net]. 
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■ Conferences. Professional and scientific conferences provide a forum to discuss 
current thoughts and experiences, as well as a channel to publish emerging ideas. 
The IFIP Working Conference series PRO-VE [www.pro-ve.org], the first yearly 
conference focused on Virtual Enterprises started in 1999, and since has 
established itself as the reference conference and most focused scientific event 
on collaborative networks, attracting a good number of professionals from 
academia and industry. Another related event, more focused on the Concurrent / 
Collaborative Engineering aspects is the ICE conference [www.ice- 
conference.org]. 

• Journals. Scientific journals represent the most traditional channel to publish 
mature results in any scientific field. Currently, the lack of a scientific journal for 
collaborative networks represents a major difficulty for the CN community. The 
lack of a well-established journal in this area forces researchers to publish their 
results in diverse journals from other disciplines, what greatly reduces their 
potential impact. Nevertheless, some special issues on VE/VO have been already 
published by different journals such as Computers in Industry, IJ of Intelligent 
Manufacturing, IJ of Computer Integrated Manufacturing, etc. An attempt to 
launch an electronic journal on virtual organizations faced the typical difficulties 
of other electronic publications that do not seem able to survive [www.virtual- 
organization.net/]. A more recent initiative, the IJ of Networking and Virtual 
Organizations, offers a proper scope for publishing CN results, but it is still 
unclear whether it will become a major journal. Therefore, a focused and well- 
reputed journal focused on Collaborative Networks is still needed for this 
community. 

These examples illustrate the trends in the CN community building process, which 
give a good basis for the sustainability of the new discipline. The establishment of 
CN as a recognized scientific discipline will likely have a boosting effect on these 
activities. 



8. CONCLUSIONS 

A growing number of collaborative-networked organization forms are emerging as a 
result of the advances in the information and communication technologies, the 
market and societal needs, and the progress achieved in a large number of 
international projects. The accumulated body of empiric knowledge and the size of 
the involved research community provide the important pre-conditions for the 
foundation of a new scientific discipline of collaborative networks. The organization 
of such discipline is likely to have a boosting effect in the development and 
consolidation of the area, both in terms of research, and practical implantation. 

Eurthermore, this process, leading to the establishment of a scientific discipline, 
is likely to bring a number of advantages to the progress of the area: 

- In order to gain strength, when free from the assumptions of other specific 
disciplines that were contributing to the area, the associated body of 
knowledge will get more focused and organized. 

- Researchers will dedicate their energy on many challenging issues raised by 
the new area instead of fighting their colleagues from other disciplines, either 




The emerging discipline of collaborative networks 



15 



trying to claim the ownership of the area, or to prove the primacy of their 
former base discipline in tackling these challenges. 

- Researchers will get / build new instruments to get their work recognized and 
respected in the established academia such as: 

■ A well delimited scope of their activity. Nowadays, due to its multi- 
disciplinarity, research on collaborative network tends to not be well 
accepted by the “traditional” disciplines. For instance, some groups in the 
computer science area have not yet fully accepted this research area, 
because it involves social sciences, management, manufacturing, and 
industrial engineering. At the same time, for instance the management 
area has not fully accepted it because it has strong involvement with 
technology and the computer science area. For a scientific discipline to be 
recognized, it needs to have unique principles and practices, and a 
research community that generates its own literature and supports its 
education. 

■ Well-established communication and interaction channels. Conferences, 
journals, praxis, professional associations, etc. shall form the basis for 
sustaining the associated research community. 

Collaborative networks are already recognized in the society as a very important 
instrument for survival of organizations in a period of turbulent socio-economic 
changes. Thus, seizing the opportunity to structure this area as a new scientific 
discipline is a major challenge for the associated research community. 
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The objective of this paper is to draft a possible outlook on future research in 
the area of networked organizations, given its evolution during the past 
decade. In those W years, focus shifted from supporting the flow of standard 
goods between multiple enterprises to supporting the delivery of one-of-a-kind 
goods or services by a temporary consortium of enterprises. The paper 
presents an overview of past research in the area, as well as a synopsis of the 
challenges researchers are currently dealing with. Three main challengesfor 
businesses are reflected upon, namely sustainable collaboration, managing 
and taking advantages of complexity, and inter-enterprise creation and 
innovation. 



1. INTRODUCTION 

One of the trends in the global market is the increasing cooperation among 
enterprises during the entire product life cycle. This is related to business drivers, 
such as the need for cost reduction, flexibility, focus on core competencies, and so 
on. The result is anything from a rather stable alliance between partners as in a 
supply chain to a more transitory cooperation as in a virtual enterprise. The latter 
can be defined as a temporary alliance of enterprises that come together to share 
skills or core competencies and resources in order to better respond to business 
opportunities, and whose co-operation is supported by ICT (Camarinha-Matos, 
2000). When the final product and/or service have been delivered, the virtual 
enterprise dissolves. 

During the past decade, the amount of research in the topic of networked 
organizations has been - and still is - quite considerable. National funding 
organizations have provided the funds for many groups of researchers to advance the 
state-of-the-art in this domain. The European Union has been one of the largest 
supporters of research in this theme; through a succession of its Framework 
Programmes, it has supported dozens of research projects in Virtual Enterprises and 
accompanying areas. 

The objective of this paper is to draft a possible outlook on future research in the 
area of networked organizations, given its evolution during the past decade. In those 
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ten years, focus shifted from supporting the flow of standard goods between 
multiple enterprises to supporting the delivery of one-of-a-kind goods or services by 
a temporary consortium of enterprises, from supply chain management to inter- 
enterprise project management, from manufacturing to the full product life cycle, 
etc. This paper presents an overview of past research in the area, a synopsis of the 
challenges researchers are currently dealing with, as well as some needs for future 
research. Examples of past and present EU funded research projects are also given. 

This paper is organized as follows. The next section gives an overview of the 
research in the area of supply chains and virtual enterprises during the past ten years. 
Section 3 presents an outline of present research in the area, and highlights the 
topics that get a lot of attention today. In section 4, some research needs that could 
potentially have an impact on networked organizations in the future are introduced. 
A discussion concludes this paper. 



2. PAST RESEARCH 

2.1 Past research in supply chains 

Over the years, companies have continuously been busy re-shaping themselves, and 
have recently turned back to a sole focus on their core competences. This has led to 
increased outsourcing of activities that were not considered as core activities. Many 
tasks that used to be performed by the company itself were subsequently performed 
by specialized partners. 

Whereas emphasis was on internal processes before, supply chain processes 
became the focus of bilateral process reengineering efforts in the 1990s. Internal 
integration into a process-oriented enterprise was followed by ‘external’ supply 
chain integration, linking together several supply chain members. 

Research focused amongst others on eliminating the bull-whip effect. This 
effect, which was first described by Jay Eorester (1961) in his pioneering works on 
system dynamics, is the result of the lack of coordination between logistics decisions 
by individual members of a supply chain. At its turn, the lack of coordination is due 
to insufficient visibility into the supply chain. This issue was addressed and to a 
large extent solved by ERP systems for enterprise-internal processes, but not for 
processes between different members of a supply chain. Even if companies look 
outside their own enterprises, they are inclined to optimize the relationships with 
their closest suppliers and customers in a one-to-one fashion. The bull-whip effect is 
just one of the symptoms of the lack of visibility throughout the supply chain, and is 
very well demonstrated via MIT’s “beer game” (ETHZ, 2004). 

A report on the portfolio of EU funded research projects in the area of Smart 
Organizations found a broad range of technologies, themes, and business sectors 
(Camarinha-Matos et ai, 2002). Examples of a long list of EU funded research 
projects addressing supply chain management aspects are Adrenalin, Chainfeed, Co- 
operate, and Smartisan. Adrenalin dealt with multi-party supply chain management 
in networked enterprises (Brehmer and Martinetz, 2001). Chainfeed aimed to 
develop process modeling tools (Hunt et al, 2000). Co-operate concentrated on the 
coordination of manufacturing planning and control in the supply network. 
Smartisan aimed to develop a generic XML based service to facilitate easy access 
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and search to a range of systems, and support synchronized delivery of extended 
products against deadlines in the wholesale and retail sectors (Oliveira et al, 2001). 

2.2 Past research in virtual enterprises 

In the past decade, the focus of research gradually shifted from supporting a rather 
stable alliance between partners as in a supply chain to supporting more temporary 
cooperation as in a virtual enterprise. 

Figure 1 shows the basic concepts of ‘enterprise networks’ and ‘virtual 
enterprises’. A virtual enterprise (VE) can be characterized as an inter-enterprise 
business cooperation where individual enterprises join core competencies in order to 
establish a value chain that is configured exactly to meet a specific customer 
demand. When the customer demand has been fulfilled, the virtual enterprise is 
decommissioned. The virtual enterprise is therefore highly agile compared to 
conventional, rigid supply chains. A virtual enterprise can be considered as a means 
to achieve economy-of-scale advantages for companies that specialize in certain 
competencies, as it provides them with the opportunity to exploit their expertise in 
several consortia. Though the VE is made up by different professionals and 
competencies from various partners, it operates as one, unified, and synchronized 
enterprise, hence its virtual nature. Accordingly, the business processes are not 
carried out by a single enterprise, but every enterprise is a node in the VE that adds 
some value to the chain. 

Virtual enterprises are ‘set up’ from enterprise networks. These networks are 
made up of numerous individual enterprises that jointly are available to exploit 
business opportunities through setting up virtual enterprises. The main purpose of a 
network is to prepare VEs. It establishes mutual agreements among its members on 
issues such as common standards, business processes, procedures, intellectual 
property rights, cooperation agreements, and ICT, so that these time-consuming 
preparations can be significantly shortened when a customer request arrives, and a 
VE is put in place. The network should be seen as a portfolio of core competencies 
and as a breeding environment from which different VEs can be established in order 
to satisfy different customer demands. This competence portfolio is dynamic in the 
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sense that competencies can join or leave the network. 

One should clearly distinguish an enterprise network and a virtual enterprise. In a 
network, there is no notion of a specific product, project, or contract. On the other 
hand, the VE is set up with a specific purpose in mind, i.e. a specific contract 
specifies the delivery of a specific product or service to a known customer. 
Compared to a virtual enterprise, a network can be perceived as a relatively long- 
term cooperation since it typically sets up multiple VEs. 

Research topics in the area of virtual enterprises focused (amongst others) on 
inter-enterprise project management, collaboration services, and mediators. Inter- 
enterprise project management should lead to: 

■ More reliable project plans, via a shared model of project activities and 
requirements, 

■ Better project monitoring, via on-line access to project status, with real-time 
notification of events and ‘alert’ conditions and with impact evaluation for 
deviations based on changes of downstream activities, 

■ A decrease in project risk, via clear visibility of the status of activities for all 
partners in the VE, 

■ Higher flexibility and efficiency, via a faster response to customer change 
requests, through better leveraging of partners from the network potential and 
accelerating and controlling the flow of information during the project lifecycle 
(Berg et al, 2003). 

Communication platforms and collaboration services focus on the underlying 
infrastructure for virtual enterprises. Such platforms and infrastructures should 
provide communication and integration services, community management including 
modeling relationships among enterprises, and support for workflow. On top of 
these infrastructures, applications are needed for the monitoring, management, and 
optimization of the multi-enterprise collaboration. 

Mediators are an almost natural consequence of the concept of setting up virtual 
enterprises out of networks of individual enterprises. Specialized organizations - the 
mediators - could play a role in this setup process, but also in the management of 
the network itself. These mediators should know the competencies of individual 
enterprises in the network, could act as the entry point for potential customers, could 
set up and manage the VE, and could provide collaboration services, and so on. 

The same report on the portfolio of EU funded research projects mentioned 
above provides many examples of EU funded research projects in this area 
(Camarinha-Matos et al, 2002). Another overview is given by the project Voster 
(2004). Examples of each of the three topics mentioned above are Whales, 
Globemen, and Business Architect. Whales aimed to provide a planning and 
management infrastructure for complex distributed organizations working as virtual 
enterprises on large-scale engineering projects (Gazzotti et al, 2001). Globemen 
tried to define a reference architecture for virtual manufacturing enterprises, to 
implement proof of concept industrial prototypes, and to demonstrate core features 
of the architecture. See (Busschbach et al, 2002) for an example of a Globemen 
paper on infrastructure. Business Architect drafted a new business development 
service with the same name as the project, which should take the lead in formulating 
and communicating business opportunities, looking for partners in an enterprise 
network, and facilitating strategy building and operational planning (Aston et al, 
2001 ). 
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3. CURRENT RESEARCH 

Current research in the area of networked organizations can he characterized hy a 
number of focal points. This paper mentions a few of the more obvious focal points 
in the current key EU funded projects in this area, namely the theoretical foundation, 
the ‘suitability for deployment’, and the interoperability and security aspects. 

There is a need to define a theoretical foundation for the VE research area. In the 
past, many prototypes for inter-enterprise project management and infrastructure 
services were developed. Whereas a lot of resources were spent on such prototypes, 
attention for models and methodologies that should provide the foundation for these 
VE related applications, was relatively minor. In addition, more and more 
importance is attached to the enterprise network as the breeding environment for 
setting up virtual enterprises. The preparation requirements within the network are 
starting to be researched. Finally, there is evidence that socio-economic trends 
impact the way enterprise networks behave and virtual enterprises are formed and 
managed; an example of such a trend is the rise of Professional Virtual 
Communities. These trends lead to new ways of thinking about virtual enterprises, 
and therefore the theoretical basis of the domain needs to be established and 
continuously updated. 

In addition to a theoretical foundation, research needs to be carried out to make 
the virtual enterprise concepts more deployable. An instrument for this could be the 
definition of reference models for inter-enterprise business processes. Reference 
models should take into account various types of industries and industry segments, 
and differences in business models, e.g. different manners and degrees of 
outsourcing, the existence or absence of service providers, and so on. Furthermore, 
SMEs often have difficulties in deploying the VE concepts and technologies, and to 
join an enterprise network or business ecosystem. For the latter, it is not sufficient to 
simply model SMEs and the services they provide. SMEs need to be modeled in the 
context of their business relationships and interactions with other SMEs. 

The issue of interoperability of business processes and enterprise applications 
was relevant within one organization, but is even more relevant in networked 
organizations. Participants in a VE desire to have diverse local solutions that better 
suit their unique local conditions. Every enterprise, although willing to cooperate 
and interoperate with others in order to fulfil the common goals of the collaboration, 
insists on preserving its rights to local choices and solutions, on protecting its 
proprietary information, and on the provision of special access rights to a part of its 
information only to those other enterprises that either it can trust or it is obliged to 
provide information by contract. This causes a tension between the obvious needs 
for cooperation among organizations (which would call for adoption of some 
common standards), and the suitability of certain proprietary solutions that can more 
readily meet local conditions. In other words, even if there are global standards 
sufficient for every business need, there will always be incompatible systems out 
there - either by choice or because of legacy. 

Finally, in an environment where different legal entities exchange information, 
they need to be able to rely on secure exchange of information, which is not the case 
at the moment. There is a need for an architecture that enables the secure execution 
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of collaborative business processes within virtual enterprises. In addition, software 
tools need to be developed, and methods and resources need to be defined that assist 
in the effective implementation and operation of software and systems instantiating 
the architecture. 

Current EU funded research in the networked organizations area is characterized 
by a concentration of ambition, efforts, and resources. A new instrument, the 
Integrated Project, is used to achieve a critical mass in order to achieve impact, 
integration, and excellence in research. An Integrated Project (IP) should have the 
potential to influence and/or change the domain and the market. Since the research 
area is still quite fragmented, an IP should concentrate its research and build critical 
mass by involving other actors in the domain. Finally, excellence in research should 
be achieved by clear progress beyond state-of-the-art and the integration of both 
scientific and industrial research competencies. Four Integrated Projects have started 
around January 2004, namely Athena, Digital Business Ecosystems, Ecolead, and 
Trustcom. They are expected to cover the focal points mentioned above. 



4. POSSIBLE FUTURE RESEARCH 

In today’s business environment, enterprises collaborate with each other for 
efficiency reasons mostly, and it is not likely that this will change within the next 
couple of years. Enterprises are working in networks rather than as standalone 
organizations. This trend happens in all industrial sectors for one main purpose, 
namely to improve the supply chains. The currently recognized main benefits in 
improving the supply chains are cost reductions in terms of logistics management 
and customer management. Nowadays, this is seen as one of the most evident 
benefits of the use ofICT in industry (Porter, 2001). 

Tomorrow’s picture (2010 and beyond) might show sustainable collaboration for 
more than cost reduction and productivity improvement reasons only. The “next big 
thing’’ in collaboration could be not to address productivity costs but to stimulate the 
collective creation and innovation processes within networks of businesses which 
will never happen in case these organizations are not fully collaborating. This level 
of collaboration implies that all participants accept to share part of their knowledge 
with other businesses that they trast. Note that in the literature on value disciplines, a 
change of focus from costs to innovation would mean a change of value discipline 
from operational excellence to product leadership (Treacy and Wiersema, 1995). 

The global business environment will be characterized by an increase of 
complexity and turbulence. Coping with this increase of complexity, businesses will 
be faced with another major challenge, namely the transformation of their traditional 
form, stmcture, and operational practices to be more robust and able to adapt to a 
continuously changing environment. Organizational boundaries will become more 
blurred (e.g. communities of practice are already becoming operational in many 
sectors). Control mechanisms based on cause-effect relationships are not fully 
effective anymore where unpredictable behavior could emerge. 

Given the above, many areas of future research are possible. In this paper, three 
main challenges for businesses are reflected upon, namely sustainable collaboration, 
managing and taking advantages of complexity, and inter-enterprise creation and 
innovation. Each of these challenges demands for future research. 
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For sustainable collaboration, research is needed that addresses accompanying 
business models and business processes. Models and methodologies need to be 
developed to set up and operate networks through the availability of collaborative 
platforms and mechanisms that allow organizations to easily participate in multiple 
networks. This is already addressed to some extent in the second focal point of 
current research mentioned above. Furthermore, the success - or the lack thereof - 
of networked organizations needs to be measured and evaluated. A specific 
performance measurement framework should be developed. Not only should the 
performance of networked organizations versus traditional organizations be 
evaluated, but also the performance of an organization within an enterprise network. 

Research is needed to address the management of complexity in networks. There 
is a need to analyze turbulent environments in specific industrial sectors in order to 
better understand the drivers of turbulence and the responses of various industry 
players to this turbulence. Here the concepts of Complex Adaptive Systems (see e.g. 
(Waldrop, 1992)) and Multi Agent Systems could be relevant. These concepts are 
quite appealing, since the analogy with enterprise networks and virtual enterprises is 
quite obvious. However, although known, the application of these concepts into 
practice in general, and in the field of networked organizations in specific is a 
research issue. The move from largely descriptive analysis to prescriptive 
applications still needs to be made. For example, whereas in Complex Adaptive 
Systems endless trial and error and survival of the fittest eventually leads to stable 
surviving systems, it is not a suitable approach for - for instance - mediators in 
enterprise networks who aim for a predetermined objective in a predictable time. 

Finally, there are research challenges that address innovation in enterprise 
networks. For example, it is not clear how innovation related to products and 
processes could be stimulated and managed in inter-organizational networks. 
Different specialists from different members of an enterprise network could work 
together on new products, and manufacturing and service organizations could play a 
role as well. Such networked organizations need to operate with state-of-the-art 
technology, under time-to-market pressures, and with continuing new product 
introductions. Companies that deliver state-of-the-art technology will always face 
the challenge of complexity. Knowledge sharing gets very important since this is an 
instrument to overcome this complexity. Furthermore, it is not clear how networked 
organizations should manage the tension between creativity and efficiency, and still 
maintain an ongoing dynamic balance. 



5. DISCUSSION 

Leveraging the differences that distinguish Europe from other large economies has 
become an integral part of research and technology development efforts taking place 
with the support of the European community. It is not surprising that research into 
aspects and technologies enabling virtual enterprises raises considerable interest 
among European researchers and economists, since Europe is likely to gain from it 
most. Europe’s multi-cultural and multi-lingual society, sensitive to an inclusive 
society, characterized by a rich landscape of small and medium-sized enterprises, 
offers the ideal conditions which will enable and nurture innovative business models 
such as the concepts exposed in this paper. 
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Research in networked businesses should cover various points of view. Whereas 
the EU funded programmes are strongly focused on the technology point of view, 
research is needed that also covers for instance the socio-economic, human, and 
business process view points. Development of technology should always be done 
within the business context of networked organizations, thereby taking into account 
all relevant stakeholders. 

Whereas progress achieved in some EU funded projects is considerable, one 
should always take into consideration what happens outside this context, both in 
other research projects and in industry. Although the total amount of resources spent 
on EU funded projects is large, it represents less than 5% of all publicly funded 
research in the European Union. Therefore, new research projects and the Integrated 
Projects in particular should take into account other relevant research projects, and 
leverage on their results. Eurthermore, industry is leading the way in many domains, 
for instance the application of agent technology and REID in supply chain processes. 
Researchers in networked organizations should be aware of this. 
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the advent of digital economy changes business environment dramatically. 
Virtual Enterprise (VE), in general the interactions among business partners in 
a value chain, has become a key factor to survive under the competitive 
business environment. VE reveals that more complex and dynamic business 
processes should be considered as assembled service components in order to 
integrate the collaborative business processes. Therefore, a formal standard 
schema for describing and managing the business processes is required. In this 
paper, we propose a consistent modeling approach that combines enterprise 
modeling and simulation modeling to design a value chain of a VE. This 
methodology will provide designers with insight into the business processes of 
a VE and help identify and resolve unpredictable bottlenecks on the execution 
of virtual business processes. This paper also illustrates an implemented 
modeling tool which is based on the generalized model suggested by the 
working group of ICEIMT and notations by OMG EDOC. 



1. INTRODUCTION 

Today, in order to achieve mass customisation on a global scale, most of the 
competitive enterprises focus their core capabilities on their value chain 
management. It contains the design chain and the supply chain linked with a large 
number of suppliers and vendors (Messina 1997, Kim 2000). As each enterprise 
operates as a node in the network of suppliers, customers, engineers, and other 
specialized service providers, the collaborations between multiple partners are 
becoming important and VE is emerging as a result (Jagdev 2001, Thoben 2001). 
Enterprise Engineering (EE) can be used to support the life cycle of a VE (Vemadat 
1996). Eundamental of the EE approach is the use of a backbone of modeling 
concepts that underpin the representation of enterprise activities and objects from 
different viewpoints, at different levels of granularity, generality and abstraction and 
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during different life phases. Prior to the construction of a VE, a coordinator or a 
broker must carefully define the business scenario that defines roles, sequences, and 
interactions between partners, and the business criteria to achieve their coherent 
business goals. Also, the agile responses to the unexpected changes that may occur 
during the product life cycle are essential for a VE (Kim 2001). This requires an 
integrative enterprise engineering approach: ® enterprise modeling at a higher level 
is needed to provide participants with common understanding of their 
collaborations, and ® simulation modeling at a lower level is used to evaluate 
functional capabilities of each partner and to obtain performance metrics for the VE 
operations. Use of this simulation in the early design stage of a VE helps to reduce 
the uncertainty throughout the life cycle of it. 

This paper presents a modeling methodology and an implemented tool based on 
the generalized model suggested by the working group of ICEIMT and notations by 
OMG EDOC. The rest of this paper is organized as follow. Section 2 describes an 
overview of the proposed modeling approach, and Section 3 shows tool kits to 
support the proposed approach. Section 4 then explains the interaction between the 
enterprise modeling and simulation activities. Einally, Section 5 provides the 
conclusion and future work. 



2. OVERVIEW OF MODELING CONCEPT 

Business processes of VE involve various processes of different participants. To 
enable flexible integration of partial processes, the business process models should 
be based on a meta-model in a standard form that supports dynamic properties of a 
unit process. To respond to this qualification, a generalized and process-oriented 
representation of partner businesses (co-operating in the life cycle of a product) was 
developed by an International Conference on Enterprise Integration Modelling 
technology 97 working group (Weston 1997). This process-oriented model 
exemplifies important features of many global multi-partner businesses. First, it 
emphasises the need to design and realise appropriate “Process Streams” and 
“Organization Streams”. With respect to the process stream, units of enterprise 
activities need to be logically and temporally ordered to realize the products of an 
acceptable quality at the right place and time. For the organisation stream, human 
and technical resources must be systematically and repetitively assigned for the 
enterprise activities. The proposed modeling approach in this paper is based on this 
modeling philosophy and is used to design a business scenario and business 
processes. 

The VE considered in this paper belongs to the star-type among diverse types 
(Thoben 2001). In the star- type, the communications between any two peripheral 
nodes will be always conducted through the central node called a broker whose roles 
are ® the registration of an enterprise, ® the formation of a VE, ® the life cycle 
support and ® the replacement of partners (Harbilas 2002). Frequently, the role of 
the coordinator is taken over by the final assembler. 

Figure 1 shows the conceptual modeling approach proposed in this paper. The 
right side of figure 1 shows that the coordinator composes an enterprise network 
after receiving an order. The candidate nodes of the enterprise network can be 
searched from the public registry, such as ebXML Reg/Rep or cognitive 
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communities of the enterprises. Once the enterprise network is composed, the 
coordinator designs a business process stream according to the business scenario and 
evaluates it using simulation with respect to the customers’ requirements and the 
global business constraints. Exemplary business constraints include ® product 
specification, ® due date, ® order volume and ® cost. The participants simulate 
their manufacturing facilities with the conditions provided by the coordinator and 
send the results back to the coordinator. Then the coordinator analyzes whether 
some results from the participants conflict with the global constraints. If there is no 
conflict, the product can be manufactured and delivered to the customer in the next 
phase called “VE Execution”. Otherwise, the coordinator requests the participants to 
re-arrange their resources to meet the global constraints. 
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Figure 1 - Proposed modeling approach 



3. ENTERPRISE MODELING APPROACH 

The purpose of the proposed modeling approach for VE is to extend the capability of 
the existing public domain architectures and methodologies as well as our 
methodology of the previous research, IMEE (Kim 2001), with respect to 
partnership enterprises. As shown in figure 1, the modeling approach starts with 
“Design Business Scenario”. In this step, we select some functional areas and 
organizations of each participant using the function-organization matrix that 
describes the process stream and the organizational stream of the VE. To improve 
understanding about the functionalities available to each organization in a 
partnership enterprise, the top-down analysis is facilitated to reveal the primary 
functional capabilities of partners. The functional model of this approach is a kind of 
“CompoundTask” of the UME profile for EDOC-BP (OMG 2002). Eor the bottom- 
up object-oriented modeling to systematically describe information and function as a 
single object view, the object components and their relationships are described 
through a meta-model of the UME profile for EDOC-BP. To support this modeling 
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approach, we developed three kinds of modeling tool kits: Business Scenario Editor, 
Function Modeler and Process Designer. 

3.1 Business Scenario Editor 

Figure 2 shows screen captures that illustrate how to create organizations and 
business areas of participants. In the “Department” tree-view, we create 
organizations using the pop-up menu, while functions are created in the “Operation” 
tree-view. Through the iterative process for the creation of the functions and 
organization, the function-organization matrix can be constructed. 




Figure 2 - Design of a business scenario 



From this matrix, we can design a business scenario by selecting and connecting 
cells that represent a function of an organization. A business scenario depicts ‘What 
to do’ rather than ‘How to do’. We can connect two cells and add “Spit” or “Join” 
operators according to the business context. 

3.2 Function Modeler 

Since a collaborative business process is widely distributed across several 
enterprises, a formal and common schema is required for the participants to 
understand their roles and relationship with the business process. To support this 
schema, a common definition of the function is needed. The modeler provides a 
dialog box for the description of the funetion. An XML document obtained from the 
function description (see figure 3) is stored into a repository. In the next step, we 
connect these identified functional elements to constitute a business process of VE. 
The products of the functional elements, that is an XML document, will be 
transmitted to the simulation package and will be discussed in detail later in this 
paper. 
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Figure 3 - Generation of an XML document 
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Figure 4 - Modeling of a business process component 



Functional decomposition of the top-down approach can be extended to design a 
system where the consisteney between system design and analysis should be 
assured. Although this approach provides flexibilities to develop enterprise systems, 
the interoperability problems among business components based on diverse 
middleware platforms cannot be resolved. To remove this bottleneck, OMG suggests 
MDA (Model Driven Architecture) concept and the UML profile for EDOC 
(Enterprise Distributed Object Computing) to improve the productivity, quality and 
reusability of a model (OMG 2001, OMG 2002). For these reasons, the function 
modeler developed in this paper is based on the UML profile for EDOC. A business 
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area can be defined as a business process component that has an input and output 
port which are characterized hy “Synchronous” or “Asynchronous”. The business 
process component is decomposed into sub-business process components. At first, 
we create a “Package” and a business process component. The generated component 
is registered in the left tree-view of the window. From the business process 
component, sub-business process components are created based on the procedure as 
shown in figure 4. Suh-business process components can be newly generated or 
imported from other business process components. 

3.3 Process Designer 

As shown in figure 5, the process designer has a tree-view and a diagram-view. In 
order to define a business process model, we select business process components 
and their ports. Then, we connect them using the “Data Flow” button. If two or more 
components are connected, we use a “Junction” component (AND/OR/XOR Split or 
Join). A business process can be created through these iterative procedures. The 
lower screen of figure 5 shows an example of a complete business process modeled 
via the process designer. 




Figure 5 - Design of a business process 



4. SIMULATION MODELING 

While an enterprise model focuses on the interactions among participating 
companies of VE, a simulation technique is employed to evaluate each partner’s 
functional capability with local simulations as well as the coordinator’s business 
process feasibility with global simulations. Two types of interactions are described 
in this section: ® interaction between an enterprise model and a simulation model 
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and ® a close loop interaction between the local simulations and the global 
simulation. 

The products of the functional elements constituting a process stream of a VE are 
first translated into the XML document as shown in figure 2, and then translated into 
the required inputs for each simulation package. The partial information of the 
functional elements is used to construct a series of pre-defined events for each 
individual simulation. In addition, the partial information of the functional elements 
is used to specify the data associated with those events. For example, when the 
assembler sends a message related with an order to a supplier, both parties must 
have the same understanding of what is meant by “Order”. Some of those elements 
are: ® order, ® product, ® transporter order, ® supplier details, ® assembly 
details, and ® transporter details. Partial attributes of these elements will be used as 
business constraints such as ® product specification, ® due date, ® order volume, 
and ® cost. Elements related with simulation results also must be defined. Since the 
functional elements will contain information on resources, a partial simulation 
model can be automatically generated. Shop floor resources (R) include equipment 
(E), tools (T), fixtures (F), instmction sets (I), connectivity graph (CG), and more. 
The simulation generation method interacts with E, CG, T, and F. A connectivity 
graph (CG) is a graph showing the connections between the equipment in the 
facilities. Each node is associated with a physical equipment entity. Each arc is 
associated with an equipment interaction - an origination node and a destination 
node. In this paper, a preliminary resource model has been developed using the 
XML document, whose instances will provide input information for the simulation 
model generator. 

To constmct a global simulation model, a system dynamics (SD) simulation 
technique is normally used. SD simulation is normally used to build models using 
aggregated data for system wide dynamic flow analysis of managerial decisions. On 
the other hand, a discrete event simulation (DES) technique is normally used to 
construct a local simulation model. DES is used to model a system in detail to 
comprehend the actual behavior of the individual components. When each 
simulation run is requested, the simulation must capture the commitments that have 
already been made in addition to the new commitment that has initiated the current 
simulation mn. Synchronization of information must detail as to ® what information 
needs to be exchanged between the local DES and the global SD simulation models, 
® when the exchange must take place, ® how information is transformed, and ® 
how the information is utilized by the models. When stochastic input data are used 
for simulation, simulation results, such as machine utilization, mean tardiness, and 
cost, will be represented in the form of ranges (e.g., confidence interval). 

To enable communications between simulation models, each simulation model is 
broadly classified into two parts: ® the interface module and ® the actual model. 
One entity is created at zero time and is in charge of interface with the external 
events. It is noted that these events must have been determined on the basis of the 
enterprise model (functional elements). It is noted that if a company belongs to 
multiple virtual enterprises, the associated simulation model interacts with multiple 
external events. The interface module can be implemented in Visual Basic for 
Arena^'^ and in C++ for ProModeF^ and AutoMod^M. The actual model of each 
simulation is the representation of a physical facility (e.g., final assembly plant, 
component supplier, and transporter). The benefits of a simulation model compared 
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with an enterprise model include the high modeling fidelity and an ability to model 
constrained capacities of resources. A parametric and data-driven simulation model 
will be designed and constructed to enable for the same simulation model to be used 
to evaluate different set of parameters without any modification. 



5. CONCLUSION 

In this paper, we proposed a new modeling approach combining the enterprise 
modeling and the simulation modeling. Although the enterprise model of a VE has 
diverse views such as function, information, organization and resource, we focused 
on the functional aspect for the design and evaluation of the collaborative business 
processes. The proposed methodology is useful to rapidly define functional elements 
and evaluate functional capabilities. In this work, a distributed simulation is used for 
the evaluation of the business processes. 

Future work will be conducted to apply the proposed concept to the real world 
cases, including the SAMEX (Samsung Mexico Electronic Complex) composed of 
Samsung Electronics, Samsung Electro-Magnetics, Samsung Coming, Samsung 
SDl, and their suppliers. 
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Nowadays, virtual enterprise, extended enterprise, wide supply chain and 
enterprise network are organizational structures recognized by the scientific 
and professional communities. The challenges in the engineering of these 
systems consist in proposing solutions that take into account both the social 
and the technical aspects simultaneously. The modelling approach and the 
models are components of the system engineering framework [GERAM 1999]. 
This paper proposes a role based and process based modelling approach for 
organization networks. This approach uses a combination of the role based 
modelling approach and the process based modelling approach. This paper 
shows the importance of the role concept and proposes new definitions. 



1. INTRODUCTION 

Our work aims to develop an engineering and integration methodology for 
enterprise networks. To achieve such a purpose it is necessary to define the 
enterprise entities of these networks as recommended hy (GERAM 1999). A set of 
hypothesis will he introduced in order to define these enterprise entities. 

In setting up enterprise networks, partners decide to create a long or a short term 
cooperation as illustrated in the literature by extended enterprise, virtual 
organization, etc. However, partners often create long term cooperations that are less 
stractured in order to develop business or to create virtual organization. This 
working model is explained by the fact that it is very expensive and very difficult to 
create virtual organizations each time. So, partners need a structure where the 
cooperation is configured. The virtual enterprise modelling report of the Voster 
project says that about 70% of the studied projects assume the existence of such 
structure. It is called network, source network, support Network, or breeding 
environment (VOmap project). In our study we use the name of source network. 

A central and important aspect in setting up source network is the work 
preparedness. Source network is regarded as a breeding ground for the preparation 
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and formation of virtual enterprises where partners will establish a degree of 
preparedness for forming particular virtual enterprise (Tplle 2003 ). 

The hypotheses on what our work is based are : 

• Since the reported studied have shown in most cases the existence of a source 
network and since the project of virtual organization set up is very expensive 
and difficult, we decided to take into account the source network concept in 
our study. 

• Since adding an external enterprise to network members in order to set up a 
virtual organization makes the development period and cost longer, we 
decided to work on source network where only the internal members are 
selected to set up a virtual organization. 

■ Since a weak work preparedness related to virtual organization launching and 
operation do not allow the network to fill the present challenges that are 
rapid answer to customer needs, flexibility, and reactivity, we decided to 
work on source network where work degree preparedness is very high. 

These hypotheses imply a separation between the life cycle of the source 
network and the life cycle of the virtual organization. In the rest of the paper, we 
consider the network source and virtual organization as two distinct organizations. 

1.1 Enterprise entities of the enterprise networks 

Based on these hypotheses, we could set up an enterprise network where the 
strategic and tactic activities have been implemented and where the behaviour of 
partners in virtual organization operation is designed. Our work consists in 
developing an engineering methodology for such an enterprise network. 

This methodology uses the product, business and organization network 
enterprise entities. The product enterprise entity represents all product and customer 
services of the organization network (see GERAM 1999). 

Based on the hypothesis announced above, we decided to use the business 
concept instead of virtual organization concept. «A business is a series of processes, 
each having a clearly understood purpose, involving more than one organization, 
realised through the exchange of information and directed towards some mutually 
agreed upon goal, extending over a period of time » ISO/IEC 14662. We assume 
that a business is acted by the apparition of an external event of the network and ach 
ieved by the delivery of the product (service) required to the customer. 




Figure 2 : Organization network, business and product enterprise entities 



An organization network is a long term cooperation of a set of organizations that 
combine their competences and resources around a common objective. The 
operational work of the network is configured around the concept of business. The 
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following figure globally shows the relation between the organization network, 
business and product enterprise entities. 



2. ORGANIZATION NETWORK MODELLING CONCEPTS 

Modelling concepts define and formalize most concepts of organization modelling. 
The concepts used in developing our methodology are based on several sources. 
Firstly, we used the concepts defined in different known methodologies as 
CIMOSA, GRAI-GIM, PERA, GERAM, UEML, OOP, OORAM, etc. Secondly, the 
concepts can be defined from enterprise ontologies as TOVE ontology. Einally, 
concepts can be found in work on organization networks as (TELEflow project) 
(Globemen project) (UCANet 2001) (Boughzala I. 2001), etc. 

Of course these sources of concept definitions are very rich; nevertheless we 
consider to add some new concepts to model organization networks necessary. In 
this study we focused on the role concept. This section will introduce the role 
concept and some other concepts. 

In order to define and to model the role concept we use role theory, studies 
related to organization modelling and computer information systems. 

In general, role theory has focused on the behaviour characteristics of a person 
(who occupies social positions) and on its relationships with others people within a 
stable social system. Several researchers have worked on the role concept. Role is a 
“position occupied by a person in a social relationship (Biddle 1966)”( also see 
(Holm 1997) (Campbell 1999)). In describing labour between members. Holm said 
that a social group consists of a collection of roles, which must be present to enable 
the group to exist and to develop. It then becomes important to study different leader 
roles, functional roles, pedagogical roles, status roles, and so on. Eor studying these 
roles the organizational role theory is a perspective among researche interested in 
the roles of formal organizations (see (Campbell 1999)). 

In organization science, several definitions have been assigned to the role 
concept. Quid (Quid 1995) introduced the concept of organizational role as an area 
of responsibility which ranges from concrete things (work station, functional unit, 
etc.) to abstracts things (customer, supplier, etc.). Marshall (Marshall 2002) defined 
organizational roles as operational views that allow defining process steps. In 
WFMC glossary, an organizational role is a group of participants exhibiting a 
specific set of attributes, qualifications and/or skills. Finally, (Eriksson 2000) 
defined role as a description that tells an actor how to function in a given context. 

In computer science, the role concept have been used in object oriented 
methodologies and multi-agent systems. Several definitions have been used in both 
domains. Eor the first domain, we present the definition proposed in (Balabko 2003) 
that defines the role concept as an abstraction of the behaviour of an object. 
However, for the second domain we have chosen the Eerber’s (Eerber 1995) 
definition “role concepts represent the agent positions in an organization and the set 
of activities that are supposed to be carried out in order to accomplish its purposes. 

The advantages of using role concept have been illustrated in (Marshall 2002): 

■ Role concept controls complexity by partitioning knowledge of an entity 
into separate domains. 

• The real behavior of an entity is delegated to its values(values list what an 
entity has and does), which is to be reusable both within and between 
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domains. 

• This partitioning allows knowledge to change over time. 

Based on the different works cited above, we propose two concepts of role : 
organizational role and resource role. An important difference between both these 
roles is explained by the fact that an organizational role makes reference to global 
missions carried out by a center of activities which we name “organizational unit”, 
while role resource represents operational and local missions carried out by a 
specific resource in the network. 

We define organizational unit as a center of activities that accomplish missions 
and compound all the means necessary to its operation. An organizational unit can 
be speciahzed through granularity levels, it can be an enterprise network, enterprise, 
filial, department, professional unit or work station. A work station is an elementary 
center of activities defined by its activities (Nanci 2001), while professional unit, 
which is also an elementary center of activities, is defined by its missions. 

Both role concepts are defined below and organization role specialization will be 
introduced. 

2.1 Organizational role concept 

As far as we are concerned we define an organizational role as an abstraction of the 
behaviour of an organizational unit. It models the macro-competences and the 
characteristics that an organizational unit has to fulfil in carrying out a set of 
activities in a given context. 

As illustrated in the following figure, an organizational role is described through 
the attributes : name, missions, rights and obligations, macro-competences, 
performance indicators. Name indicates the name of the organizational role. 
Missions represent the main activities to achieve in carrying out the organizational 
role. Rights and obligations represent rights and obligations associated with the 
organizational unit in carrying out the activities related to the organizational role. 
Macro-competences are the competences required to carry out such an 
organizational role. Performance indicators are variables that indicate the results of 
the executed activities by the organizational unit in carrying out the organizational 
role. 

Naine 

Nlissions 

Rights arid obligations 
M aero - camp etenc e • 

Performance indicators 

Figure 2 : Organizational role construct 

2.2 Resource role concept 

As defined in (Vernadat 2001), a resource can be either human, machine, or 
appheation. A resource role describes what do a resource in a given context. 
Characteristics associated with resource role are name, aptitudes, tasks and 
performance indicators. Name indicates the name of the resource role. Aptitudes 
represent the necessary characteristics required to fulfill the role (human role is 
modeled by competences, application role by functionalities and machine role by 
capabilities). Tasks indicate the tasks related to the resource role. Performance 
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indicators are variables that represent the resource performances in carrying out the 
tasks. 

Figure 3 : Resource role construct 
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Each attributes of both these role types could not only be described through values 
but also through models. 

2.3 Organizational role concept in organization networks 

The practice studies on organization networks reported the real existence of the role 
concept. Most projects smdied in (Katzy 2003) define necessary management roles 
for the creation and administration of virtual enterprises, which entails detailing 
what is generally called the broker function. These management roles are called, for 
example, business integrator, marketing manager, co-design manager, co-maker 
manager and legal expert in (UCANet project); broker, competence manager and 
network manager in (GLOBEMAN21 project); cooperative agent in (Boughzala 
2001), etc. the importance in studying these roles have been introduced in (Katzy 
2003) and (Eupu 1999). 

An organization network is a complex organization that implies several 
enterprise entities. So, it is necessary to define organizational role in a single 
enterprise before doing it in a network. 

Enterprise functions group activities. As far as we are concerned, these activities 
can be divided into three types. The first type represents activities that directly take 
part in the product (service) realization of the enterprise (activities related to 
purchasing, production, selling, etc.). The second type models the activities that 
support the enterprise operation (activities related to information system 
management, competence management, etc.). Einally, the third type represents 
management and coordination activities. 

So, we can describe the enterprise operation through management and 
coordination functions, support functions and functions that take place in product 
(service) realization. This leads us to specialize the organizational role in accordance 
with these function types. An organizational role of an enterprise can be : 
Management role : it represents a set of macro-competences and characteristics that 
an organizational unit has to fulfil in carrying out one or several management and 
coordination functions. 

Support role : it represents a set of macro-competences and characteristics that an 
organizational unit has to fulfil in carrying out one or several support functions. 
Functional role: it represents a set of macro-competences and characteristics that an 
organizational unit has to fulfil in carrying out one or several functions that directly 
take place in product (service) realization. 

Through the concepts presented in the introduction of this paper, we can 
conclude that it exists two organizations in an enterprise network : what we named 
organization network (source network) and business (business results from the 
network operation). 
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So, it is possible to define organizational roles that characterize the organization 
network, business and relationships between organization network and business. 
These roles are introduced in the following figure and paragraph. 



These rolee diarectehze 
the orgenization 
network 



Organizetianal role 



These roles characterize 
the business 



me ousinesi 



Network management role 


Network support role 


Business develptneni role ! Network functionsi role 









Figure 4 : Organizational roles of an organization network. 



Respectively, network management role, network support role and network 
functional role have the same definition as those for the enterprise but they have 
different missions. The business development role represents macro-competences 
and characteristics that an organizational unit has to fulfil in carrying out one or 
several functions related to business initiating, launching and managing. 



3. MODELLING AND METHODOLOGY PRINCIPALS 

We consider an organization network as a set of organizational units related by 
cooperation, collaboration, authority and coordination relationships. We model the 
operation and the organizational stmcture of the network and of its organizational 
units through a role based and process based approach modelling (see figure 5). This 
approach uses two modeling views : stmctural view and dynamic view. The 
stmctural view models the organizational stmcture of the network. It essentially 
shows the authority and coordination relationships between organizational roles, and 
the assignment of the organizational roles to organizational units. The dynamic view 
models the interactions (circulation of product and control flows ) between the 
organizational units by modeling processes whose activities are defined by the 
organizational roles. The model developed here can be compared to the UML role 
based activity diagram. Both models that correspond to theses two views are 
included in a paper submitted to the International Journal of Networking and Virtual 
Organization. 




A procesi deccribes the An orgnizationel role is a cet of organiaational unit is a 

relationships between missions, rights and of missions, purposes, 

organixational units obligations. maro'Competences. flmctions, activities, and 

through organizational and performance indicators. resources 

role concept. 

Figure 5 : Role based and process base modelling approach 
The rest of these sections introduces our methodological principals. Our 
methodological approach uses the classical principals of decomposition and 
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composition introduced in (Ferber 1995). The organizational unit of the level n 
represents the organization network (see figure 6). The organizational units of the 
level n-l, that compose the network, can be considered as actors that have their 
proper behaviour. If we are interested in the operation and the organizational 
stracture of these organizational units, each of them could be decomposed on 
organizational units of the level n-2. We can do the same thing for levels 
n-2 and n-3. This decomposition process will finished either when all the 
organizational units of the reached level are a work station or a professional unit, or 
when we make an abstraction of the operation and the organizational stracture of the 
organizational units of the reached level. 

These organizational units that constitute the network are composed of resources 
(human, machine and application) that came either from several partners or from 
one specific partner. The figure 6 presents the basic procedure of our 
methodological approach and the decomposition model of an organization network. 



Basic procedure of our methodological approach 

1) Identify the important activities of the organizational unit 
of the level i 

2) From these activities, identify the crganizational roles (of 
the level H) which are necessary to the operation of this 
orgaruzitional unit 

3) Define the organizational units (of the levell-0 that will 
compose this organizational unit throu^ the organizational 
roles they will carry out 

4) Describe the operabon and the organizational strxicture of 
the organizational unit of the level i by applying the role 
based and process based modelling approach 




Figure 6 : methodological principals 

This paragraph explains how we apply the modelling approach through 
decomposition process. Globally, the implementation of an organization network 
(organizational unit of level n) consists firstly in defining its missions and 
purposes. Secondly, the carrying out of the basic procedure (see figure 6) mainly 
allows the definition of organizational roles, organizational units and processes (of 
the level n-l) necessary to the operation of the network. Each of these 
organizational units of the level n-l have its proper missions and purposes. In a 
similar manner, if we are interested in the definition of the operation and the 
organizational structure of the units of the level n-l, we will apply the basic 
procedure on each of them, in order to define the organizational units of the level 
n-2 and their interactions. So, we can apply the procedure each time we want to 
go down from one level to another. 



4. CONCLUSION 

The paper proposes a role based and process based modelling approach for 
organization networks. Firstly, we introduced the organization network concept and 
business concept as enterprise entities of our study. Then, we presented two main 
new modelling concepts for organization networks which are organizational role and 
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resource role. After that, we introduced the role based and process based modelling 
approach through a set of principals applied in our methodology. Such 
methodological principals are very important in organization network modelling 
since they allow on the one hand, modelling the organizational structure of the 
network composed of a set of partners, and on the another hand, checking partner 
behaviour by the definition of their rights and obligations. These rights and 
obligations are modeled by organizational role construct. 

Note that this study is a part of our results in developing an engineering 
methodology for organization networks. More details on these methodologies are 
included in a paper submitted to the International Journal of Networking and Virtual 
Organization. 
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In this paper we present an ontology based approach for dynamic integration 
of business partners on demand. ODAMY, an ontology-based methodology, is 
proposed allowing flexible partner integration on demand into existing or 
evolving dynamic business networks. The approach chosen takes focus on the 
‘‘softer" but important strategic aspects to measure the strategic fit to discover 
and select business partners. It provides required mechanisms and methods to 
support trust building by supporting communication and increases 
transparency within the network. Network companies are represented by a kind 
of ‘fingerprint" describing their co-operation ability and requirements. First, 
the paper Introduces into the scenario of dynamic business ecosystems. Then 
developments, trends and requirements of existing b2b integration concepts are 
discussed. ODAMY is described and the implementation is depicted to 
demonstrate how the methodology is put into practice. 



1. INTRODUCTION 

In the future enterprises will transform themselves into better forms hy becoming 
“more intelligent” [4]. “Intelligent” in this context means ability of a network or 
company to react and adapt to changing market opportunities and conditions. Thus, 
a fast and easy docking and quick formation of network entities or new business 
partners providing needed competencies are vital. [1] discusses the problem of 
integrating business partners into an existing or with different infrastructures 
depicting different b2b (business-to-business) integration concepts and scenarios. 
Current b2b integration concepts are mainly based on technical aspects and 
requirements defining interfaces for information exchange, remote invocation of 
applications or describing business processes using a shared business vocabulary 
(recent standards e.g. ebXML, RosettaNet). The strategic aspects are mostly not 
addressed adequately. This research work aims extending state-of-the-art b2b 
integration technology architectures, dealing with the need to provide criteria to 
discover, select and integrate business partners on demand into emerging or existing 
business networks. The chosen approach is to measure the strategic fit of network 
companies to obtain criteria for the (pre-)selection of business partners. The strategic 
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fit is stored as “fingerprint” to supply the underlying infrastructure with strategic 
selection criteria in machine-processable form (“IT infrastructure layer”). The vision 
is to support the envisaged self-formation of virtual enterprises within dynamic 
business ecosystems. The work can be partly related to the discovery and selection 
ofweh services from directories. 



2. SCENARIO OF DYNAMIC BUSINESS ECOSYSTEMS 

Before the requirements of existing b2b integration concepts are described, the 
process of dynamic formation of new business partners is shortly depicted. In figure 
1 the typical life-cycle of a virtual organization is shown. ODAMY aims supporting 
the process of discovery, formation, agreement and operation. The integration 
process discovers and selects business partners from an open-ended collection of 
pre-qualified partners is shown. The partners agree to form a pool of potential 
members of virtual organizations. These potential members are selected from the 
universe of modules.’ 




Figure 1 - ODAMY supporting the life-cycle and self-formation of virtual enterprises. 

While in the virtual organization, the objective is to exploit a specific market 
opportunity, the purpose of the “dynamic web” is a disposition to work together in a 
future market opportunity. This pre-selection of business partners is realized by 
means of a measurement based on strategic fit criteria. The integration on demand of 
new partners in such a network is in practice a difficult and time consuming task 
which runs contrary to the basic idea of flexibility and anticipated fast reactions for 
virtual organizations." Our experience is that strategic partner fit is a crucial point 
for success of virtual organizations. Our investigation of virtual organizations 
determined criteria and dimensions in our opinion essential to measure strategic 
partner fit and allowing an easy, fast and flexible docking of business partners. We 
follow a holistic approach which aims providing the underlying IT infrastructure 
with the strategic selection criteria in machine-processable form. 
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3. B2B INTEGRATION 

Business-to-business (b2b) integration is a buzzword that has been widely used in 
the past several years and with large variety of meanings. Its meaning ranges from 
the simple transmission of XML-formatted messages over the Internet to the 
automated integration of complex dynamic multinational supply chains based on the 
exchange of electronic business messages, B2b integration is very complex and no 
common accepted set of integration concepts has been yet developed so far, and no 
standard architecture is accepted throughout the industrial and research community. 
In this section we discuss the challenges and needs of a far-out vision of a future 
business ecosystem based on self-forming virtual enterprises according to [1]. 

3.1 Challenges in future business ecosystems 

In the envisaged application scenario of a business ecosystem an enterprise has most 
of its operations outsourced to service providers or acquires skills needed from 
business partners. According to [1] a human should only be involved when there is 
an exceptional case that requires problem-solving skills that cannot be provided in 
automated form.‘“ Therefore, enterprises within a business ecosystem have to 
announce their capabilities, competencies and skills, indicating to other entities in 
the network what they could provide. Besides of the important aspects as 
availability, revenue expectations and cost model, our research takes focus on the 
need to explicitly represent information regarding goal and risks as well as trust. 
Trust is the key essence to let business relations run smoothly and automated. Trust 
is the base for a successful business relationship and therefore vital for the success 
of business endeavors within self-forming networks. Before engaging, enterprises 
would like to determine past performance of their potential business partner, 
including aspects like quality of delivery, flexibility, reliability and dependability. 
Furthermore, the goals of an enterprise must be clear so that a matchmaking 
environment can determine if it makes sense to engage. As an enterprise represents a 
set of individual goals, it is important that there is a fit and to certain degree a good 
strategic matching with the shared network goals. These goals and the related 
network culture have to be made explicit, accessible and understandable for human 
as well as machines. Of course this is still a far-out vision providing a clear direction 
for research and advanced development. Public registry efforts like UDDF'' already 
address and aim solving discovery and selection of services and related service 
providers [1]. 

3.2 Requirements and objectives 

The future exploitation and enormous business potential of new forms of 
organizations is jeopardized by missing holistic approaches taking into consideration 
all three layers of organizations (figure 2). The envisaged solution to integrate 
business partners on demand or initiate and form a collaborative network quickly if 
the demand occurs has to respond to the requirements of existing b2b integration 
concepts. Solutions to the scenarios and problems as depicted above can be likely 
seen as extensions to b2b integration technology architectures with a component 
that manages the formation of virtual enterprises. That component may use the 
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existing b2b integration technology components and add its functionality on top of it 
[1]. A proper solution has to deliver the information required for the strategic 
planning, formation and finally operation of business collaborations [1]. A holistic 
approach has to respond to the needs on the three different layers as depicted in 
figme 2. The suggested distinction of three layers allows a precise discussion of the 
goals and focus of b2b integration concepts. Today, we observe that most 
approaches address one or two of the layers but in most cases not a holistic 
approach. The first layer is the organizational layer. On this level we are dealing 
with strategic aspects as goals, risks, trust and the network culture. The process layer 
interacts with the first layer. On this level business processes are described, analyzed 
and executed. The underlying infrastructure layer is supporting process and 
organizational layer. Semantics are discussed to overcome the existing barrier 
between the different levels. 

3.3 Semantic Web 

The cmrently evolving Semantic Web promises automated information access based 
on machine-processable semantics of data and heuristics that use these meta data. 
Within this “new Web”, the explicit representation of the semantics of data, 
accompanied with domain theories (i.e., ontologies), will enable a web that provides 
a qualitatively new level of service. The Semantic Web heavily relies on formal 
ontologies that structure underlying data for the purpose of comprehensive and 
transportable machine understanding. The Semantic Web relies on technologies as 
XML, RDF, RDF(S) and OWL.'' They properly define the meaning of data and 
metadata. In general one may consider the Semantic Web more as a vision than a 




Figure 2 - ODAMY extending b2b integration technology architecture. 



3.4 Provision of extended functionality 

Today, most b2b integration technology architectures although demanded miss 
mechanisms and the provision of appropriate functionality to support adequately the 
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business relationship management and thus trust building. This constitutes from our 
point of view a main inhibitor for the further diffusion and application of new forms 
of organizational and co-operation models. Thus, the core thesis of our research 
activity is that this inhibitor has to be removed by provision of extended 
functionality. 



4. ODAMY 

ODAMY aims extending b2b integration technology architecture. The methodology 
provides criteria to measure the strategic fit of business partners. The information is 
stored as st fingerprint for each network company in machine-processable form. The 
semantic web offers required technologies and visions to facilitate the targeted 
functionality. 




Figure 3: Dimensions to measure network typology and strategic fit. 

The goal is to transfer implicit knowledge from the strategic layer (figure 2) into 
explicit domain knowledge processable by the supporting IT infrastructure layer. 
The chosen approach is to measure the strategic fit of a network company using an 
empirical model. 

4.1 Measurement 

An empirical model is applied based on previous research on network typology 
(inter-net perspective) and strategic partner fit (intra-net perspective) to measure the 
strategic fit of network companies to create a fingerprint. The criteria for the 
measurement are the network typology on basis of the assessed virtuality degree 
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(seven dimensions) and the strategic fit (three dimensions). Additionally, the created 
fingerprint of a network company contains information regarding technology degree 
(usage and experiences with ICT technologies) and related indicators as 
transparency, interaction frequency and co-operation requirement. Performance 
indicators may be used to describe past performance. The information is assessed by 
using an online questionnaire. 

4.2 Fingerprint 

ODAMY methodology [9] combines empirical research and information modeling 
in form of an ontology-based model. The fingerprint of a network company is 
produced using a formal explicit ontology-based model structuring criteria for 
measuring strategic partner fit. In this way, the underlying IT infrastructure is 
capable for example to infer that a network company “has” a typology based on 
‘time horizon’, ‘integration effort’, ‘intensity of linkage’, etc. In figure 4 an excerpt 
of the fingerprints of two network companies are shown and compared. Company a 
for example is looking for a co-operation with medium time horizon, whereas the 
network company b prefers to co-operate in long-term. The companies share the 
same conceptual model therefore the values are comparable. A matchmaking 
environment of a b2b integration technology architecture can process this 
information and may have discovered and selected business partners ‘b’. The iep of 
both companies is ‘strong’, the preferred network structure is ‘heterarchical’ and the 
trust-level is ‘average’, intensity of linkage rated as ‘medium’ (see figure 3). 




Figure 4 - Excerpt ODAMY fingerprint of network company. 



4.3 Discovery 

Network companies search for potential business partners using the query user 
interface of the demonstrator (figure 5). As an advantage of using an explicit 
information model in form of an ontology based model, ODAMY is able to use 
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semantic discovery to identify the best fitting partners based on the selected search 
criteria and applied weightings. The use of ontologies brings service provider and 
service requestor to a common conceptual space and helps in semantic matching of 
requirements and specifications. Currently, we are investigating the application of 
different available semantic discovery mechanisms. The task of matchmaking still 
requires further investigations and research efforts. However, the Web Ontology 
Working Group" may possibly soon offer an adequate matchmaking environment. 

4.5 Implementation 



ODAMY is implemented using KAON infrastructure [6]. The demonstrator is now 
available and is currently evaluated using available use cases. A user model was 
developed defining roles and assigning required tasks to give guidance for the end- 
users. The user model foresees the role of an information broker who is responsible 
for the maintenance of the system and the ontology engineering. The end-user is a 
network company who has to register to create a fingerprint to be stored in the 
directory. The information broker and the network company use the query interface 
to search for best fitting partners based on the chosen criteria and possible 
weightings to express the importance for each criterion. By this means, the network 
company with the highest strategic partner fit can be discovered and selected. 
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Figure 5 - ODAMY demonstrator. 



5. CONCLUSIONS 

In this paper we presented ODAMY to implement an efficient partner relationship 
management in dynamic business ecosystems. The methodology intends to extent 
existing b2b integration technology architectures. ODAMY transforms the metrics 
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of an empirical model into an ontology based model. KAON tool set and 
infrastructure is used to implement and demonstrate its functionality. In the future 
we will have to pay further attention on how to integrate ODAMY in the concrete 
working process. Our future research activities will concentrate on its extension by 
using a decentralized model for the fingerprints. 
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' The universe of modules is the set of all organizations and is composed of the individual organizations 
of, for example, a specific industry or economy. 

“ The transacdon cost theory is manifesting this statement arguing the need to reduce efforts to find, 
select, negotiate and integrate the right business partners on demand. 

The automated detection of business partners with needed skills, competencies or required technologies 
as well as their contracting is called self-forming. 

” A public registry is a publicly accessible repository or database where advertising enterprises can store 
their interface processes. Since these registries are public, any discovering enterprise can access and 
search them. An example is UDDI, please visit http://www.uddi.org. 

^ For further information please visit http://www.w3.org/2001/sw/. 

Further information can be obtained from the “Web Ontology Working Group’’ visiting 
http://www.w3.org/2001/sw/WebOnt/. 
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This paper presents an approach for describing inter-organisational 
relationships, based on the concept of the typed domain, which helps establish 
and enact successful relationships between partner organisations in specific 
domains. The typed domain consists of the relationship life cycle, projections 
ami their documents, and domain building blocks of different granularity from 
which the relationship can be described, established and built. The 
relationships among the projections and the mappings among their various 
documents and related agreements can be exploited to structure and simplify 
the negotiation between partners. Furthermore, the mappings can be used to 
translate an agreement reached in one projection to agreements in other 
projections. This can be achieved using the typed domain as the context for the 
transformations and where necessary, involving further negotiation cycles. 



1. INTRODUCTION 



In most business domains, common understanding and conventions evolve over time 
as to the manner in which business is expected to be transacted within the domain. 
In so called ‘traditional’ business domains, the transactions are based on a certain 
degree of tmst brought about by familiarity among the players and the assumption 
that they all possess common domain knowledge. This cannot be assumed in the 
case of electronic markets and virtual enterprises. In the first place, the players are 
no longer restricted by the same physical presence as In traditional markets, and 
general consensus concerning service definitions, what constitutes an agreement and 
what are the penalties for non-delivery or bad quality of service are not necessarily 
clear. Moreover, if business processes are provided as web services, access to them 
has to be carefully controlled to prevent unwanted Interactions from unauthorised 
parties. A substitute for the traditional domain concepts therefore is needed for its 
virtual equivalent to have any chances of commercial success. 

We refer to the electronic equivalent of the traditional business domain as the 
‘typed’ and ‘closed’ e-domain. The ‘closeness’ and ‘typedness’ concepts are based 
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on the principle of no surprise and act as substitutes for the notion of familiarity of 
the traditional business-domain. The e-domain is regarded as the basis for virtual 
markets and virtual enterprises. 

The typed domain provides a common language that is used to define one or 
more possible relationships - the associated expectations from the relationship, the 
interactions between the parties, as well as the obligations and responsibilities 
associated with the exchanges between the two organisations. It fosters a common 
shared understanding of what the domain vocabulary means among the domain 
members, and ensures that no interactions with unexpected operations, data 
exchanges or exceptions can take place between the parties. Applying the distributed 
systems principle of ‘no surprise’ to the e-domain requires a full definition of many 
things: the initial offers and counter-offers in the negotiation process and 
matchmaking processes, the agreements and contracts, services and clients, 
monitoring and supervision. In short, it encompasses all the aspects that concern the 
establishment, enactment, termination and post-processing of a business 
relationship. The ‘closed’ domain restricts access to information, to facilities and to 
members of the domain and therefore complements the concept of the ‘typed’ 
domain. 

Although we regard the typed and the closed domain concepts as a pre-requisite 
to creating the electronic world that binds the parties of a virtual enterprise together, 
the concept of the closed domain lies outside the scope of this paper and the 
remainder of the paper concentrates on the concept of the typed domain. The paper 
describes the concept and exposes its constituent parts, showing how the distributed 
systems type-safe binding principle can be generalised to encompass all the aspects 
that concern the establishment, enactment and dissolution of a business relationship. 

The complexity of inter-organisational relationships leads us to view the e- 
domain from four different views or projections, each centred on a different set of 
concerns and associated roles. The relationships among the projections and their 
various documents and agreements can be exploited to stmcture and simplify the 
negotiations between service provider and consumer organisations. Furthermore, the 
typed domain and its projections can act as a context in which agreements reached in 
one projection can be translated to agreements in other projections. Where 
necessary, such transformations may involve further negotiation cycles between the 
two parties. Thus, the projections and the transformations among them can form an 
important basis for the stmcturing of the negotiation process and the decision 
making that surrounds the process of service consumer-provider relationship 
establishment. Different schemes combining negotiations in one or more projection 
and then translating to the corresponding agreement in another projection are 
possible. The richness of the possible relationships in a typed domain and the 
granularity of the domain building blocks influence the complexity of those 
translations. 



2. THE TYPED DOMAIN 

The ‘typed’ domain is based on the “no surprise’’ principle - ensuring that no 
unexpected relationships are established, no unwanted interactions, operation 
invocations, data exchanges or exceptions can take place between the parties. The 
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principle of ‘no surprise’ is a generalisation of the distributed systems’ type-safe 
binding idea (Open Distributed processing standards (ODP, 1995), CORBA 
standards (OMG, 1996) and web services (WS, 2002)). It ensures that possible 
interactions between the parties are fully defined prior to run-time and also that any 
dynamic bindings that may take place during operation are type safe. The 
generalisation and application of this principle to the domain requires a full 
definition of the possible relationships that can be established. To accomplish this 
requires an inordinate amount of information for describing inter-organisational 
relationships to be agreed a-priori. The intricate nature and quantity of this 
information requires a special approach for dealing with this complexity. The typed 
domain provides such an approach through the following: 

1 . Life Cycle stages: provide a description of the steps that organisations have to 
engage in to form, enact, terminate and post-process a relationship. 

2. Projections and their documents: provide a way of separating the concerns 
surrounding a relationship into four areas. 

3. Domain building blocks: provide components of different granularity from 
which the relationship can be described and built, ranging from monolithic 
templates to finer granularity components with composition mles. 

The following sections provide an overview of the typed domain constituent 
parts. 

2.1 Overview of the relationship life cycle 

A relationship life cycle is a description of the steps that two organisations have to 
go through in order to establish, enact, maintain and manage the desired business 
relationship between them (Milosevic, 1995) (Dignum, 2001) (Vetter, 2001). We 
regard an electronic version of the life cycle as consisting of the following phases 
(Hoffner, 2003): 

■ Establish relationship: this entails finding a potential partner through 
advertising, querying, matchmaking, exchanging information, negotiating and 
agreeing. This should result in the establishment of a client- service 
agreement/contract. 

• Deploy service and client: the agreement is used as a blue-print for creating or 
configuring the service, client and related infrastructures. Once the components 
are in place, they can be linked. 

• Operate service and client: this entails the provision and consumption of core 
and if required, of auxiliary services. 

■ Terminate the relationship: this entails agreement on relationship termination 
and the dismantling of the relationship. 

■ Post-process the relationship: this entails preparing an audit report, evaluating 
the relationship and providing feedback. 

Instances of the typed domain in specific application and commercial areas will 
exhibit different flavours of the life cycle, possibly using different sub-sets and 
orderings of the stages and sub-stages. 

2.2 Overview of the projections and their documents 

The complexity of the life cycle stages is too big to be described in a monolithic 
form. We therefore break up the description of the life cycle into different views or 
projections as shown in Figure 1.1. The projections are interrelated but not in a 
layered or containment fashion, rather as four different points of view of the same 
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relationship. The projections help structure and separate the concerns surrounding 
the typed domain into manageable parts. Each projection is also associated with a 
different role or roles as will be shown later, with the main responsibility for the 
projection lies with the role holder. The typed domain describes the possible 
relationships between organisations in terms of the different types of entities that 
exist in each projection and the relations between them. 




Figure 1.1: The four projections that describe the entire relationship between two 
organisations, each from a different perspective, help stmcture the information of the typed 
domain. 

Each projection has a representation of the relationship from its perspective covering 
all the information necessary for carrying out the life cycle: 

Technical projection: This projection specifies how and where the service will 
be provided and consumed. It describes the possible interactions in terms of 
invocations and replies, the data carried, the protocols used and the destinations. It 
contains a detailed engineering specification of the points of contact between the 
client and service sides (and of any auxiliary services that are needed in addition to 
the core service). 

The role holder associated with this projection is the TT person whose 
responsibility is to create and maintain the information systems necessary to support 
the relationship and ensure that its availability, performance, security, etc., are kept 
to standard. The role holder will also be responsible for ensuring that the computing 
resources are utilised properly and efficiently. 

Examples of projection documents are: Interface or port and binding information 
(protocols and addresses) using IDE (OMG, 1996) or WSDL (WSDL, 2001), 
describing service interfaces, as well as management, monitoring and termination 
interfaces. The interface/port and binding information format will depend on the 
specific technology used: WS SOAP, CORBA IDE and lOR, Message Passing 
(IMS, MQseries), EDI, RMI, email, telephone or ordinary mail. 

Service projection: This projection specifies what can be delivered and consumed 
in functional terms. It contains a functional and behavioural description of services 
in terms of invariant attributes, global constraints, operation pre-conditions, effects 
or post-conditions. It specifies the permissible sequencing or choreography of 
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interactions expressed for example in BPEL (BPEL, 2002)). It contains Quality of 
Service (QoS) attributes, statements and requirements, describing what the service 
can do and how it can be consumed. Likewise, the expectations from the consumer 
are also specified in terms of behaviour and quality. 

The role holder associated with this projection is the systems and service person 
whose responsibility is to ensure the proper execution of services and their QoS. 
Customer assistance and addressing customer complaints is also under their 
responsibility. 

Examples of projection documents: service (functionality/behaviour) 

descriptions with QoS indications, permissible sequencing specification. 

Business projection: This projection specifies what will be delivered in terms of 
consideration - tying together service consumption and remuneration aspects of the 
relationship. It looks at the relationship from a business point of view - what does 
each side provide and consume. This usually involves the notion of consideration - 
usually defined in monetary terms. Since the concern is financial, there will be a 
description of how the provision and consumption can be observed, measured and 
verified. It is at this level that the relationship between the work performed or 
product delivered will be related to costing. The projection is therefore likely to 
involve auxiliary services for measuring, costing, billing, paying and receipt 
handling. The projection may also include statements about what penalties are 
incurred if promises are not kept. 

At this level of description, there is also a specification of the termination of the 
relationship: what defines a satisfactory enactment of the eontract; how is the 
termination agreement conveyed to the other party, and ultimately - what is the 
procedure for the termination (Hoflher, 2003). 

The role holder assoeiated with this projection is the businessperson or 
accountant whose responsibility includes the commercial aspects of the relationship 
- profitability, return for investment and customer satisfaction from the point of 
view of quality and cost effectiveness. 

Examples of projection documents: full business description, executive 
summary, business plan, profit expectations, work sheets, audits, failure reports. 

Legal projection: This projection outlines the promises made by the two parties in a 
legal framework, specifying what recourse to the law the parties have in case of 
disputes. It deals with legal issues such as scoping of the relationship, exclusions, 
legal notices in case of problems, penalties, arbitration. The projection describes 
what are the promises, obligations and liabilities of the parties and specifies what 
happens if there are any deviations from the promises or disputes. 

The role holder associated with this projection is the lawyer or legal expert 
whose responsibility includes ensuring that the scope and liabilities are limited, that 
when problems occur the organisation is covered from unreasonable demands, that 
no infringements of IP or copy rights takes place, etc.. 

Examples of projection documents are umbrella contracts - short term contracts 
within the context of a long term one, normal contracts, documents of understanding 
(outlining the principles of an agreement). 

2.3 Overview of the domain Building Blocks 

The components that the domain has, whether actual objects or descriptions of 
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objects, protocols, QoS can consist of units of different granularity: 

Monolithic document and agreement templates: complete templates that require no 
assembly from finer-grained clauses, but are populated with the relevant information 
from the business agreement. This has the advantage of simplicity, but cannot cope 
with structural variation among documents and agreements that need to share the 
same template. 

Compositional documents: instead of complete templates, the domain consists of 
clause templates that have to be assembled into complete documents and agreements 
and populated with the relevant information from the business agreement. In such a 
case, there is a need to define: 

■ Building blocks: template components or clauses of finer granularity than the 
monolithic templates. 

■ Composition mles: component or clause selection and exclusion rules that will 
use the information from the business agreement to determine which clauses 
should be included or excluded. 

■ Ordering, consistency checks and restrictions: post clause selection processing 
to see if the assembled document or agreement is valid in the domain. 

Hybrid documents and agreements: using a combination of a small number of 
monolithic templates together with a number of templates of smaller granularity that 
can be assembled in different ways. 



3. RELATIONS AMONG PROJECTIONS AND THEIR 
DOCUMENTS 

The typed domain definition consists of a full description of all possible and allowed 
relationships in such a manner that ensures that only safe relationships can be built 
within its boundaries. A typed domain provides one or both of the following: 

■ Exhaustive (full) specification of possible relationships: The full definition(s) 
of all that can take place between the two parties. We refer to such definitions as 
monolithic - each description specifies a relationship type. 

■ Generative specification of possible relationships: A way to generate 
relationship possibilities (from building blocks of finer granularity than the 
monolithic types, composition rules and restrictions) that describe what can take 
place between the two parties. 

Each possible relationship in a typed domain is fully prescribed by the four 
projections. Each projection is likely to contain different kinds of agreements and 
documents that describe different aspects of the same permitted relationship or 
relationships. 

Eor example, one or more service types, offering different flavours of the same 
business, may support a specific business objective. It may also be possible that for 
the same type of business, different remuneration schemes exist and different 
auxiliary service types support these. Eor example, for the same business type, the 
remuneration service may be offered in different computerised forms or alternatively 
through conventional banking procedures outside the computer system. 

The same service may be provided through different types of interfaces, possibly 
using different binding schemes, i.e. protocols and addresses. For example, the 
same service may be offered as a CORE A or WS implementation or alternatively 
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through a message passing infrastructure. This demonstrates a connection between a 
service projection description and the related descriptions in the technical projection. 

Other aspects of the relationship described in the legal projection, may also 
provide some degrees of freedom - the same type of business may be enveloped 
with different contracts depending on the legal context referred to and the specific 
promises made. For example, whether a service is offered nationally or 
internationally, and depending on legal restrictions and scoping given with it and the 
standing of the provider organisation (sole trader, second source, partnership, private 
or public Ltd., etc.). 

The possibilities and limitations that decisions in one projection will impose on 
others must be specified in a set of relationships. The typed domain acts as a 
constraint, not just on the total set of information, but also on the mapping between 
the different documents and agreements in the domain. This inter-dependence 
among the projections brings with it considerable complexity but also carries some 
distinct advantages. 

Many of the documents and agreements across domains will share common 
information, often across different projections, and at different stages of the Life 
cycle. Completion of a document or agreement may therefore spawn partial 
completion of documents or agreements elsewhere in the domain, reducing the 
amount of information required at later stages, or in other projections. 

The granularity of the domain building blocks will affect the complexity of the 
descriptions in the projections and the complexity of the relationships between the 
projections. It may be that the mappings between the descriptions in the projections 
can be specified at the monolithic type level, so that the connection between 
different business, service, technical and legal types can be described with a 
relationship type. For the same type of relationship in a specific domain, there may 
be different options or degrees of freedom associated in the other projections. 

A finer granularity of building blocks, for example, where many possible 
contract clauses are offered by a service provider, will entail a different mapping 
from the business to the legal projections. Some of these may not be appropriate for 
all service offerings, and once an agreement has been reached in the service 
projection, specifying an individual service with agreed configuration options, the 
choice of possible clauses that can contribute to the service contract in the legal 
projection may be severely limited. Indeed, there may be no remaining choices 
regarding the contract, the choice of service effectively dictating the contract that 
must be agreed. 

The following section demonstrates how the typed domain and its projections 
can help address the complexity of establishing a relationship between 
organisations. 



4. USING THE PROJECTIONS FOR NEGOTIATIONS 

The relationships among the projections and the mappings among their documents 
and agreements can be exploited in: 

■ Negotiation: negotiation entails a strucmred navigation through a space of 
possible relationships and configurations, pruning the options that are 
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unacceptable to one or both parties. The mappings can thus help structure and 
simplify the negotiation between a service provider and consumer organisations. 

■ Translation: transforming an agreement reached in one projection to 
agreements in other projections by relying on the pre-specified mappings among 
them. This can be achieved using the typed domain as the context for the 
transformations and, where necessary, involving further negotiation cycles. 

4.1 Structuring the negotiation process 

In a typed domain, the mapping among the projections is fully specified - every 
relationship specified in the domain will have its description in each of the 
projections and these descriptions will be related to each other. Selecting a type of 
relationship in one projection and fixing some of its details, is likely to reduce the 
options in the related projections that will fit the entire relationship. 

On occasions, it is easier to isolate those views from each other and treat them 
(as much as is possible) separately. This often simplifies the negotiation process; 
thus, the business details may be discussed in isolation of the exact technical details, 
or the service may be discussed without referring to the business aspects. Similarly, 
business agreements are often done without explicit or direct reference to legal 
issues. The assumption is that those can be sorted out at another point. The 
assumption behind the separation is that there is a common model (of the domain of 
discourse) that allows assumptions to be made and provides the assurance that in 
spite of the separation, the entire relationship will work. 

It appears from our experience that the starting point for the process of 
establishing a relationship is in the business projection. The rationale for this is that 
the driving force behind relationships is first and foremost a commercial one and not 
a technical, service or legal one. Thus, the projections and the transformations 
between them are well positioned to be exploited in both the structuring of the 
negotiation process and the decision making that surrounds the process of service 
consumer-provider relationship establishment. 

The four projections facilitate some flexibility regarding the progression through 
the life cycle stages. Whilst it may be the case that all four projections progress 
through the stages in parallel, it is also possible, and perhaps more likely, that each 
projection mns through the life cycle at a different pace. For example, establishing 
agreement in the Business Projection (that the two organisations will benefit from a 
business relationship, and wish to reach an agreement), may precede the other 
projections. 

Progress through the life cycle in the different projections at different speeds can 
have an advantage over a more synchronised progression. Decisions made in the 
stages completed early on may have the effect of restricting the range of options to 
be considered in later stages, or in other projections. For example, reaching an 
agreement in the Business Projection will probably limit the options that need to be 
considered in the Service Projection and once a specific service has been agreed, the 
options to be considered and selected in the Technical Projection may in turn be 
reduced. 

In the establishment stage of the life cycle, there are two general approaches for 
fully specifying a relationship in all projections: 

1. Carry out the negotiation process (with matchmaking responsible for different 

degrees of it) with respect to all the projections at the same time. 
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2. Carry out the negotiation process with respect to a single or a mixture or some 
of the projections, then use the agreement reached to prune the options in the 
other projections and generate the agreement in the other projections. 

This second approach has the advantage that having determined the type and 
details of the relationship in one projection, it is clear that there is at least one 
counter-part in each of the other projections that may satisfy the requirements of the 
other party and vice versa. Fixing the type and details of an agreement or document 
in one projection, greatly reduces the number of options and therefore exchange of 
information and decisions that both sides have to make concerning the agreements 
and documents in other projections. A likely scenario is to negotiate the business 
agreement and then transform it into the other agreements. With each 
transformation, the degrees of freedom will be reduced, leaving less options and 
decisions to be made. 

The agreement stage in the life cycle does have a particular importance, 
culminating in the establishment of a contract. It is highly unlikely that a contract 
can be established until at least some level of agreement has been reached in all four 
projections, though that may, for example, be “an agreement to reach an agreement 
at a later date” in the Technical Projection. It is also unlikely that the stages beyond 
the establishment of the contract will proceed in any of the projections until the 
contract has been established. Establishment of the contract thus acts as a point of 
synchronisation, or checkpoint, across all projections. 

4.2 Transforming documents from projection to projection 

If the granularity of the projection building blocks is coarse, a correct type selection 
based on the mapping among the projections will be sufficient to make the 
transformation from the description of the relationship in one projection to another. 
Where the granularity is finer, the complexity of the description in one projection 
will have to be mirrored in the others and the mapping will require complex rules. 

A detailed example of a business to legal agreement (contract) transformation 
[Field 04], based on a fine granularity of service description and contract clauses, 
demonstrates how a document in one projection can be transformed to a document 
in another projection. In this specific example of derivative trading, a business 
agreement expressed using the Financial Products Mark-up Language (FpML™^ 
2003), is transformed into the legal confirmation contract in the context of its typed 
derivative trading domain. 

The process looks at the description of the business agreement, analyses it and 
then determines what the contract should look like. When transforming an 
agreement to a contract, there may be a need for additional information from one or 
both of the parties. The process itself will differ largely depending on what are the 
constituent parts or building blocks of the contract assembly defined in the domain. 

This method can be generalised so that other agreement transformations both 
within and between the projections are possible. 



5. CONCLUSIONS AND FUTURE WORK 



We base our concept of the typed domain and its projections on the belief that a 
complex relationship between two organisations requires more than a single point of 
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view, encompassing technical, service, business and legal projections. Within the 
relationship life cycle, it is necessary to reach agreement at all of the projections 

before configuration and instantiation of the components can take place and 

enactment of the agreements be carried out. 

There are many open questions concerning the typed domain we propose in this 
paper. For example - how can any rules be attached to the links among the 

projections, so that when one type of document in a specific projection is selected, 

the appropriate (and still relevant) types in the other projections are also selected, 
while the inappropriate ones are discarded. 

We have stated that in our experience a likely starting point for the process of 
establishing a relationship is in the business projection. However, it is not entirely 
clear how the life cycle should be managed - whether other factors from the other 
projections should be brought in at the beginning or at a later stage. 

With respect to the granularity of the domain building blocks, initially, domains 
with monolithic templates and types should be looked at. An important open 
question concerns finding what building blocks of smaller granularity than the 
monolithic templates and types should be used. Building blocks, mles and 
mechanisms for composition must then be specified, and ways of checking the 
validity of these compositions must be developed. 
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Having in mind the inner value of the Zachman Framework for Enterprise 
Architecture itself, this paper explores the introduction of the time perspective 
into the framework by using GRAI-grid decision centres concept. The 
introduction to both these concepts paves the way to their combination in 
following paragraphs illustrating the Zachman / GRAI-grid conceptual 
integration for the analysis of a network of enterprises, finally illustrated with 
a case study. 



1. INTRODUCTION 

The Zachman Framework for Enterprise Architecture has been used in the 
understanding the enterprise architecture and organization dynamics. This 
framework was bom in 1987, and since then it has suffered several changes and 
refinements in order to better cope with its objectives. The Zachman Framework for 
Enterprise Architecture is currently assembled as a matrix cross-combining 
enterprise aspects and perspectives. Despite its usefulness, the proposed Zachman 
matrix fails to implicitly model time, namely decisional time horizon’s, critical 
whenever we want to look at both intra- and inter-enterprise operations. 

Having in mind the inner value of the Zachman Eramework for Enterprise 
Architecture itself, this paper explores the introduction of the t ime perspective into 
the framework. By introducing the modelling of decisional time horizons we aim to 
fostering the intra and inter-enterprise operations integration in enterprise 
networking. To this end, the authors start with an overview of the Zachman 
Eramework, followed by a brief introduction to the GRAI-grid decision centres 
concept. The introduction to both these concepts paves the way to their combination 
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in following paragraphs illustrating the Zachman / GRAI-grid conceptual integration 
for the analysis of a network of enterprises, finally illustrated with a case study. 

2. ZACHMAN FRAMEWORK FOR ENTERPRISE 
ARQUITECTURE 

Zachman Framework for Enterprise Architecture is a classification schema for 
organizing descriptive representations (artifacts). It can be a planning and a 
problem-solving tool. This schema has two dimensions that describe an enterprise. 
These dimensions contain six rows and six columns. Each one of the 6 rows 
represents six different perspectives: the planner, owner, designer, builder, 
subcontractor and the functioning enterprise. These rows intercept 6 columns that 
represent specific aspects, the what, how, where, who, when and why. When a row 
intercepts a column, there’s a cell that represents a fundamental part of knowledge 
relation between the row and the column. This is known as primitive. 

We would highlight Row 2, the one to be further analysed in this paper. Row 2 
represents the Owner’s perspective of the framework. The owner is often the 
intended recipient of the final product or service. The artifacts show what the owner 
is going to do with the product or service once it’s in possession (O’Rourke, 2003). 
The owner’s view is a conceptual view (business model) of the final product or 
service. 
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Figure 1 - Zachman Framework (O’Rourke, 2003) 

An important matter to analyse is the implicit evolution that the aspects and 
perspectives have during different periods and horizons. For example, these 
periods/horizons can be represented in the Zachman Framework by replacing the 
When by several instances of the Framework as different plans (third axis) (Noran, 
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2003). This new dimension is an orthogonal axis since the time is usually an 
independent aspect. 

3. GRAI-GRID 

The most popular GRAl Grid modeling language (Doumeingts et al, 1985) is used 
for modeling the decisional stmcture of the enterprise. The GRAl grid concept lies 
in the fact that any management decision that needs to be taken will always be made 
with reference to a horizon of time. Managers typically define strategic, tactical, 
operational and real-time management levels. These levels implicitly involve a 
hierarchy of decision functions structured as according to decision horizons 
(periods). The GRAl grid model further classifies functions of management 
distinguishing three functions: Product management; Resource management; and 
Co-ordination / planning. As an outcome of this approach, GRATs goal is to give a 
generic description of manufacturing system focusing the system’s control 
(production management, in broad sense). The manufacturing system control is 
treated, at the beginning, from a global point of view and later as a hierarchy of 
decision centres stractured according to time horizon’s. 



Horizon/Period 


1. Manage Products 


2. co-ordinate plan 


3. Manage Resources 


strategic 








Tactical 








Operational 








Real-time 









Figure 2 - Management function vs Decision horizont (Bemus P 1998) 

The extension of this concept to the enterprise networking integration definitely 
claims for the business integration at all level of decisional hierarchy (Bernus P 
1998) -Figure 3. 
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Figure 3 - Integrated Value Chain (Bemus P., 1998) 
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4. INTEGRATING THE TIME HORIZON IN THE ZACHMAN 
FRAMEWORK 

4.1 Introduction 

As stated before, it was our objective to bring in time into the Zachman Framework 
in order to enable the adequate modeling of enterprise networking dynamics. To this 
end we looked into the Framework Row 2 (Owner) with the GRAl grid co- 
ordinate/plan view in order to extend the Zachman Framework into the four main 
decision horizons. 

The authors took the business model perspective (coordinate/plan view) and 
introduced a third axis in order to cope with time. 

The Strategic time horizon deals exclusively with general business concepts and 
definitions, namely the Where, When and Why aspects. General network structure 
and operating rules definition are a key aspect as, from the customer’s viewpoint, 
the network of enterprises operates effectively as single entity. At this decision 
horizon, only key members will have a meaningful contribution, based on stable 
business relationships. 

At the tactical horizon one is already dealing with the implementation of the 
business model (How and When). At this horizon the network structure is further 
refined to accommodate business particular requirements. Standardization is a mean 
to reach an end. It’s valuable at a high level where it encourages the following goals: 
Reuse of Existing Assets; Integration of Efforts; Interoperability; Interchangeable 
Infrastructure. 

Operational and real-time horizons finally deal with short term planning and 
scheduling, this respectively corresponding to the Zachman aspects WhoAVhen and 
Where AVhoAVhen . 

3.2 Case Study 

This case study is supported by the work developed in the course of MyFashion.eu 
European project (IST-2001-32560, http ://www. myfashion.org ') . MyFashion.eu 
engages in the establishment of an innovative business model for customer 
configured apparel products made and delivered through a dynamically configured 
single-piece-flow supply network of manufacturers and service providers. The aim 
is to provide the consumer with extended and integrated fashion products (e.g. a suit, 
shirt, tie, belt and a pair of shoes) through the use of a workflow management 
information backbone and point-of-sale system that completely integrates the order 
and logistics processes. The traditional cascading apparel supply chain with its long 
lead times and its inflexible batch production is bypassed, thus giving regional, high 
quality EU textile and apparel manufacturers additional business opportunities. 

The made-to-measure business model for the apparel industry tries to bridge the 
gap between the classic custom-made tailor products and the ready to wear mass- 
market concept, offering customized products at an affordable price. The population 
target is the affluent middle class and the sizable set of people (some estimates place 
it at 15%) whose physical characteristics (e.g. arms’ length) make it difficult or even 
impossible to buy cheaper ready to wear products. 
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In the MyFashion business model, depicted in Figure 3, it is at the retailer’s that 
most of the interaction with the customer takes place. The customer is presented 
with the possibility to self-configure its order, usually from a predefined set of 
choices, thus resulting in a one of a kind order that must be fulfilled by the 
enterprise network. Before placing an order, the customer at the retailer must be 
given the exact price and the scheduled delivery date of his order. Therefore, every 
member of the network must share some information about its manufacturing or 
processing capacity and, eventually, its own stocks of materials. This is not the kind 
of information enterprises usually like share with its costumers. 

MyFashion business model can only be achieved through a real-time automated 
(or semi-automated) bidding and negotiation mechanism operating in a stable 
network of enterprises supported by a set of trust building services such as security 
management, quality control, etc. (Schiegg, 2003). Furthermore, every new 
collection (two to four each year, depending on the type of product) places specific 
requirements, thus resulting in a new/redesigned network configuration that will last 
up to the end of the season/collection. 




Fabric Suit 

Manufacturing Manufacturing 



Figure 4 - MyFashion Business Model 

Once the order is placed at the retailer, all network members cooperate to fulfill 
the order. The retailer’s role may be just to monitor the order execution or may have 
an active role, for example supplying some materials or information to other 
members. As soon as the order is complete a parcel delivery company ships goods to 
the customer. 

3.3 Applying the combined Zachman / GRAI-Grid concept 

Figure 5 illustrates the outcome of this conceptualization effort introduced in 
paragraph 3.1, now applied to the MyFashion.eu case study. In this context the 
picture describes the network business model viewed along the typical four time 
horizons. This integrated view allows a comprehensive business analysis that is 
fulfilled by the connecting arrows. Doing now into a more detailed picture 
presentation we would have: 
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• Strategic : strategic management levels deal with business concepts and 
definitions. In this case study one who look into the, general network structure 
(Where) and operating rules definition (When and Why). These are key aspects 
as the network of enterprises level. The made-to-measure model imposes further 
requirements at this level in the sense that when the costumer places an order at 
the retailer he must be given, in a mater of a very few minutes, the price and 
delivery time of his clothes. This is only possible if, and only if there is a 
seamless integration between all network members. Nevertheless, not all 
network members are equal, being some more important (leading) than others. 
At this horizon, only key leading members will have a meaningful contribution. 
In this context: arrow I depicts the strategic planning among network leading 
partners; arrow 2 sets a decisional frame for the tactical level; finally, arrow 8 
sets the framework for the network dynamic configuration. 



Zachman • AspacU 




Figure 5 - Time horizon analysis, case study 

• Tactical : At the tactical level one is already dealing the implementation of the 
business model. In the MyFashion.eu model, collection planning and design is 
the first phase of the implementation. At this horizon the network structure is 
further refined to accommodate the collection particular requirements. As a 
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result of this tactical role we again have interaction with upper and lower 
decision levels: arrow 7 pictures the dependence that exists between the 
network business processes to be modeled and the strategic decisions made for 
identifying the involved business partners; on the other end, arrow 6 pictures the 
instantiation of network business processes into order fulfillment processes (e.g. 
production process) in both network and individual enterprises; at last, arrow 3 
comprises the collection planning definition as a decisional framework to 
production planning. 

• Operational : at the operational level we have the typical production planning 
activity with clear interaction with the real-time activities. 

• Real-time : the operating enterprise network happens at “real-time”, namely at 
the point in time where we have the interaction with the end-consumer at the 
point of sales (Retailer). In this context, we picture the instantiated business 
process as an executing workflow (10) that starts at the retail shop with the 
taking of the client measurements for a made-to-measure suit. As soon as this 
task is completed, a due date negotiation starts involving the suit manufacturer 
and the fabric supplier (4 and 5), which means that the whole supply chain is 
involved (9). 

• Standardization : Standardization is a mean to reach an end. It’s valuable at a 
high level where it encourages the following goals: Reuse of Existing Assets; 
Integration of Efforts; Interoperability; Interchangeable Infrastructure. Industry 
specific standardization is specially effective in this type of networks. 



6. CONCLUSION 

The Zachman Framework for Enterprise Architecture is currently assembled as a 
matrix cross-combining enterprise aspects and perspectives. Having in mind the 
inner value of this framework, this paper explored the introduction of the time 
perspective into the framework. To this end, the authors proposed a Zachman / 
GRAl-grid conceptual integration for the analysis of the business model of a 
network of enterprises, which was illustrated with a case study in the apparel 
industry. 

This type of analysis can be further extended to cover all other aspects of the 
network enterprise (the six aspects of the Zachman Framework). The authors believe 
this approach can be particularly useful when dealing with enterprise networks with 
cyclical business models, as is the case of the apparel industry where the network 
itself is organized and managed according to some well defined time horizons. 
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AUSTRAUA 



Collaborative Networked Organisations (CNOs) are conceptually well 
understood, and their potential benefits are commonly accepted. However, 
there is still a critical need for methodologies and reference models to assist 
and guide the organizational design of CNOs. The efforts to provide a specific 
CNO implementation and operation methodology can be greatly assisted by 
defining a meta-methodology - a method on how to produce methods - for 
various CNOs or CNO types. This paper describes the concepts, design and 
possible implementations of such a meta-methodology for the creation and 
operation of CNOs. Potential and actual applications of the meta-methodology 
are also briefly presented, followed by conclusions on the feasibility of the 
concept and design effort and by an outline of suggested further work. 



1 INTRODUCTION 

The progress of Information and Communication Technology (ICT) and the Internet 
has provided the technological infrastructure for worldwide cooperation. Thus, 
organisations can now come together for the purpose of tendering and executing 
one-of-a-kind (OKP) or repetitive projects, irrespective of their physical location 
and appear as one indivisible entity to the outside environment (client, suppliers, 
etc). Collaborative Networked Organisations (CNO) and their forms of 
manifestations (such as Virtual Organisations (VO) created out of Virtual Breeding 
Environments (VBE)) bring about commonly accepted benefits (such as capitalising 
on knowledge and market power existent in the partners) which give them the edge 
in a competitive situation. However, while conceptual models of CNOs are available 
in various levels of detail, there is still a multitude of issues to be resolved every 
time a form of CNO is planned, set up and operated'. Examples: establishing trust 



* while an organization’s agility may contribute toward its prompt response to environmental 
changes or opportunities, some (human) processes (e.g. bust building, sense of belonging to a 
community) cannot be rushed and thus they need to be accomplished in advance in a 
‘breeding environment’ which will help establish preparedness of the partners for the quick 
establishment of a VE when needed. 
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between partners, obtaining commitment from their managements, or learning about 
the knowledge and culture of other potential partners. The agreement upon (and 
maintenance of) a stable enough common ICT infrastmcture (Camarinha-Matos and 
Afsarmanesh, 1999) and the establishment of commonly understood reference 
models are crucial requirements for effective interoperability and are essential 
enablers of the Virtual Organisation. Commonly, a methodology has to be devised to 
plan and operate each collaborative network, taking into account the particular 
details of the future CNO and the network’s purpose. Reference models may be used 
to facilitate the design process that results such a methodology, however they are 
often rather generic and thus must be first specialised for the particular purpose - 
which requires user familiarity with these reference models. 

This paper proposes the concept of a meta-methodology, i.e. a method to create a 
suitable CNO planning and operation method, depending on the type of CNO and its 
envisaged purpose. The method (essentially a CNO-specific process) produced 
should be able to be integrated with (or exported into) project management tools and 
could also give advice on the aspects of the CNO that need to be modelled, as well 
as on the formalisms, tools, etc that can be used for such modelling. 



2 META-METHODOLOGY DESIGN 

2.1 Research Methods Adopted 

The research question has been whether a methodology describing how to 
construct a customised modelling method may be built and what other factors may 
(positively) influence such an endeavour. The question is well suited for qualitative 
research and has provided an opportunity to employ action research (AR), which 
allows for both practical problem solving and generating and testing theory (Eden 
and Chisholm, 1993; McKay and Marshall, 2001). 

Figure 1 shows the customized dual cycle of the action research employed, based 
on (McKay and Marshall, 2001) and (Checkland, 1991). The inner cycle comprises 
conceptual development, laboratory testing (simulation in this case) and reflection 
(which leads to the refinement of the method). Besides checking internal validity, 
this cycle aims to distil and bring the method to an acceptable level for field testing, 
which usually spans over long periods of time (and thus requires a suitably mature 
method to achieve a meaningful result). After the field test (case study), the result is 
to be reflected upon and triangulated^ with the lab test result. The inner cycle may 
then resume until the model is ready for a second case study. Ultimately, a balance 
between model quality and the finite time/ resources must be struck; this determines 
the set of exit criteria for the method model. Results are then disseminated both 
towards theory (meta-methodology concept) and practice (CNO design and 
operation methods for particular applications). Thus, the twin purpose of action 
research (McKay and Marshall, 2001) is fulfilled. 

The design of the research strategy employed in the meta-methodology creation 
(shown in Figure 1) is fully described in (Noran, 2001). 



^ triangulation is allowed on the assumption that although reality is subjectively interpreted, it 
is possible to build a descriptive, commonly agreed upon and understood methodology model. 
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Figure 1 The research strategy (Galliers, 1992; Noran, 2(X)1; Wood-Harper, 1985) 



2.2 Critical Review: Mapping Architecture Frameworks Against a Reference 

The meta-methodology aims to provide a CNO design / operation method expressed 
as an activity model (which may be extended if required into a process model 
including timing/sequence). In addition, it may provide advice as to the necessary 
aspects to be modelled and also propose modelling framework formalisms, 
languages and modelling tools. To achieve this, the meta-methodology should 
maintain a repository of architecture frameworks^, out of which elements may be 
selected depending on the particulars of the planning and operation method being 
designed. In order to create such a repository, the frameworks had to be first 
categorized with respect to their life cycle and universe of discourse coverage in 
relation to the modelled artefact. This assessment had to be performed in relation to 
a common reference, which had to be expressive, and generic enough to 
accommodate the scope of all assessed frameworks. Thus, the reference chosen has 



^ used here with the meaning of life cycle architectures, i.e. representing all life cycle phases 
of the modelled artefact (ISO/TC184/SC5AVG1,2000; Noran, 2000) 
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been the Generalised Enterprise Reference Architecture and Methodology (or 
GERAM, in Annex A of (ISO/TC184/SC5AVG 1,2000)/. 

The assessment of the major existing architecture frameworks has been performed 
in relation to the GERAM components, such as life cycle, modelled aspects, partial 
models, modelling methods, languages recommended, support by tools, etc. The 
assessment process has resulted in preliminary criteria for the selection of 
framework elements and modelling formalisms and tools to satisfy specific 
enterprise engineering requirements. The details of this assessment process are fully 
described in (Noran, 2003a). 

2.3 Conceptual Development 

The main deliverable of the application of meta-methodology is a functional model, 
describing step by step the method (process) to design and operate a specific CNO. 
This model will contain activities with associated inputs, outputs, controls, resources 
and possibly messages and triggers (depending on the modelling formalisms used). 
Some of these activities will relate to the modelling of proposed aspects (eg ‘create 
decisional model using <formalism>’). 

Other models of the design/operation method may be necessary, such that 
together, the models express all necessary aspects for the modelling task in question. 
Thus, the inputs and outputs of the activities depicted in the functional model may 
be specified in an information model. Similarly, the activities’ mechanisms 
(enablers) may be described in a resources model (essentially a specialised 
information model). In addition, a decisional model of the design / operation method 
may also be desirable, for which functional, or specialised decisional modelling 
formalisms may be used. Einally, an organizational model may also be derived by 
mapping the resources onto the functional model (who does what). 




Figure 2. Simplified operational model of the meta-methodology 

In Eigure 2, ‘partner details’ refer to size, leadership, culture, type of audience, 
familiarity with specific modelling languages / models / tools, while ‘project details’ 
may include types of models needed and constraints. A preferred reference model 
and CNO type may also be fed as input to the meta-methodology. 

The meta-methodology has been built using two main approaches. The first 
approach is a bottom-up method, whereby CNO design and operation case studies 

a GERAM specialisation for the Virtual Enterprise domain, namely the Virtual Enterprise 
Reference Architecture and Methodology (VERAM), in (Zwegers et al., 2002) and 
(Vesterager et al., 2001), provides modelling frameworks (Zwegers et al., 2001), (Vesterager 
et al., 2002)), reference models (Tplle et al., 2002) and methodologies (Tplle and Vesterager, 
2002) for VEs. 
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published in the related literature have been researched^ and relevant concepts have 
been refined and abstracted into a set of generic ‘best practice’ rules. The second 
approach of meta-methodology building enriches this set of rules with the inclusion 
of elements from current VE research®, including proposed methodologies, reference 
models, etc concerning the functional, decisional, informational, resources and 
organisational aspects of the CNOs. In addition, as a result of the feedback from the 
experiments, new mles have been added, and the existing ones have been altered. 

Current Meta-methodology Content 

In the current phase, the meta-methodology resembles a set of rules, which on a 
‘typical’ application (see Section 4.1), may accomplish all, or some of the following: 

■ identify the Enterprise Entities involved in the CNO and (if applicable) 
VBE; 

■ create a VBE and CNO business model able to express relations between 
life cycles of the identified enterprise Entities (e.g. using GERA); 

■ create an activity model of the CNO design and operation; 

■ recommend additional aspects to be modelled and formalisms / tools. 

Note that the open character of the meta-methodology design allows for its 
refinement, extension and modification, while observing some basic constraints’. 

2.4 Theory Testing (Laboratory and Field) 

The resulting set of rules had to be tested for internal and external validity; this was 
achieved via lab testing (by simulation) and field experimentation (via case smdies), 
respectively. Triangulation has also been used by comparing the results from 
simulation with the outcomes of one case study. The results of a further case study 
(which is underway) will allow further triangulation and thus validation of the meta- 
methodology, as well as potential further refinement and extension. 



3 IMPLEMENTATION 

The meta-methodology is in fact a ‘how-to’ for the purpose of methodology building, 
which resembles a collection of facts applicable within certain circumstances. Thus, 
a straightforward way to harness it is in the shape of a knowledge base composed of 
a set of fixed facts and mles. This choice would facilitate the implementation of the 
meta-methodology as an expert system or decision support system (see Eigure 3). In 
this case, the user would run one or more consultations (e.g. for several scenarios), 
the result of which will be the required methodologies. Eor example, the use of an 
open-source, web-enabled expert system shell* would allow focusing design efforts 
on the rule base, rather than on the intricacies of the expert system itself. 



^ the initial scope of the research had to be limited to recent mainstream CNO / VO literature 
® e.g. (Camarinha-Matos, 2002; Camarinha-Matos and Afsarmanesh, 2003; Karvoinen et ah, 
2002), etc 

^ e.g. adding of new mles should avoid contradicting existing rules (unless the entire 
knowledge base is redesigned and conflicting mles removed) and knowledge scattering 
* such as the web-enabled Java Expert System Shell (JESS) (Friedman-Hill, 1998). 
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Figure 3. Possible meta- methodology implementation 



4 OPERATION 

The resulting methodology model will be presented in a language deemed 
appropriate for the target audience, and will also include activities relating to the 
modelling of proposed aspects (e.g. ‘create CNO decisional model using 
<formalism>’). The user may also choose to further detail the delivered method itself 
by associated information, behaviour, decision, etc models as shown in section 2.3. 

The meta-methodology has been tested in operation both in laboratory and field 
conditions. Laboratory testing has used simulation, accomplished manually using 
modelling tools and an expert system prototype (i.e. with a small-sized knowledge 
base). Thus, scenarios of various CNOs (eg VEs) have been constructed^ and 
subsequently fed as input to the meta-methodology in order to produce the required 
deliverables. Field testing has been achieved via case studies, as described below. 

4.1 Case Studies 

The first case study has yielded a design (and partly operation) methodology for a 
Service Virtual Enterprise (SVE) (Hartel et al., 2002). The proposed CNO type has 
been a Virtual Breeding Environment (VBE)'°, creating SVEs as necessary. The 
lead partner(s)'^ wished to retain control of the requirements identification and the 
concept for the SVEs to be created, with the rest of the SVEs life cycle being 
covered by the VBE'^. The methodology was to concentrate on the functional 
aspect, with information, resources and decision models to follow. The audience is 
partly familiar with the IDEF'^ family of languages and with the (Globemen (Global 
Engineering and Manufacturing in Enterprise Networks), 1999) reference model. 
The model’s audience is made up of various levels of management and technical 
personnel. Finally, the modelling tool should be capable of versioning and Internet 



®e.g. the virtual enterprise described in (Noran, 1999) and (Chalmeta, 2000) 
called Service Network Organisation (SNO) within the case study 
* * one or several partners that create the VBE and may influence SVEs created by the VBE. 
*^the SVE is virtual; thus, management roles in the SVE will be filled by the (lead) partners 
'^Integration DEEinition, a family of languages aiming to create computer-implementable 
modeling methods for anaylsis and design (Menzel and Mayer, 1998). 
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publishing (for effective maintenance). 

Application of the meta-methodology (as described in Section 2.3) has resulted 
in a multi-level IDEFO model of the design methodology for the VBE and for the 
SVEs created by it. The model was largely based on a customisation of the generic 
Globemen Reference Model. The tool used has been KBSl*"* AlOWin, which is web 
enabled and integratable with info / resources modelling (SmartER) and behaviour / 
simulation modelling (ProSlM) tools by the same vendors*^. Owing to the IDEEO 
language, the degree of model complexity can be adjusted according to the specific 
audience. The methodology has received a positive response and is in process of 
being further customised and implemented. 

The meta-methodology has also recommended modelling of the decisional 
aspect of the VBE and possibly its interaction with the partners’ and SVE decisional 
structures using GRAI-Grids (Doumeingts et ah, 1998) and available reference 
models. This case study is described in more detail in (Bernus et ah, 2002). 

A second case study is in progress at the time of writing. 



5 CONCLUSIONS AND FURTHER WORK 

This paper has proposed the use of a meta-methodology for the creation and 
operation of CNOs. The work accomplished so far has demonstrated that the 
concept of a method to design a method for CNO design, implementation and 
operation is feasible and can speed up the common understanding (and thus the 
preparedness) of virtual breeding environment (and future VO) partners. 

The space and scope limitations of this paper do not allow the presentation of 
further details of the proposed meta-methodology. However, a comprehensive 
description will be available in the near future in (Noran, 2004). 

The meta-methodology must be subjected to further testing and refinement in 
order to improve the quality of its deliverables. For example, the main streams of 
CNO research could be reflected in linked knowledge bases, helping coordinate and 
focus the research efforts. The meta-methodology must also be maintained in order 
to reflect the evolution of CNO research as the collaborative domain matures. 
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Process modelling is often used in connection to the introduction of 
standardised information systems in traditional organisational forms. Existing 
work on success measures of process modelling has summarised important 
aspects In this setting. 

In this paper we present an investigation into process modelling success in 
connection to harmonising the work across units that has traditionally been to 
a large extent autonomous. We present a pilot case from a global service- 
providing enterprise, from which we have tried to extract the value of process 
modelling in a networked organisation, comparing to existing frameworks of 
process modelling success. Although many of our findings are supported by 
existing frameworks, we have found a need to combine and extend these to 
better grasp the value of process modelling in connection to harmonising more 
loosely integrated organizational forms. 



1. INTRODUCTION 

The modelling of work processes, organisational stractures and infrastructure as an 
approach to organisational and software development and documentation is 
becoming an established practice in many companies. This development is also 
noticeable in our case organisation, a global service-providing company delivering a 
broad range of classification, certification, and consulting services worldwide. 

According to Sedera, Rosemann, and Doebeli (2003), who address best practices 
for a post-hoc evaluation of process modelling activities, a modelling project can be 
regarded as successful if it is efficient and effective. Model quality in various 
domains is being addressed by Krogstie (2003), Moody (1998), and Waal (2002). 
Kawalek (1997) links problem and success areas in connection to process modelling 
to a traditional project lifecycle. 

The above-mentioned discussions and evaluations of value is limited to single 
projects in a stable organisational situation without directly taking into account 
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aspects specific of more complex organisational forms such as networked 
organisations. In previous work (Krogstie, 2002) we have identified main challenges 
for networked organisations, all that can be supported or influenced with process 
technologies: 

In this paper we will use and extend existing frameworks to assess success of a 
modelling initiative in this setting. To this end we use a pilot case reported on the 
following pages. After presenting the case, section 3 describes our research method. 
Main results are described in section 4, before we sum up in section 5. 



2. BACKGROUND ON CASE STUDY 

The case organisation was established 150 years ago as a maritime classification 
organisation. New offices were over the years established around the world to meet 
customers need. The business rules and work procedures were established centrally, 
and applied locally in the new offices around the world. Around 20 years ago, small 
independent initiatives on providing certification services started up in some of these 
offices. The certification activity within the different units soon increased, and the 
business area Certification was established. In contrast to the maritime industries 
within the organisation. Certification was not initiated from the main office, but each 
certification unit was developed based on local needs and procedures. Each 
certification unit developed their own systems and work procedures for back-office 
and support activities, such as marketing, sales, planning, issuing certificates etc. 
Some units also developed their own software applications. From the mid 1990’s a 
common software application was locally implemented in some units. Over the 
years each unit personalised this tool to their local needs. In 2000 Certification 
centrally decided to focus on improved efficiency, and chose to start the work on 
harmonising the work processes. The harmonised work processes should be 
standardised processes, with the possibilities of local adaptation. This way. 
Certification is now implementing centrally based processes, in a business that is 
used to work according to local procedures. A new software application to support 
the harmonised work processes is currently being implemented throughout the 
organisation. 

The project has actively used modelling, both in developing the harmonised 
processes, and in communicating them to different types of audience. The project 
has reused knowledge as well as models from earlier process model activities within 
the business area, and the harmonised work process models are also being further 
used in other, later initiated projects within the organisation. 

The work processes within the business area were first modelled at a high level 
in the mid 1990’s as a part of an official docnment describing the business. These 
models were created in a spreadsheet (Excel), but have later been implemented in 
the modelling tool Visio using IDEFO process modelling. 

In 2000 it was decided to look into possible changes in the work processes 
within the business area, how these were developed and adapted locally, and what 
could be improved. A pre-project went through several workshops involving 
partners from different offices within the network, where domain experts from the 
business area worldwide defined a list of areas to improve in the current work 
processes. The pre-project concluded on starting an efficiency and harmonising 
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project, in order to first develop an ideal process, and then a harmonised process, 
and also looked into the possibility of information system support. 

The ‘ideal’ work processes was described. When defining the harmonised 
process, technical and economical constraints have influenced the models. This 
modelling was performed by the process developer, and the target audience of the 
models were domain experts. The results of this process were textual descriptions 
and high-level models of the harmonised processes. 

An IS -development project was established in 2001. The process models were 
initially used by the process developer to communicate with the software engineers. 
The process developer later modelled the work processes on a detailed level using 
swimlanes (a variant of Role- Activity Diagrams (Quid, 1995)). 

In order for the harmonised processes to be implemented worldwide, key 
personnel from the business area management went to the different local units 
analysing their local work processes in relation to the harmonised processes (gap 
analysis). The requirements to the units were that the new information system would 
not be implemented in the unit before the gaps were closed. The IDEFO models of 
the harmonised processes were actively used during the analysis process. 



3. RESEARCH METHOD 

The research presented in this paper is based on qualitative analysis of a case study. 
According to Benbasat, Goldstein, and Mead (1987), a case study is well suited 
when the context of investigation takes place over time, is a complex process 
involving multiple actors, and is influenced by events that happen unexpectedly. Our 
case satisfies these criteria. Yin (1994) states that the relevance of a single case 
study is high when the goal is to identify new and previously not researched issues. 
We have wanted to identify the value of modelling in world-wide organisation of 
partly autonomous units. There has not been reported much research within this area 
earlier, thus we have chosen a single case approach. 

Based on input from a preliminary series of interviews and literature studies, an 
interview guide was established. These interviews were focused on expected and 
experienced use and value from the modelling efforts in the case study, aiming at 
identifying as many expectations as possible, including any that may not have been 
documented in project documentation because they were not considered directly 
relevant for the project goal. After initial open questions, the interviews were 
structured around keywords from the work of Sedera et al (2003) on process 
modelling success. 

Documentation of the study is based on these interviews, studies of project 
documentation and models. The interview guides where used as basis for structuring 
contact summary sheets with the main concepts, themes, issues and questions 
relating to the contact (Miles and Huberman, 1994). We used conceptual modelling 
techniques (Krogstie, 2003) to structure this information, with a focus on the 
expectations, modelling tasks, modelling projects, roles, modelling concepts, tools 
involved, and experiences. These concepts were used as a basis for coding the data. 
Relationships between the identified concepts gave a basis for pattern coding. Case 
analysis meetings where held regularly between the researchers. The final article 
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was reviewed by the involved parties, and further input was added by the project 
manager of the efficiency and harmonising project. 



4. RESULTS AND DISCUSSION 

Sedera et al (2003) have presented a process modelling success model where the 
identified success measures in their model are: 

1. Model-use: How extensively the models are applied and utilised. 

2. User satisfaction: The extent to which users believe process modelling meets 
the fulfilment of the objectives that underlay the modelling project. 

3. Process impact: Measures the effects of modelling on the process’ 
performance. 

4. Process model quality: The extent to which all desirable properties of a model 
are fulfilled to satisfy the needs of the model users. 

Trying to use this framework, we quickly discovered that their discussion is to a 
large extent based on modelling in connection to the development of ERP-systems 
in a traditional organisation, and that in our case, a more detailed model was needed 
to explain all the relevant aspects for a networked organisation. We will helow 
discuss and extend each of the areas of their model, relating it to the case. 

4.1 Model use 

Models can he used for a number of different purposes. According to Curtis, 
Kellner, and Over (1992), Totland (1997), and Vemadat (1996), enterprise process 
models may be usefully utilised in the following areas: 

1. Human-sense making and communication to make sense of aspects of an 
enterprise and to communicate with other people. 

2. Computer-assisted analysis to gain knowledge about the enterprise through 
simulation or deduction. 

3. Model deployment and activation to integrate the model in an information 
system and thereby actively take part in the work performed by the 
organisation. 

4. The model is a basis and gives the context for a system development 
project, without being directly implemented (as is done in 3). 

An orthogonal dimension to these four is the temporal dimension, i.e. if one are 
to model the past, the present (as-is) or the future (to-be). Another key differentiator 
is to what extent the focus is on internal processes to a company, or to support inter- 
organisational co-operation. Finally one can differentiate between process models on 
a type level and on an instance layers. 

The IDEFO models in our case study have been used for communication for 
different purposes within the business area (usage area 1). Examples are the use of 
the models as a communication artefact between domain experts in order to improve 
the work processes, or the use as an input to the requirement specification of the 
information systems development project. 

The swimlane models were used for the software developers to understand the 
domain, and during IS development (vs. usage area 4), but needed to be adapted 
quite a bit to be useful at this level. The IDEFO models were used for developing the 
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user interfaces of the information system. The work process models were reflected 
through the menu-structure in the information system, and in this way there is a 
direct link between the models and the information system. 

The IDEFO models were also used as a tool to perform the initial gap analysis in 
the units. For rollout purposes, the modified swimlanes were used in order to both 
reveal the gaps, and in training the users. The process models were also used when 
discussing with units that hesitated to change their current processes. 

During the project, the IDEFO models, which gave an overview of the new work 
processes, were used satisfactory for high level discussions, while they were not 
sufficient when details and specific information was needed. This was specifically 
evident in the initial gap analysis in the different units. 

4.2 User satisfaction 

There are several different user categories of the models, not only one. There can 
possibly also be unidentified users. Examples of users are domain experts, workers, 
end users, super-users, management including the project sponsor, process modeller 
(external e.g. a consultant, and internal), process owner, and IS developer. 

This is even further complicated by the aspects related to that the users was 
spread across a number of different partly autonomous units, which was organising 
their work quite differently based on cultural and other issues, such as unit size. 

The users of the IDEFO models were divided in their level of satisfaction of the 
models, depending on their needs. The domain experts using them in discussions on 
the harmonised process seemed satisfied with the models and what they could offer 
in their setting. The IS developers did not find these models satisfactory, because 
they did not teach them about the domain, and they were not detailed enough to tell 
them about the requirements of the information system to be developed. The 
swimlanes were to much more help during the development, but were not totally 
satisfactory due to problems with keeping models from several modelling tools and 
with varying levels of detail consistently updated. 

The overall impression of the process developer was that end users have reacted 
positively to having their new work processes presented visually in the form of 
models. Project management also seems satisfied with the model on an overall level. 
More work could have been done to involve the different users more actively in the 
modelling up-front, using a more user-centred design approach (ISO, 1999). 

4.3 Process impact 

There are several different processes that can be impacted e.g. 

■ The process itself of developing the harmonised process. 

■ The model’s effect on creating the harmonised process. 

■ The previous work processes in each local unit. 

■ The harmonised work process. 

■ The new work processes in each local unit. 

■ The process of creating the application. 

■ The process of implementing the application in the organisation. 

The consequences of implementing the harmonised processes are that all units 
have to change their work processes somewhat, supported by a new information 
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system. One informant claimed that it was not the models that changed the work 
processes in the unit, but the process of performing the modelling. The models acted 
as a very important artefact to focus the discussions around. 

The representative of the IT department claimed that the process models had 
created “a fantastic foundation for the participants in the project”, and that they were 
important to be able to change the work processes in the business area by 
establishing a common understanding across the different units. 

Issues that do not fit into the model used as a communication artefact are left out 
of the conversation, the process modeller claimed. To not influence the explanation 
of the work processes by the units, the models were only used as a checklist by the 
rollout responsible. Then, in the next meeting he used the swimlanes in the training 
of and discussion with the units, focusing on the areas that did not fit with the 
harmonised process. In this way, the models have changed the rollout process within 
the project because they were found to have a too strong effect on the participants, 
hindering the identification of gaps. In future work we will investigate and evaluate 
in more detail hypothesis about cost-benefit and reduction of risks in the process. 

4.4 Process model quality 

The focus on quality of the process models differ from user group to user group. The 
Visio harmonised process models were initially created to act as a communication 
artefact among domain experts, and their needs were fulfilled by representing the 
models on a high level, but detailed enough to discuss and agree on the new 
processes. The Visio harmonised process models did not satisfy the needs of the 
software developers or, identified at a later point, the needs of a gap analysis 
performed at the individual units. The models were for some time not updated, and 
this lowers the quality of them. Model quality can be looked upon across a number 
of levels (Krogstie and Splvberg, 2003). Some aspects already mentioned above will 
be stated also here if they fit this framework. 

Physical quality: The basic quality goals on the physical level are 
extemalisation, meaning that the knowledge of the domain of some social actor has 
been externalised by the use of a modelling language, and internalisability, that the 
externalised model is persistent and available, enabling the audience to make sense 
of it. It is obviously important that the models were externalised, but the amount of 
detail necessary differed between different usage areas as discussed above. As for 
software development, the amount of detail was too small, and not possible to easily 
add to the existing models, due to both the availability of resources and the 
limitation of the chosen modelling tool. 

Empirical quality deals with predicable error frequencies when a model is read 
or written by different users, and coding (e.g. shapes ofboxes). One example here is 
to limit the number of crossing lines in a model. This aspect was important in 
connection to the task of creating a common overall picture which could be adapted 
across all different units. The high-level model view was successful for this. Also 
the swimlane view of the detailed processes was good in connection to the matching 
of the harmonised model with local processes when used in the right way. 

Syntactic quality is the correspondence between the model and the language in 
which the model is written. This is typically evaluated through syntax checking. 
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Several syntactic errors are found in all the models. This has not been regarded as 
important for the main uses of the models so far. 

Semantic quality is the correspondence between the model and the domain. The 
quality framework contains two semantic goals; validity (all statements in the model 
are correct relative to the domain), and completeness (the model contains all the 
relevant statements which is found in the domain). It has been difficult to keep the 
models up to date and internally consistent, due to resource and tool limitations. 
This has spawned the need for improved tool-support. Many areas within the overall 
process model has not been modelled in detail. One specific aspect in a case like this 
is the need to develop a harmonised model, i.e. that the model can be locally adapted 
due to heterogeneous IS infrastracture, different quality control procedures and local 
cultures. Thus, the model is really not right or wrong, but rather more or less 
appropriate for the different units. To act as an integrating artefact though, e.g. to 
support communication and learning, focus on a common model is important. 

Perceived semantic quality is the similar correspondence between the audience 
interpretation of a model and his or hers current knowledge of the domain, and is 
what can actually be evaluated at quality control and validation. For certain tasks, 
the model has been perceived to be better than it actually is. One example is the gap 
analysis where the gaps were not discovered early enough. 

Pragmatic quality is the correspondence between the model and the audience’s 
interpretation of it. It is differentiated between social pragmatic quality (to what 
extent people understand the models) and technical pragmatic quality (to what 
extent tools can be made to exploit the model). Comprehension of the high-level 
model appeared to be good, partly because people were able to put their own 
meaning into them. The more detailed the models were, the more difficult it became 
to understand for others than those working with them on a daily basis. As for 
technical pragmatic quality, this has so far been missing. 

Social quality is focussed on agreement among audience members’ 
interpretations. This has been very good for the high-level model, which is also the 
area were high social quality is most important. The process and model developer 
explained that due to the fact that the detail level of the models during the gap 
analysis, everyone could agree on the new processes, which again created a loyalty 
to the processes and solidarity within the overall certification business area. One 
informant claimed that the project was truly dependent upon this, and that it has 
helped the process of implementing the new harmonised processes to a great extent. 

It is interesting to note how the use of the models for different goals and 
modelling tasks shifts the emphasis on model quality. To create a common vision 
across the partly autonomous units (the high-level Visio harmonised process 
models), it is very important that the model is empirically good (“looks nice”), and is 
socially agreed, whereas syntactic correctness and semantic completeness is usually 
only of minor importance. For the use towards IS-developers on the other hand, 
semantic completeness was an important issue. In connection to gap analysis it was 
in fact important that the models were not shown at first, since they had very high 
perceived semantic quality in the sense that they were apparently accepted at face 
value, without being questioned. This is an interesting example of the model 
monopoly problem (Braten, 1984). This also highlights a major weakness of the 
original framework of Sedera et al. Their dimensions are not orthogonal. Model use 
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and types of users influence how to look upon process model quality, and which 
quality aspects to emphasize. 



5. CONCLUSION 

We have in this paper applied and extended a framework for process modelling 
success related to a project where the goal has been to harmonise a networked 
organisation of partly autonomous organisational units. 

Whereas most aspects found can be discussed within the broad areas defined by 
Sedera et al., we also recognise the need to deepen their categories for the use of the 
framework to be meaningful, and that their dimensions are not orthogonal. 

Whereas many of the extensions could also be useful in a more traditional modelling 
project, several dimensions are related to that the model is used to harmonise 
different units within a virtual organisation, where the different background and 
context of the different units necessitate the support of a harmonised rather than a 
standardised model as highlighted under the discussion on semantic quality. 

In future work we will investigate and evaluate in more detail hypothesis about 
cost-benefit, performance, and reduction of risks in the process and use this to 
device an improved methodology for this kind of work. 
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Collaborative Networked Organizations are gaming more attention from 
research bodies and academics as an emergent form of conducting business. 
This emergence is mostly based on the recognition of the improvements being 
achieved by the deployment of global business processes between their 
members. In addition, business requirements are demanding higher 
interoperability levels in order to be able to present quick response before 
environmental events quickly. 

Services Oriented Architectures are becoming the right choice in enabling such 
interoperable environments. They allow members be as independent as 
possible by managing their own policies, practices or supporting systems and 
applications. But, by contrast, additional capabilities in terms of being able to 
provide and/or consume electronic services to/from third parties will be also 
required. 

The IDR project will deploy a CNO platform upon a Service Oriented 
Architecture by deploying global business processes as web services 
orchestration. 



1. MOTIVATION 

Collaborative Networked Organizations (CNOs) are gaining more attention from 
research bodies and academics as an emergent form of conducting business. They tie 
together two or more companies that had understood the benefits of conducting win- 
win partnerships coming from such collaborative environments (Camarinha-Matos 
and Afsarmanesh, 2001; Ortiz et al, 2003). 

From this point of view, within such a collaborative environment and although 
every organisation keeps its independency and control over its own activities, there 
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is always an interdependence that gives it the vision of a unique entity, but certainly 
increases interoperability requirements. 

New technologies, mainly those related to the Internet are allowing the 
deployment of global distributed business processes (DBP), facilitating the 
interoperability of the information systems in which they are supported. 

This work is included in the efforts within the IDR project which is an 
undergoing initiative founded by the Office for Science and Technology of the 
Valencian Government. Its main objective is the deployment of a platform that 
being based on web services orchestration, allows the re-engineering, deployment, 
execution and monitoring of DBP in a network of companies surrounding an SME 
in the automotive sector. 

The paper is structured as follows: section two analyses CNO adaptability 
requirements; section three explains how service oriented architectures are becoming 
such required technology where distributed business processes can be deployed and 
executed. Finally, we depict how such topics will be developed in IDR. 



2. INTEROPERABILITY IN COLLABORATIVE 
NETWORKED ORGANIZATIONS 

2.1 CNO interoperability requirements 

A CNO must respond or react to several events that take place both inside and 
outside its boundary. Considering the response capability to face the different types 
of events, it is possible to determine three types of CNO (see Figure 1): 




Figure 1: A CNO and its interoperability levels 

■ Stable CNO: this CNO is composed by relatively stable set of partners who 
conduct more or less foreseen transactions. No external event can be sensed 
and there are no mechanisms to properly react to it. For instance, no 
external order or Request for Quotation (RFQ) can be processed. 
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■ Permeable CNO: this CNO is intended to be more open than the previous 
one by allowing third parties to join and leave the network as needed, being 
able to conduct sporadic transactions through the platform’s use. 

■ Star CNO: when a network is able to effectively react to external events 
coming from unexpected and unknown sources, for instance an RFQ 
coming from a distinct CNO. 

2.2. Enablers of a CNO 

Companies looking for higher profitability margins, efficiency and production 
speed, are no longer focusing into cost reduction or volume increase as the way to 
achieve them but into bundling a set of services that by itself adds value to the 
product (in the sense of Smith and Fingar, 2003). 

This does not only require providing services or products as usually. At the same 
time, the nature of offers by using information technologies is being transformed to 
a set of publicity available services that can be accessed by other interested parties. 
So named e-Services practices can be defined as the provision of services over 
electronic networks (Rust and Kannan, 2002). The concept encompasses any kind of 
electronic relationship being conducted between two organizations. 

In doing so, it is necessary that companies evolve from one organizational model 
that has been mainly based on managing business process in a local way, and where 
the other members of the value systems are merely “external entities”, to a vision 
within which processes are conceived in a global and mutually engineered way, 
understanding that major improvements can only be achieved by deploying a set of 
common policies, practices, rules and platforms supported on widely recognized and 
standardized technological initiatives (Hagel and Brown, 2002). 

In addition, from the technological dimension point of view, Internet-related 
technologies, with Web Services and its related standards, are leading such an 
evolution, enabling interoperable environments by creating a new way of 
architecturally describing systems or applications (Britton, 2001). 



3. SERVICE ORIENTED ARCHITECTURES MEET CNO 
REQUIREMENTS 

3.1 Introduction 

Managing distributed business processes in a CNO requires the achievement of the 
highest possible degree of independence between its nodes by managing their own 
policies, practices or supporting systems and applications. But, by contrast, 
additional capabilities in terms of being able to provide and/or consume electronic 
services to/from third parties will be also required. Thus, a CNO platform must 
allow deploying global business processes as a composition of web services 
invocations (activities). 

We consider that a single web service interface definition can be used to wrap a 
single activity, a sub-process or a full process, mapping it to the proper process 
model. Doing so, each CNO member will take in charge to execute some activity 




92 



VIRTUAL ENTERPRISES AND COLLABORATIVE NETWORKS 



contributing to the overall process but hiding behind the web service definition how, 
internally, the activity is carried out. 



3.2 Web Services extended 

The web services model is based on the existence of a repository within which 
different business domains expose (publish or offer) services that can be located and 
used by other business domains. 

Although this is a relatively simple model, the potentiality comes given by its 
underlying technologies. The use of standards protocols and other Internet’s 
standards guarantees that the services publication and consume between 
heterogeneous information systems is possible. 

According to Kraft (2002) the web service concept can be extended to consider it 
as an object web service. Doing so, it is possible to analyse them like objects that 
have a set of methods that can be accessed by their interfaces (object oriented 
programming analogy). 

Formally, a method of an object web service can be defined as: 
m = (i, p, r(p), M) 

where: 

i = a unique global identifier for the object (i.e. URN) 
p = is a set of entrance parameters 

r = is a computational function that generates an output from p 
M = meta data that provide complementary information for m 

A method of a web service object, represented through its interface, can be 
acceded with the aim of carrying out any computational calculus. From a set of input 
parameters, a web service object method could produce and output. This invocation 
might produce an estate change over the object. 

Regarding p and r (p) are allocated with types of data of a programming 
language that, in the case of this definition, accepts XML schemes as a possible 
codification for such information. 

Schematically, a method can be represented as: 



M 

T 






Constraints 



m 

i 


^(p) Inputs 


Some activity 


Outputs 


w — ■ 




n 

A 






E 

Resources 



(a) 



(b) 



Figure 2: Representation of a web service method 
and an IDEFO activity comparison 
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3.3 Web services as activity wrappers 

In the last point, it was introduced a representation for the web service object 
methods. In the Error! Reference source not found.2(a) it is possible to see how a 
method has associated a unique identifier I, which joined to the container’s 1 and b 
identifiers, allow discovering the web service within the net. 

If we also know the interface by which to provide it with p, it is possible to make 
its invocation (the access always controllers to A allow it) and to obtain the output r 
(P). 

The access controllers’ function should not be limited to the application of 
security control mechanisms. Adopting a higher level of abstraction, it is possible to 
conceive its function as the one in charge to determine whether the method of 
invocation is possibly under the current constraints: security, capacity or resources 
accessibility ones. 

We consider that web services objects methods can be used as constractive 
blocks of the distributed business processes, thus each of them as attended as an 
activity itself. 

3.4 Mapping business process and web services models 

From the analysis of Figure 2 it is possible to establish an analogy between the 
representation of both a web service method and a process’ activity. Basically, both 
enable that, under determined constraints (A and C, respectively), to transform a set 
of inputs (p and I) in an output (r(p)) and O, respectively. 

We consider that a business process can be represented as a set of activities that 
get executed following a determined sequence. Assuming that, it is possible to make 
the previous analogy is valid: the composition of invocations to web services 
methods can become a representation of a business process or sub process over an 
specific domain. 

The next figure presents the model of a business process and the correspondence 
with one web services composition. 
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Figure 3: Analogy between business and technological models 

At any decomposition level, any modelled activity or sub-process can be associated 
with a web service interface specification by specifying its interface in terms of 
inputs, outputs and resources. 
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3.5. Service Oriented Architectures: closing the gap 

Although the attempts to interconnect two or more companies come from mid 80’ s, 
there currently is a high expectation in industry about results that can be achieved by 
using service oriented architectures. But, what is the main change that has happened 
in order to be so optimistic about this new wave? We consider that the key points are 
mainly relays on: 

■ The capability of closing the gap existing between the modelling and the 
operational phases of the business process engineering, because we are able 
of modelling them with Business Process Modelling Notation (BPMN), for 
instance, and getting one executable version of the process by using 
BPEL4WS. 

■ The emerging web-services technologies (SOAP, WSDL, UDDI and 
BPEL4WS mainly) allow different levels of abstraction for business 
processes modelling and representation. Then, any CNO member in charge 
of executing some assigned activity of the process may locally explode it 
(preserving the public interface) by using their own BPEL4WS model as 
well. 

■ Also, always that one activity interface is preserved executors can be 
switched (Mowshowitz, 1999) depending on conditions under which 
process is being executed or criteria to be met. 

Next, we will present the IDR model which is mainly based on these principles and 
technologies. 



4. IDR PROJECT: DYNAMIC INTEGRATION IN 
NETWORKED ENTERPRISES 

The IDR Project’s goal/main objective is to create a service-oriented platform that 
will enable distributed business process management by orchestrating web services 
within a network of enterprises in the automotive sector, in order to create/improve 
the Collaborative Planning Business Process performance. 

It’s closely related to a just finished EU funded project named V-CHAIN. This 
project deployed a virtual enterprise infrastructure in an automotive supply chain. 
The scope was limited to the relationship Original Equipment Manufacturing - Eirst 
Tier Suppliers. IDR has been conceived as an extension of V-CHAIN trying to span 
their scope in order to include second tier suppliers, as well. 

Then, the Core CNO is composed of a set of the second and third tiers suppliers 
and additionally also V-CHAIN B2B integration server will provide valuable 
information like production plans, availability, constrains, stocks or shipping notes, 
for instance. 

In order to reach such required interoperability levels, the IDR framework has 
been structured has follows (see Eigure 5): 



We have defined a web services portfolio within which all active web 
services definitions that may be used to compose a business process will be 
stored. There will be three kind of services: sub-contracted with third 
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parties (outside of the CNO), internally deployed (owned by the core 
members) and additionally those services that the CNO will able to provide 
to third parties. 

■ Another core component is the process repository which will store business 
process definitions that later will be used by the process engine to launch 
instances inside the network. Three kinds of process will be stored: 
Common set (core processes that can be reused to compose higher level 
processes; a set of standardised industry-wide processes and, the third one, 
those business processes that are specific of our business domain. 

• Based on such business process definitions, instances of them may be 
launched by any member of the CNO by using the BP engine. 

■ Additionally, all information and control flows will be supported by a 
Business Object Document definition stored in a XML Schema repository. 
They will be used as inputs, outputs or meta-data for activities executions. 




Figure 5: The IDR Platform 



From an architectural point of view, tools to be developed include at least 
(Linthicum, 2004): 

• A graphic tool that enables BP design based on BPEL4WS 

■ A BPM Engine 

• A BPM interface (Monitoring process’ execution mainly) 

■ A configuration tool for the CNO 

■ Metrics: it is expected to release a tool that enables metrics definition and 
monitoring. 
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5. CONCLUSIONS 

In this work, we have tried to depict how enterprises are facing new challenges in 
reconfiguring themselves when looking for flexibility augmentation and 
adaptability. 

Internet is enabling Service Oriented Architectures deployment supporting them 
not only with a set of standards technologies like SOAP, UDDI, WSDL or XML but 
also with a new modelling languages like BPMN and BPEL4WS that are helping to 
close the gap existing between engineering and executing phases of distributed 
business processes management. 

The case presented here, the IDR project, is an example that shows how Small 
and Medium Enterprises (SME) are also embracing such technologies in order to be 
able to take part in CNO participations or creation. 
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To fit economic constraints, enterprises are more and more focused on their 
own business. This trend involves to renew enterprise organization in order to 
integrate inter-enterprise partnership. These virtual enterprise organizations 
require modeling techniques able to take into account inter-enterprise co- 
operation, flexible and lean enough to be used on “short term" projects and 
fitting legal constraints as contractual exchanges between enterprises. 
According to a mid-term point of view, these contracts may include the 
description of common Business Process (BP) or collaboration rules. Then, 
each business process enactment may also be related to more specific 
contracts (orders, invoices...) linked to each enterprise activity. To fit the 
Virtual Organization requirements, we propose a global architecture coupling 
BP models and contract frameworks. This architecture is based on the 
enterprise BP adaptation tofit openness constraints. For this purpose, security 
requirements are added to the BP specification and the traditional BP 
organization is split into business transaction. Then generic models describing 
contractual facilities and the Virtual Organization collaborative organization 
are set so that BP enactment (including contract enactment) can be developed. 



1 . CONTEXT 

Recent changes in the market have led enterprises to overshoot their own borders so 
that economical partners are considered as members of a same organization. 
Designed either for a project or for a longer period, the Virtual Enterprise (VE) 
superimpose its own organization to the partners’ own organization. Depending on 
several factors as the economical context, trust level between partners..., different 
collaboration policies are used. Consequently, the VE Business Process (BP) 
specification has to take into account both the BP specification (what has to be 
done), collaboration policy and contractual requirements (how it may be done) as 
well as security constraints. Of course, the BP modeling activity should integrate 
constraints due to the openness involved in virtual organization (this point deals 
mostly with security policy, re-organization of public and private parts in BP), inter- 
enterprise contractual relationships as well as evolving collaboration strategies 
(section 2). According to an operational point of view, component based 
architectures based on Enterprise Java Beans (EJB), web services (.net... 
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components) or webEDI based on ebXML(electronic business XML) provides open 
and easy to tune e-business frameworks able to support inter-enterprise 
collaboration. 

To merge these modeling and implementation oriented points of view, we 
propose a multi-view BP model built incrementally. Modular descriptions of BP are 
proposed and mix both conceptual (what should be done), organizational (how it 
must be done) and contractual aspects (section 3) so that BP and their support 
applications can be easily rebuilt according to the VE current organization. 

2. INTER-ORGANIZATIONS MODELING FRAMEWORK 

Modeling the Virtual Organization business processes involves taking into account 
the virtual organization specificity, leading to different modeling strategies: 

■ The VE is considered as a “standard” enterprise: in this case, the modeling 
activity must fit the virtual enterprise planned duration and protect each 
enterprise autonomy; several methods have been adapted to this particular 
context in order to provide a generic modeling framework adapted to the Virtual 
Enterprise (VE) context (see for example (Tolle et al. 2002) to get a global point 
of view on the Globemen project and other VE generic modeling frameworks). 

■ The virtual enterprise is seen as a set of co-operating organizations: in this 
case the modeling activity must capture the collaborative organization thanks to 
an interdisciplinary approach (Camarhina-Matos et Pantoja-Lima 2001). 

In both eases, the modeling process has to pay a partieular attention on the inter- 
organization relationships: 

■ Inter-enterprise co-ordination can be partly captured with dedicated Business 
Process models: such workflow-based descriptions (taking into account each 
partner autonomy) can be build thanks to various methods as IDEFxx as 
proposed in (Presley et al. 2001) or CIMOSA (Bruno et Torchiano 1999). 

• Informal collaboration can not be modeled directly but requires a flexible and 
open framework. This feature can be set by providing an open information space 
where the different actors can freely access or exchange the information they 
need. For this purpose, CORBA based architecture (Zhang et al. 2000) or 
dedicated distributed frameworks (Sandakly et al. 2001) can be used. 

■ Distributed collaborative architecture can couple formal and informal co- 
operation providing that each node integrates formal exchanges (as in an EDI 
(Electronic Data Interchange) framework) and offers security and co-ordination 
features as in the PRODNET architecture (Camarinha-Matos et al. 1998). 
Moreover, organizing inter-enterprise business processes leads also to different 

strategies: 

■ Workflow based strategies can be implemented according to both a distributed 
or a centralized way. In the distributed strategy, each enterprise can protect its 
own autonomy thanks to its own workflow definition. In this case, workflow 
interactions must be defined to provide a global organization (Casati et Di 
Scenza 2001) and tasks managers must be coordinated thanks to tasks 
dependency relationships as proposed in the METEOR2 system (Miller et al. 
1997). On the other hand, when a centralized organization is set, a common 
workflow is defined and is turned into activity charts so that a decentralized 
execution, split among the different partners, can be used. Such an analysis 
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process is proposed by (Muth et al. 1998) and makes a heavy use of Transaction 
Processing systems to provide consistency to the shared information. As a mixed 
of the previous strategies, a B2B workflow based approach can he derived from 
traditional EDI (i.e. Electronic Data Interchange) or C-Business environment. 
Eor this purpose, (van der Aalst 2002) proposes multiple descriptions of shared 
business process: public and private workflow are defined concurrently and the 
global consistency is achieved thanks to well-defined information exchange 
format (Bussler 2002). By this way collaborative business processes are defined 
as a set of interconnected private parts (black boxes) for which only the 
interfaces (inputs and outputs) are known and public parts (white box) with 
precise process descriptions, 

■ Component based architectnres are derived from a e-Business point of view. 
Such component based architectures (as Enterprise Java Beans (EJB), web 
services or web-EDI based on ebXML) provide a flexible and reactive 
framework, that should be able to support “on-demand” collaboration. Made of 
basic standard components (a web service, a Java Bean or core components in 
ebXML (Oasis 2001)), these architectures can be used to provide heterogeneous 
systems interconnection abilities. Eor this purpose, core components (i.e. 
message formats coupled to e-business process description) are defined as re- 
usable and exchangeable information units. As far as ebXML (electronic 
business XML) is concerned, such E-service infrastructure can be stored in 
registries so that binding services can set a dynamic workflow (Su et al. 2003). 
Nevertheless, such an open approach involves paying a particular attention to 
both e-contract enactment used to support inter-enterprise exchanges (Chiu et al. 

2002) and on BP consistency. To solve this last problem, BPs are split among 
transactions, providing information ACID properties (i.e. Atomicity, 
Consistency, Isolation and Durability) as well as recovery features (Papazoglou 

2003) . 

■ Contract based organizations put the stress on the formal and legal 
relationships between partners. To improve the contract conclusion, a common 
ontology can be set to describe the different clauses and negotiations 
organization (Kabilan et al. 2003). Of course, to fit the real process, the inter- 
organization BP specification has to include the contract negotiation phase 
(Cheung et al. 2002a) and the business process execution must be related to the 
contractual obligation clauses (answering mostly the who, what, when and how 
parameters) (Perrin et Godart 2003). Nevertheless, e-contract based frameworks 
are mostly limited to elementary business transactions (Heuvel et Weigand 2003) 
and do not integrate the global Virtual Organization context. 

Nevertheless, none of these different strategies fit the inter-enterprise BP 

modeling requirements. In order to overcome these limits, a global process modeling 

strategy has to be set according to the following main requirements: 

■ The BP organization has to take into account constraints due to the system 
openness i.e. paying a particular attention to the enterprise intangible patrimony 
(process public or private parts, information classification...) according to a 
consistent security policy definition. 

■ The modeling framework has to take into account the evolving collaboration 
strategy between partners. Consequently, BPs should be rather seen as consistent 
set of components and assembly rules instead of a unique process specification. 
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Thanks to this component based approach, the BP engineering phase can be 
reduced to fit the VE limited duration. 

■ Formal inter-enterprise relationships described thanks to contracts should be 
integrated into the BP organization, setting obligations, synchronization 
requirements... This contractual framework can also be used as a generic 
guideline to select convenient components assembly to fit the required BP. 



3. FROM ENTERPRISE BP TO INTER-ENTERPRISE BP 
MODELS 

VEs require a lean and evolving structure, able to protect the flexibility and 
reactivity of each partner. Moreover, enterprise-engineering projects are rather long 
and their cost can be a bar. This can be overcome by connecting engineering 
processes to more efficient diagnostic processes to guide the way standard solutions 
are chosen. Such a bottom-up modeling approach proposed in the GRECOPME 
framework (Biennier et al. 2002) relies both on an efficient “collaboration” 
diagnosis and on re-nsable collaborative bnsiness processes. Of course, in order to 
preserve each enterprise autonomy and to favor the emergence of the global synergy, 
collaborative Business Processes have to be adapted to this multi-enterprises 
context. That is why we proposed to re-organize the Business Process description to 
capture “generic” collaboration patterns. By this way, the BP can evolve 
continuously and the VE evolution can be taken into account directly in the 
modeling framework (Biennier et Eavrel 2003). Moreover, to favor inter-enterprise 
BP enactment, we propose a multi-facet architecture built incrementally: 

■ Eirst, enterprise business process have to be adapted to integrate the VE 
openness constraint. Such cross-organizational process definition involves to 
focns on the enterprise patrimony constraints, i.e. integrating privacy 
requirements on both knowledge (information and current activity) and know 
how (process tuning). To fit this requirement, a multi-level BP description 
(including public and private parts, detailed “interface” specification...) coupled 
to a security organization is set. 

■ Second, the inter-enterprises relationships are taken into acconnt by adding 
collaboration strategies into the inter-enterprise BP specification. This is mostly 
used for short or mid term collaboration (and not for instant VE as developed in 
B2B online relationship). Then, contract models and clause are coupled to the 
BP specification and collaboration management task. This allow to relate 
particular clauses to a convenient set of elementary e-contract. 

■ Third inter-enterprise BP enactment is improved thanks to multiple inheritance 
from the generic models developed previously. Then an authentication service is 
used to provide both authentication and non repudiation features (involved in e- 
contract management) without breaking data privacy constraints. 

3.1 Integration of the VE constraints in the enterprise BP models 

The first step of the BP re-design approach consists in defining how the enterprise 
information system and BP organization can be shared according to two main axis: 

■ The BP conceptual definition is adapted to support a cross-organizational 
integration. Eor this purpose, we propose a recursive definition (a BP is a set of 
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tasks and a task may also be defined as a BP) so that a multi-level BP 
organization can emerge, integrating both private and public parts. To fit BP 
interconnection requirements, BP are re-organized into Business Transaction 
(including also the recursive way). These transactions represent the BP interface 
specification and are associated to a consistent part of the BP that can be 
included into a cross organization BP and can be configured according to 
negotiated parameters. Core processes, that can be related to elementary core 
components, web services or EJBs, are related to elementary tasks. By this way, 
this generic and conceptual architecture can be related to existing frameworks to 
derive convenient BP implementation. 

• A security policy is defined according to a patrimonial analysis of both the 
information pieces and of the tasks included in the business process. These 
patrimonial values are related to protection rules used by Information System 
Security Officers (ISSO) responsible of the protected item to control security 
processes organization (security workflow), mostly devoted to access control and 
authentication. Of course, items security classification is also managed thanks to 
a global security workflow describing the enterprise general security policy. 
Then, these security workflow are integrated in the BP conceptual definition so 
that the security constraints can be easily taken into account. 




Figure 1 : Enterprise BP adaptation to fit openness constraints 



3.2 Inter-enterprise BP organization 

The cross-organizational BP modeling approach has to be adapted to the VE 
organization strategy and its potential evolution. Moreover, the inter-enterprise BP 
specification must also integrate contractual relationships. 

To fit the collaboration evolution constraint, we propose to re-organize the BP 
description to capture “generic” collaboration patterns. Eor this purpose, the 
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recursive enterprise BP model we presented previously mixes both “black box” and 
“white box” BP specifications. Thanks to the “business transaction” the 
collaborative business processes can be coupled precisely to the different partners 
own business processes. Then, organizational constraints are taken into account. For 
this purpose, collaboration workflow describing the VE collaboration management 
processes is added in the BP model. By this way conceptual BPs are derived into 
organizational ones specifying how inter-enterprise BPs have to be executed 
(Biennier et Favrel 2003). 

Then, contracmal relationships are taken into account by coupling a contract 
framework to the BP specification. This framework inspired from (Karlapalem et al. 
2001) relates contract clauses to economic activities (business transaction in our 
case) but we extend this framework to integrate both the VE collaboration policy 
(related to collaboration workflow), security policies requirements (related to 
security workflow). Used as a generic guideline, these generic contracts may also 
include a variable part as proposed in (Cheung et al. 2002b) related to the business 
transaction configuration achieved during BP negotiation. Eastly, at an operational 
level, contract clauses can be implemented as a set of e-contracts. For this purpose, 
we use the business transaction related to a particular contractual clause (for 
example orders, payment...) as en entry point to define the elementary tasks and 
core processes involved. Then these core processes are used to define the related e- 




3.3 Cross-organizational BP enactment 

Lastly, these generic models are used to generate global templates for real BP. 
According to this enactment process, every parameters have to be valued and actors 
must be related to the different tasks the have to achieved. To fit inter-enterprise 
interchange constraints, authentication and non repudiation features must be 
provided. These constraints, as well as those due to the security policies 
specification, involve to identify each actor and report his activities. This last point 
can be seen as a contradiction with data privacy legal constraints. To solve this 
problem, we add an authentication service coupled to an access control process. 










Integration of a contract framework in BP models 



103 



Thanks to the BP generic definition, tokens are given to actors to achieve a 
particular task. This token is also used by the access control system to allow the 
actor involved in a task to accede to the related information. Then only these 
“authenticated user” identifications are transmitted to the BP reporting system. As 
each authentication identification is given separately, the different tasks involving a 
same actor can not be directly related by the BP reporting system so that data 
privacy fair practices can be fit. At a technical level, the authenticated users are 
created and “forward” links are made between these “authenticated user account” 
and the real actor account. 




4. CONCLUSION AND FURTHER WORKS 

Modeling cross-organizational business processes involve taking into account the 
way partners aim to collaborate, how the common BP can be related to the existing 
partners own BPs, security policies as well as contract formalization. We propose 
here to integrate these different points of view by adapting each partner BP 
definition to the VE context. Then generic BP, collaboration patterns and contract 
models can be defined so that the inter-enterprise BP enactment (including contract 
definition) can be improved. Nevertheless, our architecture leads to a multiple 
workflow organization for the BP (security workflow, collaboration workflow, BP 
workflow...) so that cross-validation must be defined to control the global 
consistency. 
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The increasing changing rate of the marketplace forces the enterprise to face 
the complexity with new organizational paradigms like virtual enterprise or 
extended enterprise. These organizational paradigms bring in consideration 
coordination and integration issues of different DSS designed to solve different 
problems. 

In this paper we analyze the problem of a logistics operator which need to 
route goods to customers. Customers have different preferences on the time of 
delivery based on their resource management policies. In our work we use a 
multi-agent model in which agents use classic techniques to solve single 
problems and through coordination try to optimize the global goal of 
minimization of logistic service operator and customer costs. In the 
architecture we designed, there is an agent that solves the Vehicle Routing 
Problem with Time Window constraints representing the interests of the 
logistic service operator. Another agent uses an algorithm to determine the 
cost function of goods picking at delivery point based on resource management 
policy of delivery point. A Third agent asks to the two agents for solving 
different instances of the single problems and tries to match solution using 
multi-criteria techniques. The model was implemented and tested on real case 
of an Italian logistic service operator. Some results and comparisons are 
presented. 



1. INTRODUCTION 

Factors such as cost reduction, flexibility and focus on core competencies are critical 
for the survival of companies. In recent years, outsourcing concepts evolved in 
Virtual Enterprise concepts. A Virtual Enterprise can be viewed as a temporary 
alliance of enterprises that share resources and skills, to better respond to business 
opportunity and that is supported by an appropriate IT infrastructure (Camarinha- 
Matos and Afsarmanesh, 1999). Many reference models has been proposed as 
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guidance to the realisation of Virtual Enterprises (Tplle, and Bernus (2003)); all 
these reference models bring in evidence the fact that in Virtual Enterprise and 
Virtual Organizations, more than one actor is involved in decisional process: indeed, 
distributed decision support tools are crucial in Virtual Enterprise environments. 

In this paper we use a multi-agent model in way to design and develop a distributed 
decision support tool for distribution process. In particular, we study a capacitated 
vehicle routing problem with time windows as a multi-decision makers problem. In 
the considered scenario, there are three main actors involved in the distribution 
process, each one of these being a decision maker involved in a different phase of 
the process. The actors are the customers, the supplier, and a logistic operator to 
which the supplier outsource the distribution process. 

The multi-agent view allows us to put in evidence the presence of more than one 
actor in the decisional process (Jennings et al, 1998; Shen et al., 2000). The main 
goals of the work are the utilisation of local DSSs for the process improvement and 
the involvement of the customer in the decisional process. 

The paper is organized as follows. In Section 2, we describe the distribution 
process and its reengineering when a logistic service operator manage part of it; In 
section 3 we show the multi-agent model bringing in evidence the relationships 
between actors. In section 4 we deeply discuss the decisional tools used by agents. 
In section 5 we discuss test results and make some conclusions. 



2. THE DISTRIBUTION PROCESS REENGINEERING 

Distribution regards all the activities related to the provisioning of service to a set of 
customers by a set of vehicles located in one or more depots, operated by a set of 
drivers. Often in a supply chain, the depot is an inventory managed from a supplier 
who delivers goods to customers through a Logistic Operator. Customers place 
orders to the suppliers following proper inventory management policies and 
production plans. In our study the supplier out sources the product delivery to the 
logistic operator. In these settings, customers place orders to supplier who forwards 
delivery orders to logistic operator who generates the delivery plan using routes 
planner, and deliver the goods to customer. 

2.1. The reengineering of the distrihution process 

The above descript distribution process has an important lack: there is no interaction 
between logistic operator and Customer needs. The logistics operator simply 
receives orders from suppliers and tries to optimize its resources in way to meet 
customer needs expressed in terms of delivery time and quantity to delivery. The 
goal is to reengineer the process in way to have a better interaction between 
customer and logistic operator. The customer costs strictly depend on the time in 
which the delivery occurs, so it can be very useful for it to participate in the route 
determination process. Orders placed from customers are the result of inventory 
management policies, and production planning. It is clearly inapplicable the 
comprehensive modeling and the integration of logistic operator and customers 
DSSs. On the other hand, an auction mechanism could help to reveal cost functions, 
but it is not applicable and not realistic in the case we want model a sort of 
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cooperation between Logistic Operator and customers. In this paper, we follow a 
soft cooperation policy schema. The process is reengineered based on information 
communication between customer and logistic operator. More precisely, customer 
communicates to logistic operator some useful information about cost function and 
logistic operator proposes a choice being the trade off between delivery time (that 
represent a customer service level indicator) and routing costs. The logistic operator 
can highly reduce costs if it does not have hard constraints on delivery time 
windows. If customer communicates to Logistic Operator some information about 
costs the logistic operator can find the best trade off between customer service level 
and total costs. In the reengineered process there are the following basic steps: 

1. Customers place orders to suppher; 

2. Supplier forward delivery orders to the logistic operator; 

3. The route planner actor, based on delivery orders, generates a set of 
vehicle routes using an optimization tool; 

4. An inventory cost actor interacts with customers from which get inventory 
cost functions and, together with the customer, determines suitable delivery 
schedules for each customer. 

5. A mediator actor determines a set of delivery plans based on the best trade 
off between vehicle routes and customer cost functions. 

Steps 3 and 4 are repeated in way to improve the set of available plans. Routing 
costs are updated based on the different delivery times chosen to serve customers. 
This is an important difference in respect of situation in which customers simply 
select between a list of possible deliveries (such as, for instance, Amazon - like 
applications); in our proposed application, mediator actor always has visibility of 
routing costs. 

In place of a single route planner, in the new designed process there are three 
interacting actors: one for vehicle routing optimization (the route planner), one who 
take care of customer needs (the inventory cost actor), and a third entity who try to 
meet the different goals (the mediator actor). The model is addressed for scenarios in 
which customers are eompanies having time dependent cost functions. Following in 
this paper we show the design and the implementation of the new process through a 
multi-agent model. 



3. THE MULTI-AGENT MODEL 

Multi-agent systems are widely studied in the literature for interoperability and 
manufacturing management at Virtual Enterprise level (inter-enterprise), enterprise 
level (intra-enterprise) and shop floor level (Hao et al, 2003). In this paper we use a 
multi-agent model mainly for inter-enterprise level with the main scope of 
developing a decentralized deeision support system. The multi-agent model allows 
the integration of customer cost functions with transportation cost functions 
preserving actors’ autonomy. Referring to the actors explained in previous section, 
the multi-agent model foresees three agents: 
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• The inventory cost agent who interacts with customers DSS in way to 
obtain cost functions. 

■ The Route planner agent who solve the vehicle routing problem with time 
windows constraints (VRPTW) and relative routing costs. The solving tool 
for VRPTW is explained in the next section. 

■ The mediator agent who determine the delivery plan using multi-criteria 
analysis in way to match customer needs and routing costs. 

The figure 1 shows the multi agent model information flows, while figure 2 shows, 
through an UML (Unified Modeling Language) sequence diagram, the chronological 
sequence of interactions in the multi-agent model. Agents interact following these 
basic steps: 

■ Customers send orders to supplier; 

■ Supplier forward orders to Logistic Operator who activates the mediator 
agent. 

■ The mediator agent propose to the route planner to solve an instance of the 
VRPTW with some broad delivery time windows and then it performs the 
following steps: 

■ F=0; 

• Loop until all delivery time windows are matched : 

1. Ask inventory customer function information to inventory cost agents; 

2. It does the multi-criteria analysis based on traveling cost and customer 
service level; 

3. Pick the best S solution; 

4. If there are more than m solution then discard the worst found 

5. let Tto be the set of delivery time windows satisfied by S; it constmcts 
a new instance of VRPTW with hard time windows: FU [oj, bj\ being j 
the client with most improvable service level; 

6. Ask to the route planner agent to solve the new VRPTW instance; 

7. F<-FU[a,AJ; 

■ Propose the m routing plans to logistic operator. 

The multi-agent system, based on schema in figure 1, has been implemented using 
the JADE (Java Development Framework) toolkit. Jade uses a FIPA compliant 
message format. 
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Figure 1 - information flow of the multi-agent model 







Figure 2 - UML sequence diagram of the system 
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4. THE OPTIMIZATION TOOLS USED BY AGENTS 

In this section we explain more deeply tools used by agents. At the end of the 
loop in Figure 2 the mediator agent propose to logistic operator a set of routing plans 
ranked in ascendant way. The logistics operator chooses one of these routing plans 
based on its strategy. This set of routing plan eome from the interaction of the three 
agents that use tools and teehniques explained in the following. 

4.1 The VRPTW solving tool 

The Vehicle Routing Problem (VRP) calls for the determination of the optimal 
set of routes to be performed by a fleet of vehicles to serve a given set of eustomers, 
and it is one of the most important, and studied, combinatorial optimization 
problem. In particular, the VRP with Time windows (VRPTW) is the extension of 
the Capacitated VRP where the service at eaeh customer must start within an 
associated time window (Toth & Vigo 2000). The optimization tool used in this 
project is written in the java language and solves the VRPTW using a Simulated 
Annealing metaheuristics. Simulated Annealing is not the most performing 
technique for VRPTW but it gives good solution in short time (Tan et al, 2001). 
Each time the mediator agent wants to evaluate a routing plan, it asks to route 
planner agent to solve the VRPTW problem. The route planner ealculate the cost of 
to serve customer requested quantity and delivery time through the VRPTW. 

4.2 Inventory cost functions 

The customer service level highly depends on the time in which the customer 
receives goods. Indeed, if delivery oceurs at time Oj, customer j sustains a cost d(aj). 
The inventory cost agent asks to customer to communicate information about the 
values C/fiifj) Ct^axt ^maxt ^meds ^tld {Hmin il tllsO eomputeS the 

weight of each inventory in terms of sensibility of cost function to delivery changes. 




Figure 3 - Customer cost function 



4.3 Multi-criteria analysis 

Multi-Criteria Decision Making (MCDM) models, rather than compute an 
optimal solution try to determine via various ranking procedures a elassification of 
the relevant aetions (decision alternatives) that is “optimal” with respect to several 
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criteria (Triantaphyllou, 2000). The Mediator agent uses Multi-Criteria Decision 
Making (MCDM) in way to help the logistic operator to find the best match between 
the customer service level and the transportation costs. In particular, an alternative k 
is a routing plan. Criteria are the performance of alternative on each customer 
inventory plus the performance of such alternative on transportation costs. If n is the 
number of customer to serve, the MCDM problem can be expressed as a (m X 
(n-tl)) matrix B where element [b(/] denotes the performance that routing plan i has 
on criteria j. Indeed, mediator agent has to evaluate plans based on n -H 1 criteria. 
The performances are expressed, for the first n columns, by formula (1), where d is 
the cost function computed by inventory cost agent and it is evaluated at arrival time 

^max 

i - I ^ (^(/ ) ~ ^ (^min ) (1) 

c\h )~c%h) 

Each element [bt of matrix B represent the ratio between the cost of routing 
plan i and the minimum cost found of routing plans. The routing plans are ranked 
based on weighted sum model (WSM) method; according to this method, the 
different criteria have a relative weight. In particular there is a weight for customer 
criteria Wc and a weight for transportation cost w, and = 1 - Wf. The different 
tunings of these two weights effect on the determination of the relative importance 
of transportation costs and customer service level. 

The mediator agent iteratively tries to improve the set of m routing plan that it 
proposes to logistic operator. At each step it request to route planner agent to solve 
an instance of the VRPTW with different time windows. The worst plan based on 
MCDM ranking is replaced with the new routing plan. 



5. EXPERIMENTAL RESULTS AND CONCLUSIONS 

The implemented multi-agent model has been tested and compared with a not 
distributed solution. Confrontation terms are the customer service level for each 
routing plan j (cslj) defined in formula (2), and transportation costs. 

‘ 

We made test varying different problem data; in particular, we change the number of 
customer (from 3 to 20) and for each instance we made 200 tests. 

We tested 2 different scenario representing two different policies: 

• Scenario 1: at the beginning state the logistic operator does not consider 
the time window constraints. It obtains the minimum transportation 
cost. We want evaluate how much the multi-agent system can increase 
customer service level; 

• Scenario 2: at the beginning state, the logistic operator meets all time 
windows. We want evaluate how much the multi-agent system can 
reduce the transportation costs. 

In Table 1 we report some relevant test results: for each scenario we report the 
increment or the reduction of customer service level, and transportation costs 
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(minumim, medium, and maximum values in percentage) obtainded with the multi- 
agent system with the respect of the centralized solution. 



Table I - Sample table 



Scenario 1 


Scenario 2 


Increment of c. service level (%) 


Reduction of c. service level (%) 


Min 


Medium 


Max 


Min 


Medium 


Max 


87.1 


118.01 


181.8 


0.09 


0.72 


2.27 


Increment of Transportation costs 
(%) 


Reduction of Transportation costs 


Min 


Medium 


Max 


Min 


Medium 


Max 


21.88 


33.77 


57.99 


0 


23.12 


63.45 



As shown in Table 1, in scenario 1 there is a radical growth of customer service 
level; in scenario 2 there is a low reduction of customer service level but a high 
reduction of transportation costs. Confrontations with a centralized solution could be 
made referring to one global objective function expressing the sum of routing costs 
and penalty functions (The VRP with Soft Time Windows constraints). Other then 
these numerical data, it is important to notice as, in our work, we implemented a 
multi-agent model able to use local DSSs for the process improvement and the 
participation of the customer in the decisional process. Another important point to 
notice is the fact that, at the end of the optimization process, the mediator agent 
propose to the logistic operator not a single routing plan but a set of routing plans 
ranked with the criteria stated in section 4.3. 

The multi-agent system is going to be implemented in a distributed infrastructure 
where tools can be accessed by agents as services. Major improvements are foreseen 
for inventory cost agent who will be able to adopt inventory management pohcies. 
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To improve process organisations management, enterprise models should be 
adjusted to fit the current organisation. Moreover, infrastructure optimisation 
has to take into account the way it will be used. Due to these requirements, we 
propose to couple the Business Processes (BP) description to the infrastructure 
description. By this way, pro-active management on the infrastructure 
equipment can be implemented and reporting data can be used to rebuild the 
current BP execution. Due to the information diversity, we propose to 
implement such an Organisation Management System (OMS) thanks to a 
mobile agent framework. Experiments presenting how collaboration practices 
can be extracted from network management data bring to light the interest of 
such architecture. 



1. INTRODUCTION 

In order to improve a Virtual Organisation (VO) efficiency and to take into account 
contractual constraints, well-formalised inter-enterprises Business Processes (BP) 
have to be defined. Depending on the VO planned duration, several decision levels 
can be concerned by the inter-enterprise BP modelling process (strategic, tactical, 
operational). Often set a priori, these process models can also be used to identify 
efficiently problems areas to avoid to penalise the whole VO. Nevertheless, all the 
shared processes may not be known a priori: ad hoc workflow system can also be 
used to test and implement new processes. Consequently, a posteriori BP extraction 
process from reporting log files can be implemented. Moreover, BP descriptions can 
also be adjusted by taking into account all the available reporting data including 
those extracted from the infrastructure management systems (applications, servers, 
network...). 

In this paper, we describe how information coming from infrastructure 
management systems can be coupled to the BP description to improve both a pro- 
active management of the infrastructure and to rebuild real BP. To support such an 
“organisation management system” (OMS), we propose to use a mobile agent 
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framework so that different kinds of data can be collected and analysed in a common 
framework. Experiments on collaborative practices recognition are presented to 
bring to light the interest of this approach. 



2. BP REENGINEERING IN HIGHLY DISTRIBUTED 
SYSTEMS 

In order to fit the reactivity, flexibility and adaptation requirements involved in 
Collaborative Business organisations, the VO management infrastructure should 
respect the different partners autonomy and be implemented in a distributed way (so 
that partners management systems can be added or removed easily). Such an 
organisation improve also the system isolation capability: in case of troubles, the 
problem has to be efficiently located and isolated in order to avoid to penalise the 
global organisation. Moreover, contractual constraints lead to well-defined inter- 
enterprise relationships formalisation. 

Describing a snapshot at time t of the organisation, enterprise process models 
integrate both the enterprise organisation description AND the process description. 
Nevertheless, the reduced duration and the potential evolution of VO (particularly, 
collaboration strategies can evolve quickly) increase the need of more reactive 
modelling processes. To make the Business Process models fit the real ones, as well 
as to improve the organisation’s structure, a continuous BP Reengineering (BPR) 
process can be done. According to (Hammer and Champy, 1993), BP reengineering 
is “the fundamental rethinking and radical redesign of business processes to achieve 
dramatic improvements in critical, contemporary measures of performance, such as 
cost, quality, service and speed”. Such BP design can be achieved thanks to: 

■ A modelling oriented process: It consists in defining BP models and the 
information flows they request so that both “data driven” process 
organisation (Agerwala, 1982) or “task driven” organisation can be set. In 
this last case, processes can be described thanks to transitions, oriented 
graphs (Hwang and Yang, 2002) and Petri Nets. 

■ A continuous “rebuilding” process: Based on reporting data analysis 
(access control systems, log files...) such processes are well adapted to 
describe a posteriori ad-hoc workflow and may be use to deduce the exact 
workflow organisation from the use (Maruster et ak, 2002). Nevertheless, 
this approach involves to define a consistent security policy so that access 
rights can be established a priori. 

This last approach relates BP to “signatures” left on infrastructure equipment 
(software and hardware). Consequently, BP re-building involves first to collect and 
interpret data from the infrastructure management systems and then to recognise 
parts of signature extracted from the different management systems. In order to 
improve such processes, multiple sources reporting concepts have to be used. 

Concepts from Intrasion Detection, taken from the computer-network security 
field, efficiently handle that kind of problems. Most of classical Intrusion Detection 
Systems (IDS) like SNORT (Caswell & al., 2003), are based on the attack signature 
detection paradigm. Designed to detect a particular sequence of commands 
(representing a kind of fingerprint), these systems identify a virus or a worm thanks 
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to its “fingerprint”. Nevertheless, these approaches are quite empirical and are only 
efficient with well-known signatures. A novel approach consists in detecting attacks 
which may not be known yet thanks to concepts coming from immunology. Immune 
systems use protection mechanisms which suggest ways to improve computer 
security (Forrest, Hofmeyr, and Somayaji, 1997). A similar approach can be used for 
BP adjustment : theoretical workflow can be used as a knowledge base to guide the 
infrastructure tuning and to control the information extraction from the raw 
infrastructure data mine so that real BP can be identified. Then, once the reverse 
engineering of BP and workflow is achieved, it is possible to create a strong 
interaction between real workflow and theoretical workflow to adjust classical 
enterprise models (Figure 1). 




Figure 1 - Enterprise models adaptation through BP and reengineering 



3. IMPLEMENTATION OF THE OMS 

Due to the VO limited duration and potential evolutions, the organisation 
management system has to be light, flexible, and reactive. Moreover, this framework 
must integrate a multi-system data collection process and has to support the 
detection abilities diversity (i.e. inexact pattern matching strategies and reactivity 
towards unknown patterns). Those constraints lead us to organise the OMS 
framework on a mobile agent architecture. Using mobile agents for workflow 
management has been already explored (Lee and Shepherdson, 2003; Suh, 
Namgoong, Yoo and Lee, 2001), but the proposed models were not implemented, 
due to the lack of maturity of mobile agent technology. Flexible, well adapted to the 
unstable nature of a distributed environment (fault tolerance, distributed 
processing...) (Harrison, Chess, and Kerschenbaum, 1997), mobile agents allow a 
highly-distributed detection. Such architectures have also been used successfully in 
the communication network management field, quite similar to our BP reporting 
problem. 
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Our platform consists in reactive mobile agents (used to collect data and to modify 
parameters on infrastructure equipment) and area servers (used to manage agents, to 
analyse collected data and to exchange consistent information with other servers). 
Launched from the central server, a mobile agent is designed to support one 
particular task (raw parameter collection, configuration modification or more 
complex operation as log-parsing), to move from one equipment to another before 
going back to the central server, with collected data which are then analysed (figure 
2). We expect the emergence of interesting properties from those simple operations 
happening everywhere on the network. Such an approach already showed its 
efficiency for network routing (Caro and Dorigo, 1998). 
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Figure 2 - Global architecture of the mobile-agent framework 

3.1. Securing the mobile-agent platform 

Due to the task they have to process (configuration parameter collection or update 
log-parsing, access control and password file manipulation...), our mobile agent 
framework has to pay a particular attention to security requirements in order to limit 
security hole introduction in the different partners infrastructure. Moreover, due to 
the heterogeneity and diverging security policies used by the different partners 
involved in a VO, the organisation management system has also to be protected “by 
itself’ against potential threats coming form one of the partner infrastructure. As 
mobile agent platforms are mostly used in a protected environment (Chou, Shen and 
Kao, 2004), i.e. a secured network including firewalls, cryptographic 
features... (Garfinkel and Spafford, 2003), such platforms do not integrate natively 
security features. Security mechanisms for mobile agents applications have already 
been proposed (Rabelo, Whangham and Schmidt, 2003) but such an infrastructure 
still needs improvements. 
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As far as mobile agent framework security is concerned, two main points should 
be taken into account (Lange and Oshima, 1998); hosts security should not be 
compromised by malicious agents whereas agents must be protected against 
malicious hosts. Java security mechanisms illustrates this kind of technologies (use 
of sandbox, code signatures...). Nevertheless, it remains impossible to protect a 
mobile agent against a malicious host unless there is on each host specific hardware 
devices which can be trusted. Moreover, there is no generic solution adapted for a 
general use of this kind of technology (Posegga J. and Karjoth, 2000). Available 
technologies, such as protected memory mechanisms or advanced cryptography fit 
only parts of security requirements. By now, these mobile agents architectures lack 
of global concepts deahng with the different facets of mobile agent security. 

To secure our mobile-agent framework, we developed a security architecture 
based on the Kerberos architecture (IETF, 1993). In this architecture, each host is 
related to an “area server”, in charge of both launching mobile agents and 
authenticating hosts inside its area (similar to a KDC). Then, each hosts owns a 
specific “session key”. This session key is also known by the area server and allows 
a safe transmission of the agents. The pre-requisite of such a security architecture 
are first that each host is known by the area server at the initialisation of the system 
and then that each host is trusted and will not tamper the mobile agent code in any 
way. Provided the fulfilment of these prerequisites, this architecture can be used to 
protect efficiently agents performing a simple round trip (figure 3). Then multi- 
layered encryption is used to protect agents performing complex itineraries (figure 
4). 



Ksb server 
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Figure 3 - Mobile-agent security Figure 4 - Agent’s secured itinerary 

Architecture through a collection of hosts 

3.3. Real operation profiles construction 

In order to build real operation profiles, agents are sent from the area server to the 
VOs infrastracture, they perform their task and they return to the area server where 
collected data are exploited. Parameters governing agent’s activity are carefully 




[[mstr, for J ] Ks/ : &>ot. of IJ Ks/ : 
instructions result of agent 

jforhost; execution on 

host host / 










120 



VIRTUAL ENTERPRISES AND COLLABORATIVE NETWORKS 



chosen. In fact, previous data collection or assumptions enables to orient relevant 
information research. Thus, the aim of a data collection session is to refine already 
existing profiles. Agents can work on several equipment, one after the other and can 
be programmed to execute everything that can be done on a computer (command 
execution, modifications of configuration...) and to retrieve the results. Figure 5 
shows the case of simple parameter collection (CPU rate) and retrieval, but much 
more evolved operations can be done. Figure 6 shows a complex operation : log file 
parsing on several equipment (for example firewall log file) to extract relevant 
information (abnormal accesses), and return to the area server. 





log A digest j 
log B digest 
log C digest I 



area server 



Figure 5 - Raw data collection 



Figure 6 - log analysis 



We experiment our mobile agent management platform on a simple case study 
which consists in 2 organisations involved in a VO (figure 7) where 01 hosts the 
major part of the shared information system. We aim to identify the collaboration 
and the real information hosting strategy (i.e. respect of the 01 hosting or the use of 
a replicated organisation). For this purpose, we monitor strongly the inter- 
organisation router and send agents to collect the traffic rate between the 2 
organisations: internal agents collect Ol’s sub-network traffic whereas external 
agents are used to measure the traffic level between 01 and 02. Both of these agents 
collect data on a regular basis (every minutes). Data were collected between 9 and 
1 1 AM on a regular business-day. The results presented figures 8 and 9 bring to light 
two different profiles: 

• 01 internal traffic (figure 8) corresponds to direct accesses to database 

servers. The “sent” traffic is very regular because it is made of database 
requests. This traffic has a very low standard deviation (3699) compared to 
its mean (38817). The “received” traffic is very erratic and important, it 
corresponds to data transfers which have been requested. This erratic traffic 
has a very high standard deviation (118606) compared to its mean (398032). 

■ The traffic evolution between 01 and 02 (figure 9) show traffic bursts, one 
following the other twice an hour. Such a traffic profile can be related to file 
exchange leading to a replication process organisation: Twice an hour, 02 
extract data from 01, then the processes are achieved locally (so that actors 
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from 02 can use their own BP instead of the shared BP...) and the updated 
data are sent hack before beginning a new replication cycle. The “sent” 
traffic and the “received” traffic in this situation have almost the same mean 
and the same standard deviation, and the standard deviation (*15400000 
bytes) is much more important than the mean (*5500000 bytes). The main 
interest of such BP rebuilding process relies on anonymous data collection 
and analysis so that data privacy requirements can be fit. 
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Figure 7 - an example of the mobile-agent infrastructure deployment 
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Figure 8 - internal agent results 



Figure 9 - external agent results 
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4. CONCLUSION AND FURTHER WORK 

In this paper, we proposed a secured mobile agent architecture to support BP 
reengineering thanks to infrastructure management data. By using Business Process 
information, we can define behaviour profiles for the infrastructure resources and 
then capture the real resource use, thanks to innovative approaches such as intrusion 
detection concepts. Nevertheless, the data analysis process should be developed to 
inerease the current process signature knowledge base, may be thanks to immune 
algorithms. 
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The Law has long been recognizing that, besides natural persons, other entities 
socially engaged must also be subject of rights and obligations. Western laws 
usually recognize Corporate Bodies as having legal personality and capacity 
for every right and obligation needed or convenient to the prosecution of its 
social goals. But can we foresee a similar attribution of such a regime to 
software agents? In other words, are intelligent software agents capable of 
being personified? One of the main characteristics of a personality is the 
existence of a physical being or organization provided with its own will. In that 
sense, intelligent software agents are quite close to human beings. Indeed, they 
have a physical existence, and they have the capability of learning and of 
having a will of their own. 



1. INTRODUCTION 

In order to evaluate the chances of attributing a legal personality to intelligent 
software agents, it might be interesting to analyse - establishing some due 
comparisons - the arguments that justified the consideration of corporate bodies as 
legal persons (Gon 9 alves, 1929). 

In fact, legal persons are to be seen as a Technical Reality (Fernandes, 1995) or 
instrument at the service of The Law, through which it is achieved a way of dealing 
with certain human interests (Fernandes, 1995). Legal persons are thus considered a 
reality of the legal world corresponding to a social need, to a social interest worth of 
being dealt with, according to The Law. Applying such considerations to intelligent 
software agents, it may be argued that those are physical and logical entities capable 
of multiple and autonomous intervention in the legal world, whose personification 
under The Law might be foreseen as a technical way of responding to a social need 
- the need for more efficient and reliable ways of undertaking actions that man alone 
can not perform, or can not perform sufficiently and economically and in time. 

Besides one own will, two basic requirements were enounced as needed for a 
corporate body to become a personality, and those were substratum (e.g., personal or 
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patrimonial component, teleological component, intentional component) and 
recognition (Andrade, 1974). Does substratum exist in software agents? Can we 
consider its physical and logical structures as a personal or patrimonial element? 
Can we speak of teleological and intentional elements when referring to software? 
And how could recognition of legal personality to software substratum be handled? 

The attribution of legal personality to intelligent software agents would have 
some obvious advantages; it would solve the question of consent and the validity of 
declarations and contracts enacted or concluded by software agents (Felliu) (Fisher, 
2001); and it would reassure the owners-users of the agents about eventual liability 
concerns (Sartor, 2002). But it would also face several difficulties, due to the 
intrinsic characteristics of software agents - some difficult problems could arise 
relating to questions such as domicile or patrimony (Weitzenboeck) (Lerouge). And 
of course we must wonder whether electronic agents could or not be liable for 
negligent acts or omissions, whether it is possible or not to consider them to act in 
good or bad faith (Miglio et al), whether or not it is possible to sue a software agent 
in Court, or to impose sanctions on it (Andrade and Neves, 2004). 

The attribution of legal personality to electronic agents would require at least 
some sort of constitution/declaration act and eventually registration (Allen et al, 
1996), in order to attribute a physical location to the agent, a minimum patrimony 
through a banking deposit or even a compulsory insurance regime, in order to fulfill 
financial obligations and liabilities. But even if all those difficulties could be 
overcome, would it be worth such a legal attribution? Or should we rather foresee 
the creation of special corporate bodies on whose behalf the electronic agents would 
act? Anyway, we must have a realistic approach to this issue, considering the 
challenging technical possibilities of software agents as entities requiring a 
particular new legal setting in order to enhance the full use of e-Commerce in a 
global world. 

Much work has been done in terms of the humanization of the behaviour of 
virtual entities, by expressing human like feelings and emotions; work presented in 
(Ortony et al, 1988) (Picard et al, 1997) detail studies and propose lines of action 
that consider the way to assign emotions to machines. Attitudes like cooperation, 
competition and socialization of agents (Bazzen at all, 2000) are explored, for 
example, in the areas of Economy (Arthur, 1994) and Physics (Challet and Zhang, 
1998), as it is the case of the El Farol Bar Problem, the Minority Game and the 
Iterated Prisoner’s Dilemma. In (Bazzen and Bordini, 2000) and (Castelfranchi et 
al, 1997) it is recognized the importance of modelling the virtual agent’s mental 
states in a human like form. 

Indeed, an important motivation to the development of this work comes from the 
one that is going on in the intersection of the disciplines of Al and The Law, that 
enforced new forms of knowledge representation and reasoning in terms of an 
extension to the language of logic programming (i.e., the Extended Logic 
Programming (ELP) (Alferes at all, 1998) (Neves, 1984) (Traylor and Gelfond, 
1993) (Costa at al., 2000) (Costa and Neves, 2000). This introduction raised a very 
wide scientific area and raises a substantial number of issues. Flowever, once one 
has limited space, the links between the key discussions that are addressed in the 
paper, will be set in terms of an analyse of the predicate reputationQ. The 
formalization presented in chapters 3 and 4, which is aimed at reputation, intends to 
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open the way to deal with legal issues, in a similar form. Indeed, reputation, in itself, 
may also be understood as a legal issue. 



2. MULTIAGENT SYSTEMS 

In the current economical context, characterized by the existence of a global society, 
the access to information is crucial for any economical and social development, still 
remain important technological challenges. The representation, maintenance and 
querying of information is a central part of this problem. How can we obtain the 
adequate information at the adequate time? How can we supply the correct items for 
the correct people at the correct time? How and where can we get the relevant 
information for a good decision making? The organizations focus their competences 
in strategically areas and have recourse to external supplies, cooperating with 
sporadically partners, with the objective of reducing costs, risks and technological 
faults or maximizing benefits and business opportunities. One of the most radical 
and spectacular changes is the information unmaterialization, the task or procedure 
automation, the recourse to decision support systems or intelligent systems and to 
new forms of celebrating contracts (e.g., is it possible to practice commercial acts 
and celebrate deals using autonomous and pro-active computational agents?). The e- 
Commerce has now new challenges, searching for new answers to old questions. 
The negotiation processes through electronic means and the e-Commerce platforms 
may set new forms of contracts, with engagements and negotiations among virtual 
entities. 

Software agents are computational entities with a rich knowledge component, 
having sophisticated properties such as planning ability, reactivity, learning, 
cooperation, communication and the possibility of argumentation. The use of the 
agent figure is particularly adequate to such problems. The objective is to build 
logical and computational models, as well as implementing them, having in 
consideration The Law norms (i.e., legislation, doctrine and jurisprudence). Agent 
societies may mirror a great variety of human societies, such as commercial 
societies with emphasis to behavioural patterns, or even more complex ones, with 
pre-defined roles of engagement, obligations, contractual and specific 
communication rules. 

The traditional programming languages do not support the description of certain 
types ofbehaviour which usually involves computational agents. In genesis, systems 
that incorporate those functionalities have a multi-layer architecture, evolve from 
esoteric software sub-systems, network protocols, and the like. On the other hand, 
once one deals with multi-agent systems, it must be guaranteed that they may 
answer to different and simultaneous demands, in a secure and error free way. An 
agent must be able to manage its knowledge, beliefs, desires, intentions, goals and 
values. It may be able also to plan, receive information or instructions, or react to 
environment stimulus. It may communicate with others agents, share knowledge and 
beliefs, and respond to other agents upon request. It may cooperate diagnosing errors 
or information faults in its knowledge bases, sharing resources, avoiding undesirable 
interferences or joining efforts in order to revisit the knowledge bases of its own and 
of its peers, in order to reach common goals. 
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Knowledge and belief are generally incomplete, contradictory or error sensitive, 
being desirable to use formal tools to deal with the problems that arise from the use 
of incomplete, contradictory, imperfect, wrong, nebulous or missing information. 
The Extended Logic Programming language presents itself as a formal and flexible 
tool to contribute to obtain a solution for the problems just referred to above. 



3. AN AGENT KNOWLEDGE BASE 

Using knowledge representation techniques as a way to describe the real world, 
based on mechanical, logical or other means will be, always, a function of the 
systems ability to describe the existing world. Therefore, in the conception of an 
agent knowledge base it must be object of attention the existent information, which 
may not be known in all its extension; the observed Information, which is 
determined by the experience, and obtained by contact or observation; and the 
information to be represented, which refers to a given event and may or may not be 
taken into consideration. 

Definition 1. The knowledge in an agent’s knowledge base is made of logic clauses 
of the form rklPj+j+i*- Pi a P 2 a , . , a Pj.] a not Pj a . . . a not Pj+j, where i, j, k belong to 
the set of natural numbers, PI, ...,Pi+j are literals; i.e., a formula of the form P or 
-■ P, where p is an atom, and where Fk, not, Pj+j+i, and Pi a Pj a . . . a Pj.i a not Pj a . . . a 
Pj+j stand, respectively, for the clause’s identifier, the negation-by-failure operator, 
the rule’s consequent, and the rule’s antecedent. If i=j=0 the clause is called a fact 
and is represented as ri,:Pi. An ExtendedLogic Program (ELP) program is seen as a 
set of clauses, as given by the definition below. 

Definition 2. An Agent Knowledge Base (AKB) is taken from an ordered theory 
OT=(T,S(S, ^)), where T, >, S and stand, respectively, for an AKB in clausal 
form, a non-circular ordering relation over such clauses, a set of priority rules, and a 
non-circular ordering relation over such rules. 

Definition 3. An argument (i.e., a proof, or series of reasons in support or refutation 
of a proposition) or arguments have their genesis on mental-states seen as a 
consequence of the proof processes that go on unceasingly at the agent’s own 
knowledge about its states of awareness, consciousness or erudition. 

On the other hand, the mental states are by themselves a product of reasoning 
processes over incomplete or unknown information; an argument may not only be 
evaluated in terms oftrue or false, but it may be quantified over the interval [ 0. . . 1]. 
An argument may be built over abnormal or exceptional situations and it may 
recourse to incomplete or contradictory information. This will be accomplished 
through the use of disjunctive logic programming, here defined in terms of ELP, to 
the representation of partial information which commonly occurs in the AKBs. We 
will focus our attention on representing various forms of null values through a set of 
techniques to distinguish between known and unknown or inapplicable values of 
attributes in the extensions of the predicates present in the AKBs. 

The identification of null values emerges as a strategy for the enumeration of 
cases, whenever one intends to distinguish between situations where the answers are 
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known (true or false) or unknown (unknown) (Traylor and Gelfond, 1993) (Neves 
et al., 1997). The representation of null values will be scoped by the ELP. In this 
work, it will be considered two types of null values: the former will cater for the 
representation of unknown values, not necessarily from a given set of values, and 
the later will denote unknown values, from a given set of possible values. 

Let us consider the predicate reputation(), which stands for an agent reputation 
and its valuation, 



reputation: Entity x Valuation 

where the first argument denotes the agent and the later its degree of reputation. 
For example, reputation (Paul, 0.5) denotes that the reputation of the agent Paul has 
a valuation of 0.5, a situation that formally may be given in terms of the clauses 
depicted below (Program 1): 

reputation(paul, 0. 5) 

-reputation(E, V)¥- 

not reputation( E, V ), 

exception-to-reputation(E, V) 

Program 1 - Extension of the predicate that describes the reputation of agent Paul 

In Program 1, the symbol -■ stands for strong negation, not designates negation- 
by-failure, and exception-to-reputation() denotes the set of clauses that are to be 
considered as exceptions to the extension of predicate reputation( ). Considering the 
example given by Program 1 , one may now claim that the reputation of the agent 
John was not yet been established. This situation will be represented by a null value, 
of the type unknown, that allows one to conclude that John has a certain reputation, 
but it is not possible to be concise with respect to its valuation (Program 2). 

reputation( paul,0.5 ) 
reputationf John, 1 ) 

-^reputation( E,V) ^ 

not reputation (E,V), 
not exception-to-reputation (E,V) 
exception-to-reputation (E,V) <- 
reputation (E, 1) 

Program 2 - Extension of the predicate that sets the reputation of agent John 

The symbol J. denotes a null value of an undefined type, in the sense that it is 
assumed that any solution to the problem may be subscribed, but nothing is said 
about which solution one is speaking about. Computationally, it is not possible to 
determine, considering the positive information, the reputation of the agent John; 
however, if one looks to the exceptions to the extension of predicate reputation( ) 
(fourth clause of Program 2, that sets the closure of predicate reputation()), it is 
discarded the possibility of any non-standard question to be assumed as false, when 
set with respect to the reputation of the agent John. 

Consider now the example where the reputation of an agent, the agent Ivan, is 
foreseen at 0.75, with a margin of error of 10%. It is not possible to be conclusive 
regarding the reputation as 0.75 or 0.70, or even as 0.825. However, it is false that 
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Ivan reputation is 0.70 or 1. This example suggests that the lack of knowledge may 
be described by an enumerated set of possible values (Program 3). 

reput at ion( paul,0.5 ) 
reputation( John, 1 ) 

-•reputation( E,V) <- 

not reputation (E,V), 
not exception-to-reputation (E, V) 
exception-to-reputation ( E.V) <- 
reputation (E, 1) 

exception-to-reputation(ivan, V) <- 

V ^0.675 aV ^0.825 

Program 3 - Extension of the predicate that sets the reputation of the agent Ivan 

The use of the body of knowledge that makes the AKB, set on the base of the 
formalisms referred to above, will be pursued in terms of the predicate demo(), using 
ELP as the logic programming language. Given a question it returns a solution based 
on a set of assumptions, being defined as: 

demo: Question x Answer 

where Question denotes a theorem to be proved and Answer denotes a truth 
value, given in the form: tme (t), false (/) and unknown (u) (Program 4). 

demo( Q, t) ^ 

demo(Q,f) <■ — Q 

demo( Q, u) 4- not Q a not -<Q 

-idemo(Q, V) 4- not demo(Q, V), not exception-to-demo(demo(Q, V)) 

Program 4 - Extension of the meta-predicate demo( ) 

The first clause of Program 4 is used to prove a question using the knowledge 
base positive information; the second clause is used to reject a question using the 
knowledge base negative information. The third and fourth clauses stand for 
themselves. 



4. REPUTATION 

Reputation is the estimation in which a person or thing (e.g., an intelligent agent) is 
generally held, an opinion with respect to social or professional attitudes such as 
character, name, good fame, renown, credit or respectability. People may have evil 
repute or enjoy a good reputation. Reputation can be won or lost, or be obtained 
from different sources, like the one coming from direct contact or from a third party 
(Sabater and Sierra, 2002a) (Sabater and Sierra, 2002b). Such esteem is better 
understood if put into a two dimensional basis, namely: 

■ An individual dimension, which models the direct interaction between two 
entities or agents; and 

■ A social dimension, that may be taken as witness reputation and models the 
reputation about the target agent coming from its peers; neighbourhood 
reputation that uses the social environments of the target agents; i.e. uses 
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the values of reputation of the neighbourhood with respect to the target 
agents and their relation with it; and system reputation is the default value 
of reputation based on the role played by the target agents in the 
environments. 

Reputation may be one important parameter to be taken into account in the 
process of trust evaluation in a negotiation, once it can be analyzed either in terms of 
the quality of the information it carries into the negotiation process or the referential 
it may impose, as a legal issue (Novais et al., 2004). 

Based on the assumptions presented before, it is possible to establish 
mechanisms to analyze and process the information available in a way that turns 
feasible the study of the behaviour of virtual entities, in terms of its personification. 
Situations involving forgetfulness, remembrance, learning or trust can be analyzed 
in the way proposed in this work; i.e., through the description of abnormal 
situations, declared as exceptions to a predicate extension. 

Consider the example that follows, that intends to illustrate, through a case study, 
the main contributions of this work. 

reputation( paul, 1) :: I 
~'reputation( E, V )::T <- 

not reputation(E, V)::T, 
not exception-to-reputation (E, V )::T 
exception-to-reputation(Agent, Value): :T*— 
reputation(A, 1)::T 
reputation} paul, 0.02) :: 2 
exception-to-reputation( paul, 0. 5) : :3 
exception-to-reputation( paul, 0. 25): :3 
exception-to-reputation( paul.0. 75): :4 
exception-to-reputation( paul, 0. 85) : : 4 
reputation( paul, 1) :: 5 

Program 5 - ELP excerpt that denotes the construction of Paul’s reputation 

In Program 5, at the point in time 1, there is an axiom stating that the system is 
aware that Paul has a reputation, but cannot be conclusive (i.e., it is not possible to 
evaluate the reputation of Paul because there is no information at all to be 
processed). The second clause of Program 5 enforces that it must be considered false 
all the questions with lack of information and that cannot be computed in terms of 
the exceptions to the extension of predicate reputation( ). 

At the point in time 2, there is a proposition that sets the reputation of Paul at 
0.02; at the point in time 3, it is known that the reputation of Paul is either 0.5 or 
0.25; at the point in time 4, the reputation of Paul is either 0.75 or 0.85; at the point 
in time 5, the reputation of Paul is 1. Consequently, in terms of the temporal axis 
tl —> t2 —^t3 t4, an analysis to these values leads one to the conclusion that the 

AKB learned something (i.e., it acknowledge the Paul’s reputation). 

In terms of the system semantics, it is intended to evaluate the quality of the 
information used in a dialog, being it a simple chat or a commercial transaction, by 
measuring the trustfulness of our peers or opponents. For example, in Program 5, 
the situation represented by reputation( paul, 1) :: 1 corresponds to a case where 
the quality of the information is given in the form: 
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eifeputation ( paul, V)::I = 1/N=0, withN»0 

where N denotes the cardinality of clauses of the form exception-to-reputation( 
paul,_)::l (i.e., the clauses that make the exceptions to the extension of predicate 
reputationO). The symbol stands for any value that may be endorsed as Paul’s 
reputation. In the situation given by reputation(paul, 0.02) :: 2, it corresponds to a 
case where the quality of the information is given in the form: 

erl'eputation( paul, V )::2 = I/N = 0. 02, with N=50 

i.e., the cardinality of the set of the exceptions to the extension of predicate 
reputationO decreased; it means that the systems is becoming aware of a possible 
change of course, with respect to the possible moves concerning Paul’s reputation. 



5. CONCLUSIONS 

To begin with, it must be said that under most of the western legal systems, 
computers lack legal personality (i.e., the possibility of being subjects of rights and 
obligations, of expressing a valid and binding will, of being liable for their own 
actions). However, intelligent artefacts are not only capable of acting according to 
its built-in knowledge and mles, but prove to be capable to learn from experience, 
modify its own states of knowledge, in particular according to cognitive, reactive 
and pro-active processes quite similar to those of the human beings. 

Of course, the consideration of such behaviours and their role - the role of the 
computer is rapidly evolving from that of passive cipher to that of active participant 
in the trading process - operates a radical shift in the way we understand basic legal 
questions such as will and declaration, or the means of manifesting a will in order to 
get legal effects produced (Portuguese Civil Code, art. 217°), which leads us to an 
imperious need of analysing the question of expression of consent in itself. And two 
main possibilities have been analyzed: the possibility of considering the electronic 
devices as mere machines or tools, used by its owner and the daring possibility of 
considering the electronic device as a legal person. 

Therefore, the main contributions of the present work may be understood in 
terms of the definition of a common ground to situate the agent’s reasoning 
mechanisms in e-The Law environments; the use of formal tools (e.g.. Extended 
Logic Programming) to describe the rational behaviour of the entities involved (e.g., 
in terms of trust or reputation, declarations of will and agreements); the use of 
incomplete information and the resource to previous experiences in the reasoning 
process. 

ELP proved to be a well adequate tool for knowledge representation and 
reasoning, in particular when one intends to endorse situations where the 
information is vague or incomplete, which is the case when there is the intention to 
represent at the agent’s level properties and attitudes only found in the human 
beings. 

In e-The Law, the introduction of agent-based technology makes possible the use 
of a set of high-level reasoning tools, leading to architectures that base them on the 
assumption that in a real-world environment entities act as mediators. Under this 
umbrella, simple inference and knowledge acquisition mechanisms are not sufficient 
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to provide a sustainable and credible system. Traditional computational models need 
to be complemented with procedures native to the business. Indeed, the issues posed 
by e-The Law need to be addressed in a formal fashion. Although applications in 
this area are particularly suited to be solved by agent’s based systems, no formal 
development process has yet been devised for such field of expertise. The processes 
involved in e-The Law which are difficult to incorporate into traditional systems, 
revolve around subjective assessments of our parties, opponents, and The Law. 
Indeed, parameters such as trust and/or reputation among parties are non-linearities, 
which need to be considered in order to develop a feasible e-The Law system. This 
information must be taken into account when drawing up a plan of action. However, 
once subjective parameters have been quantified, some reasoning must take place 
before any argument is exchanged with potential counterparts. It is at this stage that 
one deals with the existence of incomplete information and logical conclusions are 
delineated upon an agent’s knowledge base. 
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In the scope of the European Research Framework, at ITV Denkendorf new 
concepts, methodologies and ICT architectures for cooperation and coordina- 
tion in multi-stage value added chains have been developed and applied. 
Starting from a cybernetic approach, methods of knowledge-oriented manage- 
ment have been used that support the cooperative planning of production net- 
work resources and their allocation to dynamic business processes for net- 
worked organizations. 

In particular, methods for network analysis, process-oriented modeling and 
distribution of Organizational, Procedural and Operational Knowledge have 
been developed, allowing for a flexible network configuration and coordina- 
tion. They have been validated and implemented in several production net- 
works of textile small and medium enterprises (SMEs) as part of a European 
research project, on basis of e-business collaboration platforms. 



1. ECONOMIC SITUATION AND ORGANIZATIONAL 
RELEVANCE 

The textile and clothing companies in Europe traditionally cultivate a cooperative 
management culture along a multi-stage value added chain, networked horizontally 
and vertically, which is very similar to the paradigm of the Virtually Extended 
Enterprise. They cooperate inside grown clusters, as well as between these clusters 
(Porter, 1990; Porter, 1998), by creating dynamic enterprise networks (Antrecht, 
2002). Hence, every textile product is the result of cooperation between partners 
with different competences and corresponding contributions. 

Taking into account today’s demands for complexity and diversity of goods and 
services, their acquisition and marketing, the world-wide scope of business relations 
and the drastically shortened product life cycles, the majority of textile companies 
can pursue a save way into the future only by adopting appropriate partnerships - 
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within different organizational and legal forms, generally speaking in the form of 
dynamic networks, as a collective term for a variety of co-operational forms (Kaluza 
et al., 2000). For the framework of management activities inside a single enterprise, 
this complex environment causes a growing pressure for innovation (Scheer, 2003) 
considering new products and services, new materials and production processes 
as well as new organizational forms throughout the product life cycle. 

The latter aim at introduction of “smart” organizational forms, in their instances 
as supply network, extended enterprise or virtual enterprise. Successful will be the 
one, who does not only trust in realizing a single element of this innovation space 
(Filos et al., 2001), but who starts from a holistic approach (Fischer et al., 2002a). 
This applies in particular for the entrance to the world of e-business with all its 
facets (Timmers, 2003; Luczak et al., 2003). The most successful companies will 
need to operate on basis of collectively, shared information and coordinated 
communication (Fly, 2000) in the scope of a knowledge and service society. 

Therefore, in order to assure future competitiveness, they are forced to put into 
practice the appropriate infrastructure in terms of concepts, methods and (internet-) 
technologies for Dynamically Networked and Virtual Organisations (Stellmach, 
2003, Fischer et al., 2003). 

The digital economy has created a continuously, complex and changing 
environment. Also textile networks orient themselves at global perspectives, and 
become larger, exceedingly dynamic and increasingly “virtual” in their ability to 
offer and to apply products and services, for which several partners contribute 
functionalities. The partnerships required carry the problems of quicker col- 
laboration, quicker retrieval and contacting of partners, the engineering of coopera- 
tive processes and the matter of trusted relationships. This demands new organiza- 
tional abilities and competences from the companies (Filos et al., 2001). They be- 
come “internet-worked” (Verticalnet, 2000) and they start to substitute traditional 
hierarchies; the networks are of a new quality. Competitiveness however, will be 
depending rather on the ability for organizational adaptation to the dynamics of tex- 
tile products and business relations between textile companies, distributors and sales 
markets, than on procedural efficiency (Hammer et al., 1999; Hammer, 2001). 

The management of this organizational change therefore is in the limelight and 
has to be supported by appropriate concepts, methods and technologies. These have 
to orient themselves at the cooperation types, cooperation objectives and tasks and 
moreover, at the situation of the individual enterprise. By doing this, an alignment to 
the complexity of the environment and the dynamics of the management task can be 
achieved (Coase, 1988; Rayport et al., 1995; Ashby, 1956). 

In the European community research project TEXTERM (Textile Extended En- 
terprise Resource Management), for the area of knowledge-based coordination of 
production planning tasks, appropriate approaches have been developed, which are 
further outlined in this article. 



2. RESEARCH APPROACH 

2.1 Knowledge-based Network Manufacturing Management 



Taking into account the multi-stage topology of the textile and clothing value added 
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chain, the challenge for knowledge-based coordination of production planning tasks 
in Dynamically Networked Enterprises (DNE, see Figure 1) evolves against the 
background of two basic elements: Network manufaeturing management on the one 
hand, and knowledge-based management on the other. 




Figure 1 - The challenge for knowledge-hased coordination of production plan- 
ning tasks in Dynamically Networked Enterprises: Knowledge-based Network 
Manufacturing Management 

Network manufacturing management describes the ehallenge of coordinating 
production planning tasks in manufacturing networks. In particular, the selection of 
available eapacities and of appropriate routes for transformation and supply 
proeesses within an Extended Enterprise manufacturing network is in the spotlight. 

Through vertieal integration of program planning and scheduling, as well as with 
horizontal integration by coordinated networking, a virtual capacity and 
compression effeet is to be achieved (see Figure 2). 

The resulting economy of time (AT*d) can be used on the one hand, to enable a 
significantly shortened delivery time, e.g. in cases of re-ordered products, or on the 
other hand, to start production as late as possible when trying to hit a pre-defined 
delivery date, e.g. during quantity changes on basis of market sales foreeasts for a 
textile colleetion. Nevertheless, in order to make this idea applicable, the partners 
need certain kinds of knowledge about their network. 

Knowledge-based management deals in this context with the challenge to en- 
able improved network manufacturing (production) planning, based on the 
appropriate application and sharing of Organizational, Procedural and Operational 
Knowledge existing in the network. The organization of planning, coordination and 
monitoring of the transformation and supply process, adapted to the actual status of 
the network, shall be supported with state of the art e-business technologies, that 
make use of shared knowledge. 

In particular, the three knowledge classes mentioned comprise the following 
factors, and describe the required knowledge about the network (Net 
KNOWLEDGE): 

For networking dynamically, it is vital to chose quiekly between existing or new 
processing routes across the network, in order to follow the rapidly changing 
demands of customers. Therefore, Organizational Knowledge' answers the 
question: “Who are the right partners for co-operation?” It represents generic 
knowledge about manufacturing and supply networks, as well as knowledge about 
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the inter- and intra-organizational system structure in existing “Virtually Extended 
Enterprises”. 



1. Traditional Proceeding; 

stepwise Planning and Production 



2. New Approach: Vertical Intesration 
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Figure 2 - Virtual capacity and compression effect through vertical and horizontal 
integration in Dynamically Networked Enterprises 

Material properties and private knowledge about the production process influ- 
ence the transformation processes throughout the entire value added chain and result 
in high demands for the manufacturers and their machinery. Accordingly, Proce- 
dural Knowledge asks “Which manufacturing service do the partners offer?” - in 
terms of all relevant objects, as there are materials, products, processes, applications 
and processing technologies. 

Both, the on-line information about the status of all available resources, and the 
improvement of the planning and decision process, are prerequisites for co-operation 
along the supply chain. Consequently, Operational Knowledge supports informa- 
tion about “What are the status and the actual manufacturing opportunities of the 
network partners?” 

2.2 Cybernetic Research Approach 

While the pressure for innovation is set through demands in terms of new products 
and services, new materials and production processes as well as new organizational 
forms (see exposition), pro-active management and leadership from a holistic 
point of view can only be achieved by system integration and knowledge-orienta- 
tion. A basis for this is set by modeling of systems and accompanying informa- 
tion. For the systems become increasingly complex (as networks of sub-systems), 
planning and control (leadership) of these systems demand for navigation inside the 
resulting networks and process-oriented coordination of activities, communication 
and interactions. 

With focus on value-added networks, the value is created exceedingly through 
cooperation in ad hoc constellations with different integration levels (i.e. more or 
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less close partnership). If networks allow an enterprise do act in this way, it can be 
spoken of Dynamically Networked Enterprises. For the single company, which then 
uses external competences (and knowledge), the picture of the Virtually Extended 
Enterprise is applicable. 

The enlargement of such relationships however, requires profound knowledge, 
respectively a systematic opening and exploitation of information sources for 
gathering knowledge about potential partners, and next to potential opportunities, 
performance abilities, embracing also the cultural environment containing compe- 
tencies and education of staff, or market evaluations for distribution. 

As a result, the need for modeling topologies of value added networks and in- 
formation about data and documents relevant for added-value, as well as their 
sources and carriers (media), is documented. These pieces of information have to be 
available in principle to all nodes in a network (Fischer et al., 2002b; Mesarovic et 
al., 1970), for an application scenario however, an appropriate choice of information 
must be taken (Rehm et al., 2002). 

The second aspect mentioned, navigation in networks and process-oriented 
coordination of networking activities, concerns 

■ material and service flows, 

• information flows, and 

■ money transactions. 

The task of a network navigator will be, to decide on the appropriate routes 
through the network, by choosing the nodes (network partners), and their relations 
(the flows, see above). This design for system synthesis will impact on the later 
achieved performance of the network production planning and coordination, as it 
defines the boundary conditions for the production planning tasks. An inappropriate 
(ineffective) design, i.e. choice of wrong partners and routes, will lead to inferior 
performance even if efficiency inside the nodes is brought to an optimum. This deci- 
sion depends on a variety of engineering aspects, which will be shown with the Net 
CONSUETANT methodology, below. 

The cybernetic approach followed, however, is not a new one: Mesarovic, 
Macko and Takahara have pointed out in their “Theory of Hierarchical, Multilevel, 
Systems” (Mesarovic et al., 1970), that the engineering task described above is also 
relevant in less complex socio-economic control systems, e.g. the shop floor. The 
multi-level systems developed by these authors are an analogous development to the 
network decomposition shown in Figure 3. 




Figure 3 - Cybernetic approach for coordination of Dynamically Networked Enterprise 

networks 
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Via PLANFLOWS, which are business processes for planning and coordination 
tasks, a network design answering to a current planning task is configured". A 
coordination is enabled by controlling TRANSFLOWS between the network nodes, 
which are transformation and transaction processes, e.g. order processes to exchange 
production plans, requests, orders, etc. A realization is possible on collaboration 
platforms via work flpws. Monitoring will support control information for future 
coordination demands.'" 

2.3 TEXTERM Project Scenarios 

The research work was carried out in the scope of a European Community research 
project (TEXTERM, 2004). In this project, three typical European networks of tex- 
tile companies located in Germany, Italy and Spain, provided the settings and appli- 
cation fields for the development of the conceptions and methods presented in this 
article. These results have been developed and applied in close cooperation between 
research institutes, software providers and industrial partners. 

During the three-year project, all networks, consisting of four, six, respectively 
14 core companies, and their relationships to business partners (suppliers, custom- 
ers, sub-contractors) throughout the textile major production stages as outlined in 
Eigure 1, have been re-designed organizationally. For selected major network busi- 
ness cases the virtual extension has been implemented on a developed e-business 
collaboration platform, and with help of the developed tools and services. All of the 
networks by now continue their transformation process to become fully dynamically 
networked, with help of the methodologies described below. 



3. METHODS FOR VIRTUAL EXTENSION AND DYNAMIC 
NETWORKING 

An extensive modeling methodology has been developed, that aims at supporting the 
transformation towards a virtually extended and dynamically networking enterprise 
inside its manufacturing network. This project management methodology is called 
Net CONSULTANT. It has been designed to embrace the approaches for dynamic 
networking outlined, i.e. the views of knowledge orientation and process orientation 
for modeling and engineering of networks, as well as the approach to enable naviga- 
tion in models and networks. Four project phases (Analysis, Design, Transfer, Op- 
eration & Learning) are proposed, where each phase deals with five cybernetic 
elements identified for network engineering. For each of these elements, a number 
of model types have been identified, that allow to describe the information required 
to engineer the virtual extension and dynamic relations. The analyzed knowledge 
about the network (information) has been captured within models of a modeling 
repository (ARIS 2004), that provides the model types required. 

In particular, the cybernetic elements consider the following network engineer- 
ing aspects (see Figure 4): 

1. The Network Topology refers to the overall setting of the extended enterprise 
network. The production stages contained in the network need to be defined, as well 
as the manufacturing and service opportunities of the partners. It therefore describes 
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the system elements to be referred to, and answers the leading question: “Who is 
positioned where in the value added network?” In order to express this knowledge, 
Manufacturing/Service Network Maps, models of the Network Value Added Chain, 
Material/Service Trees or Community Organizational Charts can be used. 




Figure 4 - Cybernetic elements of the Net CONSULTANT 

2. The Network Nodes element takes a close look at the single system elements 
and their individual contributions, answering to the lead question: “Who processes 
how (technology) which material and offers which products and services?” Here, a 
detailed description of the technological abilities of the partner (machine types and 
processing technologies, etc.), the input, intermediate and throughput materials, as 
well as the ICT infrastructure must be given. In Figure 4, this is indicated by a small 
“knowledge” symbol (see also Figure 1). 

3. The Network Business Cases element needs to define, which are the aspects 
that cause a consistent multi-stage business process, and which processes conse- 
quently can be defined in the network considered. A starting question may be, 
“Which are the main product groups / processing technologies / services in the net- 
work?” or “Which are major planning tasks / supply chain strategies followed?” In 
Figure 4, a set of parameters specifies for each node its participation to such a 
network business case. For each of these network business cases, the material and 
information flows as well as the money transactions, need to be mapped. 

4. In order to analyze the existing and design the potential Network Integration, 
it can be started by examining the 1 : 1 -relations between partners, vertically and 
horizontally. Aim is, to describe the close relationships between the system ele- 
ments: According to the kind of information objects exchanged and the business 
processes existing in between them. Levels of Planning Integration (see Figure 5) 
can be defined, to structure the network business case at hand for supply network 
interrelations. In the project carried out, three of these levels have been defined: 

■ Market Interaction 

In this commercial/sales-based co-operation, negotiations on basis of 
pro-duct/price catalogues and service/pro-duct/process specifications are 
carried out. 
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• Planning Interoperation 

This level describes a planning-based co-operation, where process and 
service agreements (e.g. reservation of machine capacity) allow discus- 
sions about the partner’s actual capacity status and order allocation. 

■ Activity Integration 

Within this shop floor cooperation level, the actual process status of the 
(virtually) extended enterprises is used to find the most efficient way to 
satisfy the customer. 

In Figure 4, a tripartite rectangle indicates integration levels (top, middle or bot- 
tom layer blacked) for each partner and network business case. 

As a general remark, distinguishing between these levels of sharing knowledge 
between business partners enables an appropriate design for co-ordinability of the 
network. The design must be oriented at the network business case considered, that 
carries individual boundary conditions for cooperation types, supply chain objec- 
tives and a network node’s roles and tasks. 




Figure 5 — Planning Integration; Co-ordination based on shared knowledge 
(Net KNOWLEDGE) 

The integration areas do not only apply for 1: 1-relations, but can be extended 
vertically and horizontally, to n:n-partnerships. In the TEXTERM project for in- 
stance, on the Finished Fabric production stage (see Figure 6), two shop floors have 
been integrated with a, third, central planning node in order to extend the production 
capacities. 

The final objective of a network synthesis in the scope taken in this paper, is the 
design and implementation of appropriate integration strategies - dynamic net- 
working - organizationally, and finally, work flows on a collaboration platform, that 
allow a process-oriented coordination throughout the network. This has been 
achieved in the project work on basis of the considerations considering the Network 
Integration element. 

5. Detailed Business Processes need to be mapped, for master planning proc- 
esses between the nodes, and for processes of a single node that interact with, or 
have significant influence on, other nodes’ processes, e.g. when exchanging a plan. 
ERM or UML models"'^ can be used to synthesize a consistent data base structure on 
basis of the information objects gathered. 

To give an impression of the practical application of the cybernetic elements. 
Figure 6 displays an example for a Topology Model model type developed during 
the TEXTERM project. It is equivalent to one of the models created for the Italian 
network. In this network, approximately 65 network business cases have been iden- 
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tified, that differ in the overall material flow (Figure 6: thick arrows), the informa- 
tion flows (Figure 6: arrows with abbreviations of the information objects ex- 
changed), and the planning integration areas and levels (Figure 6: colored rectan- 
gles, e.g. “B-Z-M FF Planning”, that indicate the company names, production stage 
and integration level). The name of the network business case is written on top 
(“Linea Prodotto #2”). 







Figure 6 - Topology Model (model type) of a Network Business Case 



4. CONCLUSION 

In this article, a cybernetic approach towards knowledge-based coordination of 
production planning tasks in Dynamically Networked Enterprises has been 
presented. The conceptual part of this approach, including a differentiation between 
three kinds of knowledge, has led to the development of a decomposition 
methodology (Net CONSULTANT), that allows for a systematic analysis and 
modeling of manufacturing networks which intend to network dynamically, i.e. with 
differently intensified relations according to the situation at hand (method Planning 
Integration). The planning and transformation processes which can be designed 
accordingly (PLANFLOWS and TRANSFLOWS), can be used to coordinate the 
network as a network of Extended Enterprises on basis of an e-business 
collaboration platform. 
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Nevertheless, a compound description of network coordination for planning tasks is not possible with a 
hierarchical approach, as interactions and balancing of interests between hierarchically equal nodes 
(managers) will rely on self-organization principles of the system considered. 

" ERM... Entity Relationship Model; UML... Unified Modeling Language. 




16 



KNOWLEDGE EXCHANGE IN A 
SUPPLY CHAIN CONTEXT 



Laurent Buzon, Aziz Bouras, Yacine Ouzrout 
Laboratoire PRISMa / CERRAL 
Universite Lumiere Lyon 2 
[first name ]. [ last name ] @ univ-lyon2.fr 
FRANCE 



The virtual alliance between supply chain actors enables to create new links to 
better share information and knowledge. There are already some methods and 
approaches specifically designed to share and exchange this knowledge in 
local areas of the supply chain. In this paper, we are interested in treating this 
issue in a global perspective and focuses also on the classification of the 
knowledge according to some criteria as knowledge structure, knowledge type, 
knowledge nature, etc. The dynamic of the knowledge is introduced within an 
organizational learning perspective between the supply chain actors. 



1. INTRODUCTION 

The collaboration in supply chain management aims at increasing utilization and 
synchronization of the chain resulting in tangible benefits for each participating 
companies (Anand, 2000 and Hall, 1998). Within this context, the supply chain 
concept can be seen as collaborative network of organizations working together to 
maximize the value of a product to the final client. To be able to reduce conflict 
within this complex system, companies need to have common goals, have clearly 
defined domains and especially have an uniform understanding of situations 
(Taudes, 2002). Therefore, the sharing of knowledge and competencies amongst 
companies is a vital tool of competition (Dyer, 1996). 

In this paper, we adopt a view where the knowledge circulates with the help of each 
supply chain actors only communicating with their closest neighbours in the chain. 
The proposed primary study consists in a new configuration of known concepts and 
approaches in order to design a prototype aiming at sharing and exchanging 
knowledge between the supply chain actors. 





146 



VIRTUAL ENTERPRISES AND COLLABORATIVE NETWORKS 



We describe in the first part of the paper, the knowledge exchange context within a 
supply chain network. In a second part, we propose a classification to structure and 
to map this knowledge. Then, we discuss the knowledge dynamics to manage the 
knowledge creation and diffusion. 



2. THE KNOWLEDGE EXCHANGE 

The ability to make fast and rapid decisions constitutes a competitive advantage 
(Davenport, 1998) by reducing the cycle time, by increasing the flexibility to 
respond to change in customer demand which can enhance customer satisfaction and 
increase market share (Romano, 2003). In this way, enterprises exchange knowledge 
to improve the global value carry out by the supply chain (Larsson, 1998). They 
exchange knowledge : product features, process information, best practices, allowed 
adjustments, dictionaries, etc., as we can see in the following figure. 




Figure 1 -Knowledge exchanges in an example of a supply chain network 

In a first step, we have made a study of the supply chain approaches to understand 
how the knowledge is exchanged in the supply chain. This, resulted in several 
approaches that are able to allow specific knowledge transfer as PLM (Product 
Lifecycle Management) that covers the product information and constraints along its 
lifecycle, ERP (Enterprise Resource Planning) that deals with the organization 
processes, SRM (Supply Resource Management) that manages the upstream chain, 
the parts and products flows and CRM (Customer Relationship Management) that is 
used to anticipate and to meet the customer needs. 

All these solutions communicate (as shown in the second figure) and permit to 
understand the partner needs in order to maximize the entire supply chain 
performance. Eor example, they anticipate and optimize the production planning as 
following : The CRM gives the sales forecast and the ERP and SRM tools deduce 
the production path and synchronize the partners production flows (Ovalle, 2003). 
However, these tools only automate routine knowledge exchange and exchange 
supply chain knowledge to answer punctual and specific needs. 
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Figure 2 -Supply chain tools network. 



In a second step, to structure and facilitate the knowledge exchange, we propose a 
classification that helps the network actors to be aware of their knowledge and their 
asset complementarities. This classification integrates a new configuration of usual 
concepts of the knowledge management domain to map the knowledge structure and 
location. 



3. KNOWLEDGE CLASSIFICATION 

We elaborate a supply chain knowledge classification to stmcture and to organize 
the knowledge according to its potential use in the supply chain domain. This 
classification is composed of three dimensions. The first proposes to focus on the 
nature of the knowledge according to the supply chain point of view. The second 
one deals with its stmcture, giving a temporal and abstracted perspectives in order to 
indicate the problem type to solve. The third dimension indicates the state and the 
form of the knowledge to manage the knowledge system and its dynamic. 

3.1. Knowledge nature 

The supply chain can be seen as organizations network having more or less degrees 
of collaboration in an artefact production process made up of goods and services. 
Our aim is to propose a classification of the knowledge that corresponds to this 
vision and to the supply chain actors culture. This is why we base it on process 
(Operations) delivering function in a fluctuant environment (Context) like Huizenga 
and Den Hartog (1998). 

- Contextual knowledge about the market environment, supplier and customer 
needs; 
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- Operational knowledge linked to the firm organizational and technical 
processes; 

- Functional knowledge, knowledge within disciplines specialities; 

The contextual knowledge represents the network environment in the supply chain 
as the market or the supplier of the network. The operational knowledge corresponds 
to the processes across the supply chain shows the elements that impact directly the 
final artefact value. It also describes the partners features as capabilities and work 
practices. And the functional knowledge deals with the academic and general 
knowledge concerning a specific domain. 

These three categories describe the nature and domain of knowledge and show to the 
user the circumstances where this knowledge can be applied in a supply chain 
perspective. 

For example, downstream organizations in the chain like distributors and retailers 
know better the market than the production processes and consequently have 
contextual knowledge available. Flowever, these organizations feel higher need for 
operational knowledge of processes and products. 

3.2. The knowledge structure 

The representative forms of knowledge follow the Wiig (1993) model to facilitate 
the users tasks by determining the knowledge application possibilities and their 
abstraction level. This model is well adapted to the supply chain because the Wiig 
classification allows to describe the time perspectives as forecast or plan, and 
multiple user point of view (buyer, seller, supplier, ...). Moreover, it distinguishes 
the methodological aspects (theory) and the factual aspects (empiricism). 

We retain the four representative forms of knowledge in the Wiig classification : 
Static perspective: 

- Factual knowledge : Facts, datas, 

- Conceptual knowledge : Perspectives, concept, gestalts 
Dynamic perspective (with a time perspective): 

- Expectational knowledge : Judgements, hypothesis, expectations 

- Methodological knowledge : Reasoning, strategies, methodologies 

The conceptual knowledge represents the abstract level of the knowledge as an 
ontology domain which provides a vocabulary of concepts. Each concept is 
explicitly defined and has processing semantics. This ontology helps to define a 
generic conceptualization, shared by the supply chain actors. The shared and 
common domain concepts help both people and machines to communicate for 
different points of view (Fensel and al, 2002). 

3.3. The Knowledge typology 

Polanyi (1966) classified knowledge into two categories to indicate its knowledge 
accessibility level. 

- Tacit knowledge : It is highly personal and hard to formalize, making it 
difficult to communicate or share with others. Subjective insights, intuitions 
and hunches fall into this category of knowledge. 

Explicit knowledge : Codified knowledge that can be transmitted in formal, 
systematic language. It is discrete or ‘digital’. It is captured in records of the 
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past such as libraries, archives and databases and is assessed on a sequential 
basis. 

The tacit knowledge is harder to manage because it do not lie in documents but in 
the individual brain (Nonaka, 1998). We propose to link the explicit knowledge to 
documents and the tacit knowledge to individuals. 



3.4. The knowledge cube 



The result of the discussed classification is a knowledge cube (figure 3) where the 
principal knowledge resources can be stmctured. 
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Figure 3 - the knowledge cube classification 
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The knowledge cube classification can be divided in tow sub-cubes, one for the tacit 
knowledge which is hard to formalise and the other for the explicit knowledge as we 
can see in the following figure. This partition permits to propose a tool that combine 
the explicit dimension that link to document, repository, multimedia base, etc., and 
the tacit dimension which link to expert or group of experts as community of 
practices. 
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Figure 4 - An example of the explicit knowledge classification 

In order to facilitate its use, the explicit knowledge can be formalized in any forms 
as needed, as with SADT, UML or GRAI, etc., with links to the related documents 
that can be easily created, manipulated and consulted (Buzon and al, 2003). 
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The structure of knowledge is not static, it evolves with the organizational learning 
degree of the network. We have studied the knowledge dynamic to understand how 
the knowledge evolution path in the network can create or upgrade knowledge. 



4. THE KNOWLEDGE DYNAMIC 

In bringing together firms with different skills and knowledge bases, the supply 
chain creates learning opportunities for the partner firms (Gulati, 1999). In this 
context, we must enable the organizational learning to favour the adaptation of the 
network to its fluctuant environment described in the contextual knowledge. 

Some learning literature (Inkpen, 1998) argues that collaboration not only transfers 
existing knowledge among organizations, but also facilitates the creation of new 
knowledge and produce synergistic solutions. The knowledge creation could be new 
practices, cultural change, ontology, new expertise, new combination of resources 
applying in the supply chain. The first knowledge creation corresponds logically to 
the processes of coordination of the virtual organization (Parenta, 2003). Fong 
(2003) distinguishes three modes of knowledge creation : Knowledge sharing, 
knowledge integration and collective project learning. 

To capture these dynamic movements of knowledge, we adopt the Nonaka (1995) 
model because his work has become widely accepted in a variety of management 
fields such as organizational learning, joint ventures, new product development, and 
information technology. 
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Figure 5 - The organizational knowledge spiral (Nonaka and Konno, 1998) 

As the knowledge spiral upward in the organization, individuals interact with each 
other and with their environment (organisation, client, supplier , ..). These 
interactions and these connections are critical for the interorganizational learning. 
They create the potential for individuals to share their observation and experiences 
and provide a basis for transforming individual knowledge to organizational 
knowledge (the knowledge may also be further developed and moves upward in the 
organization). The cube classification, presenting the knowledge in a common 
understanding with several points of views that creates links among individuals. It 
also helps to better understand new ideas and new practices that create incentives for 
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innovative behaviour to further enhance the technological capabilities of the supply 
chain actors. 

In our classification, the “Expectational” knowledge becomes the “Effective” 
knowledge that validates judgement or hypothesis. The Eunctional knowledge is in a 
long term perspectives whereas the Contextual and the Operational knowledge can 
become quickly obsolete in fluctuant environment and rapid technical changes. 

Function Function 



Effective 



Figure 6 : Evolution of the Expectational knowledge to Effective knowledge 

As suggested hy some author as Barkema and Vermeulen (1998) cooperation 
between companies in changing environments helps companies to learn different 
ways of doing things and to diversify their relationships to jointly develop new 
technological knowledge (Leonard-Barton, 1995). 

All these elements induce the need of a tool to help to create links and community 
places at multiples levels ensuring a more rapid flow ofknowledge and the sharing 
of different points of views that lead to the creation of new ideas and knowledge. 
The knowledge classification and its dynamic, that we have presented, is a necessary 
first step in this direction. 
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5. CONCLUSION 

In this paper, we tried to focus on the supply chain structure to better classify the 
supply chain knowledge. We particularly used some classification criteria as the 
type, the nature, and the structure. The used classification emphasizes essentially on 
the explicit knowledge and treat the tacit knowledge management as links to the 
supply chain actors. 

We have introduced in this work, the knowledge dynamic that stressed the 
importance of the tacit exchange to boost the knowledge creation. These criteria 
combined with the knowledge dynamic lead to interorganizational learning, 
resulting in creation of new knowledge and its diffusion through the supply chain. 
This study is a first step to the design of a web-based supply-chain knowledge tool. 
Its objective is to facilitate the progressive exchange of knowledge via knowledge 
network, project teams and knowledge communities in a supply chain context. 
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This paper analyzes knowledge management in an inter-organizational level. 
First, a brief literature review is carried out. After, knowledge management 
facilitators are studied, analyzing two key factors; the organizational and the 
environmental context. Last point studies the particular case of SMEs, studying 
the importance of the cluster concept in order to improve the knowledge 
management process in an inter-organizational level. 



1. INTRODUCTION 

Knowledge Management is beginning to play an important role in the emerging 
economic paradigm. This is evidenced by the fact that it is considered to be a 
competitive factor in the business literature of the last decade. 

There are distinct forms of understanding and classifying knowledge. The focus 
in the literature is principally on knowledge types; tacit, explicit, individual, 
organizational, etc., but there are many others factors to be taken into account. 

Among them, the existing interdependence between knowledge and both 
organizational and environmental context stand out. This interrelation is especially 
important, because it is in these contexts where new knowledge is created. 

Each specific context requires a different form of knowledge management, as 
well as distinct support systems. This becomes more evident when organizational 
boundaries are surpassed and knowledge management at an inter-organizational 
level begins. 

A brief literature review about the relation between knowledge management and 
organizational and environmental structure will be carried out in this paper. 
Subsequently, the requirements that should be given in order to create and share 
knowledge in an inter-organizational SME context will be analyzed. These 
requirements focus on the necessity for new organizational forms and the 
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importance of clusters in order to create a collaborative business ecosystem that 
makes knowledge generation and management easier. 



2. BRIEF LITERATURE REVIEW 

The majority of the existing literature about knowledge management, in the inter- 
organizational field, focuses on the horizontal alliances between two or more 
associates. Few authors focus on the vertical alliances between suppliers and clients. 
Most of the results obtained for the horizontal type relations are perfectly applicable 
to the vertical type (Levina, 1999). 

On the other hand, while most authors focus on those inter-organizational 
relationships whieh are specified in formal agreements, the knowledge exchange 
may take place in social networks which are governed by shared norms of the 
exchange, instead of legally binding contracts (Appleyard, 1996; Liebeskind et al., 
1996). 

Some papers about inter-organizational collaboration attempt to extend the 
resource-hased view of the firm to reach outside organizational boundaries, in order 
to these relations are a key dimension for companies competitiveness (Liebeskind et 
al, 1996; Powell et al, 1996; Dyer and Singh, 1998; Powell, 1998). 

These authors indicate that, besides the internal resources, the companies should 
keep in mind the constitution of inter-organizational nets as a source of competitive 
advantage. These inter-organizational relationships are especially important in 
industries like biotechnology, where knowledge is quickly changing, and distributed 
among inter-organizational nets (Grant and Badden-Fuller, 1995; Liebeskind et al., 
1996; Powell et al., 1996; Powell, 1998). 

From the point of view of innovation. Ding and Peters (2000) indicate that, to be 
able to innovate in an effective way, companies should create collaborations with 
other companies. Inter-organizational collaborative nets, or strategic alliances, 
increase the innovative eapacity of the companies, beeause the knowledge flows are 
facilitated through them. These authors revise the existing literature on knowledge 
management, concluding that the practices in this field vary from one company to 
another. This faeilitates knowledge flow, and, at the same time, it allows innovation, 
whenever these collaborative nets are appropriately created and managed. 

There are other kinds of analysis regarding knowledge management at an inter- 
organizational level such as the one carried out by Levy et al. (2001), in which the 
term “co-opetition” is introduced, to indicate the simultaneousness between 
cooperation and competition. This term lumps together the transference of 
knowledge that could be the key to obtain a competitive advantage for SMEs, 
through the use of knowledge obtained from cooperation between enterprises. 

Grant (2001) indicates that, in many cases, enterprises that establish strategic 
alliances focus more on aceessing than acquiring knowledge from its associates. 
This access permits an inerease in the use of resources based on knowledge, which 
is converted to advantages for the company when there is uncertainty, for example, 
concerning technological changes. 

Grant (2001) also indicates that there are oecasions when a greater integration 
and diffusion ofknowledge in collaboration among different companies than inside 
one’s own company (Toyota supply chain, or networks of SMEs in the north of 
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Italy, for example). This is because among the different companies some informal 
relationships are usually created, based on common interests and on willingness to 
share experiences. This turns out to be much more effective in order to integrate and 
to transfer knowledge than most formal processes inside a company. 

Apostolou et al. (2003) talk about creating networks of knowledge in the field of the 
Extended Enterprise, indicating that both innovation and competitive advantage 
increase through the creation and exploitation of Knowledge Chains. 

Besides research already mentioned. Knowledge Management papers at an inter- 
organizational level, that focus on certain sectors, can be found; in the constmction 
sector, Bresnen and Marshall (2000), Cushman (2001) or Egbu and Botterill (2001) 
can be mentioned; Apostolou et al. (1999) analyze the development and use of 
cooperation tools, based on the Internet, to facilitate the transmission of knowledge 
through distinct organizations that form part of the wood and furniture sector. 

Lastly, some authors that propose models for knowledge management at an 
inter-organizational level can be found, such as Nonaka et al. (2000) or Ciborra and 
Andreu (2001). These authors start from intra-organizational knowledge 
management models to later study their applicability outside their own organization. 



3. KNOWLEDGE MANAGEMENT FACILITATORS 
PROCESSES 

In this section, the main factors that can act as facilitators in knowledge generation 
and exchange processes at an inter-organizational level will be analyzed. Two types 
of factors will be smdied; organizational ones, and those that have to do with the 
environment in which companies work. 

3.1 Organizational factors 

Several authors describe what attributes companies should have to be successful in 
the new economy based on knowledge. These characteristics are especially 
important, since if they are not given in all the participant companies in a certain 
project, it will be impossible to generate, acquire, transfer and combine knowledge 
among them, in order to obtain the end client satisfaction. 

Teece (2001) affirms that companies should be characterized as being 
entrepreneurial, with dynamic capacities, and organized in order to be flexible and 
with a high answer capacity. In short, he proposes that they should fulfill the 
following attributes: 

■ Flexible limits. They must be well predisposed to outsourcing and strategic 
alliances. 

■ High powered incentives, to encourage an aggressive response in competitive 
developments. 

■ Non-bureaucratic decisions making, decentralized and autonomous, so far as 
possible. 

■ Shallow hierarchies that facilitate quick decision making and continuous flows 
of information from the market towards the centers of decision. 

■ Innovative and entrepreneurial culture that favors quick answers and the 
creation of specialized knowledge. 
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Nonaka et al. (2000) propose in their model an interactive knowledge creation spiral, 
in both intra and inter-organizational levels. For that, the authors indicate the 
necessity of a leadership that facilitates the knowledge creation process. In the inter- 
organizational case these leadership must be done by the person responsible for each 
project of each one of the participant companies. 

According to these authors, a transfer process takes place through the limits of 
the organizations, so that the knowledge of each one interacts, generating new 
knowledge. Through this dynamic interaction, knowledge created by the 
organization can give an impulse to the mobilization of knowledge possessed by the 
external organizations, as consumers, external companies, distributors, etc. For 
example, a change in the productive process of a company can imply changes in the 
processes of its suppliers, and they can suppose a new cycle of processes and 
product innovation in the company. 

Lastly, Ciborra and Andreu (2001) indicate that interconnection among different 
companies does not happen in an immediate fashion, but rather there must be a 
series of conditions, with regards to the infrastructures of the companies, to the 
compatibility of resources and of data systems. The fact that the companies have, for 
example, incompatible ERP systems can block the whole relationship between these 
companies. 

Given these factors and the fact that Knowledge Management is a tool that helps 
one to become more competitive, in an unstable and ever-changing environment, it 
is deduced that an organizational structure that eliminates barriers is necessary to the 
creation, transfer and diffusion ofknowledge in an inter-organizational level. 

If one considers each business opportunity, concepts related with Virtual 
Organizations will help us to define the requirements for knowledge management at 
this level. 

3.2 Environmental factors 

In the previous section, the importance of the environment and of the organizational 
context for knowledge creation and transmission at an inter-organizational level has 
been analyzed. In short, the importance of creating new virtual organizational forms, 
by means of which this process is facilitated, has been studied. 

These virtual organizations are characterized, mainly, for their fast configuration 
every time that a market opportunity is presented, thanks to open systems stmctures 
and to the use of ICT. 

This need for a fast configuration implies that information and knowledge should 
flow horizontally through the network nodes. All the potential participants in the VO 
should have access to information and knowledge, to be able to take decisions. 

In order for this configuration to take place, the existence of an environment 
which guarantees a series of factors that allows for this configuration and knowledge 
management among the participant companies becomes necessary. This 
environment should constitute a true business ecosystem that guarantees the 
following points (Camarinha-Matos, 2002): 

■ Trust building 

■ Common interoperability, ontology and distributed collaboration infrastructures 

■ Agreed business practices 

■ Sense of community 
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■ Sense of stability 

This is especially important in the case of SMEs since, because of their 
characteristics (lack of resources, lack of defined managerial strategies), they have 
difficulties in thinking about innovation and knowledge management. 

In this particular case, the fact that the companies are located in a certain 
territory can favor greater product specialization, greater flexibility and a 
considerable increase in competitiveness. The grouping in function of a group of 
abilities, knowledge, technologies or markets, can be a catalyst that impels the 
innovative process in companies. In this case, the existing implicit knowledge in a 
territory plays a vital role, by means of the establishment of mechanisms of 
collaboration and participation, formal or informal, of the different public and 
private agents of the territory. 

In the following section, one of these factors will be analyzed, focusing on tbe 
case of industrial clusters. 



4. THE PARTICULAR CASE OF SMES 

Recent theories on endogenous growth point to knowledge generation and 
technological innovation as the true drivers of local (or regional) strategic change. 
These factors, as opposed to the simple accumulation of capitals, conclude in the 
innovation of products and processes. 

Various authors have made similar propositions from different fields: Sabel 
(1992); Porter (1994); Sweeney (1987), Pyke and Sengenberger (1990), Benko and 
Lipietz (1994), Becattini (1989), Bagnasco, (1977), Brusco (1982), Cagmani (1992). 

Therefore, the competitive advantage of the economies and firms seems to reside 
mainly in their innovation capacity. This corresponds to “know-how” which is, in 
fact, one of the aspects of the tacit knowledge. It should be considered also that both 
knowledge dimensions could be effective only if they are supplemented with other 
factors linked with economic development: physical, social, and organizational 
assets. 

If we keep in mind, as Scott (1989) points out that “the quality of life of the 
inhabitants of a territory come, ultimately, from the competitiveness of the firms 
located there, that is to say, of the capacity of those to produce and sell their 
products and services to the world, with positive economic results in a sustained 
way”, it seems that the measures implemented to develop knowledge management 
and generation of the firms located in a territory and concentrated around a cluster 
would contribute to the improvement of the quality of life of the citizens. 

In the European case, the preponderance of SMEs in the economy represents a 
barrier to the transition from the traditional economies to those based on knowledge. 
In this sense, it should not be forgotten that tbe limited resources of the SMEs do not 
favor their managers or owners in dealing with the processes of strategic change, 
absolutely necessary in the current scenarios of the new global economy. 

This circumstance is also reflected in the management patterns followed by most 
SMEs that tend to deal with more short-term problems rather than focus on 
strategies in the short and medium term. Thus it could be said that SMEs tend to 
adopt a reactive more than a proactive attitude to changes in the environment. 
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In relation to technological change, the EIMS study (European Commission, 
1996) points out that the traditional SME tends to deal with it as a contingency, 
something that appears suddenly and needs to be negotiated if it cannot be avoided, 
more than as an opportunity (Dankbaar, 1998). Today, after a technologically stable 
era, many of these companies face radical and rapid changes in their productive 
processes: digitalization, new systems of the production, etc. A more critical fact is 
the rejection of the managers of SMEs (and especially those in the South) to face the 
problems of technology in a proactive way. This fact has to be kept in mind by the 
Public agencies of Innovation when promoting Programs of technology transfer to 
the SMEs. 

Equally, SMEs tend to value more the information coming from its own 
environment as the already mentioned EIMS study points out. Also it should be 
taken into account that not only technical information and knowledge can be a 
barrier to innovation. Again the EIMS studies point out that commercial 
technological information is a demand in the innovative process of the SME. 

In parallel, these problems are more acute in certain territories (the intermediate 
regions) at a distance from the centers of information (mainly located in urban areas) 
or where the IT culture has not yet been extended. 

The clustering strategy consists in the monitoring of the main economic agents 
of a territory with the purpose of facilitating them information about their optimum 
success alternatives. 

These policies are harvesting excellent results in some of the most dynamic 
regions in the world, with an industrial district profile, when it has been applied to 
networks of SMEs: the Emilia Romagna in Italy, Scotland in UK, Arizona, the 
Silicon Valley, highway 128 in Boston, New Zealand, Catalonia and the Basque 
regions in Spain, Finland, etc. 

The firms of these advanced clusters adopt coordinated strategic change 
decisions starting from the mutual knowledge of their possibilities. And, in function 
of them, carry out managerial cooperation activities when designing projects and 
carrying out developments, which due to their span could reach at individual level 
with difficulty, being SMEs. 

For the above reasons, the development of specific tools is required to 
systematize the formulation of clustering strategies and to find the know-how which 
will empower the local systems of innovation and, with them, the decisive factors of 
the territorial competitiveness. 

The recovery of the marshallian theory on industrial districts by Becattini (1987; 
1989), starts from the parallelism of the polarized localization of SMEs, registered 
in Italy in the decades of the 70s and the 80s, and the industrial reality of the textile 
and metallurgists industrial districts existing in Great Britain in the XIX century. 
The direction that seems to take the technological change of the last half a decade, in 
the measure that facilitates the delocalization of the production and the quick 
transport of goods, seems to renovate the initial conditions foreseen by Alfred 
Marshall (1919) for sustaining industrial districts, facilitating the proliferation of 
small specialized companies that work jointly in well defined areas and with certain 
outputs in a market open to international competition. 

The cluster approach derives from the model of Porter (1990), which tries to 
explain why some nations attain sustained higher levels of productivity. Here the 
relevant questions appear to be: a) which environmental factors at national or 
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regional level propitiate the development of competitive industries at international 
level?; and (b) Which are the governing bodies best suited to activate these factors? 
Porter recurs here to his known diamond model. 

The strategic school has brought an alternate view on the cluster structure view 
(Porter, 1990). According to this school of thought, firm performance will be 
dependent on its favorable position within the structural competitive forces 
(bargaining power, rivalry, barriers to entry, etc.). A second strategic school of 
thought (Dyer and Singh, 1998) has recurred to the resource-based view of the firm 
(Barney, 1991; Rumelt, 1984, Wernerfelt, 1984) to propose that firm competitive 
advantage may draw from inter organizational relationships: interfirm relation- 
specific assets, knowledge sharing routines, complementary resources and 
capabilities and effective governance. This theory links the cluster approach with 
technology absorption capacity and knowledge management. A third school of 
thought develops these concepts by adding certain elements: building the knowledge 
repository, the interfirm relationships such as firm leadership, and the global cluster 
connections. 



5. CONCLUSIONS 

An analysis regarding relations between Knowledge Management and both 
organizational and environmental context has been realized. 

It has been shown that these two factors have a strong influence on the way 
knowledge is created, transferred and shared in the same company and across its 
boundaries. 

It has been deduced that, for a correct Knowledge Management, new 
organizational models (virtual organizations) and special business ecosystems (like 
clusters) are necessary, overall in the SMES case. 
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Different forms of web-based collaborations are continuously configured and 
growing. Such emerging collaborative networks (CNs) are exemplified by 
Virtual Organizations, Virtual Communities, and Virtual Laboratories. Design 
and development of these environments constitute long, incremental, and 
complex processes. One challenge in this process is the proper definition of 
required syntax for entities and concepts, to be shared over the networked 
environment. A current tendency to describe the informationAnowledge models 
for CNs is to use ontology systems. This paper presents an innovative tool 
called DOSG that assists the developers of CN environments, by taking the 
ontological definitions of concepts and entities, and automatically generating 
data structures such as: the relational database schema, Java code, and XML 
Schema. The DOSG prototype is developed within the TeleCARE project. The 
main goal of the TeleCARE project is the development of a CN infrastructure, 
providing tele-assistance for elderly care. DOSG represents one component of 
thefederated information management component of TeleCARE infrastructure. 



1. INTRODUCTION 

Today, computer systems are present in almost every part of the society, used in 
science, industry, government, education, as well as at homes for games and fun. 
Moreover, based on the easily available communication networks and their free and 
user friendly tools, different forms of web-based collaboration are continuously 
configured and growing. Namely, web-based mechanisms are used as the base, to 
deal with the increasing need to interoperate within the emerging distributed and 
collaborative environments. At present, great expectations are associated to the 
possibilities that collaborative networked organizations and societies of future may 
create, and what they might enable people to achieve. Building proper support 
systems on top of the web for emerging Collaborative Networks (CN) remains 
however as a main challenge, being tackled by some research and development 
initiatives. 
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Among the main emerging example areas of CNs, we can name Virtual 
Organizations, Virtual Communities, and Virtual Laboratories, as described below: 

i) Virtual Organizations (VOs) [6, 9] provide web-based collaboration and 
sharing of resources and skills among autonomous (profit, non-profit) 
organizations, towards achieving specific common goals. To outside, a single 
“virtual external organization” represents the collaboration of all member 
organization in a VO. In research and development projects, examples of 
VOs are now being applied to some manufacturing, public/govemment-based 
systems, and more recently to service provision such as tourism, and for tele- 
assistance / tele-monitoring (e.g. for elderly care). 

ii) Virtual Communities (VCs) [7, 8] provide human web-based networks, 
replacing the face to face communication with the “virtual communication”, 
being more and more applied everyday to sharing knowledge, time, or 
experience among the associated members within a virtual association or 
community. VCs range from topical associations, support clubs, and keeping 
in touch for individuals, to the professional VCs providing consulting on 
specific areas of expertise. 

Hi) Virtual Laboratories (VLs) [13, 18] facilitate web-based provision of 
required scientific laboratory resources (HW/SW and information) to 
collaborating scientist users. VL provides a “virtual experimentation 
environment”, through which it can support sharing of laboratory facilities 
and services, provided by different member nodes in the network, e.g. 
sharing of Grid-based VL resources for the purpose of remote scientific 
experimentations and problem solving in different domains, and even 
performing inter-disciplinary projects. 

Design and development of the VO, VC, and VL are challenging open areas, 
now being tackled by the research and technological development projects [2, 6, 12]. 
Although they share a number of common characteristics, clearly each of these 
virtual environments has a large range of requirements and specificities that are 
different and some even contradictory with the others. One main shared difficulty 
however, is that the development of web-based collaborative environments and 
systems is not a “one-step” event, as described in the following paragraphs. Building 
all the elements of such an environment is rather an incremental and complex 
process, involving many people, from a wide variety of disciplines, working for a 
long period of time. 

At the first step, usually a group of people from various disciplines and expertise 
together build an architecture and a set of components and mechanisms that 
altogether constitutes a generic reference model for the aimed CN. The required 
expertise primarily depends on the type of collaborative networks. Typically several 
other expertise in addition to many areas of computer science are required; that may 
range from management, sociology, and law, to experts in application domains 
being a scientific domain, engineering, health care, entertainment, tourism, etc. The 
main areas of computer science required to take part at this stage typically includes 
modeling and system design programming, human-machine interface, information 
management, communication, artificial intelligence, operation research and security 
among others. At the second step, usually a group of developers, typically computer 
scientists, need to work on the development of the base infrastructure, constituting 
the horizontal layer development of a CN. Possibly, this group also develops a few 
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generic information/knowledge models, an ontology, and some generic base services 
and tools. 

From this point on, other developers from multi-disciplines related to the CN’s 
application domain, in collaboration with computer scientists get involved to 
gradually and incrementally build a wide range of tools and value-added services on 
top of the base CN infrastructure. Each of these tools and services in turn, enhances 
the general functionalities of the whole system. These tools/services constitute the 
vertical layer of the development. A simplified generic reference architecture for 
CNs is depicted in Figure 1. 

Hence, considering the requirements for building collaborative networked 
environments and systems, their base horizontal infrastructure must, on one hand 
support the flexibility , openness and extensibility needed for the incremental addition 
of forthcoming user required information and knowledge models and other vertical 
tools/services. On the other hand, the base horizontal infrastructure must provide 
facilities for assisting the future developers/users of the vertical layer for 
collaborative networks. 
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Figure 1 - A simplified generic reference architecture for CNs 



In previous publications, several challenges such as flexibility, openness, 
extendibility, involved in developing base infrastructure for VOs, VCs and VLs [2, 
5] were discussed. This paper however primarily zooms in on the challenge of 
providing assistance for developers of the CNs, and managers/coordinators of such 
web-based distributed environments and systems. We particularly focus on tbe area 
of assisting developers and managers with their “definition of information and 
knowledge models” that is either: (1) required for modeling the 

information/knowledge, about the environment, users, or the CN’s base funtionality 
needed by developers, in order to support tbe co-development and integration among 
different components of the base horizontal infrastructure, or (2) required for the 
development of the systems/tools for the vertical layer of the CN. And thus, a main 
challenge here is to assist their users with the difficulties of: 1- the definition of 
database schema for the data that needs to be stored in tbe database repository, and 
2- tbe definition of common data structures to support the sharing/interoperability 
and integration among different tools and supporting software systems in the CN. 

In this paper, an assisting component called Dynamic Ontology-based data 
Structure Generator (DOSG) is described that tackles the above tasks and 
difficulties, and makes them automatic. This assisting component is designed and 
developed within the 1ST TeleCARE project [17], focused on the design and 
development of a VO infrastructure for tele-assistance and tele-monitoring for 
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elderly care. Therefore, the examples presented in this paper come from the elderly 
care application domain. In specific, we focus on the distributed services 
development within the vertical layer of the TeleCARE reference model. 

To develop DOSG, after an initial phase of analyzing the TeleCARE’s VO 
infrastructure, we have identified the following four requirements for the 
information modeling and for the definition of data structures, that need to be 
assisted and can greatly benefit from DOSG: 

1. General data related to the configuration of the distributed virtual 
environment must be modeled and stored in the database (e.g. information 
about the nodes involved, individual users, theirs access rights, etc.). This 
information is required to be provided and maintained by the virtual 
environment administrator. 

2. Eor each vertical service, the service developers need to model some 
information to be stored in the database of the center that manage this 
service, from which other distributed nodes (that use this service) can access 
the information. 

3. Similar to data modeling and storage requirements for vertical services, the 
developers of the base infrastructure need to model and store their data in the 
database repository. 

4. Eor each value-added service (service defined on top of other more 
elementary services), there is some data from other service that needs to be 
accessed, and vice versa some data that this service generates may need to be 
retrieved by other services. Therefore, within the distributed collaborative 
environment, the interoperation and data sharing among vertical services is 
necessary, to support building of value added services on top of each other. 

The DOSG approach and system presented in this paper tackles these problems 
and assists developers through reducing the difficulties introduced earlier. DOSG is 
a main component of the federated information management system of the 
TeleCARE [1]. 

This paper first provides a brief overview of the TeleCARE architecture with 
some emphasis on its federated information management architecture, also 
providing a brief introduction to its DOSG component. Then, it provides a 
specification of the Protege ontology management system, and how TeleCARE 
ontologies are defined using an object oriented approach. It also describes the 
automatic process of database models generation from the ontological description. 
This process is described in terms of the data structures needed by vertical services, 
and the mechanisms and internal elements involved during their translation to 
RDBMS schema, XML Schema, and Java code. Einally, the paper concludes 
summarizing its achieved results. 



2. TeleCARE - A TELE-ASSISTANCE PLATEORM 

The 1ST 5FP TeleCARE project designs a configurable and collaborative framework 
solution for tele-supervision and tele-assistance, to support the elderly. TeleCARE 
integrates a number of technologies and paradigms into one solution, in order to 
provide an open architecture supporting seamless future expansion. It is based on the 
integration of: (i) multi-agent systems (MAS), including both stationary and mobile 
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intelligent agents, (ii) federated database systems, (iii) secure communications, and 
(iv) some intelligent services that are likely to be offered by the emerging ubiquitous 
computing, intelligent home appliances or their software based applications. 

The infrastructure developed for TeleCARE contains a horizontal platform, 
which provides the MAS and the federated information management functionality, 
and a variety of vertical services, which the TeleCARE consortium has further 
developed on top of this platform. 



2.1 The TeleCARE reference architecture 



The reference architecture ofTeleCARE constituting its cooperation/federation layer 
for the network nodes is detailed in [8]. The main components of this architecture 
are however briefly addressed in this section, and depicted in Figure 2 below. The 
designed architecture of TeleCARE is composed of a three-level architecture, at the 
bottom the External Enabler Level, in the middle the Core MAS Platform Level, and 
on top the Vertical Services Level. 




2.1.1 External Enabler Level 

This level supports the remote communication with other nodes and provides 
interfacing mechanisms to the external devices. This level compromises two 
segments: 

■ Safe communications infrastructure, providing safe communications and 
supporting both secure and reliable agent message passing. 

• Device abstraction layer, interfacing the sensors, monitoring devices, and 
other hardware (home appliances, environment controllers, etc.) to the 
TeleCARE environment. 

2.1.2 Core MAS Platform Level 

The Core platform level is the main part of the reference architecture and it supports 
the fundamental functionality for agents and their interactions, including the 
creation, launching, and reception of agents, user authentication, access rights 
verification, and execution of stationary and mobile agents. This level includes the 
following main modules: 
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■ Basic Multi-Agent Platform, provides the essential multi-agent support, and it is 

based on Aglets framework [3,11] with the following extensions: 

i. Ontology management system - To support the creation of ontologies 

ii. Inference engine - To allow intelligent agent interpretation 

iii. Persistence support - For basic agent recovery mechanisms 

• Inter-platform mobility, extension to the basic MAS platform to support 
generalized mobility of agents, including security mechanisms. This module 
includes the Agent Reception & Registration component and the Agent Exit 
Control component for administration of stationary and mobile agents. 

■ Inter-agent communication, extension to support credentials and coordination 

of agent communication, independently of the agent location. 

■ Federated information management [1], supporting the information 

management of TeleCARE nodes and providing the infrastructure for flexible 
processing of federated queries. It also preserves the information privacy 
through access rights management to local data. This module includes the 
Ontology-based data Structure Generator and the Federated Query Processor 
components, and is build on top of SAP DB [14], a relational database system. 

■ Resource catalogue management, providing a catalogue of resources, that 

registers the descriptions of all device and vertical services available at the site, 
as well as their access rights. 

■ Agent factory, to support the creation, specification, and launching new agents. 

■ Platform manager, configures and specifies the operating conditions of the 

platform at each site, including user administration and node management. 

2.1.3 Vertical Service Level 

The applications / vertical services level focuses on specialized tools to support the 
users of TeleCARE. Such users constitute: the elderly people (who may require 
specialized user interfaces), the care providers, and relatives of the elderly people 
(assumed to be able to interact with normal computer interfaces). This level 
compromises two layers. 

■ Base services, a set of base services on top of the horizontal infrastructure that 

provides specific support to other value-added services. 

i. Virtual Community Support - To support the creation and 
management of virtual community for the elderly perople. 

ii. Specialized interfaces for elderly - Suitable computer interfaces for 
elderly use. 

iii. Web-access support - Web-based mechanisms to access the 
TeleCARE environment. 

■ Vertical Services, a number of specialized vertical services are implemented as 

TeleCARE applications, including the time bank, agenda reminder, living status 
monitoring, and the entertainment service. 



3. ONTOLOGY MANAGEMENT SYSTEM 

The ontological definitions in TeleCARE constitute the syntactic definition and 
modeling of a collection of concepts, entities and their inter-relationships. Therefore, 
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in TeleCARE, developers of modules for the core platform, as well as the 
developers of vertical services define their required data structures using the 
Ontology system chosen for this platform. The ontological definitions can then be 
consulted (and understood) by both humans and software agents alike. 

The chosen ontology system for TeleCARE is the Protege-2000. This system is 
developed at the Stanford Medical Informatics Eab [16] to support the software 
developers and domain experts for development of their knowledge-based systems. 
Protege-2000 assists its users with the creation and storage of their knowledge base 
by definition of structured classes. Although Protege was designed originally for the 
medical domain, it later grew as a general-purpose set of tools for building 
knowledge bases systems in any domain, providing convenient mechanisms for 
concept modeling. Protege has a component-based architecture that enables the 
development of new functionality in form of plug-ins. One important and strong 
point of Protege is that it is a freeware and open source software. The above reasons, 
namely: the ability to work with different domains, facilities for specific concept 
definition, having a component-based architecture, and being an open source 
software, are in particular important to the TeleCARE project. These features match 
the design principles of the TeleCARE system and preserve the objective of 
providing a highly configurable framework for collaborative environments. 
Therefore, Protege 2002 is chosen as the ontology management system for 
TeleCARE environment. 

4. DOSG DESIGN AND IMPLEMENTATION DETAILS 

The Dynamic Ontology-based data Structure Generator (DOSG) is a component of 
the federated information management module of the TeleCARE architecture. It 
assists the process of common database schema generation to support the shareable 
information in a collaborative networked environment such as TeleCARE. The main 
task of DOSG is to transform and translate a Protege ontology -based definition into 
the underlying schema model of the federated information management layer of the 
TeleCARE platform. Particularly, it provides a collection of output schemas with 
their appropriate class definition and inter-class relationships that are used to 
initially specify relational database structures. However, DOSG is also an innovative 
mechanism to leverage object knowledge modeling and providing proper Java object 
persistence. It assists the developers, from both the basic horizontal platform level 
and the vertical services level, with their seamless manipulation of their information 
in different formats. 

As shown in Eigure 3, based on the ontological definitions provided by users, the 
DOSG tool automatically generates five different output, namely: (1) the relational 
database schema, (2) the source code of the Java classes, (3) the XML Schema, (4) 
the data object mapping that governs the conversion between Java classes and the 
database system, and (5) the XML mapping that binds the Java classes with XML 
documents. Below, we first address the generation of data structures in these five 
formats and then provide a summary description of their usage. 
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Figure 3 - DOSG schema generation 
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DOSG is designed as a plug-in to Protege. It extends Protege’s ontology editor 
with an interfaee that allows users to parameterize the automatic data stracture 
generation. DOSG benefits from the integrated Protege environment by gathering 
online input related of conceptual schema, while allowing customization of some 
parameters for this generation process through the DOSG-GUI. Some examples of 
these parameters are found below. The implementation of DOSG is in Java and, it 
also uses free / open source software, in specific Castor is used to produce the two 
mapping definitions [10], while Xerces is applied for the development of XML 
Schema [4]. 



4.1 Translation to relational database schema (RDBMS Schema) 

A major challenge in building DOSG is its translation between the object-oriented 
ontology definitions and the relational database schema. The object-oriented 
ontology supports definition of applications’ entities and concepts as objects 
described by their structure and behavior. Relational database systems on the other 
hand support the definition of record-based stmctures. RDBMSs support the storage 
of data in tables and its manipulation via data manipulation language; internal to the 
database via the stored procedures, and external to the database via SQL commands. 
DOSG generates the necessary SQL statements for data storage following the ANSI 
standard (ANSI X3. 135-1992), and targeted to the SAP DB. 

Clearly enough, the conversion between the objects and their relational structures 
is not flawless or perfect. The underlying paradigms are different and the two sets of 
stmctures cannot be converted seamlessly [15]. For instance, the difficulties become 
apparent when selecting an approach to access the data, where in the object 
paradigm it is possible to traverse objects through their relationships, while in the 
relational paradigm this linkage can only be performed via the join of the two tables. 

There are some fundamental differenees that DOSG cannot overcome or 
translate, however DOSG has also solves several of the problems, allowing a smooth 
translation between the objects and their relational counterparts, as addressed below. 
A set of technical decisions had to be made considering the tradeoffs of the two 
paradigms, and below the most relevant considerations are pointed out. 

■ Object identifiers (OID). To allow data persistence for objects, it is required to 
assign a unique object identifier (OID) to eaeh object. In relational databases, 
the unique identifier is referred to as primary key (PK) that allows the 
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possibility to locate unique records in the repository. Thus, for the translation, 
DOSG adds a PK when it is defining the relational tables; however the name 
assigned to the PK attribute can be customized through the DOSG-GUI. 

■ Handling the slots. In general, all the slots or attributes for each class are 

translated into table columns by DOSG. In relational databases however, it is 

required to specify a “type” for every column in the table, while Protege allows 
certain ambiguity (e.g. using the type Any). In such cases, DOSG has no other 
choice but not to create a column for such a slot. 

■ Handling the classes and hierarchies. The strategy followed by DOSG to 

solve the class definition is to create one table per class and then, to define its 

specific attributes. To translate a class hierarchy, as shown in Figure 4, DOSG 
establishes a relationship among the tables of the subclass and the super-class, 
which is maintained through the usage of the primary key (PK) and the foreign 
keys (FK). 




Figure 4 - Mapping the class hierarchies 



■ Handling the one-to-one relationships. In relational databases, relationships are 
maintained through foreign keys. DOSG implements one-to-one relationships 
by including the OID of one table into the other, as depicted in Figure 5. 




Figure 5. Mapping one-to-one class relationships 



■ Handling the one-to-many and many-to-many relationships. In order to 
implement a many-to-many relationship, DOSG uses a relationship table, as 
shown in Figure 6. DOSG employs the same strategy for handling one-to-many 
relationships, since it gives further flexibility to add more columns in the table. 




Figure 6 - Mapping one-to-many and many-to-many relationships 
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■ Value constraints. Some value constraints from Protege system are successfully 

translated to the relational schema by DOSG, e.g.: maximum/minimum values 
for numeric types, default values, enumeration of strings (Symbol type in 
Protege). 

■ Storing semantics within the database repository. Strategically, one of the 

features of SAP DB (TeleCARE database repository) is the support for storing 
the textual descriptions about the semantics of the data structures (e.g. tables, 
columns, keys, etc.). Therefore, if the ontology definition includes some textual 
description of their semantics on classes and attributes, then DOSG also adds 
these semantics in the database repository. 

4.2 Translation to Java source code 

Since both the Protege system and Java language support object-oriented paradigm, 
this translation and generation of code is more straightforward than the translation to 
the relational schema. Nevertheless, there are several issues that require attention, 
and some cases cannot be handled by DOSG, due to the technical incompatibilities. 
These incompatibilities include features that are available in the ontology system 
such as multiple class inheritance, but not supported by Java environment directly. 
Some of these features are the value constraints; the type Symbol (which is 
converted to string type but no constraints are enforced); the type Any; and multiple 
class inheritance. On the other hand, when generating the Java source code through 
the parameterization of DOSG-GUI, it is possible to take advantage of some features 
offered by DOSG such as: (1) Java package definition, (2) on-line Java compilation, 
and (3) Javajar encapsulation. 

4.3 Translation to XML Schema 

Many organizations and enterprises use the XML documents as a format to 
exchange information and the XML Schemas as a common data stmcture definition 
language. XML documents are widely used to facilitate the information exchange 
due to the fact that they are both human-readable and machine-readable. The 
extensibility of XML allows creation of generic models that integrate data from 
different sources. The XML Schema generated by DOSG describes the logical 
model of the interchanged information defined by the Protege ontology. 

The XML Schema can support the representation from the object oriented 
paradigms better than the relational system. However, similar to Java code 
generation, there are still several issues that cannot be at this stage equivalently 
translated by DOSG from the object definitions to the XML schema, such as the 
value constraints, the type Any, or multiple class inheritance. 

4.4 Generation of data object mappings and XML mappings (class views) 

DOSG is able to elaborate the necessary mappings to transform data between the 
Java classes and the database schema, as well as between Java classes and the XML 
schema, as represented in Figure 3. The mappings follow the Castor specification 
[10] which provides bi-directional declarations between Java classes with both the 
relational data structures and the XML. In fact these mappings describe how the 
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properties of a Java object can be translated into their counterparts in the RDBMS 
and in XML Document. 

■ Data object mapping. The data object mapping is a description that renders 

object instances of Java model to relational database model, and vice versa. This 
is usually referred to as object-to-relational mapping (0/R mapping). Such 
mapping definitions are necessary to dissociate the changes in the structure of a 
Java object model from the changes in the database. The federated information 
management uses these mapping files, to grant proper access rights and 
visibility level on the database information. 

■ XML mapping. Similar to data object mappings, the XML mapping is a way to 

bind Java classes to the XML documents. It allows transformation of the data 
contained in a Java object model into/from an XML document. 

4.5 Advantages and validation/verification of DOSG 

Advantages of using DOSG are verified and validated by the software developers of 
TeleCARE, who were involved in the development of its horizontal and vertical 
layers. Here we briefly give some examples where these developers benefited from 
DOSG, by identifying each of the automatically generated formats of data 
structures. The vertical service developers as well as the developers of the horizontal 
layer’s functionality need to create some RDBMS Schema to manage their 
information. At the same time, Java class structures and source code are needed 
to be defined in order to manipulate the same information in the code that they 
develop. Additionally, since TeleCARE environment supports the heterogeneity and 
independence of different sites, their interoperability must be supported. XML 
Schema for this information can enable simple and standardized exchange of XML 
documents with any other service or platform. Furthermore, for the development of 
most programs, it is necessary to convert information between these different data 
structures, preferably at their object level through data object mappings and XML 
mappings. 

In TeleCARE, the three vertical services of Agenda Reminder, Living Status 
Monitoring and Time Bank were in specific used as the validation/verification 
ground for the DOSG component. The results of this process proved the design and 
prototypical development of DOSG to he successful. 



5. CONCLUSIONS 

For the emerging collaborative environments and networked systems an important 
element is their information/knowledge management. Developers of both the 
horizontal platform as well as the vertical services/tools for CNs need to model their 
information/knowledge and provide proper definitions and syntax in terms of: i) 
database schema for the data that needs to be stored in the environment repository, 
and ii) “equivalent” data structures for sharing/interoperability among different 
services/tools and supporting software systems. 

This paper describes an approach to automatically generate both the database 
schema and the necessary data structures, based on the ontological definitions 
provided by the developers, within the context of the TeleCARE project. Once the 
modeling of concepts are defined using the Protege ontology management system. 
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the DOSG tool provides to its end users (the domain experts and developers) the 
possibility to translate these definitions into: i) relational database schema, ii) XML 
Schema, and iii) Java code. 

The automatic and dynamic generation of data stmctures is a key feature in 
TeleCARE allows the application experts and software developers to solely 
concentrate their efforts on their development and modeling their information 
through a user-friendly ontology system interface. DOSG frees these developers and 
application experts from the burden of knowing the technical details for developing 
the database structures, Java code, or XML Schema. However further research is 
required to overcome the restrictions for specific mismatch in these conversions, 
either imposed by the involved paradigms (e.g. between object-oriented and 
relational), or due to software environment limitations (e.g. lack of support for 
multiple inheritance in Java). 
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In the Virtual Enterprises (VE) environment, interactions between distributed, 
heterogeneous computing entities representing different enterprises, people 
and resources, take place. These interactions, in order to be both syntactic and 
semantic compatible, need to follow appropriate standards (ontologies) well 
understood by all the participants. Evenfor each domain ontology, people may 
store their data in different structures and use different terms to represent the 
same concept. This paper focuses on ane effort to create an Ontology-Services 
Agent to monitor the communication acts taking place in a Multi-agent System. 
The Ontology-Services Agent provides help in solving the Structural and 
Semantic Heterogeneity problem, enabling appropriate conversations and 
making it possible meaningful agreements between agents representing 
different enterprises and resources in a VE environment. 



1. INTRODUCTION 

In a Virtual Enterprise (VE), a temporary consortium of partners and services is 
formed for specific purposes. These purposes could be a temporary special request, 
an ongoing goal to fulfill orders, or an attempt to take advantage of a new resource 
or market niche. The general rationale for forming the VE is to reduce costs and 
time to market while increasing flexibility and access to new markets and resources 
(Petrie and Bussler, 2003). 

Software Agents and Multi-Agent Systems have been, for the last years, 
presented as a good paradigm for system architectures and, as a consequence, new 
agents’ communication languages as well as appropriate platforms for agents’ 
distribution have been released and experimented. Applications of such tools to 
Electronic Business domain brought up the need for the creation, representation and 
exploration of domain ontologies. 
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Even for each common domain ontology, people may store their data in different 
stmctures (structural heterogeneity) and use different terms to represent the same 
concept (semantic heterogeneity). Moreover there is no formal mapping between 
high-level ontologies. 

This stmctural and semantic heterogeneity does not guarantee the consistency 
and the compatibility of the information present in the system and makes it much 
more difficult to establish a fruitful negotiation. 

Our work is currently focused on the creation of an Ontology-Services Agent to 
monitor the communication acts taking place in Multi-agent System. The Ontology- 
Services Agent provides help in solving the structural and semantic heterogeneity 
problem, enabling appropriate conversations and making it possible meaningful 
agreements between agents representing different enterprises and resources in a VE 
environment. We here propose the use of intelligent agents and multi-agents 
technology as a framework for helping in the establishment of a Virtual Enterprise. 

Ontologies and the structural and semantic heterogeneity problem are discussed 
in Section 2. Section 3 presents and explains the architecture proposed. A protocol 
for the Ontology- Services Agent Interaction Monitoring is presented in Section 4. 
Einally, Section 5 presents our current conclusions. 



2. ONTOLOGIES AND THE STRUCTURAL AND SEMANTIC 
HETEROGENEITY PROBLEM 

Ontologies were developed, in the field Artificial Intelligence, in order to facilitate 
knowledge sharing and reuse. Since the beginning of the nineties, ontologies have 
become a popular research topic investigated by several research communities, and 
the reason is in large due to promise a shared and common understanding of some 
domain that can be communicated between people and application systems (Eensel 
et al, 2001). 

In a Collaborative Organization Environment (COE), including business 
transactions where all the partners, both sending and receiving messages have to 
agree, it is necessary to share common standards. 

In all types of communication, the ability to share information is often hindered 
because the meaning of information can be drastically affected by context in which 
it is viewed and interpreted (Ciocoiu et al., 2001), and the ability to share 
information may be hard due to the impossibility to have a unique ontology for each 
application domain. 

Usually, each application, and more specifically in the context of the work we 
are doing, each agent has its specific, private ontology and it may not fully 
understand other agent’s ontology. 

Even in similar domains there are both syntactic and semantic differences 
between ontologies and it becomes necessary to deal with these problems. 

Different people have a different vision of the world and, consequently people or 
agents may use different terms for the same meaning or may use the same term to 
mean different things. The defined natural-language definitions associated with 
terms are either too ambiguous to make differences evident, or do not provide 
information to resolve those differences. Successful exchange of information means 
that the agents understand each other and meaning accuracy is guaranteed. The 
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interoperability problem happens when we have heterogeneous and distributed 
systems. 

In order to solve the interoperability problem (Malucelli and Oliveira, 2003), 
both structural and semantic heterogeneity have to be dealt with. (Wache et al., 
2001) defines these heterogeneities as follows: 

Structural heterogeneity: meaning that different information systems store data 
and concepts using different structural relationships. 

Semantic heterogeneity: considers the contents of an information item and its 
intended meaning. There are three main causes for semantic heterogeneity: 

i. Confounding conflicts: occur when information items seem to have the 
same meaning, but differ in reality. 

ii. Naming conflicts: occur when naming schemes of information differs 
significantly. 

iii. Scaling conflicts: occur when different reference systems are used to 
measure the same value. An example is the use of different currencies. 

Figure 1 shows a simple example where we may observe, using UML schemes, 
the structural and semantic conflicts. Suppose we have Ontology A and Ontology B, 
with different views, both for the same domain of music compact disc selling. It is 
really complex to discover the correspondent items. The Ontology A, for example, 
has an Audio Compact Disc concept where one of the attributes is publisher. The 
Ontology B has the Music CD concept with publishing House attribute whose 
meaning is the same as the publisher attribute. Thus the relation is composed by 
between Audio Compact Disc and Artist, has the correspondent relation, has- 
performer, between Music and Performer in Ontology B. 



Ontology A Ontology B 




Figure 1 - Structural and Semantic Conflicts 
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Specifying a simple product like a music compact disc is relatively easy and 
there is a chance of always finding similarities in the description, but specifying a 
more complex product like a car or a plane may be really tough work. 

The semantic and syntactic difference between ontologies is one of the most 
difficult problems and usually implies translation or mapping of ontologies. 

It is important now to distinguish ontology translation from ontology mapping. 
Ontology translation is required when generating ontology extensions and querying 
through different ontologies. On the other hand, ontology mapping is the process of 
finding correspondence (mappings) between the concepts of two ontologies (Dou et 
ah, 2003). 

The mapping process is expressed by some rules, which express how concepts 
correspond to each other. When two concepts are correspondent, they mean the 
same thing. The mappings are generated either by ontology experts or by some 
automatic tool (Doan et ah, 2002). 



3. PROPOSED ARCHITECTURE 

We are using intelligent agents and multi-agents technology as a framework for 
helping the communication and negotiation process for establishing a Virtual 
Enterprise. In our multi-agent system for VE formation, agents represent the 
enterprises and customers in the system. The VE life cycle is decomposed in four 
stages (Rocha and Oliveira, 1999): 

1. Identification of Needs: appropriate description of the product or service to 
be delivered by the VE, which guides the conceptual design of the VE. 

2. Formation (Partners Selection); automatic selection of the individual 
enterprises (partners) which, based in its specific knowledge, skills, 
resources, costs and availability, will integrate the VE. 

3. Operation: Control and monitoring of the partners’ activities including 
resolution of potential conflicts, and possible VE reconfiguration due to 
partial failures. 

4. Dissolution: Breaking up the VE, distribution of the obtained profits and 
storage of relevant information for future use of the Electronic Institution, 

Several problems are involved in the VE formation process, and one of great 
importance is the lack of understanding that may arise during agents’ interaction due 
to the structural as well as semantic representation heterogeneity. In the 
Identification of Needs phase it is necessary to describe the needed product or 
service based on some ontology. For the Partners Selection phase, the knowledge, 
skills, resources, costs and availability have also to be specified in a way that it is 
understood by all the participants. Even for the Operation and Dissolution phases, a 
consistent and compatible communication is necessary. 

The easier way of solving this problem is to have a common ontology available, 
which may be understood by all the enterprise delegate agents participating in the 
process. However, it is not sure that all the agents will use a common ontology. In 
our case we are using the multiple ontology approach (Wache et ah, 2001), where 
each agent explores its own ontology. It is a decentralized and distributed approach 
according to our multi-agent system architecture. 
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An Ontology-Services Agent is proposed to be included in the framework for 
agents’ interoperability, to monitor the communication taking place and help in the 
structural and semantic heterogeneity problem, just in time, without needing a 
previous and tedious complete ontology mapping process. 

This framework includes 4 types of agents: facilitator agent, enterprise agents 
(good/product/services suppliers and customer), and ontology-services agent. The 
facilitator agent and enterprise agents - suppliers (SEAg) and customers (CEAg), are 
cooperating together through a website with the objective of providing or getting 
goods/products/services, in collaboration, but keeping their own preferences and 
objectives. An ontology-services agent is involved in all the process for monitoring 
and facilitating the communications and negotiations between agents. 

The facilitator agent is the entity that matches the right agents and supports the 
negotiation process. 

The enterprise (customer and suppliers) agents and ontology-services agent have 
to register themselves to be able to communicate. Each agent has its own private 
ontology, built in a private and unknown (to the overall system) process. 

Customer Enterprise Agents represent enterprises interested in buying 
components to build a final product. Several suppliers in the world may have these 
components with different prices and conditions. Each CEAg sends a message 
(Identification of Needs) to the facilitator announcing which composed 
product/service is needed to configurate. 

Supplier Enterprise Agents represent enterprises interested in providing some 
kind of product/service/good. Whenever a needed product, the facilitator agent 
conveys this announcement to all registered interested supplier enterprise agents. 

Ontology-Services Agent keeps monitoring the whole conversation trying to help 
when some message is not fully understood by some of the participants. 

Eigure 2 shows an instance of the multi-agent system architecture for the VE 
formation process. Each Enterprise Agent (Supplier or Customer) has its own 
architecture and functionalities (some developer will design and build the ontology 
with some tool and, later, the agent will access the generated file/database). 







AOM*. 









Figure 2 - System Architecture 
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The Enterprise Agents communicate with the Facilitator Agent whenever they 
have interest in buying or selling products/goods/services. The Ontology-Services 
Agent is monitoring the negotiation and communication, accessing a local ontology 
and web services whenever it is necessary, enabling to appropriate conversations 
and making it possible to reach agreements between agents representing different 
enterprises and resources in a VE environment. 



4. ONTOLOGY-SERVICES AGENT MONITORING 

We have created the ontology-services agent (OSAg) for trying to solve the 
problem, or part of the interoperability problem, in such a way that it is not 
necessary to translate or map all the ontologies involved. 

The ontology-services agent monitors all the communication. When the 
Facilitator Agent sends an announcement asking for some product/service/good (the 
interaction indicated by number 1 , in Figure 3) required by Customer Enterprise 
Agent, all the Supplier Enterprise Agent may or may not understand the description 
of the product/service/good announced. 

If the SEAg understand the description and if it is of their interest, they may 
formulate proposals (in Figure 3, the interaction number 2). If one SEAg does not 
understand the message, it sends back another message with the content “unknown” 
(the interaction number 3, in Figure 3). This may happen because either it may be 
using a different ontology or because it really does not have the requested 
product/service/good description. 

If the answer is “unknown” the ontology- services agent who is monitoring all the 
messages, understands that this agent may have the component but he may not know 
the meaning of some term used in the message. 

Figure 3 partially shows the protocol used for the messages exchanged between 
SEAg and OSAg. When SEAg sends a message whose contention “unknown”, the 
OSAg starts the process of asking for more information. The OSAg keeps asking for 
information (Figure 3, the interaction number 4 ) until it discovers (or gave up) the 
correspondent term in the SEAg ontology. 

Examples of messages exchanged by ontology-services agent and supplier 
enterprise agent asking for information and another answering information, in 
KQML are described below: 
ask-about 

:sender ontology-services agent 
ireceiver supplier enterprise agent 
:reply-with what-concept 
icontent (writer, songTitle, category) 

The ask-about message may ask reply-with: what-concepts, what-attributes, 
what-relations, what-description. 

reply 

: sender supplier enterprise agent 
rreceiver ontology-services agent 
:reply-to what-concept 
icontent (Track) 
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In the reply message, the answer may include the concept found for the 
correspondent given attributes or unknown, which means the correspondent 
attributes were not found. 



OSAa I CEAa FAa SEAa \ , 5£4j 




Figure 3 - Ontology-Services Agent Monitoring Protocol 



Therefore, in order to help the resolution of the incompatibility, the ontology- 
services agent exchange messages with supplier enterprise agent asking for more 
information. The generic steps are below, where the ontology-services agent: 

1. Searches for synonymous in its own ontology identifies an equivalent item 
although expressed in different terms. 

2. Searches for characteristics (attributes) of that item, which may help the 
provided ontology to find another item with the same characteristics. 

3. Searches for stmctural relations like “is”, “is-a”, “is-part-of’, “composed- 
of ’, and “compose-by”, in order to find out a different way of expressing the 
unknown term. 

4. Asks for a description of the term to select the most representative words to 
be compared with the term concept description. 

5. If in the end of all this process it was possible to find out some matching 
terms, a confirmation protocol is used to validate the term. 

6. If the term is validated, then it is sent to SEAg that did not know the term, to 
make it possible to participate in the negotiation process. 

7. The term is included in the agent services ontology, which can be used in the 
next negotiation round, avoiding having all the process repeated for this 
same situation once again. 
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5. CONCLUSION 

The meaningful interaction between distributed, heterogeneous computing entities, 
in order to be both syntactic and semantic compatible, need to follow appropriated 
standards well understood by all the participants. Some standards are being 
developed, but what concerns ontologies, there is neither a standard ontology 
language nor a standard ontology knowledge representation. 

This lack of standardization, which hampers communication and collaboration, is 
known as the interoperability problem (Willmott et al., 2001). Even in similar 
domains there is syntactic and semantic differences between ontologies and it is 
necessary to deal with these problems. 

Several problems involved in the overcoming of syntactic and semantic 
heterogeneity are difficult to be solved, at least nowadays. However, on efforts have 
been directed towards finding possible ways to resolve, at least, parts of this 
complex problem. 

We here have proposed the use of intelligent agents and multi-agents technology 
as a framework for helping the automatic establishment of a Virtual Enterprise. An 
Ontology- Services Agent was proposed to help in the communication and 
negotiation process between enterprise agents when interoperability problems 
happen. In an open environment where enterprise agents can register themselves and 
negotiate, ontology-services agent is used to monitor and ease the communication 
process at the moment when it is happening. 
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European industry is in transition process from a mass production industry 
towards a knowledge-based customer- and service-oriented one. Consequently, 
networked, knowledge-driven and agile manufacturing systems emerge as key 
elements towards the future production scenario. In order to automate 
production ta.sks also for small production batch and enable uncomplicated 
system reconfigurations, a holistic knowledge management architecture, which 
enables knowledge acquisition and retrieval, is needed. Since several 
heterogeneous technologies and human actors are still involved in the 
knowledge transfer process interoperability barriers must be overcome. In this 
paper an ontology-based approach will be described. It enhances Human- 
Machine Interoperability simplifying the interaction level between them and 
makes possible automatic knowledge transfer. First trial tests have been 
performed by means of a natural language interaction system within the 
automation technology domain. 



1. THE EUROPEAN MANUFACTURING PARADIGM 

European industry is in transition process from a mass production industry towards a 
knowledge-based customer- and service-oriented one, which provides production on 
demand, mass customization, rapid reaction to market changes and quick time-to- 
market of new innovative products. 

In this transition, it faces the challenge to produce according to a lot-size one 
paradigm at low cost and high quality. Customizing in product development and 
consequently high variety of product features lead to a strong individualisation in the 
production domain. This influences the normal course of the product life cycle 
making it unforeseeable and risky concerning with the enterprise investment and 
resource plans (see Figure 1). 

Following this vision, networked, knowledge-driven and agile manufacturing 
systems emerge as necessary key elements towards this future production scenario, 
which shall allow to European industry long-term competitiveness improvements 
above all by added values in product-services. 
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Therefore, research efforts must focus on the development of new strategies 
providing an holistic solution for a knowledge-based manufacturing architecture. Its 
structure must feature a systemic dynamic learning behavior, in which innovation 
arises from new complex interaction forms between integrated technologies, human 
resources, management and organizations in all phases of the valued-added chain, 
i. e. (i) production preparation, (ii) planning and programming as well as (hi) 
process execution. New solutions shall aim at the development of a global concept, 
where new operational knowledge-acquisition and knowledge-feedback mechanisms 
as well as human machine interaction enable machine intelligence are embedded, in 
order to reach the required, challenging level of efficiency and robustness. 




Both, already existing and arising industrial know-how should be gathered 
together either manually from human experiences (usually by experts) and by use of 
intelligent cognitive sensing systems, or automatically deriving from human 
interventions (i. e. short process corrections at shop-floor level) and, if necessary, 
also retrieved. Knowledge-filtering and dispatching procedures provide 
standardization of knowledge form and task-oriented as well as user-based 
redistribution of the stored information. Such a novel workflow architecture is 
shown in Figure 2. 



2. INTEROPERABILITY ISSUES 

If, on the one hand, the workflow architecture proposed in Figure 2 could represent 
an adequate solution to meet the growing market challenges, on the other hand, it 
shows to be also ambitious in connection with its requirements. 

A smooth global information flow between all actors involved in this process is 
the most important pre-requirement for ensuring the correct process behavior. 
However, still too many complications evolve when trying to find standard criteria 
for interoperability across the entire heterogeneous human qualifications and 
machine programming languages setting. 
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As already stressed in (Lepratti and Berger, 2003), interoperation barriers could 
be identified in each of the main communication forms, which characterized today’s 
enterprise environment: beginning from Human-Human and Machine-Machine 
communication till to Human-Machine interaction. 

On the one hand, possible understanding problems i. e. arise, while two persons 
try to communicate with each other as consequences of discrepancies in their 
cultural and/or professional backgrounds. They are incline to cognitive perceive and 
mentally process same situations of the real world in different ways, referring these 
to different models (so called mental models). Thus, also two interaction partners, 
even though speaking the same language and using identical terminologies, can 
misunderstand each other, since vocabulary terms represent merely etiquettes of 
cognitive categories. 

On the other hand, incompatibilities are the major reason of impediments in 
transferring data from a software system to another one, which uses distinct 
technology solutions (i. e. code languages), since applied syntax and semantic rules 
are stmctured in different ways. 
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Figure 2: Building blocks solution for a knowledge-based architecture. 



2. STATE-OF-THE-ART 

Some standards enabling interoperability between manufacturing agents have 
been already successfully employed. There are three first relevant examples: The 
KIF (Knowledge Interchange Format) (Genesereth and Fikes, 1992), which allows 
interchange of knowledge among disparate software with the possibility to 
stmcturally represent knowledge at meta- level. The STEP ISO 10303 (STandard for 
the Exchange of Product data) (Fowler, 1995), which addresses to the exchange and 
sharing of information required for a product during its life cycle (such as 
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parametric data like design rationale, functional specification and design intent). 
STEP is nowadays a well-known standard for real world product information 
modelling, communication and interpretation. Finally, The CORBA (Common 
Object Request Broker Architecture) (Object Management Group, 1995), which 
provides neutral -both platforms and languages independent- communication 
between remote applications based on object oriented distributed technology, 
allowing different clients and/or servers connected within a network to live as 
individual entities able to access to the information they need in a seamless and 
transparent way. 

While the shown approaches are successfully proved and employed, they are to 
strong task-oriented and remain just one-off solutions. At present, a generic 
knowledge management concept for an architecture, as pictured in Figure 2, hasn’t 
been developed until now. Too many resources are still used on knowledge retrieval. 
These resources are always difficult to plan and the extent of knowledge transfer 
between different projects and applications is often strong limited. The lack of 
generic architectures gives, therefore, present integrated systems a proprietary 
character, where capability in upgrading different heterogeneous systems, 
transparent data exchange among them, distributed open environments and 
improved information sharing represent the most important requirements. 



3. THE ONTOLOGICAL APPROACH 

The ontology as formal, explicit specification of a shared conceptualisation (Gruber, 
1993) represents a well-known issue. Various relevant projects such as for example 
Ontosaurus (Swartout, 1996), Ontolingua (Gruber, 1993), Ontobroker (Decker, 
1999), OntoSeek (Guarino et al., 1999), OntoWeb (Dorr et. ah, 2001) and so on, 
confirm a current increasing interest in employing ontology-based approaches as 
emerging technology for enabling semantic independence of information providing 
a set of well defined mles, with which ambiguities in the communication between 
distinct software and human agents are avoided. Although the use of ontologies 
covers several domains such as knowledge management, knowledge bases, natural 
language processing, information access and agents, a lack in the literature is to 
observe concerning approaches in Fluman-Machine interaction. As logical 
consequence of a drastic growing automation degree (World Robotics, 2003), the 
relevance of an improved Human-Machine interoperation is stressed as one of the 
essential key issues for the future production scenario. 

Thus, referring to Figure 2, also the design and implementation of mechanisms 
for easy Human-Machine interactions is of a paramount importance for the 
successful working of the entire architecture. The existing interaction forms and 
machine programming languages are still implemented in heterogeneous ways and 
bar the possibility of embedding human skills. 

At shop-floor level, no available online methodology can handle significant 
exchange of HW/SW components. For instance manufacturing systems must be 
stopped and reprogrammed every time, when a reconfiguration is required. 

In the next section it will be shown how an ontology approach based on the 
syntactic and semantic descriptions of natural languages - the so called Ontological 
Filtering System (OFS) - can meet the missing issue mentioned above, leading to a 
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double advantage: Improvement of the Human-Machine interaction as well as 
acquirement and transfer of knowledge arising from human interventions. 



4. THE ONTOLOGICAL FILTERING SYSTEM 

According to the methodology discussed in (Lepratti and Berger, 2004) an ontology 
has been created for a variety of piuposes within the automation technology domain. 
As case of study the PLC-based didactic system of Figure 3 was considered. 




Figure 3: PLC System: OFS case of study. 

The development foresees the following main steps: 

a) Fixing Basis Terminology JF consisting in a set of basic terms which have 

to be fixed by recognizing principal elements playing a significant role within the 
considered process as well as a set of possible actions Wy among them. Some 
examples in case of the system of Figure 3 are listed below: 

Wi^J={conveyor, gripper arm, ramp, turntable ...} 
f^v={Wvi’ ••••' ^vJ^'israsp, open, move ...}W= Wf^ u Wy 

b) Terminology Enrichment Due to disparate possibilities of the natural language 
expression, a major number of terms, that could be used for the same intended 
meaning, have to be found out and included in Wf^ and Wy, For this purpose a 
survey must be carried out trying to interview the largest number of persons with 
different professional backgrounds and/or different nationalities. Since for instance 
the English language bases on a lexicon of more than two hundred thousands 
different terms the collected terminology can be further enriched for instance using 
the WordNet® electronic lexical database (Fellbaum, 1998). 

c) Chaining Up Terms Terms - either Noun or Verbs - could refer to the same 
meaning but with different degree of granularity in their level of specification. So, 
e. g. there are terms, which are general in their expression and others that go very 
deep with their meaning. The first ones could be used for everybody in different 




188 



VIRTUAL ENTERPRISES AND COLLABORATIVE NETWORKS 



circumstances without owing special knowledge in the domain of use (in this case 
called Everyone Terminology), while the second ones are normally employed only 
by experts (in this case called Expert Terminology). All terms, which can be adopted 
within the same knowledge domain, are chained up, in order to form so called 
Synsets. Terms belonging to the same Synonymy-Set have following features: 

■ They refer to the same basis term within the knowledge domain of application 

■ They are connected to each other per different semantic relations (synonym, 
antonym, hyponym and so on) 

■ They have different granularity in their semantic level of specification 

■ They have a shared meaning for users.Figure 4 shows an example of Synset for 
the basic term gripper arm. On its top extremity Entity represents the correlated term 
with the most general meaning, while gripper arm is placed on the bottom as it 
shows the most specific meaning. 




Figure 4: A sample of Synset for the basis term gripper arm. 

d) Structuring Ontology Network This step concerns in merging all Synsets of all 
fixed base terms defined at point “c” into a whole semantic network called 
Ontological Network, This occurs in four steps: (i) identifying identical terms 
belonging to different Synsets, (ii) aligning these, (iii) merging corresponding 
Synsets into each other and (iv) building new semantic relations and/or recognizing 
and removing semantic inconsistencies. 

e) Finally Semantic Classes such as Humans, Machines, Processes, Failures, 
Work Tools, Work Pieces as well as Relations among them have been defined, in 
order to gather terms together in one group according to their acquired semantic role 
in the domain of application and constrain their possible semantic combinations. 



5. TESTS AND CONCLUSION 

On the base of some pictures representing the considered objects, hundreds of 
persons working in the distinct professional sectors (e. g. pharmacists, bakers, 
students of different faculties, artists, philosophers, teachers an so on) and in the 
most cases also specking different languages (in particular English, German, Italian 
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and Spanish) have been interviewed. An extract of survey results is illustrated in 
Table 1. The chosen describing language is English. 

An extract of at present 500 collected terms by the performed survey of Table 1 
is given on the basis of three base terms examples: conveyor, grasper and ramp. 

According to these results, terms have been chained up in hierarchies according 
to their semantic specification degree (granularity). Terms belonging to more then 
one hierarchy have been localized (see Table 1) and used as connection points for 
merging the hierarchies into the whole ontological network as described in section 5. 

In order to test the obtained results an experimental environment has been set up. 
This consists of a natural language interaction system, which includes the 
Ontological Filtering System (OFS) (see Figure 5.). Its stracture foresees also a 
semiotic, a syntax and a semantic analysis step as well as a machining coding and 
model checking level. It allows at present filtering and standardization of natural 
expression forms and, at the same time, translates entered, syntactically and 
semantically plausible instmctions in machine codes. 

First trial tests within the OFS have been performed. These showed interesting 
results, motivating further research activities in this field. Additional tests within a 
heterogeneous machine environment (RC, PFC and NC) are foreseen. These should 
prove concept suitability towards a future use in production context. 
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Figure 5: Structure of the natural language interaction system. 
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This paper presents an approach to configure dynamic virtual enterprises 
supported by smart tools that are implemented to facilitate and to speed up this 
process in a low cost and effective way. The configuration comprises the setup 
of the information to exchange among the VE partners during the VE life 
cycle, the integration of their legacy systems with the VE platform, the 
configuration of the VE topology, and the definition of information access 
rights for the VE partners. Details about the implementation of the supporting 
tools as well as some conclusions based on the results achieved are also given. 



1. INTRODUCTION 

A Collaborative Networked Organization (CNO) is a dynamic, temporary and 
logical aggregation of antonomous entities (companies, people, governmental 
institutions, etc.) that interact with each other as a strategic answer to attend a given 
opportunity or to cope with a specific need, and whose operation is achieved by the 
coordinated sharing of skills, resources and information, totally enabled by computer 
networks. This work focuses on Virtual Enterprises (VEs), which is seen as an 
instance of CNOs. The partners of a VE may be involved in multiple VEs 
simultaneously - being or not interdependent VEs - and can join or leave the VE 
along its life time. 

The VE accomplishment is carried out along some phases representing its life 
cycle, namely Creation, Operation & Evolution, and Dissolution (Spinosa et al., 
1998) (Camarinha et al., 1999). Some work has been developed for dealing with 
these phases at different levels of depth and scope. However, a number of issues 
remain almost untouched as the VE area has greatly evolved in the last years and the 
application of its concepts became more mature and understandable. 

Current needs of the VE area demand agility (Rabelo et al., 1999). In the 
Creation phase this means that the VE should be ready to operate as fast as possible. 
However, the configuration of all the required information in the VE platforms is 
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usually done manually, without system assistance, implying in a slow installation 
and configuration processes, subject to many errors and hence costly. 

In this sense, this paper explores some issues here generally called as 
configuration aspects. They involve activities since the setup of VE supporting 
platforms until their final instantiation by “real” VEs, after which the VE is ready to 
operate. More specifically, these issues comprise i) the setup of the information to 
be exchanged among the VE partners during the VE life cycle, ii) the integration of 
VE partners’ legacy systems with the VE platform, iii) the configuration of the VE 
topology, and iv) the definition of the information access rights for the VE partners. 
Three tools have been developed to support these configuration issues and they will 
be introduced later on. 

The configuration of dynamic VEs considers that the members’ roles, the 
information access rights, the business processes specification and even the VE 
members are neither predefined nor fixed. Besides that, it is relevant to consider that 
all these information ean change along the time and they should be efficiently 
updated and put available to the VE participants, especially to the VE coordinator, 
so that the partners can work and react based on reliable and timely information. 

The proposed work presents the configuration activities as integrated system 
functionalities implemented in a VE management system - ealled VE Cockpit - with 
different levels of automation, towards an automatic configuration of VEs. The VE 
Cockpit is an interactive and distributed system that helps the VE coordinator in the 
management of the VE’s business processes based on the principles of on-line 
business intelligence, covering functionalities that offer some support for the VE 
setup, creation, operation and evolution (Rabelo et ah, 2002) (Rabelo et al., 2004). 

This paper is organized as follows: Chapter 2 briefly presents the global VE 
configuration framework subject of this research, positioning chapters 3 and 4. 
Chapter 3 details the work developed in the preparation of the VE setup, and 
Chapter 4 details the configuration of the VE topology and information visibility. 
Chapter 5 shows some implementation results of the proposed integrated 
eonfiguration framework. Chapter 6 describes the main conclusions. 



2. VE CONFIGURATION FRAMEWORK 

The two macro configuration activities involved in this work - VE Environment 
Setup and VE Configuration - are comprised in an integrated framework (figure 1). 
These activities are carried out in four steps (in gray in the picture) and they are 
supported by three software tools. The VE ereation phase is extended and gives rise 
to a prior stage called “VE Environment Setup”. Both activities are seen as a part of 
what nowadays is being called “Breeding Environment” (Camarinha et ah, 2004). 




Smart configuration of dynamic virtual enterprises 



195 



VE Llf< Cycl« 



VE Creation 



VE Environment 




V6 ConflB> 
. confl9.y 



( Acc«»« rtght^ 
confHl> 



........... 

VE De^gn tool VE Integration tool VE C^fTg. tool* 



VE Formation 



Partnar’a 

March 



VE Operation'; 


VE Dissolution': 


i ;/vE Op«rition A; 
i il Evolution yj 


Oiisolutloiy I 






if 1 





Figure 1 - VE life cycle framework in the VE Cockpit system 

The VE Environment Setup corresponds to a “preparatory” activity that is 
concerned to the design of the VE platform' itself and its final installation at the 
enterprises. In the first step the specification of the “reference information models” 
and final setup of the VE processes are defined and implemented. The reference 
models indicate the information to exchange with the participants. In the second step 
the VE platform is installed at the enterprises and integrated with their legacy 
systems (Tramontin, 2004). 

The VE Cockpit system, as one of the VE platform’s modules, uses a “reference 
interface” associated with the mentioned reference models. It means that the VE 
Cockpit system, and hence the configuration functionalities, are designed/open to be 
integrated to “any interoperable” VE platform. Therefore, the VE Environment 
Setup activity is to be carried out only once no matter how many VEs a given 
enterprise will participate in. 

The next stage of configuration is related to the VE creation, when a VE will be 
really established. In this work the activity of partners’ search and selection (PSS) 
will not be addressed although a supporting tool for that has also been developed 
inside the scope of the projects previously mentioned (Schmidt, 2003) (Rabelo et al., 
2004b). It is assumed here that a given set of enterprises was found and selected to 
make part of a VE and issues like trust building and legal aspects are overcome. 
However, regarding reference information models, the most important here is to 
consider that the elected PSS tool should be open to receive information from the 
VE platform setup activity as well as to provide the required information to 
configure the VE topology and the access rights. 

The roles (e.g. supplier, retailer, main producer) of every partner (i) and the links 
between them (ii) are specified in the VE topology configuration according to the 
materiaPinformation flows of the VE, right after the information access rights of the 
partners are defined. Actually, these two steps can also be executed during the VE 
Evolution phase, where changes in the VE may occur, requiring modifications in the 
topology and/or in the level of information visibility (Baldo, 2003). 
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3. VE PLATFORM SETUP 

3.1 Configuration of the Reference Information Models 

A key aspect in this work to support the envisaged automatism is the assumption / 
notion of reference models (Tolle et al., 2002), an essential issue to model the 
information to exchange among the VE members, regarding their current roles in the 
value chain. This information refers to the enterprises’ data (identification, address, 
etc.) as well as to the data associated to the VE’s main processes, namely sales, 
manufacturing and delivery (according to the SCOR model [www.supply- 
chain.org]). 

One problem behind this modeling is the need to agree on the syntax, semantics 
and the structure of the information to exchange, which here is made in the VE 
platform design (see figure 1). The achievement of this agreement usually takes a 
very long time, with progressive refinements and validations in the models until 
their final definition. It means that when the VE platform is tested every change in 
any element of the involved information structures requires a redefinition/recoding 
of parsers as well as of the database’s tables, relations and supporting access 
functions, implying in a very hard, time-consuming and consequently costly process. 
The approach here applied aims at facing that problem, providing a semi-automatic 
way to assist in this design phase. 

A reference information model defines a “standard” model for each of those VE 
processes for specific application domains. Despite the number of initiatives being 
carried out nowadays in that direction (e.g. Rosettanet [www.rosettanet.org], 
ebXML [www.ebxml.org], CIMOSA [cimosa.cnt.pl]), there is a lack of a common 
reference model for VEs. This work does not intend to provide this missing model, 
but rather to offer an effective way to configure VEs (in the VE Cockpit system). In 
this work a “homemade reference” information model called Distributed Business 
Process (DBP) model (Pereira-Klen et al., 2001) was used and it has been 
complemented along a number of projects (Prodnet-II (www.uninova.pt/~prodnet) 
[97-99], Damascos (www.inescporto.pt/~damascos) [00-01] and MyEashion 
(www.myfashion.org) [02-04]). 

The key technology applied to support this approach is the XML language 
(www.w3.org/XML). XML has emerged as the standard representation language for 
information exchange (especially) among heterogeneous systems, providing a 
concrete and formal basis for systems interoperation. Therefore, all the information 
structures of the reference model are expressed in XML, modeled in the form of 
DTDs (Document Type Definition) or XML Schemas, easily validated by XML 
parsers. The XML data binding technique used for code generation from XML 
schemas (Bourret et al., 2003) speeds up the configuration process in the design 
step. The developed tool (VE design tool) takes each XML schema (corresponding 
to the reference information model) and generates automatically the related classes 
and the database tables. These classes implement methods to load/save their contents 
from/to XML documents, using a XML parser to validate them. Eurther, they 
implement the database access methods in SQL (figure 2). After this, the VE 
application can be tested. This process repeats until the final reference models to be 
used by the VE platform / its applications are settled. After each test / modification, 
the user basically needs to introduce the new reference model (in XML) in the VE 




Smart configuration of dynamic virtual enterprises 



197 



design tool and it generates the necessary information stmctures (classes/tables) 
without any recoding. 

This tool can also be used by the other modules of the VE platform, other than 
the VE Cockpit system. 




Figure 2 - Conversion process of XML, Classes and database Tables 

3.2 Integration with Legacy Information 

The VE partners should exchange between them information about the business they 
are involved in order to fulfill VE objectives. This information usually comes from 
their databases. Therefore, it is mandatory to integrate these local information 
repositories so that the data can be accessed and further sent out. The ideal situation 
is the case when all the partners use the same reference information models and their 
ERP systems / databases are equivalent in terms of information they can provide. 
However, this is not a realistic assumption regarding their natural heterogeneity. 
Given this scenario, XML arises again as a suitable technology to allow the partners’ 
systems interoperability. 

It is to be highlighted that the focus here is the integration of the information and 
not the integration of the processes, which is often provided by workflow systems. 
Another important aspect regarding dynamic VEs is the assumption that there is not 
a centralized VE database nor time to configure powerful federated schemas in 
distributed databases (as the ones used in Frenkel et al., 2000). The approach applied 
in this work is less powerful but it is efficient in spite of the data redundancy 
naturally present. The goal is to integrate the different partners’ databases, normally 
used as the information repositories that stores most of the information generated by 
their legacy systems. This integration activity uses to be manual and is also costly, 
complex and long, but vital for the correct functioning of the VE platform. The 
developed tool (VE Integration tool) implements this step in a semi-automatic way, 
with some computer assistance, applying the XML middleware concept (Bourret et 
ah, 2000) (Sousa et al., 2003) (Shanmugasundaram et al., 1999). 

The integration activity is done when the VE platform is installed in each 
partner. Once the supporting database is identified an interactive process driven by 
the VE Integration tool is started to establish a link between every field of the 
reference information model with the legacy information models. Afterwards a 
relational and semantic mapping is created generating automatically and 
dynamically the SQL code for the information access (figure 3). In practical terms 
this process allows a rapid preparation of a partner to receive and to send the needed 
information when requested by some of the VE platform’s modules and/or partner. 

After the execution of these two configuration steps (3.1 and 3.2) an enterprise 
would be ready to participate in a VE. 
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Figure 3 - Conceptual model of information integration 



4. VE CONFIGURATION MODEL 

While the two configuration steps addressed in the previous chapter are seen as 
preparatory activities for the VE operation (see box “VE Environment Setup” in 
figure 1), this chapter stresses two other configuration steps that are executed once 
the VE partners are identified (see box “VE Formation” in figure 1). These two steps 
refer to the configuration of the VE topology and of the VE access rights, and they 
are carried out by the VE Coordinator. The VE Coordinator is who manages the 
entire VE, coordinating the execution of the VE’ s distributed business process close 
to the VE members. 

4.1 VE Topology Configuration 

Once the VE partners are defined the VE Cockpit system should be configured 
according to the material and information flows among the partners. The 
configuration of the VE topology means to specify: i) the partners names ii) the 
partners roles; hi) the links between the partners, and ii) the business process under 
responsibility of each partner. In general, this can be seen as the VE plan. Likewise 
the other macro activity (stressed in the chapter 3), this configuration is usually done 
manually, without system assistance, taking too much time, especially if dynamic 
VEs are considered. 

In this work an automatic approach is applied, implemented by a tool called VE 
Configuration. The VE Cockpit system offers a way where each of its “peers” 
installed in the partners is enabled to get the required information from their legacy 
databases (VE Integration tool) and to send them to the VE coordinator. The VE 
topology is automatically generated at the end of this process (figure 6) and it is 
further exhibited to the partners according to their level of information visibility (see 
next section). 

4.2 Access Rights Configuration 

The configuration of the access rights is an essential issue in VEs. On the one hand, 
regarding information security, privacy, confidentiality, among others aspects, the 
partners only feel confident to participate in the VE if there is some protection in 
their private data. On the other hand, the realization of the VE concept involves the 
sharing of information. The main approach being applied on this problem is to 
provide means to configure levels of information visibility among the VE’s partners 
(Pereira-Klen et ah, 2001). This work provides an interactive method and tool (the 
VE Configuration tool, the same one used in the previous step) to support that 







Smart configuration of dynamic virtual enterprises 



199 



configuration. More than this, this tool allows dynamic reconfiguration as the VE 
state can change along the time. 

The configuration is carried out at two levels. The first level defines who can 
“see” who in the VE, i.e. the partners’ visibility. This can vary from VE to VE, but 
the VE coordinator is the only one who can always see the whole VE partners. The 
minimum degree of visibility allows only a first-tier vision. In the other extreme, all 
the VE partners can see all the other involved partners. This configuration is 
executed by the VE coordinator according to a previous agreement established with 
the VE partners, assuming a trust-based environment. 

In the second level the VE coordinator specifies which information (from the 
reference information model) each VE partner will be allowed to see (see figure 7). 
In a centralized way, the VE coordinator receives (via the VE Configuration tool) all 
the required information, filters them according to partners’ visibility agreement, and 
sends this information to the partners accordingly. This is done based on the concept 
of “supervision clauses”, an auxiliary information structure aggregated to the VE 
contract (Rabelo et al., 1999) (Pereira-JGen et al., 2001). By means of an interactive 
process the VE coordinator checks or unchecks every reference information model’s 
field (“box”) in such a way (s)he knows exactly which information can be delivered 
to each partner. It also takes into account the real availability of the partners’ 
information that was mapped during the integration with their legacy systems (see 
section 3.2). The VE coordinator can modify that configuration on the fly, without 
any recoding, according to new requirements of visibility criteria. 



5. IMPLEMENTATION AND RESULTS 

The three developed tools are agent-based systems which are part of the VE Cockpit 
system. Both the multi-agent infrastructure (MASSYVE platform: 
www.gsigma.ufsc.br/ massyve) and the VE Configuration tool are implemented in 
C-H-. The VE Design tool and VE Integration tool are implemented in Java. 

In terms of global architecture, there is one VE Cockpit system’s peer installed 
in each VE partner (figure 4). The system is composed of a number of agents 
(associated to the system’s functionalities) and a (relational) database. From the 
partner’s side, there is the “legacy” database with which the system will interact. 
The system recognizes automatically when a given partner is the VE Coordinator, 
and therefore only the peer installed at the VE coordinator is fully enabled with all 
the system’s functionalities. 

The interaction among the agents and the system’s peers is supported by a 
communication infrastructure (called Message Management System - MMSys) based 
on an open/“standard” XML/CORBA interface. If a VE platform is driven by a 
workflow system, for instance, then it should interact with the MMSys. The 
system’s functionalities are all available via user-friendly graphical interfaces. 
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Regarding the three tools that implement the four configuration steps (depicted 
in the chapter 3 and 4), they are independent but can work in an integrated way as in 
the VE Cockpit system. Figure 5 shows an interface of the VE Design tool, which 
assists the configuration of the information to exchange with VE partners. 




Figure 5 - Configuration of the information to be exchanged 

Figure 6 shows an interface of VE Integration tool, which enables the integration 
with the partners’ legacy systems. It presents the reference information model 
previously agreed and the semantie and relational setting against the local database. 




Figure 6 ~ Integration with the legacy systems 
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Figure 7 illustrates the main graphical interface of the topology configuration (VE 
Configuration tool), where each partner has a particular visibility level. For instance, the VE 
coordinator can see all the VE partners whereas Member 2 only sees some of them. 




Figure 7 - VE topology & Information visibility configuration scenario 



Figure 8 shows the main graphical interface of VE Configuration tool used by the VE 
coordinator to configure information access rights of every partner. 



InfniiiiiiKuii Aurc» 




Figure 8 - Configuration of the information access rights 



6. CONCLUSIONS 

This paper presented some results of the investigation being made on how dynamic 
VEs can be rapidly configured in order to be ready to operate as fast as possible. As 
the VE configuration is usually carried out manually, without computer assistance, it 
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is subject to many errors that can jeopardize the adequate VE functioning. 
Additionally, a manual process uses to take much time and to be very costly. 

As a contribution to solve this problem, an approach that automates some 
essential steps of the VE configuration phase was proposed. These steps involves: i) 
the specification of the information to exchange among the VE partners during the 
VE life cycle; ii) the integration of VE partners’ legacy systems with the VE 
platform; iii) the identification of the VE topology; and (iv) the definition of 
information access rights for the VE partners. 

Three integrated and interactive tools were implemented to support these steps, 
with different levels of automation. They are modules of a wider VE management 
system called VE Cockpit. Multi-agent systems, CORBA, and mainly XML, are the 
key information technologies utilized by these tools. 

Actually, the configuration scenario covered in this work comprised not only the 
preparatory aspects to support the VE setup and VE formation, but also the VE 
operation/evolution phases when a reconfiguration is needed in the VE Evolution 
phase. 

This work is strongly based on the notion of reference information models. This 
issue needs much more investigation in spite of the number of ongoing international 
initiatives working on it. As there is no common reference model for VEs that can 
be used in several domains, this investigation worked upon a homemade reference 
model conceived along some international projects. This model served to test and to 
evaluate the potentiality of the approach to speed up and to increase the quality of 
the configuration process, providing a more concrete basis to guide next 
developments. 

Regardless a number of aspects such development environment, the experience 
of the development team, the time every partner takes to evaluate internally the 
required information to exchange, among others, the time average estimated that are 
saved in the VE Environment Setup (figure 1) activity is up to 50% compared to a 
non-assisted process. The VE Configuration activity (figure 1) is more difficulty to 
estimate a quantitative number. Its main benefit in felt during the VE creation and 
evolution phases, obtained thanks to the interactivity/semi-automatic execution, 
offering a more trustful system in terms of guaranteeing the correct information 
visibility of the VE partners. 
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VE platform is the set of integrated software modules designed to comply with the business 
processes that are required to support all transactions among the VE partners (e.g. collaborative design, 



204 



VIRTUAL ENTERPRISES AND COLLABORATIVE NETWORKS 



EDI, information management), including a communication infrastructure for the interactions inside the 
platform, among the partners and with their legacy systems. 

^ If the VE coordinator has a partner’s search and selection (PSS) tool and if it follows the expected 
reference information model then the developed tool receives the partners’ names from PSS. 
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Levels of collaboration between networked organisations are at an all time 
high. There is a need for some control in the connections made between 
organisations and the information they pass to one another. Controlling the 
collaboration between two or more organisations involves providing an 
information structure to which messages between all communicating 
organisations must adhere to when passing information and specifying a 
protocol or protocols that must be used by the organisations to pass these 
messages. Any system employed to undertake the communication 
management between organisations must be dynamically configurable; 
therefore no organisation is “offline ” while being configured. 



1. INTRODUCTION 

There is a close coupling between Enterprise Application Integration (EAI) and 
information based collaboration. Most modern EAI solutions use messaging passing 
in their implementation. Message passing between two organisations is essentially 
information based collaboration. However it is how the messages are passed and 
what the messages contain that determines the systems level of integration. 

Most modern EAI and information integration solutions use some form of 
information broker. They use standardized transport protocols such as SOAP, 
standardized information representation such as XML, and provide some 
synchronous and asynchronous messaging solution. 



2. EXISTING COMMUNICATION TECHNIQUES 

As was mentioned earlier, there are strong links between EAI and inter- 
organisational collaboration. Until recently, EDI, or Electronic Data Interchange, 
had been the de-facto standard for the exchange of business documents since the 
I970’s. Due to the explosion of eBusiness and the need for real time delivery of 
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documents, a replacement technology was needed. The best performance offered by 
EDI was near time delivery. 

According to Lublinsky (Lublinsky 2001), “Data-level Enterprise Application 
Integration (EAI) assumes bypassing the application logic and extracting or loading 
the data into the database through its native interface”. This is an approach that is 
frowned upon by many EAI developers. There are numerous obstacles to database 
integration; for example, data representation and undocumented storage algorithms. 
This paper will explain the more modern and topical integration and collaboration 
techniques. 

2.1 XML 

XML, despite its name, is not a markup language. It is a set of rules for building a 
markup language (Ray 2001). XML complements inter-organisational 
communication perfectly. This is mainly due to its huge acceptance across all 
industries. An XML file must be coupled a schema for validation purposes. “XML 
Schemas express shared vocabularies and allow machines to carry out rules made by 
people. They provide a means for describing the structure, content and semantics of 
XML Documents”(W3C 2001). 

2.2 Web Services 

“A Web Service is a piece of business logic, located somewhere on the internet, that 
is accessible through standard-based Internet protocols such as HTTP or SMTP” 
(Chappell 2002). A Web Service has some special characteristics: 

■ It is XML based. 

■ It is loosely coupled. 

■ It is course grained; it is an interface to business logic, the logic itself is 
abstracted. 

■ It has the ability to be synchronous or asynchronous. 

■ It supports Remote Procedure Calls (RPCs). 

■ It also supports document exchange. 

The three basic components of a Web Service are. Simple Object Access Protocol 
(SOAP), Web Services Description Language (WSDL), and Universal Description, 
Discovery and Integration. 

“SOAP is a lightweight protocol for the exchange of information in a 
decentralized, distributed environment”(Bequet 2001). SOAP uses XML to encode 
its payload. 

“Web Service Description Language (WSDL) is an XML-based technology 
standard that defines Web Service interfaces, data and message types, interaction 
patterns and protocol mappings” (Sharma 2002). There are six XML elements in the 
WSDL file; these six elements describe the name and location of the service, the 
data types used between the client and the server and the messages passed between 
the client and the server. 

“The Universal Description, Discovery and Integration (UDDI) project provides 
a standardized method for publishing and discovering information about Web 
Services”(Chappell 2002). There are three types of information that an organisation 
can register in a UDDI register; the organisations contact information, information 
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describing the Web Service and technical information that describe the behaviors 
and supported functions of a hosted Web Service. 

2.3 Messaging 

There are two distinct types of messaging, synchronous and asynchronous. 
Synchronous messaging occurs when one application makes an RPC to another 
application, and must wait for a response. Asynchronous messaging, on the other 
hand, is the messaging involved in Message Oriented Middleware. 

Messaging Oriented Middleware (MOM) insures asynchronous and reliable 
messaging between applications. MOM technology is important in Inter- 
organisational communication. A group of networked organisations can use the 
information or message broker approach. An organisation may pass all messages to 
this broker, the broker will route the message to the appropriate recipient, and 
therefore remove the need for each organisation to develop their own complex 
message sending and receiving handlers. 

According to Eric Roch of TIBCO, modem MOM technologies must possess the 
following features (Roch 2002): 

• The use of a publish and subscribe approach, therefore removing application 
knowledge from the MOM. 

• Reliability and serialization of messages. 

• The use of subject based addressees, therefore abstracting all network details. 

• Real time delivery using multicast. 

• Support for multiple communication models. 



3. INTELLIGENT COLLABORATION 

Intelligent systems are increasing in popularity as solutions to enterprise software 
challenges. This section of the paper presents the most common intelligent features 
in EAI and information integration solutions. 

3.1 Business Rules and RuleML 

Expert systems provide the ability to separate business logic from application logic. 
Using business rales, application specific data in ERP systems can remain static in a 
dynamic environment environment. A business rale is a statement that describes 
how a business is organized, how a business decision is made, or how a business 
process works (Blaze Software 1999). In other words, a business rule is a set of 
conditions that govern an event so that it occurs in a way that is acceptable to the 
business. Most business rales associate a condition to an action and naturally take 
the form of an IE-THEN statement. 

RuleML is a markup language, creates in XML, used for representing rales in a 
structure that minimizes ambiguity. The RuleML Initiative started in August 2000 
during the Pacific Rim International Conference on Artificial Intelligence 
(PRICAI2000). A RuleML file, which contains a set of rules, is constructed 
according to an XML Schema, agreed upon by the RuleML Initiative (Boley 2001). 
An inference engine is then used to implement some decision logic within a process 
flow, as specified by a business rule. 
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3.2 Agents and Agent based systems 

Describing the meaning of the term “agent” or “agent-based systems” is an activity 
which can ignite heated debates in the software world. There is no industry agreed 
definition of what an agent is, but most researchers would find themselves in 
agreement with Wooldridge and Jennings (Wooldridge 1995); “An agent is a 
computer system situated in some environment that is capable of autonomous action 
in this environment in order to meet its design objectives”. There has been a huge 
increase in the application of agents in software. Agents are becoming the preferred 
choice in applications where the environment is not completely static. 



4. PROPOSED SOLUTION 

The current solution to the information integration problem uses an information 
broker. This solution can have business logic hard-coded into the information broker 
as is depicted in Figure 1 below. 
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Figure 1 - Information Broker Solution 



This paper proposes a new solution called XESS, an XML based Expert System 
Shell, involving the afore mentioned technologies. Business rules are created by a 
Business Rules Composer and passed, via Web Services to a Business Rules Engine 
of the XESS agent. Each node in the networked organisations contains an XESS 
agent. This agent contains a business rales engine which will validate business rales 
and then execute the associate business processes, a repository of precompiled rale 
sets, XML Schemas and XSL files. A high level design of the system is shown in 
Figure 2. 

Each business rale is written to correspond to a particular XML Schema, 
therefore a particular type of XML document. The business rale can include 
attributes and elements from the XML Schema file in the condition and action 
statements. These attributes and elements will be replaced by the actual values from 
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an XML file when an appropriate one enters the system and triggers the validation 
of a rule set. 



Figure 2 - (Virtual) Information Implementation using XESS and Information Broker (Shields 

2003) 

The architecture of the XESS system contains three main components, the Business 
Rules Composer, the Agent Administrator and the Business Rules Engine Agent. 
The architecture of the XESS Solution is shown in Figure 3. 
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Figure 3 - XESS Architecture 

The Business Rules Composer creates RuleML documents containing the business 
rules and loads it onto a remote Business Rules Engine Agent. These Business Rules 
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are created according to a previously uploaded XML Schema. The upload of ralesets 
is achieved using Web Services. The Agent Administrator uses J2EE containers to 
hold all necessary information about each agent. Information such as Web Service 
endpoint addresses, remote method signatures, locally stored XML Schemes and 
XSLT files. 

This paper will primarily deal with the Business Rules Engine Agent. 

4.1 Engine 

The Engine is the principal element of each agent. The engine contains the rule 
compiler and the inference engine. The rules are inputted from the Business Rules 
Composer in RuleML format. The rales are compiled into Java classes, and are 
stored until an XML document, the fact base, is received. The rales are then tested 
and the valid rales prepared for firing. 




Figure 4 - XESS Engine Architecture 

Eigure 4 is a architecture diagram on the Business Rules Engine; it contains three 
business components and a data store. 

4.1.1 Rule Compiler 

The Rule Compiler is responsible for transforming the RuleML file into a RuleSet 
object, containing one or more Rule objects, each of which contain one or more 
Condition objects and one or more Action objects. A Rule object contains a name, a 
priority, a hypothesis, a list of Condition objects, a list of Action objects and a list of 
rule dependencies. 

The hypothesis is the validity of the Rule, that is if the Rule is true or not. A Rule 
can only be true if all the conditions are true; the hypothesis is then set to true. If any 
of the conditions are false, the hypothesis, and therefore the Rule, is false. If the 
Rule has not been completely evaluated the hypothesis remains null. The list of Rule 
dependencies is the hst of Rules that must be fuUy evaluated before this Rule can be 
evaluated. This concept is explained in the next section of this paper. 
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When the RuleML file arrives at the Engine, it is verified against the RuleML 
Schema, which is stored locally, in order to ensure the Rules are correctly 
constructed. There is also a check conducted on the Rules to ensure no Rule cycles 
exist. A Rule cycle occurs when the Condition of one Rule contains the hypothesis 
of another Rule as a parameter, and this Rule then refers to the former Rule. A type 
of deadlock occurs. If the RuleML file contains a rule cycle, the file is dropped and a 
notice sent to the user who has built the RuleSet. If the checks are completed 
satisfactorily, the file is then iterated through to parse all the contained Rules. A 
RuleML file contains at least one rule but usually multiple mles. Lor each Rule in 
the RuleML file, its Conditions and Actions are parsed and added to the Rule, the 
Rule is then added to the RuleSet. The RuleSet is then serialized and stored. 

4.1.2 XML Verifier 

When an XML file is inputted to the system, it is first validated against its XML 
Schema. If its XML Schema does not exist on the agent, the XML file cannot be 
processed. Each RuleSet is constructed according to a particular XML Schema, 
therefore if there is no XML Schema on the agent to verify the XML structure, there 
is no RuleSet to execute over the XML data. When the XML file has been verified 
as to being legally constructed according to its XML Schema, a list of Constraint 
objects are created. The Constraint class is a Java business class that contains one 
element or attribute from the XML file. It holds the name of the element or attribute, 
its XPath in the XML file, its value and the type associated with its value. Speed of 
execution of the RuleSet is the reason for this compilation. As was explained earlier, 
most business rules will contain a variable value that must be parsed from the XML 
file in order to execute the business process, instead of parsing the XML file each 
time the engine comes across an XML variable in a business rule, the engine can 
now perform a lookup on the collection of Constraints. 

Rules are arranged in the RuleSet in order of increasing number of dependant 
Rules associated with them. This has been seen to improve the speed of validation of 
the business rules. 

Lor a Rule to be evaluated, each of the Conditions in the Rule must be evaluated. 
The Condition will either refer to another Rule, which is the simplest form of 
Condition, or it will contain XML variables. The variable is located in the collection 
of Constraints and is populated into the Condition. The Condition is then evaluated 
as a simple IL statement using an operator specified by the user who created the 
business rule. If all the Conditions are true, the Rule is true, and therefore the Action 
of the Rule is added to an Action queue, according to a priority, again specified by 
the creator of the business mles. Once all the Rules are evaluated the Action queue 
is passed to the Business Process Execution component, which will fire each action 
in turn. 

4.1.3 Action Execution 

There are six basic actions involved in the current version of our proposed solution. 
They are: 

■ Email Action. An email is constracted according to the elements specified in the 
RuleML file. This email can have the XML file as an attachment. 

■ Lorward Action. This action forwards the XML file, unedited, to another agent 
in the network. 

• Save Action. This saves the XML file to a specified location in the network. 
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• Web Service Action. This calls any Web Service. This Action is used to access 
Web Service-wrapped legacy system information. 

■ XSLT Email Action. This transforms the XML file using an uploaded XSL file 
and saves it to a specified location. 

■ XSLT Save Action. This transforms the XML file using an uploaded XSL file 
and emails it to a specified address. 

All of the Actions are Java business classes, each one extending the abstract Action 
class, therefore a level of abstraction can be used in the firing of the ordered Actions 
in the Action queue. 

4.2 Transport Protocols 

To provide a credible business solution, it was necessary to include a number of 
transport protocols for input and output of data from the engine. The protocols 
accounted for to date are SOAP, JMS, SMTP and FTP. These are the most common 
methods of information passing in today’s inter-organisational communication. 
Figure 5 is a diagram of the interaction between the XESS Agent and its clients 
using these transport protocols. 




The XESS Agent creates and starts two threads of execution to act as information 
listeners. One thread listens to a specified email address inbox for the receipt of 
SMTP messages. It processes this email, populates an appropriate Web Service call 
to the Business Rules Engine and invokes it. The second thread listens for FTP 
updates to a specified folder on the network. As with the first thread, it populates a 
Web Service call to the Business Rules Engine and invokes it. 
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5. TESTING 

A number of practical scenarios were devised to test XESS. One of these involved 
using XESS in a virtual multi-organisational supply chain. The supply chain 
consisted of three virtual organisations, all running ERPLite, a lightweight ERP 
software package. An XESS agent was deployed on two of the nodes in the supply 
chain and BizTalk server was installed on the third. Eigure 6 is a model of the virtual 
supply chain. 




Figure 6 - XESS Solution for Supply Chain Management 

The customer fills up an online order form. A purchase order is created in XML 
from this data and sent to Company 1. The XESS agent residing on company 1 
intercepts this order, evaluates the data according to a precompiled rule set, and 
executes the appropriate actions; which may include database updates, legacy web 
service calls or forwarding the document to further nodes on the supply chain. From 
this scenario we concluded that an XESS agent could be deployed with equal 
success as a intelligent document routing system or a more complex expert system. 
Collaboration between nodes in a supply chain, such as the example in Figure 6, is 
necessary to provide optimization. Rule sets can be built and uploaded to multiple 
agents that force them to interact with each other. The dynamic, run-time upload of 
business rules to XESS agents would be integral in a live supply chain where 
hundreds of purchase orders are received per day. 
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6. FUTURE WORK 

The XESS solution lacks any security model for its document transfer, which is 
potentially dangerous particularly in an environment such as that described in the 
previons section. Purchase orders often contain sensitive data. With respect to 
security, one of the greatest strengths of XML, its relatively comprehensive nature, 
has become one of its biggest weaknesses. A security model for XESS must address 
three main security issues; authentication, encryption and access control. 



7. CONCLUSION 

This paper has described the technologies cnrrently available to developers of 
application or information integration solutions. We then proposed a solution for this 
domain using these technologies; namely, XML, Web Services, messaging, 
inference engines, business rales and agent theory. We then documented a number 
of performance tests that were carried out on the proposed solution. 

XESS is a research initiative sponsored by Enterprise Ireland’s Research Innovation 
Fnnd. Enterprise Ireland is a government organisation charged with assisting the 
development of Irish Enterprise. 
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This paper addresses the methodological problem of dynamical supply chain 
planning in virtual enterprises. The rapid evolution into intelligent supply 
chains characterized by flexible structuring and dynamical interactions poses a 
problem of novel planning concepts and models. Our main research focus is 
elaboration of methodological and technical basis of supply chain analyzing, 
modeling, structuring and scheduling on the basis of the multi-agent approach 
as conceptual Integrated planning framework. For its realization we 
elaborated an agent model and functional architecture of the multi-agent 
system for intelligent support of collaborative processes in virtual enterprises. 
A general formulation of dynamic supply chain planning is given. 



1. INTRODUCTION 

In our approach, a virtual enterprise (VE) is a dynamic business-system, which 
contains an aggregate of amalgamated technological resources (competences) of 
autonomous business units (agents) within a common information (virtual) space on 
the temporary cooperative basis. These units are able to produce products or services 
through their co-operation and operative resources distribution (Ivanov, 2003). The 
vertical and horizontal customer oriented networking leads to new problems for the 
supply chain management (SCM) (Kaihara, 1999). The traditional supply chains, 
which have stable structures and determined interactions, evolve into intelligent 
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supply chains characterized by flexible structuring and dynamical interactions 
(Zeng, Sycara, 1999, Swaminathan et ah, 1998). The special feature of the SCM in 
VE consists in flexibly configurable supply chains, conditioned by an enlargement 
of alternatives to search suitable partners for the cooperation. That gains complexity 
because the manufacture of a product might be carried through via several variants 
and several agents can again complete partial performances within those variants. 

In our approach, supply chain planning is a macro-function, which contains 
supply chains dynamical analyzing, modeling, structuring and scheduling. Three 
problems of supply chain planning are to solve using a common methodological 
framework (s. figure 1): 

• Synthesis of the VE’s structure (building of a competence pool in accordance with 
the technological details of the product), 

• Synthesis of the supply chain structure (building of the supply chain through 
partner selection of this pool in accordance with the economical and administrative 
information, e.g. due dates, priorities, costs, etc.) and 

• Scheduling in the supply chain. 



Requieremento on Product: 
- tocnoiogkal (CAD, PDM) 

- economical (ERP) 



T 



Evaluation of alternative supply chains and 
selection the better one according to 
economical and organizational requirements 






Job scheduling and continuous 
supply chain control 






J 



Rough planning 
and scheduling 




Database of the 
virtual enterprise 



Synthese of the competence pool according to technological requirements 

' /' /f / \ i /■ 

oEieo^'' 

Ily[^ jy^ 

Rea[^entei£ri$e8^whichNj|jeoomg^ 



Figure 1- Model of integrated networked supply chain planning 

Planning of large-scale processes with complex goals and constraints can hardly 
be done using a centralized dispatcher and traditional methods focusing on 
deterministic or stochastic systems. That’s why the problem of how to design 
networked supply chain planning and control with the use of intelligent agents is a 
subject of increasing interest from both the academic and industrial research 
communities (Fox, 1994, Rzevski, 1997, Parunak, 1999, Shen, 1999, Rabelo, 2002). 



2. RELATED WORKS 

The modern approaches of VE modeling and structuring are based on small 
autonomous elements that collaborate which each other for solving of certain tasks 
in an adjusted application area. The origin of these ideas lies in cellular 
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manufacturing systems (Shaw, 1987). In the concept of holonic manufacturing 
systems (Wang, 2001) corresponding systems are standing out for the balanced 
proportion of stability and flexibility of its stmctures. The autonomy of the elements 
(agents) of this stracture covers not only the operative process but also the process 
of the formation of the structure. The decomposition of a system in autonomous 
elements (called Holons) forms the cooperative elements. Concept of non- 
hierarchical, regional production networks is based on small production units, so 
called competence cells (Teich, 2003). These units possess only few and very 
specific key competencies. Because of the order- specific selection of those small 
units, it becomes possible to quickly and flexibly react in case of changing market 
demands. By the nature these small autonomous elements are very similar to 
intelligent agents. 

Intelligent agents represent a modern approach in Artifical Intelligence and are 
dealing with software entities which possess competences and resources, can act 
autonomously, reactive and adaptive, communicate with other agents, are goal- 
oriented, and are using explicit knowledge (Weiss, 2000). In recent years, the 
concepts of utilization of multi-agent paradigm for supply chain management and 
virtual enterprises have been strongly developed (Shen, 2001). For such problem 
areas as modeling supply chain dynamics (Swaminathan, 1998), real-time flexible 
supply chain structuring (Zeng, 1999), production planning and control in VE 
(Camarinha-Matos, 1999), distributed dynamic scheduling in manufacturing (Silva, 
2002), smart coordination of dynamic supply chains (Rabelo, 2002), decentralized 
learning in enterprise collaborative systems (Gangli, 2003) the have been proposed 
adequate models and algorithms based on multi-agent systems (MAS) and modern 
heuristics. 

The deficit of recent researches has been the separative consideration of 
analysing, modeling, scheduling and control phases in SCM with the use of various 
methods and models for all these phases, which have not been concerned 
methodological to each other. The introduction of the planning function can help to 
develop a methodological framework of virtual enterprise researching. 



3. A GENERAL EORMULATION EOR SUPPLY CHAIN 
PLANNING IN VIRTUAL ENTERPRISES 

In our approach, the problem of structural-functional synthesis of supply chains is 
formulated in such a way in order to create a unified basis of supply chain analysing, 
modelling and control taking into account external influences. The ground of this 
formulation is the recent results, which have been gained in the theory of stracture 
dynamic control (Sokolov, 2003). Let5 = {j3y, J € A/ = {1 Wj}} be a set of 

participant enterprises; let B ~ {Bf, 1 S M = be a set of orders to be 

planed; B — B\J B - set of objects for structural-functional synthesis of supply 
chains in virtual enterprise. Let us introduce a set C = {C^\Xe A.,,i e M) of 

requisite competences and a set C ={Cli'\XeA„ieM} of available 
competences. Let us also introduce the following 
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sets: Z) = { u {£)<',> } , /, y e M, ae e ] - set of jobs, which can be realized in 
the VE; = | e | — set of jobs for the order; } — 

set of macro operations, which describe the functioning of the VE B, in the macro 
state S/h/ at the T) i control loop; pS"') - set of macro operations, which describe 
the transition of the VE B/ from the current macro state into the goal state 5 /m,/: 

(p = {[<D5«}u{(DiV«},/6A/, 7teZ:/<P''> 

- set of resources, which are current available in the VE; 

^ ^ (Kx!pl } , / e M, ae' e a:<“\ ae € , p e /:/"> } - set of flows 

(material, informational etc.); G = | Gj^,X S - set of structures, which are 

being formed while synthesis (topological, technological, technical, organizational, 
informational etc.) 

Let a dynamical alternative multi-graph brought into 

consideration to relate the above-named sets and structures, where X - type of the 
structure, XeNS- {12,3,4,5,6), ter- set of instants of time; 

set of elements of the structure G^ (set of knots) at the instant of time f; 

l'y,l,l'^L^) - set of arcs G*, at the instant of time t; 

- set of parameters which quantify the relations between 
the elements of the graph (e.g, lead time, costs etc.). 

The G^ is characterized by macro-structural states and reflections. Let the set of 

permissible reflections of the graphs G^ to each other be denoted as 

K,x->--K->Px' and composition operations at the instant of time t 

as M ' • -M‘ oM' 0 ... 0 M ' , ■ . The macro state of the VE can 

<Z.Xi> <Zi.Zi> " <z .z> 

be defined as Sg CX[ xXj xXj xXj xX^, S = l,...,Kg. 

The goal is to find such < Ui , > by the following constraints. 

* <u> ,oj 






where t/ - control actions for synthesis, J 9 -parameters (costs, time, risk etc.) of 
the VE functioning, 0 g © = {1,.,.,/} - set of parameter numbers; Ag - set of 
dynamic alternatives of supply chains; B - set of process numbers; - parameters 
of customer’ s order; T-ito,tji - interval of time for synthesis. 
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4. AGENT-BASED SUPPLY CHAIN PLANNING 

Effective supply chain planning is based on a common framework of analyzing, 
modeling and synthesizing of plans. This framework has, at first, to correspond to 
the characteristic properties of VE. Second, it has to integrate supply chain planning. 
We propose to extend the utilization of multi-agent approach for the method of 
complex analysing, modelling and control in VE. Thus MAS can be considered as a 
complex framework of integrated supply chain planning, because of characteristics 
corresponding to requirements on SCM in VE (s. table 1). According to these 
requirements, the agent-oriented approach for VE seems to be more efficient as 
object oriented one because of taking into account activity and competition. 



Table 1 • Requirements on SCM in VE and characteristics features of MAS 



Requirements on SCM in VE 


Characteristics features of MAS 


Conceptual analyzing and modeling 
based on small autonomous elements 


Autonomous intelligent agents which 
possess competences and resources 


Decentralized planning and control 


Decentralized approach 


Flexible configuration of supply 
chains in distributive manner 


Dynamical synthesis of new 
structures by agent interactions 


Fast adaptation to market changes 


Agents are adaptive 


Coordinated collaborative actions 


Coherency property 


Complex analyzing of the VE 


Ontological analyze 


Intelligent integration of 
heterogeneous information systems 


MAS is a framework of data and 
knowledge integration 


Benefits through real-time 
coordination and collaboration 


Agents are able to gain benefit by 
coordination and collaboration 



The use of MAS facilitates a common representation of objects and concepts 
through the elaboration of the VE ontology as a unified contract specification 
system. Moreover, the utilization of MAS for VE framework makes the use of 
optimisation methods, which are also based on agent principles such as method 
ACO (Ant Colony Optimisation) more efficient (Teich, Ivanov, 2002). 

The MAS functional architecture designed for networked supply chain planning 
consists of enterprise agents, order agents supply chain agents, which build the 
functional part, and cooperative knowledge base, a system buffer and information 
tools, which forms the technical background for information and knowledge 
management. Enterprise, order and supply chain agents are semantic agents. There 
are also agents groups of syntactical and morphological levels (Ivanov, Arkhipov, 
2003). Building of these agents occurs dynamically by decomposing of the tasks of 
semantic agents. The technical background consists of cooperative knowledge base, 
a system buffer (a cooperative blackboard for agent auctions and a cooperative 
Scoreboard for results evaluation) and program tools for information and knowledge 
management. A general agent model is shown in the figure 2. 
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Figure 2 - Agent functional model 

An agent is defined by the following set of characteristics. 

Sj(t)= Set of attributes that characterize its (simulated) state at a given instant of 
time. State information includes base information about agent’s 
competences (e.g., technological resources) and processing state (e.g., 
current product inventory, capable resources, production costs etc.). 

D{t) = Knowledge base of agent. 

= Set of incoming messages at agent. 

0^{t)= Set of outgoing messages at agent. 

P{D, Sj, /,, O j) = A selector function that chooses and sequences a set of incoming 
messages based on domain knowledge, current state and priorities of agent. 

Agent interactions while supply chain planning are described below (s. also 
Ivanov, Kaeschel, 2003). Enterprise agents (EA) represent network participants. All 
the agents have permanent access to databases containing general information 
related to products (CAD, PDM) and operative information related to resources 
(ERP/SCM/MES). Each agent represents the competences of a real enterprise. The 
main aim of an EA is to maximize its profit. They aim to gaining the most profitable 
orders. The EA’s offer their competences and compete with each other to get a job 
or more in the supply chain. The selected EA’s communicate with the SCA while 
producing and transmit the actual production Figures. 

Order agents (OA) maintain customers’ orders beginning from their incoming 
up to finishing. Each order will be managed by an OA. The OA coordinates 
interactions of the first planning level. The main aim of the OA is to synthesize a 
rough production plan and the competence pool. For this goal the OA uses 
information about average estimations for order positions from the MAS knowledge 
base, interacts with an external technological system (PDM, CAD) and with EA’s. 

Supply chain agents plan and manage supply chains. Each supply chain will be 
managed by an SCA. The SCA co-ordinates interactions on the second and third 
planning level as well as on the control level. The main aim of the SCA is to 
synthesize supply chain structure of the various alternatives of the competence pool, 
to schedule and to control the supply chain. The SCA evaluates the alternative 
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supply chains of the competence pool and select the better one. The enterprises for 
each technological operation of each BOM position will be selected using 
information concerning the current shop flow situation (e.g. from MES - 
manufacturing execution systems) as well as information about organizational 
constraints - soft-facts (e.g. reliability, trust etc.). The better supply chain is 
resulting from auctions between appropriate partners of the competence pool. Then 
the supply chain is scheduled. While verifying of this detailed plan the SCA also 
interact with the EA’s and the OA. The third planning level is meant for detailed 
scheduling within the synthesized supply chain. After production starting the 
continuos control phase takes place and lasts until the order is finished. 

Valuable knowledge obtained by agents while carrying out the order is saved in 
their knowledge base and can be used in new actions. The saved parameters are also 
available after job finishing and may be used to solve possible conflicts. Moreover, 
cooperative Scoreboard of intelligent agents makes it possible to control and to 
change cooperative partner processes especially efficiently. The other advantage of 
agent-based technology is that it makes the use of agent-based optimisation 
algorithms of scheduling such as ACO more efficient (Ivanov, Kaeschel, 2003). 



5. CURRENT RESEARCH STATE AND FURTHER PUAN 

Our main research objective is to develop a system of supply chain management in 
VE and to evaluate the results from simulation of case examples on a real production 
network existing in Saint Petersburg and Moskau. The ground of this research will 
be the recent mathematical results, which were gained in the theory of structure 
dynamic control and facilitate the dynamic consideration of SCM in VE. Some of 
these results are realized as software SDC (Structure Dynamic Control) at Saint 
Petersburg Institute of Informatics and Automation as part of the international 
partner project of the EOARD N2l992p “The Optimal Structure Reconfiguration in a 
Complex Technical System”. 

Software SDC facilitates real-time planning and monitoring of the processes and 
states in complex systems. Current state of the SDC facilitates synthesizing of 
supply chains in case of simply ontology (if there is a centre, which co-ordinates the 
activities in the VE and distributes the jobs to the enterprises in accordance to the 
available resources). The further direction of our researches is to provide the 
software with the agent oriented technologies so as to integrate it in the general 
information on space of the VE (Ivanov, Arkhipov, 2003). Introduction of intelligent 
agents as additional program modules can help to realize the ontology, when the 
enterprises compete and act non-cooperatively. 
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Figure 3. Software SDC (Structure Dynamic Control) 



6. CONCLUSION 

Efficient supply chain planning in virtual enterprises is based on a common 
framework of analyzing, modeling and synthesizing of plans. In this paper, we 
presented methodological basis of such a framework with the use of multi-agent 
paradigm. We proposed to extend the utilization of multi-agent approach for the 
method of complex analyzing and modeling in virtual enterprises. For its realization 
we elaborated the functional agent model and MAS architecture for intelligent 
support of collaborative processes in virtual enterprises. A general formulation of 
dynamic supply chain planning in virtual enterprises was given. We plan to enrich 
our concept through extension of models of dynamical structuring in virtual 
enterprises. We are currently working on integrating planning, scheduling and 
control models as well as on scheduling optimization algorithms. We are also 
working on adaptation and risk models. The goal of our researches will be to design 
the unified methodological and technical basis of supply chain analysing, modelling 
and control and to evaluate the results from simulation of case examples on a real 
production network existing in Russia. 
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Virtual enterprise (VE) is now recognised as one of the effective means by 
which SMEs can make instant improvements to their business strategies and 
operations. In a large-scaled VE environment, system modules represent 
independent business units with conflicting and competing resource 
requirements, and may possess localised information relevant to their tasks. To 
recognise this independence, we treat the modules as agents, ascribing each of 
them autonomy to decide how to deploy resources under their control in 
service of their interests. To explore the use of market mechanism for the 
coordination of distributed planning module in VE circumstances, we have 
developed a prototype environment for specifying and simulating 
computational markets with multi-commodity situations. It has been confirmed 
that the proposed algorithm successfully calculates Pareto optimal solutions in 
the VE resource problem by comparing an analytic approach. 



1. INTRODUCTION 

During the last few years the focus has shifted from factory level to enterprise level 
due to the increasing global presence of the companies. Virtual enterprise (VE) is 
now recognised as one of the effective means by which SMEs can make instant 
improvements to their business strategies and operations (Camarinha-Matos, 1999) 
(Kaihara, 1999 & 2002). This in turn can lead to increase competitive advantages. 
Solving resource allocation problems under autonomous VE situations, with and for 
distributed computing systems presents particular challenges attributable to the 
distributed nature of the computation. In a large-scaled VE environment, system 
modules represent independent business units with conflicting and competing 
resource requirements, and may possess localised information relevant to their tasks. 
To recognise this independence, we treat the modules as agents, ascribing each of 
them autonomy to decide how to deploy resources under their control in service of 
their interests. 

On the other hand, market price systems constitute a well-understood class of 
mechanisms that provide effective decentralisation of decision making with minimal 
communication overhead. In a market-oriented programming approach to distributed 
problem solving, the optimal resource allocation for a set of computational agents is 
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derived by computing general equilibrium (Shoven, 1992) of an artificial economy. 
Market mechanism can provide several advantages on resource allocation in VE: 
Markets are naturally distributed and agents make their own decisions about 
how to bid based on the prices and their own utilities of the goods. 
Communication is limited to the exchange of bids and process between agents 
and the market mechanism. 

So as to facilitate the optimised VE management with e-commerce 
infrastructure, a sophisticated business matching mechanism is required to manage 
such a large- scaled environment (Kaihara, 2001a & 2001b). General equilibrium 
theory in microeconomics endorses Pareto optimality of the product allocation in 
perfect competitive market. By applying VM architecture into VE negotiation 
mechanism, this optimality plays quite an important role to facilitate sophisticated & 
efficient VE operation. In this paper we construct Walrasian type Virtual Market, 
that is a principal market model in microeconomics (Kreps 1990), and try to confirm 
the Pareto optimality in our market model by comparing the solutions with an 
analytic approaches, named fixed-point algorithm. 



2. WALRASIAN VIRTUAL MARKET 

There exists a market-oriented programming to construct a computational market (i. 
e. virtual market), which consists of several heterogeneous agents (Wellman, 1996) 
(Kaihara, 1999). Agent activities in terms of products required and supplied are 
defined so as to reduce an agent’s decision problem to evaluate the tradeoffs of 
acquiring different products in the market-oriented programming. These tradeoffs 
are represented in terms of market prices, which define common scale of value 
across the various products. The problem for designers of computational markets is 
to specify the mechanism by which agent interactions determine prices. 

Market-oriented programming is the general approach of deriving solutions 
to distributed resource allocation problems by computing the competitive 
equilibrium of an artificial economy. It involves an iterative adjustment of prices 
based on the reactions of the agent in the market. General concept of the negotiation 
mechanism in market-oriented programming is shown in Eigure 1. Definitions of the 
virtual market are based on general equilibrium concept in perfect competitive 
market, and that means it satisfies a necessary condition of Walrasian type virtual 
market. 

Supply / demand functions represent agent’s willingness to sell / buy 
resources, respectively. They are defined as the relationship between price and 
quantity of the trading resource. Let Pt(s) be the price of resource s at time t. aims 
and PitlS represent the supply function of supplier m on resource s at time t and the 
demand function of demander n on resource s at time t, respectively. The bidding 
mechanism computes an equilibrium price in each separate market. It involves an 
iterative adjustment of prices based on reactions of agents in the market. Agent s 
submits supply and demand functions (aims and fiins) and the auction adjusts 
individual prices to clear, rather than adjusting the entire price vector by some 
increment. The mechanism associates an auction with each distinct resource. Agents 
act in the market by submitting bids to auctions. In this paper bids specify a 
correspondence between prices and quantities of the resource that the agent offers to 
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demand or supply as a basic study. Given bids from all interested agents, the auction 
derives a market-clearing price. 



Market mechanism in 5 
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Figure 1 Negotiation mechanism 
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3. AGENT DEFINITIONS 

We describe consumers (i.e. demanders) as c„ (m = 1,2 M), and producers (i.e. 

supplier) as s„ (« = 1,2 N). The number of kind of goods is assumed as I in our 

Walrasian VM. 



3.1 Demand agent (Consumer agent) 



3.1.1 Demand utility 

Suppose demand agent c„ has utility function u'* , which is described with in 
equation (1). In this equation represents the demand quantity for resource i: 

I 






(=1 



u " = a 



( 1 ) 
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where ^ =1 (0 < ) 

/-I 

In this paper we adopt Cobb-Douglas function (Kreps 1990) as a demand 
function described in equation (1), because the Cobb-Douglas function is one of the 
primitive functions in microeconomics, which handles economical scale in the 
market by index constant b. 

3.1.2 Budget 

Budget of demand agent Cm is formulated by initial quantity of resource (i): > and 

their price: p as follows: 

/ 

B"" -vr"" ( 2 ) 

/=! 

In this equation represents supplier’s profit, which suppliers return to 
demanders under zero -profit conditions in the general equilibrium theory. 

3.1.3 Bidding functions 

Demand agents send their bid to their target resources in the market, and the bid is 
formulated as demand function. The function is obtained as the optimal solution as 
maximising problem of equation (1) under the constraints described in (2). The 
following demand function is calculated by Lagrange’s method of (indeterminate) 
multiplier in this research. 

UC„ 

= (/ = !,...,/) ( 3 ) 

Pi 

We assume demander c« supplies all the initial resources into the market 
according to the principle of microeconomics, and demander’ s supply function of 
resource j is defined as follows: 

y‘j” = e;- (4) 

3.2 Supply agent (Producer agent) 

3.2.1 Production function 

As described in demand agent definitions, Cobb-Douglas function is basic functions 
which handles economical scale in the market easily. In micro-economics 
production function is assumed to be convex function, and that means market prices 
are established at a predictable level in the general equilibrium theory in convex 
shape production function. 

We also formulate production function of supply agent s„ to resource j as Cobb- 
Douglas function to satisfy the assumption, shown as equation (5). Cobb-Douglas 
function is defined as a convex function in 0< P <1 in this equation. 

y]" = a*' (0 < a’' ,0 < < 1) (5) 

3.2.2 Profit 

According to microeconomics assumption, supply agents have no initial resources. 
They can earn their profit ,f'-hy producing value added resources from purchased 

resources. The profit function is defined as follows: 
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n ■ = p.yf - p.xr 



( 6 ) 



3.2.3 Bidding functions 

Supply agents send supply functions to production resources, and demand functions 
to purchase resources, respectively. They maximise their profit by solving 
maximising problem of equation (6) under the constraint in equation (5). We also 
solve the problem by Lagrange’ s method of multiplier in this research, and obtain 
the following demand function and supply function in equation (7) and (8), 
respectively: 



= ( 



P, 









(7) 



yHPj) = i 



pf" 






( 8 ) 



4. ANALYTIC APPROACH 

We demonstrate the proposed algorithm successfully calculates Pareto optimal 
solutions by comparing VM solutions with an analytic approaches, named fixed- 
point algorithm. We will explain this analytic approach briefly below. 

Scarf showed that how to compute an approximate Walras equilibrium and 
proposed a general algorithm for the calculation of a fixed point of a correspondence 
(Scarf, 1973). This algorithm, named Scarf’s algorithm, has been surprisingly 
efficient to find a general equilibrium that was guaranteed to converge, though does 
not permit a gradual improvement in the degree of approximation of the solution. 

The Scarf’s algorithm applies a procedure to the problem of computing a fixed 
point of mapping of the unit simples into itself, a mapping whose existence is 
established by fixed point theorem. In using Scarf’s algorithm to find such a fixed 
point, the unit simplex is divided into a finite number of smaller simplices, each 
defined by I vertices that are each associated with a label. Each vertex is labelled 
with the index number of goods, which has the maximum value in market excess 
demand. The market excess demand of goods i at the vertex is defined as the next 
equation: 

M N M N 

Ei = (I + Z ) - (Z T/’ + Z 

w=l n=I m=l w=l 

The algorithm operates by moving through adjacent simplices, deleting and 
adding vertices. The starting point and each continuation step in the algorithm are 
such that, prior to finding an approximate equilibria, the algorithm always considers 
simplices whose verticles have all but one label present, with one label appearing as 
a duplicate. The procedure involves deleting a vertex with a duplicate label and 
replacing it with a new vertex, and it then moves to an adjacent simplex. Because of 
the finiteness of the number of simplices, and the inability to terminate the 
procedure other than at a close approximation to an equilibrium, the procedure is 
guaranteed to find an approximation to an equilibrium. 
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5. EXPERIMENTAL RESULTS 



Experimental 2-producer-2-consumer market is illustrated in Figure 2. In this market 
2 kinds of goods, goods 1 and goods 2, are also traded. 

Experimental values of each parameter (i.e. initial value set) in the model are 
shown in Table 1 (consumer agent) and Table 2 (producer agent). Consumer agents 
send their bids as supply & demand functions to both the goods homogeneously. 
Producer agents send their demand & supply function to goods 1 & goods 2, 
respectively. That means they both produce goods 2 from goods 1 in this market. 



Table 1 Parameter of consumer agent 



Agent 


Utility function( u‘") 


Initial endowment 


Initial 

utility 


1 




(30.0, 10.0) 


13.90 


2 




(20.0, 40.0) 


28.28 



Table 2 Parameter of producer agent 



Agent 


Input 


Output 


Production function 


1 


goods 1 






2 


goods 1 







Simulation results on price and trade changes of each goods in the Walrasian VM 
are shown in Figure 3, and 4, respectively. In this model we obtained equilibrium 

A A ^ \ 

price vector P — \P\,P 2 ) as follows: 

Equilibrium price vector p = (0.95673,0.98543) 

Normalised equilibrium price vector p = (0.49261,0.50739) 

And final resource allocation in consumer agent and producer agent are shown in 
table 3 and 4, respectively. 



Table 3 Resource allocation in model 3 



Agent 




Consumption (x,*^" , Xj” ) 


Utility 


Cl 




(12.67, 28.69) 


22.45 


Cl 




(31.56, 30.64) 


31.10 


Table 4 Resource allocation in model 3 




Agent 


Consumption Production 


Profit 






3.39 4.70 


1.39 




^2 


2.39 4.63 


2.28 



•upply&d«mand curve 

— » supply curve 

— demand curve 

consumer producer 




Figure 2 - 2-producer-2-consumer market 
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It is observed that the total consumer’s utility is increased in table 7 compared with 
table 2, because the producer’s profit is returned to consumer agents in this market 
under the zero-profit conditions in the general equilibrium theory. The utility of 
agent Cl is increased by 17.2 % especially. That is because of the agent’s preference 
to goods 2 as well as the zero-profit conditions. In this market all the producer 
agents supply goods 2, and that increases the utility of agent Ci. On the other hand, 
the utility of agent Ci is shghdy decreased, because it becomes slightly difficult to 
get both goods due to the stronger supply flow from producer agents to agent Cj. 

We applied fixed point algorithm in this market model to confirm Pareto 
optimality of the VM solutions. We calculated a fixed point of mapping of the unit 
simples into itself, a mapping whose existence is established by fixed point theorem. 
In using Scarf’s algorithm to find such a fixed point, the unit simplex is divided into 
a finite number of smaller simplices (i.e. grid size). In this paper the grid size is set 
to 100,000 for the precise comparison. 

1.01 



0«B 
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Figure 3 Price convergence 
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Figure 4 Trade convergence 
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We obtained equilibrium price vector P = CPx,Pi) by the fixed point algorithm as 
follows: 

Equilibrium price vector p = (0.49262,0.50739) 

It is obvious that the equilibrium price set obtained by Walrasian VM is almost 
equivalent to the one from the fixed point algorithm, and that means VM solutions 
have been confirmed to be converged into Pareto optimal. The small difference is 
caused by the grid size of the fixed point algorithm. 

We compared the calculation time between VM approach and fixed point 
algorithm. CPU consumption time (second) for each approach in this market model 
is as follows: 

VM : 0.0017 Fixed point algorithm: 12.025 

VM approach is obviously more than 7,000 times as fast as the analytic approach 
in this model. It has also been proved that the proposed VM based approach is much 
more practical in terms of calculation time to obtain Pareto optimal solutions in 
resource allocation problems. 

By the computer simulation, we have confirmed that Walrasian VM takes 
advantage of the market analogy into resource allocation problem, and that leads to 
effective search of Pareto optimal solution for supply chain management. 



5. CONCLUSIONS 

We newly proposed a Walrasian Virtual Market (VM) approach for VE in this paper. 
Firstly we mentioned our general concept to apply VM into negotiation malgorithm 
for VE, and explained general idea of Walrasian market model in economics. Then 
one of multi-agent programming, named market-oriented programming, was focused 
and explained its negotiation process in the Walrasian market. After a brief 
explanation of several analytical approaches, we defined agent behaviour based on 
Walrasian market-oriented programming. As a basic study, we analysed its Pareto 
optimality by computer simulation experiments, and it has been confirmed that our 
approach is efficient both in Pareto optimality and calculation performance. 
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e-HUBs (URLl) is an ongoing research project partly funded by the 
European Commission, aiming to develop a web hosted e-engineering service 
(or “e-Hub’j which is able to facilitate the outsourcing of engineering 
services. A key issue for the success of the e-Hub is how to build a secured 
and reliable On-line Contracting System” (OCS). To build such an OCS, this 
paper studies several important aspects related to the legal and contractual 
issues in e-Hubs, which include: 1) how legal and contractual issues are 
addressed in general business e-hubs; 2) what are the requirements for the 
design of e-engineering OCS; and importantly 3) what could be learned from 
the OCS developed in the eLEGAL project. 



1. INTRODUCTION 

The emergence of e-Hubs is expected to change the traditional approach towards 
marketing, business transaction and collaboration among clients and engineering 
providers. To ensure the success of transactions, e-Hubs must make devote 
considerable efforts to contracting services, legal supports and system security so 
that users are confident about the new approach of working which could lead to 
more trust and hence improved business relationships. To build OCSs, a deep 
analysis of specific contents of current contracts is required as well as an analysis of 
the procedures that are used to generate them. Conditions in contracts related to the 
use of e-Hubs, a conceptual framework for contract practice, the specific contents 
and subject of the contract, the contracting environment and supporting legal 
systems need to be carefully studied in order to select a suitable and effective 
conceptual representation. 

As a dedicated service within the larger Business to Business (B2B) arena, the e- 
engineering Hub is designed to facilitate the outsourcing of engineering services. Its 
services cover not only partner finding, portfolio and profile tracking, business 
transaction fulfilment, collaboration management, but also collaborative project 
definition and planning. An important element with the latter contract negotiation is 
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based on the collaborative work plan. The contractual issues involved in the 
engineering outsourcing process are much more complex than those involved in 
general business services. The design of an e-engineering OCS has to deal with all 
the engineering issues that may create a liability. This is particularly true in the 
construction industry where contractual practices still follow the traditional methods 
to achieve legal admissibility of business contracts. This paper presents part of the 
research work for the development of e-engineering OCS for the e-HUBs project. 



2. LEGAL AND CONTRACTUAL ISSUES IN E-HUBS 

e-Hubs are neutral Internet-based intermediaries that focus on specific industry 
verticals or specific business processes, host electronic marketplaces, and use 
various market-making mechanisms to mediate any-to-any transactions among 
businesses. e-Hubs create value by aggregating buyers and sellers, creating 
marketplace liquidity, and reducing transaction costs (Kaplan and Sawhney, 1999). 
Three closely-related issues (i.e. system security, legal system and contractual 
issues) are crucial to secure the above services. The solution to these issues is a 
balance of legal, contract, management and supporting technology. 

2.1 Legal Systems 

Most e-Hubs will point users to the legal system adopted for the service and force 
them to knowingly accept it, particularly those important clauses, when they register 
in the system Normally the terms and conditions of use also specify the contractual 
conditions, responsibilities and relationships between users, and users with e-Hubs. 
The Legal system is expressed either in the form of general terms and conditions or 
particular legal statements. Below are two examples: 

SESAMi (URL2), as a typical business e-Hub, offers two kinds of service: e- 
procurement and e-auction. The legal system is explained in the SESAMi General 
Terms and Conditions including: definitions, trade rules, venue for trading, 
acceptance of terms and conditions, software licence, services scope, fees and 
charges, compliance with laws, warranties, limited warranty and disclaimer, 
limitation and exclusion of liability, indemnification, termination, copyright, 
trademarks, confidentiality, data protection, registration information, delay or force 
majeure, disputes, assignment, and notices. These clauses basically address users’ 
right and responsibility and rules conducting business in the e-Hub based on the 
related law systems. 

Covisint (URL3) is another e-Hub which provides some more general business 
services such as collaboration, procurement, supply chain, quality assurance, and 
portal. Besides the general legal terms and privacy statements, Covisint particularly 
develops Antitrust Compliance Policies and enforces it to its users. As it is not 
always easy to draw sharp lines between what is and what is not an antitrust 
violation, these policies contain practical instructions that are more rigorous than the 
requirements of general Antitrust Acts (e.g. Sherman Act, Clayton Act, Robinson- 
Patman Act, Eederal Trade Commission Act). Based on the services provided, these 
policies address the contract legal problems in two different situations (URL4): 
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• Agreements among competitors: The policies are developed to minimize the risk 
that an entirely legal conduct will, however unintentionally, veer into a dangerous 
area or later appear to have done so. Some unlawful contracting approaches among 
competitors (e.g. price fixing, market allocation, and group boycotts) are illustrated 
to address the serious antitrust issues which could arise. Particular guidelines are 
given to prevent these unlawful agreements. 

• Agreements with suppliers and customers (“Vertical” Agreements): Unlike 
agreements among competitors, “vertical” agreements with suppliers and customers 
usually are legal unless some anticompetitive effect can be demonstrated. They are 
also far more likely to be embodied in specific contracts, rather than inferred from 
discussions, so there is less risk that ambiguous conduct will be misunderstood. 
Some of the “vertical” agreements which can raise legal questions are addressed in 
the policy such as exclusive dealing, requirement contracts, preferential treatment, 
tying arrangements, or resale price restrictions. 

In legal issues, both “substance” and “form” are important. Ultimately, what is 
most crucial is the substance of the contract. For example, one cannot avoid the 
antitrust laws by announcing that the negotiation purpose is to discuss a legitimate 
item when the substance of the conversation deals with an unlawful exchange of 
information. Similarly, depending on the circumstances, an agreement that on its 
face states that it is “non-exclusive” could be viewed as an exclusive arrangement if 
in fact the parties have reached an understanding, notwithstanding the written 
document, to deal with each other on an exclusive basis. “Form” and “semantics” 
also are important, however. On-line discussion, memoranda, e-mail and modified 
contract often contain information that is carelessly written and may create 
erroneous impressions about the conduct of the parties, their intentions, or their 
ability to achieve certain goals. Such documents may raise legal problems later. 

2.3 Contracts 

Two kinds of contracts are generally signed through e-FIubs: contracts built through 
tendering between or among competitors, and contracts signed through negotiation 
between or among providers and customers. 

The first kind of contract is normally built through auction or tendering, the 
contracts built in such cases contain two major components: 1) the general contract 
clauses which are clearly explained before users start tendering. This section forms 
the essential conditions and requirements of the contract. Users have to accept them 
as a condition of tender; and 2) the item to be auctioned. This section includes the 
detailed descriptions of the bidding items including product model, features, 
description, photo, the final price bided by the buyer, and payment and delivery 
approach agreed by both parties. 

A typical e-Hub which adopts such kind of contracting system is eBay. As the 
most popular business e-Hub, eBay provides a three-step shopping approach: 1) find 
the right item; 2) check the related information and bid it; and 3) pay the winning 
item. eBay provides a serial of standard contract clauses, it is the users’ 
responsibility to understand the legal and contractual terms before they make a bid. 
Once a buyer wins an item, s\he is naturally bounded with the seller by the contract 
based on: 1) the pre-contract conditions stated by eBay, 2) all the information listed 
by the seller to describe the item, 3) the winning price, and 4) the payment and 
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delivery approach negotiated and agreed by both parties. To secure the fulfillment of 
the contract, eBay also provides some additional services such as reliable payment 
and delivery approaches, third party Dispute Resolution services, dedicated Trust 
and Safety Team, or Buyer Protection Programme. 

The second kind of contract is normally formed through negotiations between or 
among providers and customers in complex situations such as outsourcing of 
services, procurement of large goods or collaboration among partners in a virtual 
enterprise. Users in this case are normally enterprises rather than individuals. 
Negotiation is the key of this approach. It starts with initial contract templates 
provided by e-Hubs or recommended by users. Based on the contract templates, 
customers and providers negotiate the details of the contract, which normally covers 
the details of services or goods and the contract clauses. Depending on the content 
of services or goods to be purchased, most of the B2B e-Hubs only allow users to 
negotiate a few key items of contract while others following the standard clauses 
required by e-Hubs. 

Unlike contracting among competitors, this approach requires a much clearer 
expression about contract clauses and responsibilities due to the complex contracting 
issues involved (e.g. the OCS in the e-engineering Hub); it also requires the users to 
have good control of the contract content, format, authority and security. Given its 
importance for industries, this contracting approach has been a research focus in 
recent years. One example is the eLEGAL project (URLS), which develops such an 
OCSs with great potential to be used in engineering outsourcing fields. 



3. THE E-ENGINEERING HUB 

The e-HUBs project aims to develop a universal e-engineering Hub, which provides 
an innovative approach to facilitating collaboration between different users by 
offering transparent templates that enable the collaborative generation of a complete 
set of “project work statements”. It extends the capabilities of its business clients 
with extended engineering resources by providing brokerage of complementary 
engineering services delivered by engineering service providers (ESP). 

3.1 Functional Architecture 

A particular functional architecture has been developed for the e-engineering Hub, 
on which users can define and negotiate project work statements and contract. The 
functional architecture can be summarized as follows: 

• Essentially, the e-Hub workspace will be a generic negotiation platform allowing 
users to define, plan and negotiate various engineering and contractual issues during 
project preparation stage. 

• To facilitate project planning, a meta workflow, developed based on the generic 
project planning process, is embedded in the e-Hub workspace as a generic project 
planning template. This workflow will guide users to define project plan details. At 
a high level, it specifies project definition process as briefing project charter, 
clarifying scope statement, and defining execution plan (PMBOK, 2000). Various 
essential project planning issues are covered in the execution plan workflow such as 
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project schedule, quality plan, risk plan, communication protocol, change 
management protocol, and resource plan; each guided by a sub-workflow. 

• Besides the generic PPP workflow, various document templates for each of the 
project planning issues are also developed and embedded in the e-Hub. These 
templates cover all the key elements which every project plan should cover; these 
are also the basis for the development of the sub-workflows. 

• Guided by the PPP workflow, various collaborative work statements will be 
defined through the e-Hub. Depending on each particular project, the work plan 
could be project deliverables or a meta workflow. If users are concerned about the 
details of project report, design, technical specifications or prototype, the plan will 
be work statements about these project deliverables. In other cases, if project 
execution process is the top concern, the work plan will be best presented by a meta 
workflow which addresses project activities, relationship, attributes, and schedule. 

3.2 Contracting in the e-Hub 

Based on the defined work plan, the e-Hub further facilitates the contract negotiation 
between the Client and the ESP. To facilitate contract negotiation, the e-Hub 
contains various contract templates covering different situations which users may 
encounter. Users can negotiate and specify the details of the contract and legal 
issues. All the related project planning diagrams and reports can be linked or 
integrated into the Conditions of Contract. The e-Hub platform will also ensure the 
security of the contract negotiation platform and the contract signed by users. The 
contract negotiation is mainly concerned with two aspects: 

• Negotiate agreement: The agreement covers the key features of the contract to 
be signed between the Client and the ESP including the general work description, 
activities to perform, expected outcome, overall contract value, project schedule and 
milestones, payment terms and applicable laws. The e-Hub provides a number of 
agreement templates to suit different application situations. 

• Negotiate Conditions of Contract: The Conditions of Contract further specify the 
contract, particularly the complex details. The Conditions of Contract include issues 
such as general responsibilities and authorities, legal framework, claims and dispute 
resolution, collaboration supports, quality planning, risk management, and technical 
specification. Similarly, the e-Hub provides several standard Conditions of Contract 
commonly adopted in industries. Users can select and modify the clauses in the 
standard Conditions of Contract according to the particular project requirements, or 
they can create new clauses for this contract. 

Many issues need to be addressed to design such an OCS for the e-engineering 
Hub, such as the expression of contract content (which determines the generic 
contract templates), data control and storage, security, general legal issues, contract 
execution and technology used to develop the CXIS. 



4 SOLUTIONS PROVIDED BY THE ELEGAL’S OCS 

The eLEGAL project explores the contractual and legal issues for the use of ICT in 
the constmction industry. Based on the investigation, this project develops an OCS 
for the use of ICT in project based businesses to reap significant benefits for the 
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industry, both in pure financial terms and the access, control and quality of 
information. The architecture and technology adopted by the OCS could be referred 
for the development of the e-engineering Hub contracting system. 

4.1 Contracts Representation in eLEGAL 

Contractual practice concerns the definition of contractual elements and the 
consequences. Building OCSs requires a good analysis on both aspects. In order to 
confer an added value to OCSs, an integration of definitions concerning contractual 
elements with the consequences has to be merged into a common contract model. 
This model needs to be specified then by an appropriate meta-language such as 
XML (Extensible Markup Language) or by one of its business oriented ‘dialect’ 
such as ebXML (Electronic Business using extensible Markup Language). This 
leads to the problem of data and knowledge representation that should be orthogonal 
to the logic layering of OCS software. In fact, concurrency control (low layer), 
collaborative editing (intermediate layer) and validation of contracts (high layer) 
should be implemented regardless the way in which a contract and its elements are 
modelled. 

Typical contractual elements in the construction industry (as well as in the e- 
engineering Hub) are clauses i.e. requirements that define the general conditions of 
business and the contractual context. They may also contain specific agreements 
between contracting parties that refer to the current contracting situation and subject. 
Eigure 1 shows a possible XML formalization of clauses, which can be composed of 
several internal or external clauses. In the same way, each internal clause can 
include sub clauses, general related elements or raw text data, the optional XML 
attribute e-Clause_ previously specified, and so forth. It is desirable and likely that 
tools for supporting collaborative editing would be realized without anchoring users 
to a single definition of clauses, but offering them a wide range of available 
templates for clauses and, in general, for each contractual element. 

Other recurrent elements are obligations that support the definition of the 
contract subject. They are supposed to provide a type system for obligations. 
Obligations are referenced by the contracting parties (who..._) and the workflow 

4.2 Transactional Storage for Contracts 

Besides the data and knowledge representation of contracts discussed above, this 
section further addresses the technological support for contracts basing the 
discussion on most promising ICT transactional technologies exposed in Merz et al. 
(2001a) and on the conceptual analysis proposed in Ingrassia et al. (2001). 

Eirst, OCSs should ensure the possibility of managing more than one version for 
the same contract. Such requirement arises, for example, when there are more than 
one user and the whole business contract must not be fully accessible to each user. 
Typically, in OCSs a user can be a contracting leader (responsible for setting new 
contract compounds, choosing contracting parties, submitting new contract versions, 
etc.), or a contracting party (able to access only a part of the whole contract, to 
change his preferences or public personal data, etc.), or an administrator (responsible 
for rendering new contract templates, configuring user permissions, registering new 
users, etc.). This leads to an overall system architecture in which there are several 




Electronic contracting in the e-engineering hub 



241 



client applications, each one logging a type of user belonging to the three ones 
earlier defined, and one logical server offering several types of services as 
negotiation, information and administration services. Such server is only logically 
one, meaning that there could be several physical servers in order to perform data 
reliability, load balancing and so forth. 




Figure 1 Possible definition of the XML ELEMENT Clauses 



On the Client side, the final user should be able to log in with a specified set of 
permissions, to manipulate and, in case, sign contracts. Performing a login the user 
is actually selecting one of the available roles (each one enabling a different set of 
permissions) as contracting leader or contracting party, predefined by the 
administrator. After login, the final user should read and modify contracts by using a 
contract editor. Typically, the contract editor runs locally downloading or uploading 
contract versions from the negotiation server. 

On the server side, three basic services should be offered. The business 
information service is required to support businesses evaluating potential 
contractors. In this regard, the European business register, a network for exchanging 
business information based on the concept of service broker system, is already 
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operative. The negotiation service should perform sub services as: submitting new 
versions from contracting leaders, decreeing the final agreement or disagreement, 
storing and retrieving contracts. 

A feasible solution may use the Java 2 Enterprise Edition platform and its 
components in order to store and retrieve contracts and their parties, to implement 
high-level transaction management and to ensure interoperability with sophisticated 
transaction resources. All these components are included into the web server as 
extensions. Eor instance, the current status of a contract may be embodied by an 
appropriate EJB Entity Bean. The XML version of the contract would be obtained as 
explicit output of the bean or as a native format of the data source itself. The latter 
solution would be feasible if an appropriate database technology with XML native 
support is used. A proper set of EJB Session Bean interfaces could be used as 
general entry point for submitting changes and additions to the contract model or to 
perform element retrieving operations on the contract itself (Merz et ah, 2001b). 

Einally, the administrative service is concerned with the set of operations the 
final user is enabled to perform in any context, new user registrations and user 
profile management. Role management is one of the features supported by J2EE 
compliant web application servers, although it is not a standardized but server 
specific capability. 



5. DISCUSSION AND FURTHER WORK 

The e-engineering Hub provides users with a unique workspace to conduct project 
planning and contract negotiation. Guided by generic project planning processes 
users are able to plan the details of the outsourced project collaboratively in the e- 
Hub platform. Based on the resulting project details, users may choose to proceed to 
negotiate the contract and conditions of contract in the e-Hub platform. This raises 
the need for an on-line contracting system which can deal with the complex issues in 
engineering outsourcing partnerships. 

By reviewing the related security, legal and contractual issues in general 
business e-hubs and studying the architecture and supporting technologies of the 
eLEGAL OCS, some of the major findings could be summarised as follows: 

• Security, legal and contractual issues are vital for the success ofe-Hubs. Various 
security procedures, legal systems and on-line contracting systems have been 
developed to ensure the smooth transaction conducted in B2B e-Hubs. These 
systems provide general references for the development of e-engineering OCS such 
as contracting procedures, trust building approaches, legal background and focuses, 
as well as general security procedure. However, even most of the matured OCSs in 
B2B Hubs are only designed to deal with product auction or tendering rather than 
complex engineering services. These OCSs are unable to cope with engineering 
services which often involve particular industrial problems and strong domain 
knowledge. 

• The eLEGAL project defines a framework for specifying legal conditions and 
contracts to enable a legally admissible use of ICT in construction. Based on their 
investigation, this project develops a particular OCS for project based business. The 
study of eLEGAL has addressed the following issues: industrial requirements for 
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legal support for ICTs in projects; the legal basis for contracts on ICT use; and tools 
for contract negotiation and authoring. This OCS is particularly meaningful for the 
e-engineering OCS in terms of the contract representation, control, collaborative 
edition, storage and security. In e-HUBs these aspects are being adapted to suit the 
e-engineering environment. 

Although the eLEGAL project provides a useful architecture and supporting 
technologies for the development of e-engineering OCS, there are a number of 
important issues to be further addressed: 

Contract content: the eLEGAL project was initiated to deal with the legal and 
contractual issues for the use ICT in construction. The contract clauses/templates 
stored in the eLEGAL OCS are particularly designed for the ICT legal and 
contractual issues. On the other hand, constraction contracts defined and negotiated 
in the e-Hub are dealing with engineering outsourcing issues which are much more 
complex than the ICT contractual issues. A simple contract may involve a number of 
documents such as agreement, conditions of contract, general specifications, 
particular specifications and drawings. To fully address these documents, the OCS 
should not only provide comprehensive engineering service contract templates, but 
also provide more functions in tracking and highlighting changes, difficulties and 
disagreements. 

Negotiation process: construction projects are characterized as complex and 
dynamic. Although most of construction contracts are negotiated and signed through 
face to face meeting, ambiguous contract clauses are still one of the major 
contributors to construction claims. Despite the great benefits brought by the e- 
engineering Hub, the on-line contract negotiation also brings drawbacks for the 
constraction contract negotiation. Extra noise will unavoidably appear during the 
on-line contract negotiation process. Problems which could be solved otherwise 
through face to face negotiation such as different understanding of the contract terms 
and clauses caused by different language, culture, expertise and background could 
be worse. Risks are particularly high if unclear or uncertain technical items are 
involved in the work plan. The responsibility for the unclear contract clauses signed 
through the e-Hub would lead to disputes during the project execution project. 
Therefore, the OCS needs to particularly address this point. 

Legal supports: Although constraction documents are very commonly 
exchanged using ICT, this practice is very seldom regulated by contractual clauses. 
Legal document validity and responsibility is entirely attributed to the signed paper 
copy. A survey performed in the eLEGAL partner’s countries revealed that although 
ICT document exchange has become part of the normal daily activity for most 
engineering companies, its legal and contractual regulation is not yet common 
practice. No comprehensive provision for ICT-based communication or contracting 
methods are addressed in constraction. This requires the addition of various legal 
support procedures for the successful application of the OCS. Lor example, 
following the potential claims caused by the OCS, disputes might be generated. The 
e-Hub should provide certain mediation approaches such as independent trusted 
third-party get involved to resolve the dispute. Unless the industrial users are 
confident on these issues, it would a major hurdle for the application of the e- 
engineering OCS. 
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Negotiation is a basic process for the enterprise activities. In this paper we 
study the problem of creating a tool that allows a manufacturing enterprise to 
integrate the negotiation related to the procurement process with the 
production planning, and stock processes. We formulate the procurement 
problem as a reverse combinatorial auction, and we provide a new 
mathematical formulation that considers procurement, production, and stock 
costs. 

The Combinatorial Auction approach well address the negotiation scenario in 
which the suppliers can exploit complementary properties (among the 
production parts) in order to define their offers. 

In this model the objective function is given by total costs due to the purchased 
quantity and typology of production parts, the stock levels, and the production 
variations with respect to the production plan. 

The winner combination produces new production plan for future periods. 
Therefore, the production requirement plan for the next periods, the stock 
levels, and the total costs will be affected. 

Information elaborated by the developed tool can be also used for procurement 
strategy. 

In this paper we show the architecture and the information exchange 
underlying the model. The model will be then validated by using a standard 
solver. 



1. INTRODUCTION 



The combination of different factors such as the reduction of the products life-cycle, 
the increasing products customization, the changes in the manufacturing technology. 
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the geographical spreading of partners and suppliers, have a great influence on the 
markets, by inducing new way of work of the industrial actors (M. Camarinha- 
Matos L., and H. Afsarmanesh 2003). These factors have induced collaboration 
practices that require the introduction of new organization paradigms such as 
Collaborative Networked Organizations (CNO), Virtual Enterprises / Virtual 
Organization (VEA^O), and Professional Virtual Communities (PVC). Nevertheless, 
the new collaborative forms of organization have generated an increasing 
complexity, due mainly to the idea of consider the production system, as a part of a 
complex, and dynamic supply chain. In way to deal with this new scenario, 
companies need the help of proper supply chain management tools able to consider 
information flow, and physical flow along all the chain in order to exploit the 
potential competitive advantage. In particular, supply chain oriented tools, should 
cover the critical area of the supply chain from the procurement phase, to the 
production phase, and finally to the delivery phase. On the other hand, the 
exploitation of these tools is legitimated just for a restricted class of enterprises. The 
medium, and small enterprises (SME) are often characterize by not having stable 
relationships with suppliers, thus they can not be able to exploit the competitive 
advantage by using specified tools, that are often too expensive. Dynamism in 
supply chains can be effectively managed using negotiation based tools (Talluri 
2002). 

In this paper, respect to the conventional SCOR (Supply-Chain Operation 
Reference-model) model, we propose a tool able to support SME in the negotiation 
phase at the base of the procurement process (Bolstorff, and Rosenbaum 2003). 

The main goal is to provide a tool able to take economical opportunities also in 
dynamic scenarios, typical of the SME. In fact, for this class of enterprises, the 
suppliers portfolio could change over time, either because not all the suppliers can 
fulfill the orders, and because the demand attributes could not met the supplier 
opportunities in terms, for instance, of delivery date, quantity or price. 

Once the tool will be defined, then it will be inserted in a negotiation platform. 
The purpose of this platform is to link information due to different decisional areas 
of the supply chain. In this way, the enterprise could generate “best” orders, while 
the suppliers could generate “best” proposals, increasing the performances of the 
whole system. In particular, we focus on the order generation considering that the 
enterprise can produce orders taking into account information of the production 
planning, and information due to the stock process. 

The auction model implemented is specialized for an enterprise that assemblies 
parts in order to obtain end products. The model integrates the procurement, the 
production, and the stock processes. The main advantage of using an auction model 
is due to the economical opportunities that these models give. 

In the experimental phase, same hypothesis are made by considering different 
typologies of suppliers. In fact in this work, we consider the suppliers divided into 
two different sets under their supplying power. In the former set, the suppliers bid 
exactly the quantity the buyer wants to acquire (exact suppliers), while in the latter 
one they bid for batches, allowing them to exploit possible scale economy (batch 
suppliers). Indeed, the developed tool is able to suggest the best supplier 
composition for procurement strategy. 

The paper is organized as follows. In Section 2, we describe the negotiation 
process. In Section 3, we briefly introduce the reader to the auction theory by 




Integrating procurement, production planning and inventory 



247 



emphasizing the combinatorial auction model. In Section 4, we describe the new 
auction model, and finally Section 5 is devoted to the experimental phase. 



2. THE NEGOTIATION RULES 

In this section we use the UML (Unified Modelling Language) diagrams in order to 
explain the sequence of action describing a negotiation process. Follow we show 
some of scenarios that a negotiation thread could produce. 

We consider two different typologies of actors: the buyer and the suppliers 
(typically more than one). The negotiation starts when the buyer triggers a call for 
offer (CFO) for a set of products based on its requirements. The suppliers can accept 
the call for offer specifications or they can change some negotiation parameters 
according to their information. The buyer can either accept the negotiation 
parameters variation, or can change them again. The negotiation process ends when 
the actors reach an agreement or when the buyer forces some of the parameters, in 
this way some of suppliers could be out of negotiation. 

If the buyers accepted the suppliers counter-offers, the agreement is formalized 
in a contract. 



Expired 



Start Avoid 




Figure 1 - State Chart Diagram of a contract. 



To best understand the negotiation process, we show in Figure 1 the UML 
Statechart Diagram of a contract definition in a general negotiation process. When 





248 



VIRTUAL ENTERPRISES AND COLLABORATIVE NETWORKS 



the buyer issue a CFO, the suppliers can make a counter-offer, opening a thread of 
negotiation. This thread consists of possible states described as follow. 

After the buyer issues a CFO, the negotiation between the buyer, and the supplier 
is called open. There are a number of negotiations open (i.e., threads) such is the 
number of suppliers that reply to the CFO. If the buyer accepts one of the suppliers 
reply, then the negotiation is called closed. Otherwise, from the state open is 
possible to reach the state negotiation avoid. If this situation occurs no counter 
proposal are accepted. 

The negotiation can be also in the state closed by condition. This means the 
buyer accepts one of the supplier counter-proposal, but the actual counter-proposal 
acceptance depends on another on going negotiation thread. In such situation two 
scenarios are possible: The negotiation ends, since the buyer concludes the 
negotiation at the higher level; the negotiation is in a waiting state, since it is not 
possible to notify the counter-proposal acceptance. In this situation the negotiation is 
considered as closed when the time of negotiation does not respect the time 
constraints. Then, the negotiation is called expired. 

Therefore in this paper we refer to a classical negotiation protocol. On the other 
hand we focus on design a negotiation tool able to formulate CFO that consider the 
procurement requirements, and include also information from the production, and 
from the stock processes. 

The main goal of this paper is to investigate which is the impact that the 
information flows have on the procurement process in terms of economical benefits 
and opportunities for the buyer. In Figure 2, we describe how the tool acts, outline 
the information, and material flows. 



I 

I 




Figure 1 - The information feedback on the procurement process. 



3. THE AUCTION MODEL 

Among the known negotiation protocols, in this paper we focus on the auction that 
is certainly one of the main mechanisms to coordinate actors in complex systems. 
For the purpose of this paper, it is useful to introduce the combinatorial auction 
models, where the actors involved in the auction process, bid on bundles of items 
that exhibit complementarily and substitutability. In fact, the auction models well 
represent the market scenario in which it is necessary to allocate discrete, and 
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complementary resource (i.e., goods) at different agents. In particular, we model the 
procurement process where there is a buyer who wants to obtain a set of goods at the 
lowest cost, and there is a set of suppliers (or sellers) who can provide these goods. 

In the literature, this specific auction model is also known as reverse 
combinatorial auction (see Sandholm et al. 2002), and it can handle two different 
cases. In the first one, the buyer requires only a single unit for each good, while in 
the second one the buyer requires multiple units for each good. In the next, we refer 
to the more general multiple unit case. 

Classical models, introduce a further actor, that is the auctioneer, that manages 
the auction process. Without loss of generality, we do not consider the auctioneer by 
supposing that the buyer triggers a CFO for a set of goods directly to the suppliers. 

The classical reverse combinatorial auction model has the goal of minimize the 
buyer’s cost function subject to it obtains at least the goods it requires. This can be 
formalise by considering a set of n suppliers, and by introducing the decisional 
variable Xj equals to 1 if supplier j belongs to the winner combination, and 0 
otherwise. Given pj as the bid price of supplier j, the objective function is defined as 
follows: 

n 

mnY^Pj-Xj 



3.1 The auction model extension 

In this paper, we suggest to the enterprise the exploitation of new procurement tool 
based on a well know coordination mechanism, that is combinatorial auction. 
Respect to the classical works concerning this thread of research (e.g. Sandholm 
(2000), Sandholm and Suri (2000)), we rather than provide new resolution 
algorithms, we propose a specialized model formulation able to integrate also 
information from the production, and from the stock processes. 

In particular, the tool well manages the scenario in which there is a buyer that 
requires different sub-products (e.g. items) that need to be assembly in order to 
obtain the end products. In this setting, the buyer needs to use a tool able to pick the 
economical opportunities due to the items complementarity. 

By introducing the decisional variable Xj equals to 1 if the supplier j belongs to 
the winner combination, and 0 otherwise. The objective function can be defined as 
follows: 

" I " 1 1 

min 

>1 MM M/M 

As we can see, the objective function refers to the cost minimization, given by 
the sum of three terms. In the formulation index j refers to the suppliers, h defines 
the time period, i identifies the item or sub-product, while p concerns the end 
product. 

The first term consists in the cost due to the winner combination, as is in the 
classical combinatorial auction model, where pj represents supplier j bid price. 
Second term refers to the new production allocation respect to the production 
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planning. In particular, at each period h+1 the model considers the availability 
item i, Dfn-i i defined as follow: 









of 



is given by the availability in the previous period h (i.e., the entry 
quantity ^ 4 /,,/ of item i at period h (i.e., the planned quantity), the entry quantity dh,i of 
item i at period h dues to the combinatorial auction procurement tool, and the 
requirement Fh i of item i. The difference between the availability Dhj, and the 
requirement Fhj of item i at period h, represents the variance Then, in the cost 
function, we weigh this variance value by introducing the cost value per unit C/. 
Latest term represents the variance value SCp^h dues to difference between the 
relocated production Qi,p of the end product p, and the production planned P/^p. As 
seen before, we weight the variance SCph by introducing the cost value per unit Cp. 

Referring to the second term, the model considers warehousing constraints that 
restrict the quantities Ah,i, and O/,,/ that can be received at period h. On the other hand, 
production capacity constraints force the allowable production quantities. 

Following section explains the results from the experimental phase. 



4. EXPERIMENTAL RESULTS 

The main goal of this section is to identify the potentiality, and the possible 
application fields of the auction model analysed in this paper. 

Next, we introduce the hypothesis: 

■ We suppose the assembly process needs 1 working day. 

• We consider the demand increment at period h of 10%. 

■ The bid prices are random value uniform distributed in [1, 10], and they are 
generated by taking into account that given a possible goods composition, the 
price has to be higher for the exact suppliers respect to the batch ones, since 
we suppose the exact suppliers, by having a more flexible system for provide 
goods, support higher costs respect the batch suppliers. 

■ The suppliers composition always fulfil buyer’s orders. 

■ The auction model is used to face positive demand picks. 

In the experiment phase we consider different scenarios in which we change the 
C/, and Cp values. The goal is to identify which scenario allows the buyer to obtain 
economical opportunity from the demand increment by using the auction model. 
Moreover, whenever it is convenient to use the auction model, we identify the 
suppliers composition with respect to the sets identified previously. 

Some preliminary considerations have to be done in relation to the cost value 
significance. Higher values for C) mean the stock costs have an huge contribution, 
and this, for instance, can be the situation in which goods are subject to quick 
obsolescence. Higher values for Cp mean the enterprise is less flexible, and can not 
be convenient to meet the demand increment. 
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Therefore, we analyse 4 different scenarios in which C/, and Cp assume Low (L), 
and High (H) values. For each scenario, we generate randomly 10 different instances 
considering 20 items that have to be assembled, and 10 periods. 

In the Table 1, we summarize the results by underlining for each scenario the 
percentage of times in which the buyer uses the auction, and if it exploits the auction 
which is the combination of suppliers respect the exact, and batch suppliers. In each 
cell, we introduce two pie charts. The one on the left identify the percentage of times 
in which the buyer uses the auction model (the portion in grey). Clearly, the white 
portion represents the percentage in which he/she does not use the auction model. 
The little pie charts at the right identify the suppliers composition. 



Table 1: Scenario comparison. 





L 
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* Batch Suppliers 

□ Exact Suppliers 



Although our investigations have clearly not been exhaustive, it is already 
apparent that the correct sizing of the stock, and production costs have a great 
influence on the performance of the tool based on the inverse combinatorial auction 
model. On the other hand, the tool can be very easily adapted to a specific 
productive environment. 



5. CONCLUSIONS 

In this paper, we provide a new combinatorial auction model able to manage the 
procurement process for an assembly based production system. In the model the 
objective function is given by the minimization of total costs due to the purchased 
quantity of production parts, the stock levels and the production variations with 
respect to the production plan. We analyse different scenario underling the strong 
influence of the production, and stock costs on the model performances. 
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In the future, we plan to upgrade the tool by integrating it on a negotiation 
platform and by testing it on different industrial context. 



6. REFERENCES 

1. BolstorffP., R. Rosenbaum. Supply Chain Excellence: A Handbook for Dramatic Improvement Using 

the SCOR Model. AMACOM editor 2003. 

2. Camarinha-Matos L.M., and H. Afsarmanesh. A Roadmap For Strategic Research On Virtual 

Organizations. Proceedings of 4th IFIP Working Conference on Virtual Enterprise PRO-VE’03 
2003, Processes and Foundations for Virtual Organizations, Kluwer Academic Publishers, 3346. 
3.Sandholm, T. Approaches to winner determination in combinatorial auctions. Elsevier Decision 
Support System 2000, 28, 165-176. 

4. Sandholm, T., and S. Suri. Improved Algorithms for Optimal Winner Determination in Comhinatorial 

Auctions and Generalizations. In: Proc. ofNational Conference on Artificial Intelligence 2000, 90- 
97. 

5. Sandholm, T., S. Suri, A. Gilpin, and D. Levine. Winner Determination in Combinatorial Auction 

Generalizations. In: Proc. of the First International Conference on Autonomous Agents and Multi- 
Agent Systems 2002. 

6. Talluri S. A buyer-seller game model for selection and negotiation of purchasing bids. European 

Journal of Operational Research 2002, 143. 171-180 




PART 1 0 

VE/VO MANAGEMENT 




CHALLENGES IN THE MANAGEMENT 
OF VIRTUAL ORGANIZATIONS 



27 



Iris Karvonen, Kim Jansson, liro Salkari, Martin Ollus 
VTTIndustrial Systems, Iris. Karvonen®. vtt. fi, Kim.Jansson&.vtt.fi. 

liro. SalkarKa). vtt. fi, Martin. Ollus&.vtt.fi 

FINLAND 



Virtual organizations (VOs) are considered to be an answer to tightening 
requirements of cost-effectiveness, time and quality, especially in a global 
environment. In addition, it is expected that collaboration within VOs 
contributes to flexibility, agility, customer orientation and decrease of risks. 
However, these objectives are not achieved automatically. The management of 
independent entities with individual, sometimes even contradictory, aims is a 
difficult task containing uncertainty. The Inter-organizational distribution of 
processes and activities may lead to high coordination costs, delays in 
deliveries, quality problems, information leaks and loss of knowledge. To 
prevent the problems, proactive VO management is needed. The paper 
discusses the challenges for the development of proactive management. The 
main experience behind the paper comes from the one-of-a-kind 
manufacturing. 



1. INTRODUCTION 

The aim of this paper is to discuss challenges related to the management of Virtual 
Organizations (VO) and to identify further research needs in the area. The paper 
relies on definitions related to VOs agreed in the VOSTER-project (VOSTER, 
2004), which was a cluster project aggregating together the concepts and experience 
from mainly European research in the field. Although different terms still exist in 
parallel, there is a common view that the inter-enterprise organizational forms can he 
described hy using two different concepts: 

Network / Source network / Support Network/ Breeding environment (BE) 
is a more stationary, though not static, group of organizational entities which 
have developed a preparedness for the creation of a temporary Virtual 
organization (VO) or Virtual Enterprise (VE) as there is a need for a value 
adding task, for example a product or a service to a customer. 

The description is applicable also for inter-enterprise collaboration in one-of-a- 
kind manufacturing, which is the main base for this paper. In this field, also called 
“project industry”, a temporary endeavor, “a project”, is undertaken to create a 
unique product or service (PMBOK, 1996). In project industry co-operation between 
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enterprises is a longer tradition than the terms “networking” or “VO”. The 
requirement for co-operation comes from the nature of one-of-a-kind products. 
Typically the products are unique, complex and large systems, such as industrial 
plants, large machines or buildings. No company alone is able to deliver them. 
Different kinds of resources, competences and knowledge are needed to design, 
market, sell, engineer, manufacture and support the product. Variations in the 
product scope and configuration lead to variations of the resource, competence and 
knowledge needs in different deliveries. The temporary nature of deliveries and 
unstable demand also create instability in the demand of resources and knowledge. 

In the global world-wide competition networking has become a strategic issue 
for one-of-a-kind industry. Taking advantage of the advances in the information and 
communication technologies, enterprises are increasingly operating in cooperative 
networked environments. Companies need to develop their capabilities to co-operate 
efficiently despite of their different infrastructures, business cultures, organizational 
forms, languages, and legal and fiscal systems. The business networks themselves 
are dynamic and constantly changing. 

The paper considers first the objectives of different organizational entities in the 
context of VOs. VO management challenges are discussed from different 
viewpoints. As the problems of VOs cannot be solved by pure reactive management 
in the VO, proactive management and preparation in the network is needed. As a 
conclusion further research themes for VO management are proposed. 



2. OBJECTIVES OF COMPANIES, NETWORKS AND VOS 

In a network each enterprise focuses on its core competence and uses the resources 
of other enterprises for other tasks, usually based on a long-term relationship. This 
approach is expected to make the operations more efficient both in proportion to 
costs and time (scale of economy) and to contribute to knowledge accumulation. 
Other frequently presented business rationale are e.g. customer orientation, 
flexibility, agility and decrease of risks. The term “breeding environment” used for 
the network expresses the idea of creating an environment, where organizations can 
develop, acquire knowledge and potentially grow in a co-operation (VOSTER, 
2004). 

However, the objectives of the companies participating in a network are not 
identical. There are always multiple objectives, part of which may be contradicting. 
This is the case already inside one organisation, where the objectives of different 
sectors or departments may be different. In addition short-term and long-term 
objectives may be conflicting. Though in an ideal network or VO the partners’ 
objectives are inline with each other, in practice the situation is seldom as simple. 
Typically the view of the network or VO manager is different from the view of a 
partner. Though all the partners are affected by partly the same objectives, the 
importance of them is not the same for each organisation. One reason may be that an 
organisation participates simultaneously in several networks. 

The long-term objectives of a company typically aim for its viability. The 
company wants success not only today but also in the future. In addition to 
profitability of a delivery, customer satisfaction, successful references and 
continuous product development are necessary. Maintaining profitability requires 
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the tuning of the delivery and manufacturing processes, co-operation networks, 
knowledge accumulation and investment risks. 

The success of a VO can be considered to be consistent with the objectives of the 
network or VO manager. To be successfnl each customer project must take care of: 

- the management of costs. In most cases this means keeping the costs within the 
budget, 

- keeping due dates, that is, making the delivery to the customer within the 
schedule, 

- fulfilling the customer requirements (qnality) and thns creating good 
references, 

- contribnting to development activities by prodncing data and knowledge and 
testing new tools and methods in use. 

On the other hand, a partner in a VO, values the objectives from its own 
viewpoint. A partner is typically operating simultaneously in several VOs. The 
importance of the VO or project for the partner affects the priority that it is given in 
case of conflicting interests. The importance is based partly on the short-term 
benefits achieved in the VO or project. However, as the rate of change and 
nncertainty has increased, the expected fnture business potential and benefits are 
currently an important incentive for many partners. 



3 VO MANAGEMENT CHALLENGES 

3.1 Distribution, dependencies and coordination 

In a VO the activities are distribnted to different organisations. Also the 
management of a VO is often distributed in two respects: 

- The activities and the partners to be controlled are distributed. 

- The management of the project itself may be partly distributed: the subtasks 
have their own management fnnction. 

The duty of VO Management is to take care that the distribnted consortium 
achieves the VO objectives. VO management incorporates different inter-dependent 
tasks, like planning and monitoring of activities, cost, time and quality management, 
information management, relationship management, change management, technical 
integration and risk management. 

Having a common value adding goal most often creates dependencies between 
the different VO partners and their activities. Examples are: 

- The “end product” of a VO should be an integrated package of partner results; 
the contributions must fit together. 

- The tasks of partners have inpnt-ontpnt -relationships: they create information, 
material, stmctures or control orders for each other. These relationships often 
create temporal conditions: a task can be performed only after another task has 
given the inpnt for it. 

- Allocation of the same resources for different tasks may cause temporal, 
exclusionary conditions. 

The dependencies and absence of power in relation to the decisions of individnal 
partners makes the sitnation complex. In a system of dependencies the distributed 
activities do not reach the common goal (the VO objectives) by themselves. This 
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was claimed by (Lizotte & Chaib-draa, 1997) while discussing the management of 
concurrent engineering. Coordination is needed in a VO to allocate the objectives to 
sub-phases, activities or product elements and to monitor and manage their 
performance. In one-of-a-kind industry project management methodologies, like 
managing the project through work breakdown structure (WBS) (PMBOK, 1996) 
are often used. 

Despite of the distributed nature of a VO, this work breakdown approach also 
implicitly assumes that the VO behaves like a single organization. It is assumed to 
achieve its aims at least as efficiently as one organization. So far, there is little 
research on the behaviour of the virtual organizations (VOSTER, 2004), (VOmap, 
2003), Available solutions are mostly based on experimental approaches, using ad 
hoc applications of the information and communication technology infrastructure. 
However, in order to have performance good enough the specific features of virtual 
organizations have to be taken into account when developing an efficient 
management. 

3.2 Challenges for VO performance 

The performance of a VO needs to be considered in relation to its limited time 
frame. For very short-lived VOs the creation and dissolution phases are critical for 
the total performance. 

In the creation phase, an efficient configuration of the consortium is a key issue. 
The task can be split into two different, partly related phases. First, well qualified 
and motivated partners must be identified. Also consideration of the trust effects, 
independence of partners and the potential existence of conflicts must be considered 
when recruiting partners for a VO. Secondly, there is a need to establish the 
collaboration framework with short notice. For both purposes the support of the 
network/breeding environment is essential. So far, there are very little available 
services supporting the efficient creation of VOs (VOmap, 2003). Identification, 
specification and set-up of such general services are research challenges in the field. 

A VO is supposed to operate efficiently like a single enterprise from the very 
beginning. The performance is dependent on the performance of the collaboration, 
i.e. on the inter-organizational activities. The WBS approach (PMBOK, 1996) 
described in ch. 3.1 defines one methodology to distribute the tasks. The approach is 
“hierarchical” allowing the measurement and follow-up of performance. However, 
the aspect of VO is not specifically addressed. The key challenge in the VO- 
management is still to get the separate entities collaborate towards the aim of the 
VO. The inter-organizational management has to rely on models of the VOs and 
their cooperative performance. Modeling is a key-issue for the performance of VO- 
management. 

The dissolution of a VO has not gained much attention so far (VOSTER, 2004), 
(VOmap, 2003). However, after the disclosure of the VO, its outcome still exists. 
There may be rights, liabilities, etc related to it. The “heritance” from the VO must 
be handled and transferred. In many cases it may at some later stage be the input to 
new VOs as described in the following section (3.3). Also from the innovative point 
of view the dissolution is an important phase. The knowledge gained and the 
experience from the collaboration in the VO can remain and be reused only through 
the partner organizations as described in section 3.3. Means to take care of a proper 
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dissolution of VOs need to be developed. The network / breeding environment could 
eontain some basic mechanisms for this purpose. 

The performance of the VOs needs to be monitored and controlled. Monitoring 
approaches should follow the used models and the aims described above. The 
development of performance measures and modeling approaches have to be done in 
parallel. 

3.3 Knowledge and information management challenges 

The management of information and its integration over the product life-cycle 
phases has received a lot of attention during the past years. Standardisation as well 
as other initiatives have been started to solve related problems. Information adds 
substantial value to the physical product. In the VO environment the management of 
this information becomes even more challenging and complex when the life-cycle 
steps involve interoperability among cooperating organisations. There is an evident 
danger of information losses between (Salkari, 2002): 

- The life-cycle phases, e.g. when handling over information management 

responsibility from the design organizations to the operation organizations. 

- Different VO partners due to non-standard information formats. 

A challenge is to select usable communication means and standards for the 
purpose. 

Information and knowledge are created and cumulated during the whole life-time 
of the delivered product. In general, it involves the accumulation of information on 
how the equipment or plant has been delivered, and how the equipment or plant has 
been used. Activities in one phase of the life-cycle usually rely on information from 
previous phases. However, also feedback of information and knowledge is becoming 
important. The experience cumulated can be used in subsequent VO life cycles 

- in the same phase, e.g. the experience from delivering the product can be used 

for better future deliveries of same or related type, 

- in earlier phases, e.g. the experience can be used to design a better future 

product. 

The main challenge is to have efficient methods and IT-tools in place that can 
capture this valuable knowledge in the VO and make it available to the 
organizations in the network. All sensitivity and other information security aspects 
must of course be satisfied. 

3.4 Challenges for VO risk management 

Risk is defined as a possibility of losses or unwanted consequences. Business 
activities, which generate opportunities, also include risks. As companies develop 
networking with other companies, their risks are also affected. Networking and 
operation in VOs change the operational processes and the companies may become 
exposed to new types of deviations. Tighter relationships also mean more 
dependencies between the companies, which contributes to disturbance propagation 
in the network. 

All companies are not in the same position in the network. The disturbances or 
unexpected events have different consequences to different companies. Though the 
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risks of the network partners are inter-dependent, the network does not have only 
one common risk. The risks must be studied from several different perspectives. 

Risks initiate from uncertainty. In (Karvonen et al., 2002) the business risks of 
enterprises operating in networks were analyzed in four types: 

1. Too low or inappropriate demand. 

2. Problems in fulfilling customer deliveries. 

3. Cost management and pricing. 

4. Weaknesses in resources, development and flexibility. 

As VOs are built to perform customer deliveries, items 2) and 3) are the most 
relevant ones for VO management. The view of the network manager can be 
supported by the project management practices; In (PMBOK, 1996), which may be 
considered as a standard of project management, risk management is presented as 
one of the nine sub-processes of project management. 

Thus, VO management includes the traditional project risk management. New 
challenges are coming from the inter-enterprise dimension, sharing of 
responsibilities and from the increased importance of information and knowledge. 
While the sharing of information has become easier, also the risks for information 
unavailability, information leaks or outdated or corrupted information have 
increased. The distribution of activities and management in the VO also causes the 
transfer of some risks between the companies, often from the network manager to a 
partner. This transfer may lead to the increase of the delivery risk, if the party taking 
the risk is less prepared to manage it than the party transferring it out. 

3. 5 Challenges for VOs in different phases of one-of-a-kind product lifecycle 

Different VOs can be generated for different phases in the one-of-a-kind product 
lifecycle. The types of virtual enterprises can be categorized in four groups (Jansson 
et al, 2003). When viewing the one-of-a-kind product delivery the type of VO can 
more precisely be named Project Virtual Enterprise. To support the different 
phases ofthe lifecycle also other special forms ofVO can be instantiated (figure 1). 




Figure 1, VEs in the One-of-a-kind product life-cycles 

The Quotation Virtual Enterprise (QVE) investigates the customer’s 
requirements for a product, such as a production facility, provides consultancy so 
that the requirements are satisfied, and creates a proposal based on a preliminary 
engineering of the product. The Project Virtual Enterprise (PVE) builds the 
product or the production facility on the basis ofthe contract. Usually, the customer 
of these two virtual enterprises is a member company of the Operation Virtual 
Enterprise (OVE), which is the owner of the production facility. This virtual 
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enterprise uses the product for its purpose, e.g. to produce the planned products. The 
Service Virtual Enterprise (SVE) offers services such as maintenance support, 
repair, or operation support to each company of the virtual operation enterprise. 
Despite of being in opposite ends of the life-cycle of the one-of-a-kind product, the 
management of QVEs and SVEs involves several common challenges. The 
management challenges of these virtual enterprises are summarized in Table 1. 

Table 1: Management challenges of special purpose VOs. 



Management 

Challenge 


Quotation Virtual 
Enterprise 


Service Virtual 
Enterprise 




Extend to new markets 


Time and cost saving 


Time required to 
set-up the VE 


Short / medium 


Short 


Periodical and 
repetitive need for 
VE set-up 


Small 


Medium 


Lifetime of the VE 


Short / medium 






Large 


Large 




Small 


Small 


Need for local 
partners 


Medium 


High 


Information and 
communications 
technologies 


No resources for 
implementation 


No time for 
implementation 


Information flow 
direction 


Down stream 


Up and down stream 


Information content 


Dynamic, uncertain 


Complex, large 



4. PRO-ACTIVE VO MANAGEMENT 

Response to the challenges on VOs requires pro-active management, which aims to 
foresee possible problems and to act before they arise. To enable fast set-up of a VO 
in case of a customer request, the first condition is preparation in the network / 
breeding environment. Additionally pro-active methodologies must be set up for the 
VO operation phase. These tasks can be carried out at a generic or a specific level. 

Generic methods include e.g. following identified best practices for a network 
and a VO and prevention of typical VO risks. 

VO best practices or success factors have been presented in different research 
projects. Usually they are aimed for specific fields or business processes. Some of 
them have been aggregated in the VOSTER cluster (VOSTER, 2004). The success 
factors mentioned include common visions, understanding of objectives of different 
partners, win-win creation, definition of co-operation processes, trust building and 
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sharing of information. Following the best practices itself supports the risk 
prevention but additionally attention can be giving to typical VO risks (Hallikas, 
2001 ). 

Pro-active management in one-of-a-kind manufacturing has been discussed in 
(Karvonen, 2000). From the VO management point of view, one good practice is to 
plan the VO to be inherently operable and reliable, not a system requiring complex 
and effective control. One way to attain the goal is to use as simple VO and activity 
structures as possible. Complex internal dependencies should be avoided. Flowever, 
as they cannot completely be eliminated, the interfaces between the distributed tasks 
should be clear and the distribution should not create unnecessary interdependencies 
between the activities. 

Additionally special methods to set up pro-active management may be 
considered: 

- Identification of deviations before their appearance, e.g. by hierarchical or feed 
forward control, 

- Identification of “weak links” and additional monitoring or check-points in the 
critical activities, aiming at early detection of symptoms of deviations. 

- Ensuring easy retrieval of the main information, e.g. near-by due dates for the 
VO management. 

In addition to the generic practices, it is useful to analyze each specific VO case 
and to plan the VO operations and set up actions based on this analysis. Some 
methods of project management, like critical path method or project risk 
management methods (PMBOK Guide, 1996) could be used. However, systematic 
analysis is seldom performed and more usable methods would be needed to support 
VO planning taking into account the different objectives and perspectives. These 
methods could be supported by VO performance measurement processes (VOSTER, 
2004). 



5. GAINING ADDITIONAL EFFICIENCY FOR VO, 
DEMANDS FOR SOURCE NETWORK / BE 

The distinction between the Virtual Organization (VO) and the Network or Breeding 
Environment (BE) concepts made in chapter 1 emphasizes the accumulation of 
experiences and development ideas related to the product, production process and 
organization. The challenge is to employ the accumulated information and take 
necessary actions to turn ideas and experiences into innovations that promote 
continuous success of the network. According to (Roberts, 1988, p 13), innovation is 
the invention and its exploitation. Consequently, mechanisms supporting a holistic 
exploitation of the accumulated experiences are key factors for the competitiveness 
and efficiency of VOs. In the holistic exploitation the view of an entire network is 
taken. Issues that promote effectiveness in the network scale may be unfavorable 
from one partner’s viewpoint. For instance, the exploitation of accumulated 
experiences in all kinds of networks is a critical issue. Mechanisms, practices and 
organization to forward and evaluate ideas for further action must be introduced and 
agreed upon. 
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The BE is in a central position to develop and utilize mechanisms for exploiting 
the accumulated experience. Ideas and experiences from previous collaboration in a 
VO can be implemented in advance to support collaboration in future VOs or 
projects. Prerequisites for efficient VOs are a continuous development of the BE 
including practices for collection of ideas, evaluating them and putting them forward 
for implementation. Similar aims exist also internally in companies. 

Saren (1984, p. 11) has classified product development models according to the 
following taxonomy: departmental-stage models, activity-stage models, decision- 
stage modes, conversion process models and response models. When studying 
models in these classes it is noticed that many of them are built to fulfill mainly 
internal needs of companies. The existing models, however, recognize on generic 
level issues, such as interaction between interest groups and contacts to customers 
that are relevant also in a networked environment. Therefore, they can form the basis 
for constracting a model for innovation process in virtual organizations. The special 
characteristics of the VO/BE may prerequisite different logic from the model and the 
model may essentially be a mix of classes that Saren had recognized. Thus, to really 
get the innovation process work in virtual organizations, a network specific model 
needs to be developed. Such a model should support the special characteristics of the 
VO/BE environment and use appropriate taxonomy and modeling methods. 

When developing models for turning ideas into innovations (either radical or 
incremental) in a networked business environment, the following aspects need to be 
considered: 

- In a holistic development process the underlying dilemma is the possible 
contradiction between the benefit for the network and the benefit for individual 
companies. Issues like sharing benefit, liabilities and work may be emphasized. 

- A project manager or a temporary manager in a VO may not have the same 
power as a line manager (e.g. CEO) in a company, who may ultimately make 
decisions from a holistic viewpoint despite of possible contradictory objectives. 
The responsibility of the project manager after the dissolution of the VO 
(project) is also an issue, like the management of the BE. 

• Due to the dynamic nature of VOs the organization changes over time. This 
may set challenges for classifying ideas and accumulated experiences. It may be 
that ideas turn successfully into innovations only in some specific kinds of VOs 
that e.g. involve certain company types. Therefore, the model may need to 
emphasize the definition of the environment in which the idea can be 
implemented. 

- The interaction and distribution of tasks between the VO and BE is not 
necessarily always clear. The development of both parts requires close 
collaboration and exchange of knowledge. 

- Agreement and legislation issues need to be developed, especially in a global 
setting. Issues related to e.g. intellectual property rights, like liabilities and 
responsibilities, are a part of these. 

Eor judging the success of collaboration there must be agreed principles and 
indicators for measuring the achievement of different VOs. By analyzing successful 
VOs, some success factors that promote efficient operation may be identified. These 
success factors may be useful in the configuration of new VOs, but they may also 
need to be considered in the qualification of partners for a BE. To become operable, 
the identified success factors may need to be implemented as innovations in the BE. 
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6. CONCLUSIONS - FURTHER RESEARCH TASKS 



Inter-enterprise cooperation is necessary in several industrial fields because of 
extensive and varying resource requirements in customer deliveries. As VO is often 
designed and created separately for each customer order, VO management is also 
different from one case to another. Lessons learnt from experience or from available 
practices can indicate working principles and approaches. Recently, there have been 
attempts to collect such information based on experience from emerging VOs. 

The main challenges for VO management come from the heterogeneous, 
independent, potentially conflicting organisations and at the same time the 
hardening business requirements and future uncertainties. If the challenges are not 
solved, the inter-enterprise distribution of operations may lead to the increase of 
management costs, quality problems and/ or delays in deliveries. More 
understanding is needed about: 

- Processes and methodologies to support VO management. Key issues are the 
creation of effective incentives for the partners and trust building. 

- Appropriate performance measures supporting the VO management also 
proactively. 

- Management of the knowledge accumulation and inheritance between VOs 
over the full life time of the product developed. 

As all the VO management challenges cannot be solved effectively in the VO 
itself, the identified methods must he developed in the network or breeding 
environment. The preparation in the network can be seen as an investment, which is 
paid back with more efficient operations in the product delivery. This investment 
needs to be balanced according to the expected benefits. 
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Supply chain management practices and principles evolve rapidly, driven by 
information and communication technology innovations. These innovations 
impel the supply chain design and management. Constantly new management 
strategy and operations practices appear and need to be evaluated before their 
actual introduction in the system. This paper presents a comparison of three 
supply chain management policies considering distributed and centralized 
decision processes through discrete time simulation and shows how the 
visibility of information interfere in the supply chain performance 



1 . INTRODUCTION 

Supply Chain (SC) is a system composed of connected organizations (suppliers, 
original equipment manufacturers, distributors, transporters), involved in the 
creation and delivery of value, in the form of both finished products and services to 
end customers (Pant, 2003). The relationship among partners evolves dynamically 
with time, searching for improved customer service levels and lower costs 
(Carvalho, 2001). These systems have management problems. In the 60’s Forester 
(1961), analyzing the simulation of goods and information flows in a production- 
distribution system, made up of a factory, a distributor, and a retailer, concluded 
that, if the demand of products was transmitted along a series of inventories using 
stock control ordering, the demand variation would increase with each transfer. 

This demand behavior is termed bullwhip ejfect or whiplash effect (Lee, 1997) 
and describes how real demand information can be distorted as it is interpreted, 
processed and propagated upstream in the chain. Although the bullwhip effect has 
been largely studied lately, it stills exists as a real problem in the supply chain 
environment and leads to several operational inefficiencies (Lee, 1997). These 
inefficiencies lead to high cost policies due to their correction with overtime and 
inventory investment. Understanding bullwhip causes helps to manage them, to find 
possible strategies to mitigate the inefficiencies, thus improving the supply chain 
performance. According to its management strategy a supply chain can be classified 
in two manners: centralized management and decentralized management (Lee and 
Billington, 1993; Simchi-Levi et al, 2000: Azevedo e Souza, 2000). 
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The Centralized Decision Management Strategy (CDM) is composed of 
coordination level and enterprise level. At the coordination level, the decisions on 
how mnch, where and when to produce are made centrally, by the coordinator, based 
on material and demand status of the entire system. The objective is to optimize the 
supply chain production and transportation cost according to a predefined service- 
level. This management strategy is used mainly when the network is owned by a 
single entity or has a dominant player as the enterprise assembler in the automotive 
or electronic chains. Decentralized management, on the other hand, refers to cases 
where each individual unit in the production chain makes its decisions identifying its 
most effective strategy considering or not the impact on the other partners 
enterprises. This approach does not guarantee that the final solution will be optimum 
solution for the supply chain. Every supply chain is a mixture of centralized and 
distributed management with several possible business and management 
configurations. The way to minimise the complexity of analysing every enterprise 
and chain objectives, within different horizons and time scale lengths, is through a 
hierarchical decision system. The integration between hierarchical stages is carried 
out taking each long-term decision as an assignment or target for the next shorter- 
term decision co-ordinated on the enterprise space and supply chain space itself. 

A computational tool must support the analysis of such complex management 
problem, with conflicting objectives. Analytical models are appropriate for the 
logistic management and solve multi-period capacitated production planning and 
logistic problems together with material requirements taking into account enterprise 
objectives in terms of profit. Due to the large amount of computer time and some 
modelling difficulties (including machine failures and demand uncertainties) they 
are limited to the deterministic linear programming where business rules and 
random effects are not included. They are employed at the logistic level where the 
supply chain production-planning problem is represented by a network flow model 
(Furtado et. al, 2002). At the operational level, discrete event simulation has gained 
considerable attention (Lee and Billington 1993; Towill et all, 1992). It acts as a 
predictive tool to help quantify the benefits of production policies and rules but has 
the drawback of large computational time with the increase of size of the system. 

This paper represents the supply chain system as a discrete event, discrete time 
simulation model to analyze management operation strategies. The next section 
presents strategies for supply chain management. Section three discusses supply 
chain information exchange models. Section four defines requirements for a supply 
chain simulator, while section five compares supply chain policies. 



2. STRATEGIES EOR SUPPLY CHAIN MANAGEMENT 

Supply chain improvement can be obtained by redesigning the physical process, the 
information channel, and the decision process. This section presents three scenarios 
for supply chain management and their effect on the increase in order variability. In 
the first scenario the retailer is the only one that perceives the actual customer 
demand information. In the second scenario the information of customer demand is 
distributed to every partner. In the third scenario every enterprise receives the 
customer demand information plus direct customer information. 
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Traditional information sharing, Figure La), consists of: each enterprise has its 
production policy based on the demand information of its customers (Lee, 
Padmanabhan and Whang, 1997). In this process of information transference, small 
variation in customer demand lead to large order swings further up the supply chain. 
This increase in variation is known as the bullwhip effect and contributes to 
lowering the competitiveness of the final product. The information exchange 
configuration of Figure Lb), the extended demand sharing, distributes the customer 
demand to every member of the Supply Chain. Each partner uses this information 
and its local demand history to implement its production and order strategy. In 
Figure 1 .c), distributed information sharing, the enterprises demand information are 
distributed to the supply chain members. Each enterprise, based on internal rules, 
processes this information to determine its production and order strategy. 
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Figure 1 - Information Exchange in a supply chain 
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The decision hierarchy in the Centralized Decision System, Figure l.d), is 
composed of two decision levels. The coordination level taken on by the dominant 
player that negotiates with the others players and establishes targets to be pursued by 
the partner enterprises and the enterprise level where every enterprise has the 
objective of reaching the targets determined by the coordination level. The 
operational targets need to be commonly accepted and shared by members. 
Examples of centralized planning are Assembly plants in the car industry 
(Fredriksonn, 2002) and mid-tier electronics company (Aenzen and Herbert, 2002). 
The second possibility is that the task of supply chain management, encountered 
mainly in clusters, is delegated to a company providing services. 



3. SUPPLY CHAIN INFORMATION EXCHANGE LEVELS 

Discrete event simulation has been largely used as a tool to model and analyze 
supply chain management policies. However the computer time of a discrete event 
models is prohibitive for systems with large number of elements. Also, to represent 
the business process among enterprises it is necessary to understand that: 

■ In a large production system, a dozen events occur in a short period of time. 
However, many of them are self-canceling or can be accommodated within 
a system slack. Then, only final effects of significant changes must be 
considered when modeling the business process among enterprises. 

■ Small changes are important at the enterprise level since they describe the 
dynamic behavior of the production system and the ability of an enterprise 
to meet the supply chain objectives. At this level, a precise description of 
the events through a discrete event representation is necessary. 

■ Information lead-time is elongated when the planning interval for each pair 
of partner enterprises differs. Conflicts appear in the planning process in 
this situation. Then, the first coordination action is to unify the interval for 
information exchange among enterprises. That means, to establish a fixed 
discrete time interval to exchange information and to ran cooperative 
planning for the partner enterprises. It results in a synchronous of 
information exchange. 

Two decision levels are identified from the above considerations: The level for 
coordination and synchronisation of the business process among enterprises and the 
level to represent the dynamics of the enterprises. At the coordination decision level, 
events representing decisions such as new information or new material flow among 
enterprises (sending products, orders, order confirmation, etc.) occur at a discrete 
time interval. The discrete time information exchange is described in Carvalho 
(2000) and can be applied to each configuration in Figure 1 . 
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4. THE SUPPLY CHAIN SIMULATOR (SUCS) 

A supply chain simulation tool must be simple however not simplistic. It means that 
the tool must be easy to use and easily manipulated but adequately to represent a 
supply chain business process. The main points to be considered in the development 
of a supply chain simulator are: 

System Dynamics - The business relationships among enterprises occur at a 
discrete time interval, thus the simulation tool must simulate the messages exchange 
among enterprises in a discrete time manner. 

Two-Decision Levels - In the distributed decision approach the decisions occur 
at every enterprise based on business or operation mles. These mles consider 
inventory level, partner’s information (customer service level, customer inventory 
level, backorder, supplier capacity, etc.). In addition, decisions can occur at supply 
chain level when considering the Centralized Decision approach. The simulator has 
to represent a distributed or centralized decision scheme. 

Distributed Simulation - The supply chain simulation model has to represent 
all partners’ enterprises. It can be either run in a distributed environment, or in a 
single computer. 

Flexible and Reusable Framework - It should be flexible to represent different 
supply chain configurations and enterprise roles (supplier, assembler, retailer, 
manufacturing etc.) to enable rapid development of customized supply chain 
management application. Models are developed through the use (and reuse) of high 
level modeling primitives, which encapsulate components (or building blocks) of 
supply chain models. 

The SUCS, (Carvalho and Machado, 2002), is a two level simulation tool for 
supporting planning decisions of a supply chain which the main characteristic is the 
representation of the business process among enterprises as discrete time - discrete 
event driven by decision mles. 



5. COMPARISION OF SCM POLICIES 

This section analyses three management policies for supply chain composed of a 
retailer, a distributor and a manufacturer. Service level, inventory level and their 
standard deviations are used to compare the performance of the policies. The 
simulation model represents the flow of orders, back orders, materials and products 
downstream of the chain. Customer demand is represented by a normal distribution 
function with mean equal to 10 and standard deviation equal to 4. The information, 
representing orders and back orders, flow upstream, from customer to retailer, from 
retailer to distributor and so on. 

The factory production lead-time is considered constant. Production lead-time 
and shipment process time are considered constant and equal to 1 period (day, week, 
turn, etc.). The replenishment lead-time, i.e. the time between the order and the 
product delivery, is equal to 2 periods for each enterprise. Moving orders average of 
the last ten periods is used to forecast next period orders for every enterprise. 

Policy 1 (PI) models traditional information sharing, where each enterprise 
adopts the updated s, where: 
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s = Lx AVG + ZXSTD x 4 l (1) 

AVG is the average order of 10 last periods, STD is the standard deviation of 
order, L is the replenishment lead-time and z is a constant associated with the 
service level. 

The Policy 2 (P2) models inventory policy above, but the s value is based on 
weighted average of the order and the demand information. 

s = L{a J+z[a57D„+(l-a>S7I> JVI (2) 

AVGo is the average order of 10 last periods, STDq is the standard deviation of 
order, AVGj is the average demand of 10 last periods, STDd is the standard 
deviation of demand, L is the replenishment lead-time and z is the constant 
associated with the service level. 

Policy 3 (P3) models the scenario where the manufacturer has the updated s 
inventory policy based on the orders received from the distributor. The distributor 
adopts the updated s inventory level based exclusively on the demand information 
and manages the retailer inventory (Vendor Managed Inventory). The distributor 
replenishes, at time interval i, (repi), the retailer current demand (rdi) and the its 
current backorder (rbi). 

rep I - rd , + rbi (3) 



The analyses bellow is for 500 periods of discrete time-discrete event simulation, 
a = 0,4 and z = 97% for equations (1) and (2). In the table 1, the first three columns 
show the enterprises service levels for each simulated policy. The last three columns 
show the average inventory level and its standard deviation. 

The results of the table 1 shows that Policy 1 decreases service level from the 
final customer to the manufacturer, as was predictable. Demand amplification occurs 
when it is transmitted from the customer to upstream in the chain. These behaviors 
confirm the existence of the Bullwhip and causes lower service level and higher 
inventory variation. The results of Policy 2 show better service levels of the three 
echelons. Moreover, their standard deviations have decreased, mainly in the 
Distributor and the Manufacturer. The weighted average used to control inventory 
helped to diminish the information distortion. 



Table 1 - The strategies comparison 
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The Policy 3 results show improvements of Retailer and Distributor service 
levels and inventory standard deviations of the three echelons. In this scenario, the 
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Distributor manages the Retailer inventory and eliminates the demand information 
distortion between these 2 echelons. The Distributor perceives the real demand and 
replenishes the Retailer inventory efficiently. 




Figure 4 shows the behaviour of the inventory for the three policies. It is clear 
the best performance of Policy 3. Although it maintains a high inventory level in the 
retailer, the variability measured by standard deviation is significantly lower than the 
others policies. The same conclusion can be taken to the distributor by analysing the 
Figure 5. Although the mean is higher than for Policy 2, the standard deviation is 
25% less. 




The variability in the manufacturer (Figure 6) is high even for the Policy 3 due to 
the lower information visibility, once the order transfer follows an extended JIT 
policy. 
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6. CONCLUSION 

This paper analyzed the behavior of a 3-echelons supply chain through discrete time 
synchronous simulation and shown that poor service levels are strongly related to 
high standard deviations of inventories and orders. Increasing the supply chain 
visibility of customer demand information diminished the order variation and as 
consequence, the inventory level variation and improved the performance of the 
entire system. The study indicated that smoothing the variability of the orders 
information and inventory level imply in smoothing the production system. 
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Conceptually the virtual enterprise has much to offer. The notion that asset 
utilisation can be improved by working within an optimally designed and 
balanced organisation with each member contributing specific processes, 
capabilities as well as assets, capable of realising customer product and 
service expectations cost-effectively is now a reality. However, there is a need 
for a business model that can be used for planning and managing the 
performance of this organisation that, unlike the traditional organisation, has 
a number of “partner stakeholders ” to satisfy. This paper considers how the 
strategic and operational processes of the virtual organisation can be both 
planned and managed. 



1. INTRODUCTION 

New business models are constantly emerging, ones in which competitive advantage 
is based upon managing processes that facilitate rapid and flexible responses to 
‘market’ change, and ones in which new capabilities are based upon developing 
unique relationships with partners (suppliers, customers, employees, shareholders, 
government and, often, with competitors). Normann (2001) discusses “a new 
strategic logic”. He suggests that managers need to be good at mobilizing and 
managing resources rather than owning them. The value chain/virtual enterprise 
model has three primary management tasks in the process of integrating value 
strategy and value delivery. Customer value opportunities are identified, value 
production processes are coordinated and, provided that partners’ objectives can be 
met, customer value is delivered. The model is a structure of networks between 
value producers and customers: if it is to be successful, then an understanding and an 
acceptance of tasks, roles, responsibilities and accountabilities is necessary. It is the 
role of value chain management to coordinate the network between and among the 
virtual enterprise/value chain producers and the customer. 



2. A REVIEW OE STRATEGY, OPERATIONS AND 
STRUCTURE 

Three major differences are suggested. The first concerns the emphasis on 
performance. Currently many organisations emphasise cost-led efficiency as a 
primary objective. Not only is this constraining it may not to be in the shareholders’ 
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interests: cost reductions typically have a negative impact on customer service and 
this, in turn, has the same impact on revenues. The second change involves a switch 
from an internal focus in which assets and resources must be owned to one of 
cooperation and collaboration in which assets and resources are managed. The third 
shift is one in which the organisation becomes proactive in its operations in for both 
customer and supply markets 

This notion can be expanded. The role of the entrepreneur (McHugh et al’s 
coordinator) is to balance the allocation of resources between transformation inputs 
and interaction inputs. Central to the decision is not who owns the inputs but rather 
how they may be incorporated into the business organisation and how this then is 
structured to ensure that customer and stakeholder expectations may be met. 
Organisation structures are changing alongside the changes in managerial 
philosophy. An organisation requires a structure within which strategy, once 
decided, may be evolved, evaluated and decided upon. An effective value strategy 
focuses on value creation for customers using innovation in the design, production, 
marketing, and delivery and servicing components of value. A “value-led” strategy 
should become proactive rather than be reactive. 



3. STRUCTURAL ALTERNATIVES TO MEET CUSTOMER 
EXPECTATIONS: TIME, COST, PERFORMANCE AND 
RISK 

Because the virtual enterprise comprises a number of organisations the inter- 
organisational nature of performance delivery and expectations must be identified 
from the very start. Neely et al (2002) comment: 

“Organizations achieve their defined objectives - that is, they perform - by 
satisfying their stakeholders’ and their own wants and needs with greater efficiency 
and effectiveness than their competitors” 

Neely et al (op cit) suggest five criteria that any performance measurement 
approach should address: 

•A clear understanding of whom the stakeholders are and what they require 
•A clear articulation of what the organisation requires from its stakeholders. 
•Strategies that reflect the interests of all participants. 

•Processes that are in place to ensure the “organization” can implement its 
strategies. 

•Capabilities that facilitate the operations of the processes. 

Stakeholders have become partners, and their requirements and their contributions 
become as central to the success of the “organization” as are those of the coordinator 
who may initiate the structure. 

Campbell’s (1996) typology of virtual organizations brings out some important 
structural differences that impact on performance outcomes: 

Internal virtual organisations: autonomous business units are formed within a large 
organization: “...to provide operational synergies and tailor responses to specific 

customer demands”. 
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Stable virtual organisations: these are conventionally structured organizations that 
outsource non-core activities to a small network of suppliers whose processes and 
activities become integrated with the initiator. 

Dynamic virtual organisations: organizations that focus on core capabilities and 
introduce external partners in cooperative ventures. 

Agile virtual organisations: temporary networks that are rapidly formed: “...to 
exploit new market opportunities through the mutual exchange of skills and 
resources”. 

It is interesting to note three points. First, the typology identifies a progressive 
move towards a structure built around “intangibles” and second, it reflects an 
increasing confidence of these organisations managing process, knowledge, 
technology and relationship applications. The third point concerns the ability to 
match structure with risk. For example, internal virtual organisations can manage 
low risk situations such as brand leverage accompanying an extension of a product 
range. They can also meet customers’ expectations such as customization and 
quality. Flowever, product differentiation required to meet the expectations of a 
small segment of a large market may be best realised by a stable virtual 
organisation. For unrelated product-market developments, developments requiring 
additional expertise dynamic virtual organisations offer a suitable structure. An 
agile virtual organisation may prove to be more suited where there is a requirement 
for short order cycle time management and flexible order quantities such as those 
often found in the ‘fashion’ segments of apparel markets. 



4. THE NOTION OF CRITICAL INDUSTRY SUCCESS 
FACTORS: (A “MACRO” PERSPECTIVE) 

In every industry sector there are usually one or more factors that create advantage 
for organisations that can identify and exploit them. The “new economy” has 
introduced new concepts and new philosophies that are changing the way strategic 
decisions are made. It focuses attention on aspects of management that underwrite 
success; in many respects these are not new, rather they are new ways of using 
existing skills and resources. We would suggest they offer opportunities to create 
competitive advantage in more innovative ways, including structures used to 
undertake them. Industry Success Drivers work at a “macro” level of decision 
making in a response to strategic opportunities and/or threats. Thus, it is suggested 
that competitive advantage is derived from four principle areas: 

Process management: effective organisations now view process management as a 
means to work together to identify core processes across the industry demand and 
supply chains. They explore the implications of locating these core processes within 
specialist, partnership organisations. 

Knowledge management: the organisational capability that identifies, locates 
(creates or acquires), transfers, converts and distributes knowledge to convert into 
competitive advantage 

Technology management: is the integration of process and product technology to 
address the planning, development and implementation of technological capabilities 
and capacities to meet the strategic and operational objectives of an organisation or 
combination of organisations. 
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Relationship management: is the managerial activity which identifies, establishes, 
maintains and reinforces economic relationships with customers, suppliers and other 
partners with complementary (and supplementary) capabilities and capacities so that 
the objectives of the organisation and those of all other partners may be met by 
agreeing and implementing mutually acceptable strategies. 

For example, consider the pharmaceutical industry and the computer hardware and 
software industries and ask what it is that delivers competitive advantage: then 
consider what it was that used to drive them. In the pharmaceutical industry, the 
primary driver was knowledge located in R and D programmes. Currently the 
average ROI is some six percent and, clearly, for the majority of investors this is an 
unsatisfactory return. Many of the large “pharmas” are using specialists to 
undertake the R&D role while they investment in processes and capabilities (such as 
manufacturing and marketing) that reinforce their strategic positioning (and 
therefore) competitive advantage. It could be argued that the important industry 
success drivers are becoming process and relationship based, the ability to meet 
high levels of performance have become critical as value generation has migrated. 
Mark Levin CEO, Millennium (Champion: 2001) described how the value 
production and delivery in the pharmaceutical industry is changing. 

The computer industry is another example with chip manufacturing; computer 
assembly and delivery, software and support services are now all quite 
independently distinguishable but interlinked markets. Where once IBM was 
dominant across the whole industry, Intel, Dell and Microsoft now coexist as a 
virtual enterprise/value chain model. 

In computing, organisations have built strong reputations based upon industry 
success drivers of innovation (knowledge management based) supported by high 
quality and reliability (process management based), and customer service support 
accessed through distributor networks (relationship management based). The IBM 
business model of the 1970s and early 1980s lost ground to organisations that 
identified new strategic value drivers (or modifications of the existing 
characteristics) and therefore, new ways of competing. For example, Dell’s 
innovation was to develop strong inter dependencies with suppliers and “direct” 
relationships and communications with customers, offering them the opportunity to 
“design or configure” their own product, also offering a short order cycle time. Dell 
made an impact on both the small and large PC user markets. This was reinforced 
by the strong relationships developed with suppliers. Rather than add capacity to an 
already over capacity components market, Dell became a customer rather than a 
competitor of companies such as Sony. 



5. THE NOTION OF CUSTOMER AND STAKEHOLDER 
VALUE DRIVERS: A (“MICRO” PERSPECTIVE) 

Customers consider both the benefits they seek and receive from products and 
services they purchase, when they are purchased and during the life of the product. 
Best (2004). MacMillan and McGrath (1997) argue that the customer life cycle, or 
the consumption chain is a means by which suppliers “... can uncover opportunities 
to position their offerings in ways that they, and their competitors, would never have 
thought possible”. Using a mapping process they capture the customer’s total 
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experience with a product or service thus identifying numerous ways in which value 
can be added to a product or service. In the process consumers answer a series of 
questions to establish behaviour occurring from awareness of a “need”, evaluation, 
purchasing, product/service use and eventual disposal. From these, and other 
contributions, it follows that both generic and product-market specific customer 
value drivers are important considerations. From four generic value drivers specific 
value drivers are developed: 

Performance: products and services that fulfil more customer expectations than 
competitors. 

Time: an ability to ‘commercialise’ innovations that provide customer effective 
solutions is one aspect of time as a value driver. The other is the ability to provide 
‘quick response’ solutions to routine customer order management. 

Cost Management: the effective use of relevant aspects of ‘value production 
economies’ such as specialisation, location (clusters), experience, as well as scale 
and scope. 

Risk Reduction: reducing the level of risk, or dispersing risk across a number of 
partners clearly has attraction. 

Stakeholder Expectations 

Stakeholder expectations share four common features: 

A return on their “investment: typically measured as economic cash flow, share 
price appreciation and dividend growth 

Profitability: measured as a “margin” on current and future sales activities 
Productivity: performance of the asset base - specifically to maintaining a low asset 
base and, therefore, high asset utilisation together with low working capital 
commitments 

Growth: particularly comparison growth rates between the stakeholder’s own 
business and those of other partners and the “market” and a comparison with 
competitor growth rates. 



6. THE “MACRO”/ “MICRO” INTERFACE: DEVELOPING A 
RELEVANT BUT EXCLUSIVE BUSINESS MODEL 

An important and obvious question is how the strategic decisions are implemented 
and relate to operational activities. Magretta (2002) suggests: “ a successful 
business model represents a better way than the existing alternatives. It may offer 
more value to a discrete group of customers. Or it may completely replace the old 
way of doing things and become the standard for the next generation of 
entrepreneurs to beat”, adding substance with:“... all new business models are 
variations on the generic models underlying all businesses.... activities associated 
with making something ... activities associated with selling something ...A new 
business model’s plot may turn on designing a new product for an unmet need. Or it 
may turn on a process innovation, a better way of making or selling or distributing 
an already proven product or service”. 

Magretta cites Dell as a company that has created a powerful business model by 
identifying virtual organisation processes that it would do and identifying partners to 




278 



VIRTUAL ENTERPRISES AND COLLABORATIVE NETWORKS 



undertake those processes it cannot, or would prefer not to, do. In this way Dell, hy 
selling direetly to end-users, has the vital information necessary to manage inventory 
better than its eompetitors and avoids the high eosts of holding inventory and the 
very high cost of obsolescence due to the rapid application of technology. Equally 
by working with “well-known” suppliers Dell creates additional value for the 
customers by incorporating branded components in its products thereby offering 
“guaranteed” performance for the overall product proposition. 

This example identifies an essential issue concerning the differenee between value 
added and added value. Added value is an accounting concept. Essentially it 
identifies the difference between outputs and the inputs used to generate them in 
aceounting terms. As such it offered a means of comparing relative eorporate 
efficiency performances. Kay (1993) used the coneept to develop a strategic 
measure of competitive advantage, suggesting that if “capital costs” are 
“eomprehensively caleulated” and, together with operating costs, deducted from 
revenues, a measure of competitive advantage can be derived. It is interesting to 
note that subsequently Stem Stewart introduced EVA (Economic Value Added) as a 
measure of corporate efficiency in creating shareholder value. Positive shareholder 
value is generated when operating profit exceeds operating costs and 
(comprehensive) capital costs. Clearly if this does not occur then value is destroyed. 

Magretta’s approach is different, taking qualitative context and then converting 
this into a quantitative value. Making customers and partners more competitive by 
offering value propositions that add value to their business models is a source of 
competitive advantage. For example, a packaging manufacturer who considers the 
customer’s customer may well create competitive advantage for both organisations 
by taking the trouble to understand the end-user customer’s uses and preferences. A 
preference for convenience and the willingness to pay extra for ring-pull cans offers 
both the packaging producer and the food producer opportunity. Understanding the 
processes and costs of a B2B customer may enable a supplier to deliver materials or 
components in a format that offer these customers significant cost reductions. The 
simple but very effective example given by Shank and Govindarajan (1993) is an 
excellent case of how a supplier creates value added for a chocolate processor by 
supplying chocolate in bulk liquid form rather than the solid bars. Both supplier and 
customer benefited: the customer no longer had to unpack and melt the chocolate 
bars while the supplier eliminated the cost of moulding bars and packing them. 
Source (Hergert and Morris :1989). 

In the emerging “New Economy” traditional hierarchical models that deploy ever- 
increasing amounts of capital to achieve market dominance through large-scale 
virtual or horizontal market integration are unlikely to be flexible or adaptable 
enough. While size still matters and it is not suggested that the large “corporates” are 
yet heading the way of the dinosaur, traditional models require re-examination. In 
particular it is suggested that the “new economy firm” should focus on four key 
attributes in developing and designing their business models. These components are 
interdependent sustainable competitive advantage is achieved when both customer 
and stakeholder satisfaction is realised. It also represents the point in the planning 
process at which the macro and micro processes interface: strategic and customer 
value drivers are incorporated into the design of an effective and efficient business 
model: 
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Free cash flow generated is a primary performance requirement. Given the 
assumption that the primary objective of the organization is to generate (and 
maximise) free cash flow (albeit within legal, social and corporate imposed 
constraints) the ultimate, comparative, performance model will be the net present 
value (NPV) of the free cash flow generated. 

Identify and Structure an Organisation Based upon Critical Industry Success 
Drivers: Determine the important” industry characteristics” required for sustainable 
competitive advantage decide where the value offer is to be positioned in the 
‘market’ to create stakeholder value and competitive advantage. Influential in this 
will be the ways in which the customer value drivers (time, cost, performance and 
risk) may be met efficiently and, at the same time, achieve sustainable competitive 
advantage. From this it follows mat: 

“Value” and “ownership” of the asset base is important: While asset leverage is 
an attractive strategic planning alternative, there are potential negative 
considerations. One concern is control. An asset upon which an organisation is 
dependant, but is controlled by a partner, can create difficulties if it poses supply 
continuity problems. Clearly there are solutions. Acquisition is one alternative but 
this contradicts the ethos of asset leverage and optimal capital utilisation. However, 
if the resource input is critical its acquisition may be the optimal decision. 

Return spread (ROCE/Cost of Capital) and Risk Profile Assessment: is linked to 
the previous topic. The return spread is simply the margin difference between the 
return on capital employed generated by an organisation and the cost of the capital 
used to produce the result: Clearly asset leverage can increase this measure. 

Magretta suggests more than an innovative approach to process management. 
The successful business model not only identifies, and differentiates between, the 
industry critical success drivers (knowledge management, technology management, 
process management and relationship management) but also uses them to create 
effective and efficient methods of building value for customers by linking them with 
the value drivers that are important to customers. While enhancing value and, this 
simultaneously extends the organisation’s competitive advantage. 
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Figure 1: Integrating Strategic and Customer Value Drivers 
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Some examples explore this in more detail. Caterpillar is conscious of end-user 
customer performance expectations. Caterpillar customers typically operate in 
remote locations, often at a considerable distance from service support facilities. 
Product failure can be financially damaging. To meet the need for availability the 
Company has used technology management to develop “remote diagnostic” 
equipment that when fitted to wear-sensitive components, gives prior warning of the 
approaching need for replacement. Electronic communications alert Caterpillar and 
the distributor service network of the problem. The response is very rapid with 
service parts and engineers despatched immediately. 

“Logistics specialists” are using GPS systems to track the progress of “perishable” 
cargoes while remote controlled sensors and monitors control container climatic 
environment. This use of technology management has a twofold impact. 
Performance is increased as delivery times and product quality are maintained and 
cost (by eliminating wastage) is reduced. Figure 1 models the interrelationships 
between industry success factors and customer value drivers. 



7. CONCLUDING COMMENTS 

Much is being written concerning the benefits of the virtual community/ value chain 
approach. However there are not many contributions concerning how the issues and 
concerns the approach creates may be resolved and how the concept may be 
transferred into reality. McHugh et al have identified the important characteristics if 
the approach is to be successful. An integrator has one of two functions (and may 
well perform both): one is to provide the initial ‘strategic vision’ around which the 
virtual organisation is structured: the other is a coordinating role within the virtual 
enterprise/value chain, identifying, matching and directing resources. However this 
and other contributions have yet to deal with the detail of applying the concept. In 
this paper we have attempted to initiate this task by identifying major issues and 
concerns and to introduce a framework within which this may take place. Clearly 
there is more to be done. 
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The purpose of this paper is to propose ways to increase the people-side trust 
in business-to-business e-commerce environments. In particular, two 
mechanisms are proposed: (A) The use of Service Level Agreements, a special 
form of contract popular in the IT industry, which can be introduced to cover 
all legal and non-legal requirements of online trading. (B) The establishment 
of Support Centres, which can act as intermediaries, and which can guarantee 
the trustworthiness of companies. 

From a practical research perspective, the work within the framework of the 
EU - co-funded project “LAURA” is presented. The goal of this project is to 
set-up adaptive zones of B2B electronic commerce for Small and Medium 
Enterprises (SMEs)from the Less Eavoured Regions of Europe. 



1. INTRODUCTION 

Technological threats arising from the use of Business-to-Business e-commerce are 
being addressed by designing even more robust and secure information systems that 
are more resilient to misuse and external attacks. However, there still remains the 
people-side trust as a barrier for implementing e-commerce processes. Although 
many mechanisms like digital signatures [Gerwick (2000), Balacheff et al (2002)], 
trusted third parties [Janssen and Sol (2()00)], establishment of codes of conduct 
[Healy and lies (2001)], rating systems [Chen and Singh (2001), Dellarocas (2000), 
Dellarocas (2001)] etc, have been implemented to reduce this degree of uncertainty 
regarding a company’s trading partners in e-commerce, the issue of trust for many 
companies is still open. 

The purpose of this paper is to suggest further, complimentary ways of 
increasing the trading partner trust in a B2B e-commerce environment. This involves 
the use of Service Level Agreements (SLAs) for specifying the trading partner 
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arrangements between two companies, not from a technological, but from a business 
point of view. In addition, the establishment of Support Centres that can act as 
Trusted Third Parties, and which can intervene in case of dispute, can also further 
increase trading partner tmst. 

The rest of this paper is organised as follows: Section 2 presents a literature 
review of issues regarding trading partner trust and service level agreements. As the 
concept of Support Centres for B2B e-commerce is very innovative at the time of 
writing of this paper and no literature on the subject exists, no literature review is 
shown for the subject of Support Centres. Section 3 presents the suggestion of this 
paper for the use of Service Level Agreements and Support Centres in order to 
increase the degree of trust between trading partners in a B2B e-commerce 
environment. In Section 4, the work of the 1ST project “LAURA” from a practical 
perspective is presented, which proposes to introduce Service Level Agreements and 
Support Centres in a B2B environment. Section 5 suggests some future research 
work. 



2. LITERATURE REVIEW 

2.1 Trading Partner Trust 

Gambetta (1990) defines trust as “...trust (or, symmetrically, distmst) is a particular 
level of the subjective probability with which an agent will perform a particular 
action, both before [we] can monitor such action (or independently of his capacity of 
ever to be able to monitor it) and in a context in which it affects [our] own action...” 

With regards to the above statement, Abdul-Rahman & Hailes (1998) mention 
that of importance are the three points made in that definition of trust: 

1. That trust is subjective 

2. Trust is affected by those actions that we cannot monitor 

3. The level of tmst depends on how our own actions are in turn affected by the 
agent’s actions 

Shneiderman (2(KK)) gives an alternative definition of tmst, which is that 
“...[Trust is] the positive expectation a person has for another person or an 
organization based on past performance and truthful guarantees. Tmst is about 
expectations of the future. It accmes to individuals and organizations due to their 
previous good works and clear promises. It implies responsibility for behaviour and 
willingness to make good for failures. It is stronger that reliance, due to the 
responsibility and guarantee that only people and organizations can offer...” 

In the context of this paper, we prefer the 2nd definition of tmst, that of 
Shneiderman (2000). His definition fits better our proposal for increasing trading 
partner tmst based on the use of Service Level Agreements and Support Centres. As 
will be shown later in this paper, Service Level Agreements can be used to specify 
service level guarantees and penalties for non-compliance to contract clauses. SLAs 
can also be monitored to determine past performance of a particular trading partner. 
This can increase expectations about future performance for that particular trading 
partner, and hence increase the overall tmst between trading partners. 

Regarding the tmst mechanisms between people or organizations, Chadwick 
(2001) mentions that “...We tend to tmst other people and the organizations they 
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represent when (a) our actions and theirs are interdependent, (b) they behave 
predictably given the situation, (c) the decision to trust fits the situation, and (d) not 
displaying trust would seem to go against the present business relationship...” 

Tmst between trading partners is a very important ingredient for participation in 
an e-commerce platform. Many authors have pointed out this, in particular the 
barriers to online tmst in an e-commerce environment, arising from the lack of face- 
to-face contact [Healy and lies (2001), Chadwick (2001), Ratnasingham and Kumar 
(2000), Ba, Whinston and Zhang (1999)]. 

Characteristically, Ba, Whinston and Zhang (1999) argue that"... In a traditional 
face-to-face business environment, eye contact, a handshake, and chatting help 
develop basic tmst between vendors and customers. Customers get to know the 
quality of products by looking, touching and feeling. However, such an interpersonal 
realm does not exist in the electronic market...” 

Chadwick (2001) agrees by saying that “...Several phenomena are absent from 
e-commerce interactions compared with face-to-face interactions: The presumption 
of desired relational development is not present, the degree of intimacy in an e- 
commerce relationship is constrained, and the expansion of whatever e-relationship 
exists into other domains is limited, if even possible...” 

2.2 Service Level Agreements 

Lee and Ben-Natan (2002) define a Service Level Agreement as "... (In its most 
basic form), a Service Level Agreement is a contract or agreement that formalises a 
business relationship, or part of the relationship, between two parties. Most often it 
takes the form of a negotiated contract between a service provider and a customer 
and defines a price paid in exchange for an entitlement to a product or service to be 
delivered under certain terms, conditions, and with certain financial guarantees...” 

SLAs are primarily used in the provision of Information Technology (IT) 
services industry, in order to provide guarantees regarding the level of IT services to 
be provided. In fact, as Lee and Ben-Natan (2(X)2) mention: "... Service Level 
Agreements emerged in the early 1990s as a way for Information Technology (IT) 
departments and service providers within private (usually corporate) computer 
networking environments to measure and manage the Quality of Service (QoS) they 
were delivering to their internal customers. Service Level Agreements are the 
contractual component of QoS and are usually implemented as part of a larger 
Service Level Management (SLM) initiative...” 

In this paper however, we propose to extend the use of SLAs from the IT 
services industry, and include them as the method of defining the contractual 
requirements between two general trading partners in a B2B e-commerce 
environment. In this case the parameters to be measured are not technical like 
network uptime, data rate etc, but rather the quality of products or services that are 
to be traded in the e-commerce platform. Those of course vary according to the 
industrial sector that companies belong to, and the actual products or services that 
are to be traded. 

The main components of a (paper-written) Service Level Agreement are as 
follows [Sturm, Morris and lander (2000), Lee and Ben-Natan (2002), Muller 
(1999)]: 
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■ Background. Contains information to acquaint a non-technical reader with 
the apphcation. 

• Parties to the agreement. Mainly the provider of the serviee and the 
consmner (client). 

■ Service Level Metrics. The agreed-upon levels of service that are to be 
provided. Every Service Level Metrie must be measured. 

■ Timeliness. Provides a qualitative measure in order to let clients know how 
fast they can expect the serviees to be provided to them. 

■ Availability. Specifies when the required service will be available to clients. 

■ Limitations. Deseribes the limitations of the service to be provided, for 
example during non-offiee hours. 

■ Compensation. Includes penalties the service provider incurs for poor 
performance, as well as rewards obtained from the client in ease of 
satisfactory performance. 

■ Optional Services. It is wise to inelude a provision for extra options in the 
agreement, if the client might want some of these. 

■ Measurement. Describes the process by which actual service levels will be 
monitored and compared with the agreed upon service levels, as well as the 
frequeney of monitoring. 

■ Reporting. The reports generated for the SLAs are key components of the 
SLA process. 

■ Re-negotiation. Describes how and under what circumstanees the SLA can 
be changed to refleet changes in the environment. 

■ Approvals. Involves the final agreement on the SLA details by both parties, 
and the signing of it. 



3. PROMOTING TRADING PARTNER TRUST 

The actual proposal of this paper as will be shown later is to enhanee trading partner 
trust in a B2B environment with the use of Service Level Agreements for specifying 
contracting requirements between trading partners. Setting-up Support Centres that 
provide guidanee and adviee regarding e-commerce, can also further increase 
trading partner trust. 

In a B2B e-commerce eontext, the main questions regarding trust arise from the 
buyer’s as well as from the seller’s point of view. 

Lrom the buyer’s point of view the main questions arising in regards to the 
products / services to be bought are as follows: 

■ Will the price be the one quoted? 

■ Will the products/services be delivered within the promised timeframes? 

■ Will the product quality be the one expected? 

■ Will guarantees be offered in case the product breaks down, does not 
perform satisfactorily, or is of insufficient quality? (similarly for services) 

Lrom the seller’s point of view the main questions arising in regards to the 
products / services to be sold are as follows: 

■ Is the elient trustworthy enough to pay for the goods / serviees ordered? 

■ Does the client have a history of bad payments? 

■ Can the client pay on time? 
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■ Are there guarantees (interest, etc) for late payments? 

Most of the above issues can be specified in a Service Level Agreement. In 
addition, past performance of trading partners, as this is reflected by monitoring the 
relevant SLAs, can also help increase the degree of trust between trading partners. 

The business setup in a B2B environment for which the SLAs are intended can 
actually vary. It can be an open platform where companies can trade (buy or sell) 
their goods, or it can be a virtual enterprise setting where partners are known to each 
other. However, especially in the former case (open platform), it is a necessary 
condition that companies register with their local Support Centre (acting as Tmsted 
Third Party), which can ensure that the company actually exists and is tmstworthy. 
In the latter case (virtual enterprise) where companies already know each other, 
registering with a Support Centre is not a mandatory condition, but can certainly 
help increase trust between participating companies. 

We therefore posit that in order to increase the level of tmst between trading 
partners in a B2B e-commerce environment, the following conditions must be met: 

■ Before entering the e-commerce platform, every company must be 
scrutinized by a Tmsted Third Party for its credentials, tmstworthiness and 
financial history. Only then can the company be given a username and 
password to use the system. 

■ To harmonize and facilitate the writing of a Service Level Agreement 
between trading partners, a template must exist which will list the areas that 
must be covered in the SLA. 

■ The legal disclaimers regarding the validity and legal statns of the SLA 
must be fixed and must reflect the current laws of the country in which the 
SLA will be signed. For international contracts, the relevant international 
laws mnst be mentioned. 

■ SLAs agreed between trading partners must reside in electronic form in a 
local repository, and be easily accessible in case of disputes. 

■ The performance of an SLA mnst be available for monitoring, and the 
results must be available for distribution to the interested parties. 

■ In case of dispnte regarding the clauses of an SLA, a Tmsted Third Party 
(TIP) must exist that will resolve the issue. 

■ After its completion, the performance of a trading partner according to 
what was defined in the SLA mnst be judged upon by the other trading 
partner. A rating system must exist for this, which will determine the 
relevant performance of trading partners. 

Due to space restrictions that are posed on a conference paper, the above issues 
will not be analyzed any further, however, those will be discussed from a practical 
perspective in the section that follows. 



4. TRADING PARTNER TRUST IN PRACTICE 

This section describes the ideas of this paper from a practical perspective, using the 
LAURA project as a vehicle. A full description of the LAURA project can be found 
in its official website, www.lauraproject.org. 

The LAURA project will initially rnn on 4 Less Favonred Regions (LFRs) of 
Europe: Messinia and Epims (Greece), Sonth-Central Region (Bulgaria) and 
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Saxony-Anhalt (Gennany). Especially in the regions of Greece and Bulgaria, 
companies (SMEs) are rather isolated in their trading, with most of it being done 
with other local companies. There is very little or none international trade for those 
companies. 

In addition, the degree of familiarity of those companies with e-commerce issues 
is rather small, and participation in an e-commerce site is rather rare. As a 
consequence, there is a great deal of mistrust and unawareness of e-commerce 
processes. 

In the initial phase of the project, seminars and training sessions will help reduce 
the initial fears about e-commerce. In the running phase of the project, various 
methods will be used to promote trust between trading partners: 

■ The Support Centres that will be established in each region will act as 
Trusted Third Parties for the trading activities between business partners. 
They will also act as mediators in cases of dispute. 

■ Prior to their entry into the system, companies will be thoroughly examined 
for their credibility and financial robustness. 

In particular relating to the issue of using Service Level Agreements as a method 
to enhance the trading partner trust, the following must be noted: 

■ The Support Centre in each region will provide SLA templates for the case 
of intra-regional trading between companies in a particular region. In the 
case of interregional or international trading, SLA templates will be agreed 
between the relevant Support Centres. 

■ The legal validity of SLAs will be ensured by the Support Centres and will 
follow the current national or international laws. 

Having ensured the above preconditions, in the daily trading of companies, SLAs 
will play a crucial role in promoting the level of trust between trading partners. 

Each SLA will describe the rights and obligations of each partner (customer and 
seller). Those will include the description and quantity of the products to be traded, 
method of payment (bank, credit card etc), date and amount of payments to be made, 
shipping instructions, etc. 

In addition, SLAs will contain some quality criteria for the products to be traded, 
and compensations (financial or otherwise) to be provided in case quality levels fall 
below the standards specified in the SLA. 

The quality criteria will of course depend on the sector where the trading takes 
place. Lor example, in the food sector, quality criteria can relate to national or 
international regulations about food hygiene, environmental standards under DIN 
EN ISO 14001, biological product certificates, quality standards under DIN EN ISO 
9000ff, etc. 

To increase the trading partner reputation, and consequently trust, a rating 
module will be implemented in the LAURA system, which will enable trading 
partners to judge each other’s performance with respect to the issues specified in the 
SLA. This is in a sense similar to the rankings given in auction sites, like for 
example ebay (www.ebay.com). 

In this sense, a customer can give a positive feedback for a supplier if he/she 
received the products / services within the time specified in the SLA, and with the 
specified quality and quantity. 

A supplier can then give a positive feedback for a customer, if he/she received 
his/her payment on time, and in the form specified in the SLA. 
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The system can then aggregately rank each individual partner according to the 
ratings received. The trustworthiness of this rating system of course depends on the 
companies providing the feedback giving a true picture of the performance of other 
trading partners according to the relevant Service Level Agreements. It also depends 
on a company providing feedback being the one it claims to be, and not using 
another false identity. 

However, the above issues can be solved with the help of Support Centres as 
Trasted Third Parties. In case a trading partner receives a feedback rating which it 
thinks is unfair and does damage to its reputation, it can contact its regional Support 
Centre to clarify the issue. The Support Centre in this case can examine the relevant 
SLA in its local repository to determine whether the rating received was fair or not. 
Fake identities can also be dealt with, by carefully scmtinizing companies before 
allowing them to use the system, and personally contacting them in case of an 
alleged fake identity. 

SLAs can also be a point for negotiation and differentiation between trading 
partners. A trading partner which specifies bigger guarantees and is willing to pay 
bigger compensation for non-performance than another trading partner, has a 
potentially better selling point as specified in the proposed SLA. 

Apart from the ratings of the trading partners according to SLA performance, 
bust can also be increased by the fact that when an SLA is agreed between two 
trading partners (by signing it electronically or otherwise), this then becomes a 
legally valid document. Trust is enhanced by the fact that the SLA can be referred to 
in case of a legal dispute. 

The role of the Support Centres in this case is quite cmcial in the sense that they 
provide a central repository where all SLAs are held and can be recalled in case of a 
dispute. 

Regarding the actual system to be used as the e-commerce platform, this also 
plays quite an important role in determining level of use, and consequently trust, 
between companies. Therefore, continuous contact with the end users throughout the 
design and development stages of the system ensures that it matches their 
requirements. 

At the time of writing of this paper, the design and implementation of the 
LAURA system that is to support B2B e-commerce trading between companies, is 
at its final stages. As such, companies have not yet used the system for trading 
activities, and therefore practical results regarding the level of trust between 
companies are not yet available. 

In order to measure the success of the proposed solution for increasing trading 
partner trast in the LAURA project, companies using the system will be approached 
via face-to-face interviews or questionnaires, after the successful completion of the 
project. The purpose of these approaches will be to examine to what extent the fears 
of companies regarding e-commerce have been alleviated, and to what extent tmst 
has been enabled with the use of Service Level Agreements and the establishment of 
Support Centres. These approaches will also pinpoint potential problems that may 
arise by using the system, and hence solutions to overcome these will be developed. 
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5. FUTURE RESEARCH 

The research challenge from a business point of view is to determine the quality 
criteria in a SLA between trading partners in a B2B environment. This of course 
largely depends on the sector where companies come from, and the actual products / 
services that are to be traded in the e-commerce platform. 

From a technical point of view, the research challenge would be to automatically 
monitor Service Level Agreements in a B2B environment, for determination of non- 
conformance. This would lead to an automatic (and possibly more accurate) rating 
of the performance of trading partners as this is reflected in the relevant SLAs. 



6. REFERENCES 

1. Abdul-Rahman Alfarez, Hailes Stephen, “A Distributed Trust Model”, ACM, 1998 

2. Ba Sulin, Whinston Andrew B, Zhang Hang, “Building Trust in the Electronic Market through an 

Economic Incentive Mechanism”, ACM, International Conference on Information Systems, 1999 

3. Balacheff Boris, Chen Liqun, Plaquin David, Proudler Graeme, “A Trusted Process to Digitally Sign a 

Document”, NSPW’Ol, September 1-13 2002, Cloudcroft, New Mexico, USA 

4. Chadwick SA, “Communicating Trust in E-Commerce Interactions”, Management Communication 

Quarterly, Vol. 14, No. 4, May 2001, pp. 653-658 

5. Chen Mao, Singh laswinder Pal, “Computing and using Reputations for Internet Ratings”, EC’OI, 

October 14-17 2001, Tampa, Florida, USA 

6. Dellarocas Chrysanthos, “Immunizing Online Reputation Reporting Systems against unfair Ratings 

and Discriminatory Behaviour”, EC’OO, October 17-20, 2000, Minneapolis, Minnesota 

7. Dellarocas Chrysanthos, “Analyzing the Economic Efficiency of eBay-like Online Reputation 

Reporting Mechanisms”, EC’OI, October 14-17 2001, Tampa, Florida, USA 

8. Gambetta Diego, “Can we trust Trust?”, in “Trust: Making and Breaking Cooperative Relations”, 

Gambetta, D (ed.), Basil Blackwell, Oxford, 1990, pp. 213-237 

9. Gerwick Kate, “Will the digital signature transform e-commerce?”, ACM Digital Library, Business: 

the 8th Layer, September 2000 

10. Healy Mike, Jennifer lies, “Ethical aspects of e-business: the use of codes of conduct”, Blackwell 

Publishers, Vol. 10, No. 3, July 2001 

11. Janssen Marijn, Sol Henk G, “Evaluating the role of intermediaries in the electronic value chain”, 

Internet Research: Electronic Networking Applications and Policy, Volume 10, Number 5, pp. 
406417 

12. Kim J, Moon JY, “Designing towards emotional usability in customer interfaces - Tmstworthiness of 

cyber-banking system interfaces”. Interacting with Computers, 1998,Vol. 10, pp. 1-29 

13. LAURA Project, “LAURA project on the net”, http://www.lauraproject.org, 1ST Project 2001-33251, 

2003 

14. Lee John J, Ben-Natan Ron, “Integrating Service Level Agreements: Optimising your OSS for SLA 

Delivery”, Wiley, 2002 

15. Muller Nathan J, “Managing Service Level Agreements”, International Journal of Network 

Management, Vol. 9, pp. 155-166, 1999 

16. Ratnasingham Pauline, Kumar Kuldeep, “Trading Partner Trust in Electronic Commerce 

Participation”, ACM, International Conference on Information Systems, 2000 

17. Shneiderman Ben, “Designing Trust into Online Experiences”, Communications of the ACM, Vol. 

43, No. 12, December 2000 

18. Sturm Rick, Morris Wayne, lander Mary, “Foundations of Service Level Management”, SAMS, 2000 




WHY MANAGEMENT IN SYSTEM AND 
INFORMATION TECHNOLOGY 



31 



Antonio Jose Balloni 

Research Center Renato Acher - antonio. balloni @ cenvra. gov, br, BRAZIL 



This paper offers a brief and creative review related to the management in 
system and information technology. 

in the global world the value of the Information System (IS) and 
Information Technology (IT) is becoming more and more important due to the 
necessities imposed by the competition, then the knowledge of the enterprise 
business and the fast flow of information are basic for a decision making. 
Considering the basic definition of IT = hardware + software, i.e., tools that 
one uses to create, to store and to spread out data and information in the 
creation of the knowledge, then Information System may be defined as: “1S= IT 
+ people + procedures that collect, transform and spread the information to 
support the decision making, coordination, control, analysis and visualization 
in the organization” . Based on this definition, it becomes implicit that the IS 
knowledge is essential to create a competitive enterprise, to manage global 
corporations and to provide customers with valuable products and services 
[01]. 

IT are redefining the foundation of the businesses, then the customer 
attendance, operations, product and marketing strategies, distribution and 
even Knowledge Management (KM) rely on very, or sometimes, totally from IS. 
The IT and its costs are starting to make integral part on day-by-day 
enterprise. In short, to attend this enterprise necessities complexity, today one 
must consider Information Technology (IT) and its available resources, being 
very difficult to elaborate essential enterprise Information System (IS) without 
involving this modern technology. 

Therefore, considering the synthesis above, the main objective of this work is to 
explore and to present a general and creative overview on systems and 
information technologies capacities directed towards Enterprise Management. 



1. INTRODUCTION 

Why to work with “Information System and Technologies directed towards 
Enterprise Management”? A Simple answer would be: because the organizations 
need IS and IT to prosper and to survive! Nowadays, “IS and IT Management” can 
be considered as an important functional area for the enterprise operations, 
constituting in an essential field of study for the enterprise administration and 
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management, and making IS and IT a vital component for the organizations and 
enterprise success. 

This work “Why Management in IS and IT?, is based on the assumption that the 
IS knowledge is essential for creating competitive enterprise, managing global 
corporations, and providing the customers with valuable products and services, and 
most of all managing the knowledge as a production factor [02,03,04,05]. 



2. PANORAMA ON SYSTEMS AND INFORMATION 
TECHNOLOGIES MANAGEMENT. 

IT is redefining the businesses basis. Customer attendance, operations, products 
strategies, marketing and distribution and even Knowledge Management (KM) 
depend very, or sometimes even totally on IS. The IT and its costs are starting to 
make integral part of enterprise day-by-day. However, many enterprises still believe 
that the simple act of computerizing them, spreading computers and printers 
throughout departmental units, connecting them in a network and installing 
applications systems, can organize the same. Technology by technology, without 
planning, management and effective action from knowledge workers and above all, 
without considering the sociotechnical systems, does not bring any contribution to 
the enterprise, [02,03,05,06 ]. 

However, to attend an enterprise complexity and its necessities, it is in fact 
necessary to take into consideration the IT and its available resources, because is 
very difficult to elaborate the enterprise IS without involving this modern 
technology [07]. The knowledge lack from IT and its resources has caused many 
problems and difficulties inside the enterprise, mainly for the activities attached to 
the Strategical Planning, IS and Management of the IT. The IT main purpose and 
utility is for IS development and improvement, and assisting the enterprise in its 
businesses, processes and activities [04]. IT cannot discover new things, but it can 
improve the interaction of groups by enabling them to work with wider scope (for 
ex. including customer, supplier e even direct competitors), or greater depth. 
Therefore, IT does not have to be worked and to be studied in a isolated form, but it 
is necessary to involve and to discuss about the conceptual questions from 
businesses and enterprise activities, which cannot be organized and decided simply 
by computers and their software. 

2.1 Relationship: The Tonic of Management 

As the information and its respective systems play basic and strategical functions in 
the organizations, then it presents as an strategical resource under the competitive 
advantage optics [07]. Therefore, the Globalization is increasingly forcing the 
enterprises to search such competitive advantages [04]. It is asked however, will 
these competitive advantages be sustainable? It is strategical for the enterprise to 
eonsider its customers and suppliers as partners, because the electronic commerce 
and the global competition have made the enterprise think strategically about its 
business processes, managing its relationships with customers and suppliers. For 
this reason the Supply Chain Management (SCM), Partner Relationship 
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Management (PRM), the Customer Relationship Management (CRM), the 
Employee Relationship Management (ERM) and, creating bases for all of them, the 
Knowledge Management (KM), need to be in perfect tuning with the business 
objectives, market requirements and environment where they act: relationship is the 
tonic of management, the extension of a larger period of the competitive advantage. 
These, SCM, PRM, CRM, ERM and KM or genetically “XM”, and which names 
are not important, but the concept “To Manage Relationships” (XM), are 
fundamental parts from IS directed towards enterprise management [08,09]. 

2.2 Knowledge Management (KM) versns Information Integrated Systems: 
XM. 

Many enterprises recognize the CRM importance as a way of getting significant 
businesses performance improvements. But, which is the CRM Systems function 
presented in figure 1?. Today the businesses are seeing its customers as a long term 
asset to be cultivated through CRM. However, the strategies focused on the 
customer frequently fail when it is forgotten to consider the increasing impact of the 
partnerships in the businesses (PRM). As the competition becomes more intense 
and the globalization process goes on, more and more expands the partnerships use. 
This partnerships role expansion at today business environments drags with it a new 
set of chances and challenges. As a result, the organizations are changing from a 
tactical focus partners (PRM) use, to a strategical focus. The partnership provides a 
tremendous corporation agility, allowing an enterprise reaction to an increasing 
economic volatileness, globalization, customers requirements and services 
expectations [03,08]. 

Today, the enterprise success depends on making the best from its collective 
knowledge, which means to effectively support the people, structures and knowledge 
transference [10]. However, many times to know the information contained in the 
organization knowledge resources [human being], is in general so crucial as it is to 
know “who is who” or “who moved what and when”, or still so crucial as to follow a 
conversation that leads to an important decision. Having immediate access about the 
last information, including here external sources information (beyond the 
information that remains unmodified or relatively constant when time passes), can 
provide a critical competitive advantage. 

In this way, as important as the stored and available information, is also the 
information known as “tacit knowledge or no captured knowledge”. The culture of 
au orgauization must encourage and reward the sharing of information, 
including the sharing of tacit knowledge: Human Relationships Management 
(HRM), with the relationship the tonic of the management, and KM constituting the 
base for both. 



2.3 Information Systems Management: from Eiction to Economic Reality 
in the SCM. 

Let’s consider now the SCM impact in the KM as production factor. 

The SCM looks for to automatize the relationships between the enterprise suppliers 
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in order to optimize the planning, procurement and services from external suppliers, 
as well to optimize the manufacture and the delivery of these products and services. 

With “IS and IT Management” the SCM is much more efficient, helping the 
enterprise to co-ordinate, to program and to control the purchase, production, 
supplies management as well customers products and services delivery. The IS 
Management helps organizations to reach efficiency through the automatization 
from part of these processes or by helping the organizations to rethink and to 
optimize these processes. This requires the best in the “Relationships 
Management” and in the sharing of the information (KM): information integrated 
system supported by the IS and IT Management -everything is integrated- XM. The 
figure 1 makes explicit that for an organization to have competitive advantage 
it is necessary to have its management tools -SCM, SCM and KM- integrated. 
This integration necessarily exceeds the organization boundaries, forming for each 
organization a unique cross-organizational systems, with its automatized processes 
going through SCM or CRM, with KM constituting the base for both. 

Today, the enterprises are shifting from their internal expenditure to the integral 
economic process expenditure, in which even the biggest enterprise is only just a 
link: Management of the “SCM Systems” and “CRM Systems”, with KM 
constituting the base for both, figure 1 [05]. The entire economic chain costs 
administration (SCM, CRM, KM) is a must, being necessary that the executives not 
only organize and manage the cost chain, but also everything else - especially the 
corporative strategy, the product planning and the KM - as a whole economic, 
independent of the legal boundaries of the individual enterprise: Information 
Integrated systems (XM) acting beyond the enterprise boundary, or either, XM 
connectting the enterprise to its suppliers, distributors or business partners, and 
automatizing the information flow through the organizational limits and 
interconnecting the SCM, CRM and KM systems which compound the Information 
Integrated Systems inserted in the Information Architecture of the Organization: XM 
- Management in IS and IT - Figure 1. In this way, the SCM requires the 
information sharing between enterprises, even when inside of enterprise people 
resist in sharing information (necessity to encourage and to reward the sharing of 
information, as already mentioned) [02,09]. However it is often the case that 
business partners are also competitors, or may become so later. Therefore, for a 
perfect “XM” partnership performance it has to be emphasized that an atmosphere of 
trust, commitments, shared leadership, information partnership and a 
collaborative relationship is a must (the tonic) for a partnership management: these 
are the next global paradigm shift for a perfect partnership management attainment. 

2.4 The Information Management. 

The information is currently of highly significant value and can represent great 
power for whom possess it, either person, institution or a country. The information, 
under the competitive advantage optics, is presented as a strategical resource. It has 
value because it is present in all activities that involve people, processes, systems, 
financial resources, technologies, countries and etc. 

For instance, about Brazil, inserted in the world-wide context, the wide scale 
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changes occurring in the environment business has compelled the enterprises to 
radically modify their organizational stmctures and productive processes. The main 
factors of these changes are: the products globalization, the wide scale of electronic 
processes use, the nature of the job (shifting from industry to the services sector) and 
the emergent markets as China, India and Brazil. Therefore, for the Brazilian 
enterprise, now and in the future, gets and keeps position in the world-wide market, 
it is vital the IS dominion [ 11 ]. As an example, a Brazilian firm shows how KM can 
multiply CRM results, highlighting the positive business impact of building an 
online community. Also, in the Latin America, the firm “Natura” demonstrated how 
to leverage an online infrastructure to enhance sales and customer retention [ 11 ]. 
But, a question remain to be answered: “will management in IT, and the 
emergency of global partnerships allow Brazilian enterprises to compete more 
effectively in the global marketplace, or will they be undermined by greater 
global competition in their “home territory”? Indeed, is there such a thing as 
“home territory”?” Here it is important to remember what Winston Churchill said 
[12]: ‘ ‘We shape our buildings; thereafter they shape us.” Therefore, the 
collaborative work space and social environment of tomorrow are being shaped 
today! Who is willing to take responsibility for the space shaped? How can we 
define many of the ethical and social dimensions that arise with connectivity 
and information privacy, with a unfair shared leadership, unfair information 
partnership and a unfair collaborative relationship... ? Trends in the global 
business environment have made IS so important! As the information and their 
respective systems plays, in its totality, basic and strategical functions for all the 
organizations, then today the central managemental challenge is how to use IT to 
project and to carry out enterprise management in a ethic, effective and competitive 
way. The IS are essential for enterprise management, organization and operation, 
and they impact on the organizational stmctures, influencing their culture, the 
philosophies, the politics, the processes and its management models (XM). 
Therefore the “Information Management and the IS knowledge” are essentials to 
create competitive enterprise, to manage global corporations and to provide the 
customers valuable products and services [ 04 , 07 ]. 

However, it has to consider that to maximize the IS advantages, there is a bigger 
necessity to plan the information architecture of the organization and IT 
infrastmcture, figure 1. In spite of IS be compound from machines, devices and 
physical technology, they are a multidisciplinary field and they require substantial 
social, organizational and intellectual investment in order to work properly 
(sociotechnical systems) [ 02 , 04 , 13 ]. 

In the nowadays competitive world, the use of new technologies is one of the 
essential factors for the enterprise survival. The growth of these enterprises are 
based on the technological innovation, becoming them more efficient in the search 
for productivity and growth, or either, the technological innovation is an important 
factor for an enterprise to remain competitive [ 02 , 05 , 14 ]. The Internet, the 
commerce globalization and the information economy emergence, have 
reformulated the IS role in the businesses and management. In last analysis, these 
changes are leading to completely digital enterprise where all its internal business 
process and relationship with customer and suppliers are digitally enabled. Again it 
can be emphasized that the relationship is the tonic of management (SCM, PRM, 
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CRM, ERM, KM: XM), and the key for the “Integrated Knowledge Management 
and Business Processes” through the “IS and IT Management”, with the 

relationship the supplies sources for the innovation process and: trust, 
commitments, shared leadership, information partnership and a collaborative 
relationship as the basic assumptions for the next global paradigm shift. In these 
digital enterprises, the information that supports the businesses decisions are 
available in the organization at any time and in anywhere through the Information 
Integrated System (XM). 



2.5 Business Active Monitoring (BAM) & Corporative Portal: The Challenge. 

As an enterprise moves towards to digital enterprise, its information architecture 
becomes increasingly designed into their business processes automatization. This 
business processes automatization is related to specific interest of each enterprise, 
which transposes multiple organizational functions and levels as well the systems of 
SCM, CRM, KM and BAM, figure 1. Then, as the employees and manager interact 
directly with these systems, it becomes critical for the organizational success that its 
information architecture meets, now and in the future, the business requirements: 
this is a huge managerial challenge. Finally, as the business-oriented necessities are 
in constant change, this requires the IT architecture of the organization to be 
continuously reevaluated. So there is also the necessity of continuous IS and IT 
management. 

As better and faster the organizational information is received and distributed, 
better the organization can be made its work in a more efficient and effective way: 
getting real time information about the critical indicators of organizational 
performance or from its business processes (for example via BAM). This digital 
enterprise feels and answers its environment and also interacts in a faster way than 
the traditional enterprise, propitiating bigger flexibility for its survival in turbulence 
times (for example by Corporative Portal) [04]. 

BAM. - Another new important characteristic of the information architecture, 
proposed at this work, is showed in figure 1. It deals with Business Activity 
Monitoring (BAM) [15], a tool that provides real time access to the critical 
indicators of business performance, improving the business operations in a more 
efficient and effective way. Therefore, figure 1 presents a new proposal for the 
Organization Information Architecture: BAM insertion. In a broader level, the BAM 
proposal deals, in real time, with the operational convergence from Business 
Intelligence (BI) and Enterprise Application Integration (EAI), guided for the 
business objectives but enabled through the advances in the IT which composes the 
infrastructure of the organization, figure 1 [16]. But, how a BAM works? In a 
oversimplified answer, a BAM purpose is to provide instantaneous and meaningful 
enterprise operations visibility, through capturing events in its operational system - 
depending on the business and from the BAM applications, these events can vary 
from sweepings a bar code from an order, up to a service customer calls -, and then 
correlating these events with relevant data inside a context or environment. The 
previous register from a sale service to a customer is an example of datum inside of 
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a context. Such contextual data could be important when a customer calls for a 
service. In a service call, the contextual data could, for example, show that this is a 
very special customer - perhaps one of the top ten (10) enterprise clients and 
furthermore that this customer had already requested previous information about the 
same service: BAM directed toward CRM system, but in real time, warning on such 
events. Therefore, BAM will allow a deep visibility for the operations at the 
operational level, either in the CRM, SCM and KM Systems or generically 
“Information Integrated System” (XM), and must perform the event-context 
correlation in a extremely fast way [16,17,18]. 

Finally, as BAM is supposed to supply contextual real time information from all 
organizational level, figure 1, then this information will now arrive too fast for 
manager processing. To process this contextual real time information, this manager 
will need to have a much larger view of their own behavior as well all internal and 
external enterprise department in order to take a daily strategic decisions. Day by 
day strategic decisions are now the main focus of this manager since the information 
is arriving in real time whereas previously (before BAM) it would take several days 
to get the information...! 

PORTAL. - In the Information Architecture of the Organization, figure I, the 
Corporative Portal is considered, originally, to be inserted above of the 
organizational functions. Corporative Portal are applications that allow the digital 
enterprise to have access and to modify the corporation internal and external 
information. They provide the user with an single gateway to get information for 
decisions making. The access and interactivity with the corporation data and 
information through this Corporative Portal, figure 1, must occur in a safe and 
protected form, for example, through the public keys cryptography system, 
employed as to cipher as to authenticate data or information. The main advantage 
from the cryptography based on public keys is its high security when compared to 
private key cryptography [19]. The indispensable requirement of any Corporative 
Portal is the access and interactivity with the corporation data and information, as 
well the integration of its critical indicators of business performance (BAM) and its 
enterprise application (EAI). The enterprise application may be the SCM, CRM, 
KM, PRM or even BAM Systems or generically the XM. Also it integrates the IS 
from the organizational, functional and cross-functional levels, allowing the 
enterprise to become absolutely visible, interactive and remotely manageable 
from any of its organizational levels, figure 1. 

Conceiving from a technological point of view that a digital enterprise and its 
Corporative Portal as being absolutely feasible and practicable, however, it is 
necessary to take into account the people role and its managemental responsibilities, 
its abilities and instruction, the organizational culture, values, and its Standard 
Operating Procedures (SOP). These can be resumed as a strategical change of the 
sociotechnical systems, what is another great challenge to be faced by the digital 
enterprises in order that they can be integrated by Portal or a Web Interface (or yet, 
any other name that this comes to be called for ! ! !). 
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3. PERSPECTIVE 

Concerning to an enterprise management integrated systems: XM, it will 
certainly have the Return On Investments (ROI) if considering the proper 
combination between IS and IT management, business processes and the 
administrative abilities. So, all the successful organizations demand this proper 
combination since an IS by itself does not make possible the survival of an 
organization in a Business Processes Reengineering (BPR). 

Finally, it can be added that the role an IS exerts in the enterprise is fundamental 
and its relation is inexorable. They exert impacts in the organizational structure, 
influencing its culture, philosophies, politics, business processes and the 
management models. When the information are organized and designed in the IS, 
these generate efficient and effective information for the enterprise management. In 
this way, according to the total quality information standard, IS take care of all the 
enterprise necessities towards its organizational complexity as well towards the 
sociotechnical sistems requirements, englobing here the KM, CRM, SCM and BAM 
systems. The information, besides organized, planned and generated with total 
quality, it must have effectiveness and provide rationalization and control in the 
enterprise sistemic processes - or either, with the IS management the enterprise can, 
in a faster way, think globally and act locally -, this is the systemic thought essence: 
perception of the inter-relations between systems instead cause and effect linear 
chains and, perception of the changing processes between the systems in place of 
isolated instantaneous of these changes [04,12]. The Corporative Portal however will 
allow the enterprise to act/interact in a virtual and effective way: we have the 
homologation of the digital interactivity allowed by the public keys cryptography. 
The systemics processes rationalization and control facilitate the planned systems 
effectiveness, guaranteeing that the information is correct, reliable, with quality and 
opportune (the organization culture must encourage and reward the 
information sharing). Rationalization and control prevent misalignments, identifies 
errors, prevent wastefulnesses and still contribute for a good enterprise image, 
managers and the IT unit [04,06]. This rationalization and control of systemics 
processes involves the enterprise organizational structures, its information systems 
(IS), figure I, and its sociotechnical systems, that justifies the importance and the 
necessity to study and to develop the IS and IT directed towards Enterprise 
Management, the goal of this work. 
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Figure 1: New (*) redesign for information architecture. It deals with the particular project 
that IT adopts in a specific organization to achieve its objectives or goals [01]. The 
information architecture englohes as the hardware as the IS organization structure. The IT 
infrastructure is the platform on which the organizations can construct its specific IS (the 
hardware, softwares and the connections between the systems). Business Active Monitoring 
(BAM). Information Integrated Systems (XM). (*) In the original figure [02], does not take 
into consideration the BAM nor Corporative Portal. 
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This paper reviews relevant aspects of the formation and dissolution of inter- 
organizational networks (ION) aiming at define requirements for systems 
managing knowledge networks in such environments. Firstly, the concept of 
networking and virtual organizing is reviewed. Then a major work on 
formation of ION is analysed and some conclusions are drawn regarding the 
design of ION. Finally, the requirements for knowledge management systems in 
the formation and dissolution of ION are discussed. 



1. INTRODUCTION 

Business networking has become one of the most powerful strategic business trends, 
involving a move from vertically integrated hierarchies towards flexible network 
organizations, and the ability to quickly and efficiently form, maintain and dissolve 
partnerships - networkability - is a critical success factor (Osterle et ah, 2000). 

To innovate in technological infrastructures, organizational models, supporting 
tools, it is necessary to understand past and present patterns of inter-organizational 
cooperation: how and when firms do involve in such patters, with whom, what they 
do to organize and control that cooperation, what makes them to chose one form of 
cooperation over another and in which circumstances, which are the results and 
implications for the networked firms and for the rest of the world in general (Ebers, 
2002 ). 

Our main research goal, whose general ideas are presented here, is to build a 
theoretical foundation and design principles for information systems supporting 
evolving knowledge networks as a facet of the process of “inter-organizational 
networking”. In this paper we approach also the process of “virtual organizing” as a 
particular case of inter-organizational networking (ION). 

We start by considering the results of several empirical studies regarding the 
formation of networks of enterprises (it is planned that we collect our own empirical 
results through a study on collaboration patterns in a number of Portuguese SME’s) 
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and interpret them to derive general requirements for systems supporting knowledge 
management in the formation and dissolution processes. 

Although the focus is on knowledge management, we share de view of Swan et 
al. (1999) that “knowledge cannot simply be processed; rather it must be 
continuously re-created and re-constituted through dynamic, interactive and social 
networking activity”. This direct us to types of systems that previligiate sense- 
making and community building instead of relying mostly on negotiation and 
brokering functionalities. 



2. NETWORKING AND VIRTUAL ORGANIZING 

An Inter-Organizational Network' is an organizational form that inshtutionalizes 
recurrent exchange relationships between a limited set of actors. These actors retain 
a residual control over their resources although some times negotiate and divide 
collectively those resources. ION are diverse from markets in the sense where the 
transactions between actors involve coordination plans and activities essentially 
bilateral; they are also diverse from firms because they don’t establish a corporative 
actor but retain control and decision unilaterally viewing their resources and to 
sustain some residual risk (Ebers, 2002). 

A virtual organization can be seen as a particular type of ION. Basically, a 
“virtual organization” is a partnership network. Since Mowshowitz (1986) used the 
term for the first time, many others authors have created different terms and 
definitions to describe this new form of network organization. The concept of 
“virtmlness”, as applied to organizations is defined as “the ability of the 
organization to consistently obtain and coordinate critical competencies through its 
design of value-adding business processes and governance mechanisms involving 
external and internal constituencies to deliver differential, superior value in the 
market place” (Venkatraman and Henderson, 1998). Consequently, they defined 
“virtual organizing ” as “a strategic approach that is singularly focused on creating, 
nurturing, and deploying key intellectual and knowledge assets while sourcing 
tangible, physical assets in a complex network of relationships”. This concept of 
“virtual organizing” is central for the analysis framework presented in this paper. In 
terms of research we are interested in the knowledge management support to the 
processes of “virtual organizing” as well as “virtual de-organizing”. 

To understand the motivations that drive organizations to participate in a 
network, the starting point is to understand the advantages of this form of 
organization face to the others". There is a great extent of research literature on this 
subject and we will only summarize some relevant issues from Franke (2000) and 
Ebers (2002). 

lONs have a competitive advantage over other firms that vertically integrate 
identical exchange relationships (e.g. supply chains) because the link between the 
distribution of results, risks and rewards that reduce the costs of coordination. 
Moreover, the high degree and scope of information sharing, mutual obligations and 
the links for decision making of the connected firms, lead to better eoordination and 
inter-organizational control (Ebers, 2002 (our emphasis)). 




The formation and dissolution of organizational networks 



303 



lONs are advantageous over markets or hierarchies forms (e.g. joint ventures, 
strategic alliances, etc.) because it provides the network participants with a stable 
trustworthy organizational environment where the members work together to 
optimize its competitiveness using shared resources and experiences. Organizations 
in an ION are able to create core know-how and competencies due the rich resource 
and knowledge base the virtual web provides to form unique and difficult to imitate 
value chains. This organizational form is also a partnership of specialized enterprises 
operating in pre-determined trust culture with a pre-defined set of rules and 
regulations about knowledge ownership, security and protection, which facilitate the 
quick formation of the temporary partnerships (Franke, 2000 (our emphasis)). 

We highlight two issues here: the trust environment provided (ideally) by an ION 
and sharing of resources, information and knowledge (ordered by complexity level). 
These are enabling aspects of the main (although vague in formulation) advantage of 
an ION: to provide competitive advantage to their members. We will discuss below 
that sharing is just one component of the process of virtual (de)organizing: creating 
and dismissing information and knowledge in the context of the ION are 
fundamental issues. 



3. FORMATION AND DISSOLUTION OF ORGANIZATIONAL 
NETWORKS 

3.1 Explaining the formation of ION*" 

ION formation has been explained by several perspectives. There are two of them 
that seem to be the most disseminated: one anchored in the strategic management 
perspective and the other on the resource dependency or transaction costs theory. 
The first one tries to explain networked organizational forms by considering the 
characteristics, intentions, aspirations and situations of the several actors involved. 
The later is focused on the attributes of the links between resources (Franke, 2000; 
Ebers, 2002). These broad perspectives can be used to explain almost everything 
(generically) about the formation of ION but are not enough to explain the dynamics 
of current and future ION formations. lONs such as virtual enterprises or 
collaborative networks (Camarinha-Matos and Afsarmanesh, 1999) are examples of 
networks whose dynamics is complex enough to be explained with further theories, 
namely social networking. 

Horizontal to the above theoretical perspectives are the analysis levels (Soares 
and Sousa 2002; Ebers, 2002). An institutional level of analysis of the formation of 
ION is centered on the idiosyncrasies of the environment and in the characteristics 
of the society within which the network is formed. It identifies and characterizes the 
attributes of the institutional system under research. A relational level tends to study 
the particular aspects of the several links and inter-dependencies that exist between 
the actors involved (individuals, groups, firms). It identifies and explains the 
attributes that characterize the content of the links. 

Nevertheless, Ebers (2002) suggests that it is possible to better understand the 
ION formation by analyzing the three fundamental flows where the relationships 
existing between the organizations of an ION rely: 
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* flows of resources and activities linkages that are related with those types of 
inter-dependencies between organizations that are better managed throngh 
specific forms of inter-organizational networking; 

flows of mutual expectations that influence the perceptions of the actors about 
the opportunities and risks of the collaboration and as such mould the 
organization of the emerging network; 

♦ flows of information that influence the perceptions of the actors and guide 
their decisions influencing the form and content of the ION. 

The conceptualization of ION based on the coordination mechanisms (instead of 
market or hierarchies governing mechanisms) is useful in the cases where the goal is 
to evaluate and preview which forms of network connections can produce which 
results and in which circumstances. The degree of control and decision making 
centralization, the degree of centralization of property rights, the degree of 
formalization, the degree of routine and institutionalization of coordination are 
examples of those circumstances. This generic organizational knowledge can be 
applied to the analysis and design of inter-organizational relationships if stmctures 
and linking processes are defined in an adequate theoretical form. This 
conceptualization can also help to understand and predict the emergence of new 
ION. The generic question is: which flows of resources, expectations and 
information can be effectively governed by which configurations of coordination 
mechanisms? 

Another perspective within a relational level of analysis is based on the belief, 
supported by empirical studies, that pre-existing social relations between the several 
actors in a geographical region accelerate and support the development of more 
relationships in more formal business networks. The rationale is that family and 
friendship relationships, common members in local associations (commercial, 
industrial, professional) and political institutions, create and support social relations 
of mutual obligation, loyalty and trust. In this case, business relationships are not 
only governed and monitored by formal contracts but also through those social 
relationships. Viewing this, there are arguments that support that social relationships 
in ION have a greater probability of being formed when the actors can rely on social 
networks dense and spatially restricted (Ebers, 2002). This finding is very relevant 
for our research, in particular for the case we are setting up involving mostly SME’s 
(see section 3.3 below). 

3.2 The dynamics for change and dissolution 

lONs evolve, transform and eventually dissolve. Several authors suggest that 
process oriented studies are fundamental to understand these transformations. 
Processes of re-evaluation, learning and adaptation can take to adjustments and 
some times to the termination of links and the forms of ION originally implemented. 
Furthermore, some relationships are explicitly designed as temporary e.g. the 
development of a new product or to take advantage of a market opportunity limited 
in time. After the objectives being achieved the inter-organizational arrangement is 
dissolved. Even sometimes the formation of a ION can make part of a broader 
strategy, being only an intermediary form of organization. 
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The transformations naturally occurring in ION can be viewed as changes in the 
three fundamental network flows, as suggested by Ebers (2002) in its analysis 
framework. 

Changes in the actors’ resource base. Resources such as competencies, contacts, 
or technology can be acquired by the network partner changing the way exchange 
relationships where founded. 

Changes in the actors’ information base. Better knowledge of the partner’s 
resources and capacity makes easier to detect links of activities more or less 
effective, being able that way to restmcture accordingly those links and to learn 
about opportunities to establish new ones. We can verify that in network 
partnerships actors acquire gradually better information about competencies, 
capabilities, intentions, needs and limits of the partners. Furthermore, due to the 
interaction between partners, their information base changes as a result of the 
relationship influencing the stmcturation and functioning of the inter-organizational 
relationship. 

Changes in the actors’ expectations, regarding the behaviour and actions of the 
network partners. As a result of new information, and revised (or confirmed) 
expectations between actors, the stmcturation and functioning of a relationship will 
change as well. Depending on the results of the interaction, the added experience of 
the actors can lead to a growing mutual tmst or to result in mistmst between 
partners. In this case, the continued application of classical instmments based on 
contracts and monitoring can induce mistmst and possibly opportunistic behaviour. 

3.3 Consequences for the design of ION relationships 

One direct conclusion of the Ebers analysis is that the design of network 
relationships depends, among other issues, on the characteristics of the flows of 
resources, of the information processes and of the expectations of partners. Also, we 
should recognize the importance of intermediaries for coordination functions in the 
formation of ION. This has been researched for a longtime in the Virtual Enterprise 
community (Hatch, 1995; Hores and Molina, 2000; Franke and Hickman, 1999; 
Franke, 2000; Kanet et al., 1999; Saabeel et ah, 2002; Katzy and Eoh, 2003). 

ION forms of organization require permanent attention and management action. 
It is necessary that managers and the members of the organizations in general be 
ready to analyze and (re)evaluate the inter-organizational links and existing 
relationships. Only this way it is possible to achieve a high level of flexibility and 
responsibility, effective and quick decision making, learning and innovation (Ebers, 
2002 ). 

Ebers (2002) concludes that until now research on the formation of ION has been 
focused on the motives and contingencies of network stmctures. There is much less 
knowledge created about how ION relationships are created, developed and 
dissolved. There are few results about intermediate processes, phases and activities 
that convert motives in particular network stmctures and about the contingencies 
that facilitate or hinder those processes. 

These processes of creation and dissolution are nowadays being much influenced 
by inter-organizational information systems and associated technologies. We believe 
that in the future they will be the fundamental instmment to support ION formation 
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(at several levels: supporting infrastructures, protocols, formats, information and 
knowledge management, negotiation). 

Nevertheless, research on the technological support to processes of creation and 
dissolution has been mostly concentrated on the former and approaching it from a 
resource management point of view, i.e. trying to satisfy the generic switching 
principle of Mowshowitz (1986, 1999) - identification of the best and more 
appropriate resources to satisfy the network needs (Klueber et al., 2000; Petersen et 
al., 2002; Petersen et al., 2003; Saabeel et al., 2002; Ruhi, 2003). 

From the written above and from previous work on virtual enterprises life-cycle 
management (Katzy, 1998; Faisst 1997; Mowshowitz, 1999; Camarinha-Matos, 
2003; Saabeel et al. 2002; Zaidat et al, 2003) it is clear that ION need to implement 
functionalities supporting formation as an integral part of the functionalities 
supporting the management of the ION. This also means that the role normally 
assigned to brokering functionalities are not enough if the goal is to relationship 
centered management of the ION. To build such tools there is the need of network- 
centric theoretical and conceptual models that enable to relate adequately 
information and knowledge managed in these processes (Soares and Sousa, 2004). 



4. KNOWLEDGE MANAGEMENT IN THE FORMATION 
AND DISSOLUTION OF ORGANIZATIONAL NETWORKS 

Besides other commitments and expectations, an organization entering an ION 
invests part of its knowledge capital through sharing, and it is natural to expect a 
return on that investment. The processes of formation and dissolution of 
organizational networks generate new knowledge and consolidate of the existing 
one. These processes are the way which the organization delivers and collects 
dividends on the invested knowledge. 

There is a significant body of research work regarding knowledge management 
in organizational networks (for a comprehensive review see (Archer and Wang, 
2002). In a more managerial perspective, relevant contributions focus on empirical 
studies to find how organizational factors (economic, social and systemic) influence 
the effectiveness of knowledge management in improving organizational networks 
and their members. In a more technological perspective the some relevant work is 
being developed in applying ontologies as the semantic infrastracture to knowledge 
sharing between the members of a ION. Particularly the work on the integration and 
mapping of distributed and heterogeneous ontologies (Maedche et al, 2003) seems 
to be promising as is more in line with the degree of autonomy of the organizations 
participating in an ION. 

Swan et al. (1999) opposes two types of knowledge networks: “cognitive 
networking” - based on linear information flows where IT systems are “information 
routers” - and “community-networking” - based in a process of “sense-making” 
where IT systems are facilitators. We support the “community view” as it is the only 
adequate to understand and exploit formation and dissolution in ION as strongly 
coupled technical and social processes (the ION is thus viewed as a socio-technical 
network). In a certain way this is also in line with the high level view of managing 
knowledge as a process (as opposed to product) (Abecker etal, 2001). 
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4.1 Generic requirements for knowledge management systems supporting 
formation and dissolution phases in ION 

Analyzing this specific literature we can conclude that there is not significant 
research work along the lines described in previous sections i.e., supporting 
explicitly the formation and dissolution of ION by providing, making evolve, 
consohdate, provide access and dismiss specific and relevant knowledge. 

4.1.1 ION formation and dissolution should be managed as socio-technical network 
processes 

ION formation encompasses structural (re)arrangements in the participating 
organizations, as result of relationships (re)definition. These changes imply social 
changes as well at levels such as the work environment and content, autonomy and 
responsibility, competencies. These are social changes and as such cannot be road 
mapped through formalization in a well structured method or approach. It is thus of 
utmost importance that descriptions of past socio-technical configurations annotated 
with related and specific problems, solutions, suggestions, etc., can be easily stored, 
retrieved and correlated. 

A holistic management view also requires managing the relationships and 
interactions of individuals and groups with technology, by adequately positioning 
the technological artifacts, such as a knowledge management system, in the social 
context of human action. In fact, today, information technology and systems have so 
strong an influence in human actors’ relationships that it is interesting to 
conceptualize them as social actors on their own. 

Through a “multi-perspective model” underpinning knowledge management 
support functionalities, each person or group is expected to be able to fully explore 
webs of relationships that are important in the scope of his responsibilities in the 
process of formation or dissolution. Relationships can be analyzed, “designed” and 
managed at different levels and from several perspectives. Levels and perspectives 
are intertwined, linking the network of social actors in a hyper- web of relationships. 

4.1.2 Management of ION formation and dissolution should be focused on the 
network of relationships 

The management of a network of enterprises (in particular the processes of 
formation and dissolution), can be viewed as the management of relationships and 
interactions between the different actors, directly and indirectly involved in the 
activities. Relationships involve operations, processes, resources, knowledge, social 
interaction, bust, power, etc. Relationships can be related with other relationships. 
For example, an operational relationship between a procurement manager and one of 
its suppliers is related (or is influenced) by his relationship with the other suppliers, 
by the relationship of the supplier with other clients, etc. This can be considered an 
evolution of the concept of meta-management (Mowshowitz, 1999) in virtual 
organizations, going from the management of distributed tasks linked to some 
previously agreed overall goals, to the management of a web of relationships linked 
not only to a complex web of overall goals but also to individual goals and 
expectations. 
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The way a manager (which can be any node in a network) moves from one 
subject or issue to another strongly depends on the linkages (relationships) he 
actually perceives and on his goals and objectives at the moment. Therefore, there 
can be several levels of relationships. For example, depending on the level of 
aggregation of the actors (e.g. nodes in a collaborative network) we can explore the 
relationships between companies, between teams, between roles, etc. 

4.1.3 Knowledge support to ION formation and dissolution should start in the 
“breeding environment” 

As already described in section 3.1, social relationships in ION have a greater 
probability of being formed when the actors can rely on social networks dense and 
spatially restricted. This also characterizes the so called “breeding environments” 
(Camarinha-Matos, 2003). It is very important that organizations acknowledge a 
trustworthy organizational environment where the formation and dissolution of a 
ION (or e.g. a virtual enterprise) can be agile, overcoming long negotiations and 
contractual setups. To support network formation and dissolution within a breeding 
environment this, a “knowledge” level should be added to an ION aiming to create 
community based dynamics rather than negotiation and transaction based dynamics 
(although the later should be present anyway but with the possibility of being 
simpler). 



5. CONCLUSIONS AND FUTURE WORK 

The formation and dissolution processes of a ION are two sides of the same coin 
from a knowledge management perspective. Knowledge shared in the formation 
process will be capitalized with interests in the dissolution process. 

The results from empirical studies, in particular the ones focusing on the ION 
processes, are a fundamental source of requirements and inspiration to build inter- 
organizational information systems, particularly knowledge management systems. In 
this paper we started from a comprehensive work analyzing the formation of ION to 
derive generic requirements for systems supporting knowledge management in such 
networks. We interpret the social processes involved as fundamental (within a socio- 
technical network perspective) and this implies social knowledge being considered 
in such systems. This also gives preference to a community-networking view over a 
cognitive-networking view as sense-making processes are enablers of trust. 

The ideas presented here are being developed in two projects. CODEwork@vo - 
collaborative and DEmocratic work design and management in virtual 
organizations - has as main objective to create a framework for the design of work in 
virtual organizations (VO), integrating distributed business processes design with 
work task design. Furthermore, this framework will be supported by a computer 
application that will enable the management of the web of relationships resulting 
from the design process. More specifically, this project will deliver (1) a social 
actors network based model that will enable the description and analysis of the 
relationships established within the VO; the relational characterization of social 
actors in the VO will be used to inform and mediate between the design of the VO 
business processes and individual and group work tasks and (2) a prototype of a web 
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based collaboration tool to support both the information management in the design 
process and the structuring of important information for the management of 
relationships in the VO. 

The second project aims at developing specific tools to structure distributed and 
heterogeneous knowledge in a socio-technical network. The focus is on the 
formation and dissolution processes. 
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' Network” (Fombrun, 1982) is an abstract enough notion that can be used to 
characterize any type of recurrent links (e.g. resources, friendship, information) 
between a set of nodes (individuals, groups, organizations, information systems). 
“The framework of analysis of Ebers (2002) studies ION as a form of organization at 
the same level as markets and hierarchies 

"‘The review in this section is mostly based on the work of Ebers (2002). 
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The Mastrit Skin project intends to develop two new technologies in two 
consecutive phases: Stage 1, a device to capture and catalogue in an automatic 
way defects on worked skins providing leather digital maps with measurable 
quality parameters and Stage 2, a B2B platform capable of providing new 
services such as the e-procurement and the nesting of leather. The proposed 
device to be developed, MSkin Intelligent Quality Control System, is composed 
of three main elements: 1) the Leather Quality Reference Model, 2) the 
Modular Acquisition System and 3) the IT system (the database and leather e- 
configurator). The integration of these components into a unique product and 
its launch to the market is planned to be accomplished by the MSkin co- 
engineering network. This collaborative net will merge different SME’s 
competencies in order to design, manufacture and sell in the best efficient way 
the innovative MSkin Intelligent Quality Control System (iQCS). The current 
paper will describe: the MSkin Collaborative Net strategy, the market analysis 
realized, the proposed business model and the core business processes to be 
carried out to develop and launch the proposed new technology. The prototype 
of the MSkin Intelligent Quality Control System is planned to be delivered in 
June 2006, so the formation and integration of the network should be 
accomplished during the same period of time to deliver the expected results. 



1. INTRODUCTION 

The Mastrit Skin project intends to develop two main new technologies: 1) a device 
to capture and catalogue in an automatic way defects on worked skins providing 
leather digital maps with measurable quality parameters and 2) a B2B platform 
capable of providing new services such as the e-procurement and the nesting of 
leather. To be able to achieve this, several competencies and areas of knowledge are 
required from both academic and industrial partners (Flores, 2003). This paper will 
focus on the creation of a collaborative network to develop the device. 

Mastrit Skin 2002 is an Eureka project performed in collaboration with both 
Swiss and Italian universities and six main industrial partners. The Swiss project 
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focused on understanding the needs of the different final consumers in order to 
develop the leather quality reference model to identify the parameters and their 
required precision to measure the different defects. Another goal was to develop a 
model and different possible scenarios to develop a proposed architecture for the 
construction of a B2B marketplace where leather could be sold and acquired in 
global markets taking advantage of the different technologies developed in the 
project. The Swiss project looked forward an integrated supply chain between 
tanneries and final users using a reference model for measuring quality and a new 
platform B2B to sell and buy leather. The Italian project had as main objective the 
design and development of a system to capture and catalogue in an automatic way 
defects on worked skins to optimize the inner process at the tannery. 

1.1 The proposed Strategy for the iQCS Development 

During the Mastrit Skin 2002 Quality Standard & Global Concept evolution, it was 
acknowledged that the Italian device under construction could not reach the 
precision required by the Swiss Mastrit Skin industrial partners in order to identify 
the defects on their skins. For this reason, new technologies should be developed by 
the Swiss project (Hores, et. al, 2003). As a result, the project efforts were focused 
on constructing the different modules required to obtain the digital maps, for the 
several leather morphological and quality zones. The proposed new solution is 
called The MSkin Intelligent Quality Control System (iQCS) and it is formed of 
three main elements: 1) The Leather Quality Reference Model, 2) The Modular 
Acquisition System and 3) The IT Solution. To accomplish this radical innovation, a 
cluster of four aR&D projects was developed. The current solution will focalize on 
the leather sector; nevertheless the project concept and modules could be re-used to 
deliver solutions also for other sectors that produce flat products. The research 
proposal is under development and the project is planned to start in June 2004 and 
last for 30 months. The total estimated funding to be requested to the Swiss 
Innovation Promotion Agency (CTI) to carry out the four integrated MSkin projects 
will be approximately of 3.5 million Swiss Francs. 

1.2 The importance of the network creation 

It was clear that all the industrial partners have specific competences in different 
areas (data gathering systems, cameras, sensors, algorithms, nesting, etc) and that it 
will be difficult to find a unique company that can develop all the elements for the 
MSkin Intelligent Quality Control System. It was then identified the need to create a 
collaborative network of partners to launch the innovative product to the market. 
So, besides developing different technological projects to develop the different new 
components, special attention should also be taken on the business model to produce 
and commercialize the solution after its development. Thus, the concept of the 
MSkin Co-engineering net emerged. The following sections will describe the 
market analysis, the business model, main actors and business processes proposed to 
enable the creation and operational success of the network with the main purpose of 
delivering the MSkin Intelligent Quality Control System to the market. The 
development of the MSkin Co-engineering net is a workpackage on the first project: 
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TSkin_Pl: MSkin Intelligent Quality Standard Development and Technology 
Demo-Platform Implementation. 



2. THE MSKIN CO-ENGINEERING NET 

To integrate the different components into a unique product and launch it to the 
market is not an easy task. Another important fact is the need to merge the 
different partners’ competencies in order to design, manufacture and sell in the 
best efficient way the innovative MSkin Intelligent Quality Control System. This 
net should enable in a simple way the organization of the partners to sell the 
system to the market with a unique face to the customers. By creating this 
collaborative co-engineering network the competitiveness of participating SME’s 
will increase and it will allow them to develop more innovative products than if 
they were standing alone by themselves and at the same time share the risk. The 
co-engineering net could develop with time not only solutions for the leather 
sector, but also for other flat products that have very strict quality specifications 
such as wood, glass, steel, etc. So more business opportunities for this network are 
expected. 

The term Virtual Organization (VO) is used to describe an operational structure 
created from different organizational entities for a specific business purpose 
(Camarinha-Matos, 2003). A virtual organization is a geographically distributed 
organization whose members are bound by a long-term common interest or goal, 
and who communicate and coordinate their work through information technology 
(Ahuja et al., 2003). The formation of the proposed collaborative co-engineering 
net will focus on the virtual organization concepts, in which members of various 
companies and academic research units voluntarily come together to develop and 
advance a technology on an ongoing basis. These members will assume well 
defined roles and status relationships within the context of the virtual group that 
may be independent of their role and status in the organization employing them. 

2.1 The Network Commercial and Business Objectives 

During the formation of the co-engineering network is important to define business 
rales, roles, and the set of business processes that will be the foundations for the 
company start up and successful on going operational activities. The commercial 
deliverables of setting up the network will be: 

■ The product strategy, the market strategy and marketing activity plan 

■ The Start-up and integration of the new company (network of companies 
sharing their competencies) 

• Trhe modular acquisition system and IT solution prototypes design realized 
under the Concurrent Engineering concept 

• The tested and final prototypes 

■ The validation of the Market needs and verification of the Market potential 

■ The final verification of the quantitative and qualitative technical 
requirements before industrialization 

■ The pilots of the system done with the potential future customers 
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The specific business objectives for the network are: 

1) Launch to the market the first working and tested prototype in June 2006 

2) Obtain the first selling contract with one of the final users in the network 

3) Implement the first pilot machine in December 2006 

2.2 Market Analysis: Place, Price, Product and Promotion 

Italy is by far the main market for the Mastrit Skin solutions in Europe; 
approximately 85% of the leather producers in Europe are located in Italy and at the 
same time is the second producer in the world, after China. Tanneries in the two 
main clusters of Chiampo Valley and Santa Croce are the target markets. Another 
interesting fact is that in Italy approximately 7300 new employees have started 
working in the tannery sector, from 23,000 in 1992 to 30,300 in 2002, and in the 
same period approximately 200 new tanneries started operations, confirming that in 
this country the leather sector is prosperous. 

The potential of sales of the MSkin systems offered to the market has been very 
carefully evaluated to be 2.7% of the total 2700 tanneries located in Italy, Spain, 
Germany, United Kingdom and Switzerland in the next five years, thus 72 MSkin 
iQCS can potentially be sold. The estimated unit sales price will be between 360 - 
400 KCHF and the estimated cost per unit will be approximately between 250 - 320 
KCHF, as both of them depend on the components and requirements for the specific 
system from the final consumer. Approximately 15 to 20 new jobs will be generated 
in Switzerland by the end of 2008. 

According to the Tanners Council, at the global level in 2000 the footwear sector 
was the one that used most of the world production leather (65%); nevertheless there 
is an expected reduction of this demand and an increase in the furniture and 
automotive sectors in the following years. The garment sector will remain the same. 
At the European level, Italy and Spain are the main exporters of shoes. These facts 
mean that the expected main consumers of the MSkin products are tanneries that 
produce leather for shoes or shoe makers, so the initial promotion strategy will 
probably focus on this sector. There will be mainly four different products to be 
sold; a device to measure leather defects: 1) for wet blue hides, 2) for finished 
leathers, 3) for wet blue hides and finished leathers and 4) option 1, 2 or 3 with the 
nesting functionality. The product will be produced under an Engineering to Order 
(ETO) manufacturing typology, providing a product that exactly meets each 
customer’s requirements. 



3. PROPOSED BUSINESS MODEL, ROLES AND PROCESSES 

Before any VO starts, two main elements should be analyzed: 1) the cluster of 
companies that will form the network and 2) the Broker. These two elements are 
required to configure and manage partners’ capabilities or core competencies to 
accomplish a specific objective or business opportunity. Mainly five types of 
partners are proposed to form the MSkin co-engineering network: 1) the producers 
of high tech components (artificial vision, lasers, nesting algorithms, high frequency 
sensors), 2) the selling and marketing partners, who have experience in selling 
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and distributing machines for the leather sector 3) the final users from different 
industries such as shoes and furniture, who will provide specific requirements and 
then test and validate the prototype to measure leather defects, 4) academic 
partners who participate actively in the development of the components and in the 
overall project management will function as net enahlers to coach industrial 
partners) and 5) leather quality associations (ICEC, VESLIC, INESCOP) to accept 
the proposed quality reference model and certify the correct measurements of the 
machine. Most of the partners are located in Switzerland; other three are in Italy, 
Spain and Germany respectively. The network will be formed of approximately ten 
to twelve different entities. 

3.1 Identifying the best business model to enable collaboration 

Camarinha-Matos (2003) proposed three different structures of virtual organisations: 
Supply Chain, Star or Peer-to-Peer. In a similar way, Katzy and Loh (2003) 
identified three main topologies for Virtual Enterprises: Supply Chain, Hub and 
Spoke and Peer-to-peer. Where in supply chains long term relationships are assumed 
and the partners’ interaction follow a chain of activities, in the star topology all the 
partners interact with one central huh or strategic centre and this allows a more rapid 
reconfiguration. Einally, in the decentralized peer to peer model, peers communicate 
symmetrically and have equal roles which are based on strong social relationships. 
The proposed business structure for the MSkin Co-engineering network will be 
based on a hybrid model as shown in figure 1: star and peer to peer. This means 
that the network will be based on an active number of partners working under a 
decentralized peer to peer network, where they have the same governance power but 
there will be a MSkin system integrator that will synchronize all the activities. All 
partners will be able to share information and together will define the business 
strategy and goals, but the integrator will follow up the deliverables to be 
accomplished and will make sure the network works as a unique system. 




Figure 1 Hybrid Star - Peer to Peer Hybrid Topology 



3.2 Proposed key roles for the MSkin network operation 

A research was carried out to identify business frameworks that could enable a 
successful operation of a Virtual Organization. D’Atri (2003) proposed a framework 
to organize Virtual Enterprises operations based on three main actors: the Enabler, 
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the Catalyst and the Broker (ECB). He defines how these three elements interact and 
the main tasks each entity should accomplish. On the other hand, Pliiss and Huber 
(2003) presented the five main roles that currently exist at the Virtuelle Fabrik to run 
the network operations: 1) order broker, 2) auditor, 3) network-coach, 4) in-outside 
manufacturer and 5) order manager. Finally, Molina and Flores (2000) and Molina, 
Mejia and Velandia (2003) present the key activities to be developed by the broker 
and tools to be used linked to the new product development process proposed by 
Cooper (1993). As a result, the organizational needs of the MSkin Co-engineering 
network were identified and the following five main roles were proposed as 
necessary for 1) the new product development and 2) the network operation after the 
iQCS launch. At this moment, it is still not defined which partner will develop each 
role. It could be possible that one partner executes one or more functions. The 
objective is not to have a broker that develops all the networking activities and treats 
the partners as suppliers (such as the supply chain or the star models). The objective 
is to do a decentralized organization, where partners besides providing a product 
for the network can accomplish other support activities. Its core characteristic will 
be that no single entity will have the overall decision authority that decisions will 
have to be reached in consultation and between independent entities. The key 
identified roles are: 

1) MSkin System Integrator: will follow up the overall orchestration of the 
activities to develop, produce and sell the MSkin Intelligent Quality Control 
System and ensure that the overall business objectives and goals are 
accomplished. This role should control the financial performance of the MSkin 
Collaborative Net, as it can be said that the person in charge will have the CFO 
responsibilities of the MSkin network. 

2) Operation Broker: Will focus mainly on the activities to be developed at the 
supply chain level, such as sourcing contracts, follow up of suppliers schedules 
and delivery dates to deliver the product on time to final customers. S/he will be 
in charge of the ICT usage among partners for the network operation. 

3) Market Manager: The partner to accomplish this task will have already 
experience selling and distributing specialized machines to the leather sector. 
S/he should have already contacts in the sector and should focus to market, sell 
and distribute the MSkin solution. 

4) Product Manager: Will be in charge of following the product development 
process, from the initial idea to the launching. S/he will test and validate the 
prototype, develop the quality manuals and the installation procedures. Once the 
product is launched to the market, the person in charge of this role should work 
on doing product improvements and develop new solutions for other sectors. 

5) Net Enabler: should be a neutral partner that will facilitate the collaboration 
among the members by providing training, coaching and tools. One core 
objective is to facilitate the exchange of tacit knowledge to make this strategic 
alliance successful (Dyer, 2001). 

3.3 Proposed MSkin co-engineering network business processes 

The proposed business processes to be carried out by the MSkin co-engineering 
network are defined in three integrated macro levels: 1) the new product 
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development, 2) the supply chain operations and 3) the network support. The 

new product development activities should concentrate on the integration of the 
results of the four aR&D projects proposed for the development of the different 
technological components. The supply chain or execution level should enable the 
continuous operation of the network to source goods, make the components and 
assembly them and finally deliver them to the final consumer, following the main 
core processes of the Supply Chain Reference model (SCOR). The collaboration 
support process should enable the collaborative environment by providing tools and 
methodologies to optimize its operation. During the first year of the project, efforts 
will concentrate on the coordination support and the new product development 
levels. The proposed supply chain of partners to deliver the iQCS system to the 
market is shown in figure 2. 
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Figure 2 - Proposed MSkin Co-engineering Net and the industrial partners role to develop and 
produce the Intelligent Quality Control System (iQCS) 



4. CONCLUSIONS 

This paper described the need to create a collaborative network for the development 
and launching of the innovative product MSkin Intelligent Quality Control System. 
It presented the initial market analysis carried out, the proposed organizational 
structure, main roles and processes to enable the network successful operation. 
Three future key activities to be developed and implemented once the project starts 
are: 1) a MSkin scorecard to assess the network performance to measure the network 
results against the defined strategy, 2) a detailed assessment of the possible risks and 
conflicts that could arise among the MSkin Co-engineering net partners and 3) the 
implementation of a communication platform or tool to facilitate the information 
sharing and partners’ collaboration. The proposed iQCS solution represents an 
opportunity for tanneries and leather consumers to improve the leather selection 
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process and calculate in a more accurate way the real value of leathers based on 
quantitative quality parameters. 
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Design of complex Systems-on-a-Chip requires often integration of large teams 
of engineers who work in remote locations. Seamless and secure integration of 
distant tools across different organization over the Internet is still one of major 
challenges that obstacles efficient engineering collaboration. The paper 
explains the main element of the advanced collaborative infrastructure that 
supports integration of distributed engineering tools. It constitutes TRMS (Tool 
Registration and Management Services) which are scalable, easily accessible, 
secure, and available on different platforms due to their implementation in 
Java. Requirements on TRMS, its architecture and functionality, as well as 
conclusions stemming from first deployments are presented. 



1. INTRODUCTION 

Concurrent engineering for distributed product development is a new paradigm of 
engineering work that has become feasible due to dynamic progress in information 
and communication technologies. Engineering workstations due to broadband access 
to the Internet turn into global workbenches. This new engineering paradigm can be 
enabled with new innovative infrastructures, net-aware tools, and new design 
methodologies based on re-use in combination with advanced security and network 
and tool management. Many research efforts were directed towards collaborative 
infrastructures during recent years. However, a few research groups have targeted 
research on applications in electronic system design automation (EDA) only, like 
W E ED (Chan, 1998), REUBEN (Havana, 1998), ASTAI(R) (ASTAIR, 2003) and 
MOSCITO (Schneider, 2003). 

The EDA community has been inspired by the WELD (Web-based Electronic 
Design) project that aimed at providing reliable and scalable connection and 
communication mechanisms for distributed users, tools and services. The developed 
WELD system comprises principally remote servers, network services, and client 
applications. Remote servers enable access to remote command-line tools 
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encapsulated by server wrappers or tools with built-in support for a socket 
connection and WELD communication protocols. Network services such as: 
distributed data manager, proxies and registry services, allow incorporation of 
infrastructure components on demand. Client applications use the WELD 
infrastructure to access network resources. Clients are either Java browser clients, or 
generic clients developed in socket-enabled languages using WELD protocols. 

REUBEN (Lavana, 1998) (Reconfigurable and reUsable Benchmarking 
Environment) is the asynchronous and synchronous collaborative OmniElow 
environment, where OmniElow is a universal client, which creates GUI based on 
cdtML (extended XML) description of a task flow. Communication among remote 
tools is transparent to a user and it is based on the TCP protocol or a socket-based 
solution. CVS (Concurrent Versioning System) is used for management of 
distributed data. 

Another approach presents the ASTAI(R) environment which was developed by 
the C-LAB laboratory from Paderbom, Germany. ASTAI(R) consists of two types 
of applications. Eirstly, Tool Server (TS), which enables ASTAI(R) users to use 
shared tools. The access to these tools is through the Client application. 
Communication between elements of the system is based on the CORBA standard. 
This solution is a problem for networks protected by systems of firewalls or proxies. 
The ASTAI(R) environment comprises sophisticated Workflow Management 
System (WfMS) which enables automation of tasks and data flows. ASTAI(R) GUI 
presents a design process as a number of related operations called workflow 
activities, whose dependencies are controlled by the WMS. This environment allows 
distributed engineering team work as sub-workflows may be easily defined. Security 
aspects are referred to the operating system. ASTAI(R) does not encrypt data 
transmission. Also, control of user activities and access to shared tools are not 
directly supported. 

An interesting solution is demonstrated in the MOSCITO system. It is an 
Internet-based multi-agent system which can be controlled and observed by the 
user’s front end program - the MOSCITO desktop or web client. MOSCITO consists 
of three software layers: kernel layer, interface layer, and user extensions. The 
kernel provides functionality for basic object and data management, file handling, 
XML processing and communication. The Interface layer provides programming 
interfaces for integrates new tools, new workflows, and appropriate viewers. Each 
interface is represented by a Java class which contains basic functionality. 
Communication between tools (agents) is organized as a socket-based solution. 
MOSCITO does not support data transport encryption and proxy servers. 

Existing distributed collaborative engineering infrastructures do not support 
adequately the integration of dispersed design groups and their tools, and do not 
consider distance-spanning related issues, like: firewalls, security (including user 
authorization, data and transfer encrypting), distributed inter-organization 
workflows, and remote administration of users and tools. 

The paper presents the Tool Registration and Management Services (TRMS) 
developed within the EU E-Colleg project (IST-1999-11746) (Bauer, 2001). The 
TRMS system offers to dispersed engineers some additional features that enhance 
existing distributed collaborative engineering infrastructures (Mueller, 2003). 

The paper is organized as follows. Eirstly, requirements on TRMS are 
enumerated; secondly, the overall architecture and operation of TRMS are 
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described. Finally, the TRMS deployment is addressed and potential benefits of 
TRMS use are envisioned. 



2. REQUIREMENTS ON TRMS 

Remote tool integration is one of central problems of concurrent engineering. 
Although this is an old problem with a history of many international efforts 
(Indmsiak, 2002) like CAD Framework Initiative, interoperability of tools dispersed 
in the Internet still is a challenge. Below, the main requirements on TRMS are 
enumerated: 

Dynamic tool and user account management 

Information on registered tools should be accessible Internet- wide. 

Tools should be registered in one central repository 

- Encryption/decryption of messages and data 

- Authentication through a digital signature 
User authorization at the central server 

- Flexible though secure mechanism for handling user privileges 
Secure access to tools behind a firewall. 

The above list demonstrates that the requirements with respect to security were 
defined with a particular care. It was assumed that unquestionable confirmation of 
identity of actors operating in TRMS is a must, and it ought to be realized in the 
authentication process. An extent of granted privileges to TRMS resources will be 
verified in the authorization process. The access control process need to he directly 
responsible for the execution of granted privileges and a definitive decision about 
facilities of resources. TRMS deals with sensitive data. For this reason exchanged 
data should he protected in a special manner during transfer through the network. 
Additionally, confidentiality and integrity of data should be guaranteed. Mechanisms 
which will force a definite behavior of users and control over correct functioning of 
accessible services are an essential complement to security requirements. 



3. ARCHITECTURE OE THE TRMS ENVIRONMENT 

Figure 1 presents the general architecture of the TRMS environment. In the 
oversimplified perspective, it comprises three components, namely: the GTLS 
server, the Tool Server(s) and the Client(s). 

3.1. GTLS - Global Tool Lookup Server 

The main component of TRMS is the GTLS server. It is responsible for registration 
and modification of data on users and their privileges, elements of the system, as 
well as, information on accessible tools and machines that make them available. 
GTLS is also responsible for the security policy of the whole system, registration of 
user activities and of access to tools, maintaining statistics, identification of an 
intruder attack. Furthermore, GTLS is responsible for the generation of keys used 
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for the encryption of a transmission and the generation of digital signatures 
(Magiera, 2003). 

GTLS uses a relational database to store information about users and native 
XML database for storing information about registered tools, tasks and workflows. 
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Figure 1 General architecture of the TRMS environment. 



3.2. Tool Server 

The Tool Server (TS) is responsible for controlling users’ access to tools. A client 
invoking a tool does it through the Tool Server. Tool Server allows for sharing of 
the tool through the Internet. Its additional task is brokerage in user authentication. 
The Tool Server queries GTLS whether a user who invokes the tool has sufficient 
privileges. With the positive verification of the signature and the respective tool is 
launched. 

3.3. Client 

The Client application completes the TRMS system. It has a simple GUI that allows 
for login to the system, its administration and usage of available tools. 

In the general case, all TRMS components are on separate machines connected 
to the Internet. Thus, there is a need for a communication between them. The 
security policy of the E-Colleg partner companies motivated the use of the 
HTTP/SOAP communication protocol. It was natural to use XML as a data transfer 
format. Of course, all sensitive data are encrypted and digitally signed by a sender. 

TRMS uses ANTS (Advanced Network Transport Services) for transporting all 
data between clients and remote tools. The developed by C-Lab ANTS component is 
a SOAP Web service that enables routed data transport through gateways and 
firewalls. ANTS can also be used to distribute SOAP messages across network 
boundaries. This enables TRMS to be deployed independently from the network 
infrastructure if ANTS connectivity is supported (Mueller, 2003). 
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4. TRMS OPERATION 

TRMS allows a user to invoke a tool with allowed parameters based on a description 
of the tool in the central repository on GTLS. All operations in the TRMS 
environment are invoked in a safe way by use of asymmetric encryption, verification 
of authenticity, digital signature and checking permissions. 

4.1. User login to GTLS 

Firstly, a user needs to initiate his/her own session at TRMS. So, the user needs to 
login at the central GTLS server. The user login and a password are sent by the 
Client to GTLS as an XML message. Authorization data being sent are encrypted by 
a combination of a public key, and a temporary symmetric key. The message is 
signed by a private key of the user in order to guarantee an additional authentication. 

GTLS, upon receipt of the message, decrypts it using its own, secret private key. 
The deciphered message contains the user’s login and password. These parameters 
for user authorization are compared with data in the users database (DB) of GTLS. 
Firstly, the user is identified by the login name, secondly the password is verified. If 
either user login or password are not correct the login operation is stopped, and the 
user gets appropriate information. If these data are correct, a public key from the 
user’s DB is fetched, and the signature is verified. 

If login, password and the digital signature are correct then a session is 
established for the user. A unique number is assigned to this session. The user is 
allowed to launch one session only. Data on the session together with complete data 
on the user (public key, privileges) are placed in the cache (e.g. memory cache) of 
GTLS. 

Thus, if the user makes subsequent connections to GTLS (tool search, tool 
registration, etc) or to TS (tool invocation) the user only needs to provide a unique 
session number. This number allows identifies the user’s session in the GLTS cache. 
Here we have session data (login time, operations done, etc), as well as user data, 
including the user’s public key. With the use of this key a digital signature of a 
SOAP message is verified in order to check the authenticity of the user. 

As soon as the login action is positively verified, a session is initialised and its 
number is assigned to the user. This unique session number is added to each 
message being sent. This number allows for the identification of the user’s public 
key. The last one is used by GTLS and TS to verify the correctness of the digital 
signature. 

4.2. Tool search 

If the user is already logged in, he may search for a required tool, providing search 
criteria using a convenient GUI. These search criteria are integrated into the XML 
message that incorporates the user session number in the SOAP message. The 
message is encrypted using the public GTLS key and the generated symmetric key 
and signed (digital signature is done based on a secret private key of the user), and 
finally sent to GTLS. 

GTLS upon receipt of the message decrypts it with the use of its own private 
key. Next user data are found in the cache. Using the user’s public key that has been 
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found in the cache a digital signature is verified. In case of a positive verification of 
the digital signature, user privileges for tools search are checked. If the user has 
appropriate privileges, the tool searching service is invoked with the user’s 
searching criteria. Information on tools being found is sent back to the user. 

4.3. Tool invocation 

Once the tool is found, the client receives the parameters list from GTLS with which 
the tool can be invoked. Further on, the user defines the values of selected 
parameters. All data for tool invocation are comprised in the XML file that is 
encrypted with the use of the public key of the appropriate TS and signed by the 
private key of the user. 

4.4. Querying GTLS for user data 

The Tool Server queries GTLS for data on the user. GTLS searches its own cache, 
and once the session is found it sends back to the TS complete data on the user 
(public key, privileges, ...) and data on the user session. TS upon receipt of these 
data places them in its local cache. Due to this, with the subsequent client invocation 
to the TS during the same session, TS does not need to connect repeatedly to GTLS, 
but instead, it fetches session/user data from its own local cache. 

As soon as, session and user data are found, the digital signature of the user is 
verified. Using the definition of privileges that is received from GTLS, it is verified 
whether the user has rights to invoke a particular tool. If yes, the tool is invoked and 
launched. A result of tool operation is converted into an XML file (parser), and sent 
back to the client. 



5. SECURITY ISSUES 

Specificity of work in a distributed collaborative environment and requirements 
formulated by the E-Colleg industrial partners were the basis of the proposed 
solution in the security domain. Security of communication, controlled access to 
common resources, as well as capability of security management are essential 
implemented elements in the developed TRMS (Magiera, 2003). Utilization of 
encryption methods allows assurance of data integrity and confidentiality at the time 
of transport through the network. Encryption is done with the use of a public key of 
a recipient that is the addressee of the message, and using the symmetric key that is 
generated before each message is sent. This combined encryption is due to a lengthy 
ciphering process with the use of the public key. This process may introduce delays. 
Encryption with the use of a symmetric key doesn’t have these restrictions. 
Additionally, each message contains a digital signature, which is done on a basis of 
the private key of the sender of the message. This signature is verified on the 
addressee side and allows the confirmation of identity of the message sender. The 
process of identity confirmation is called authentication. Additional specific 
processes are needed in order to assure a right level of security. These are 
authorization and access control that are processes, which check and confirm rights 
of an actor that takes part in an action. Access control to TRMS resources proceeds 
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through verification of rights. The TRMS comprises a flexible system of privileges 
that allows adjustment of access rights to requirements appropriately. Security 
features implemented in the TRMS system are complemented by a mechanism 
which forces a definite behavior of users and appropriate control of access services. 
It allows a user to set the security level according to current necessities. 



6. APPLICATION EXAMPLE 

This short section illustrates potential applications of TRMS. The objective of a 
simple experiment is to convert a source image file and its transfer using e-mail. In 
the TRMS environment this task can be realized using the sequential workflow. 




The procedure requires that all tools used in the workflow are registered in the tools 
DB of GTLS. During this operation a user needs to define required parameters of 
each of involved tools, e.g. a path to the tool, required tool parameters. Tool Server 
on which the tool is installed. The following tools have been installed for this 
experiment: Gadwin PrintScreen(l), IrfanView(2), bmp2jpg converter(3) and the 
archiving script (4). First two tools were installed on the client local machine, 
whereas other on a remote server. Upon registration of tools an appropriate 
workflow was created that might be invoked by any TRMS user with adequate 
privileges. 

Upon workflow initiation, a user dumps an appropriate part of the screen to the 
BMP file using (1). He can view the file with the use of the browser (2). In the 
following, the file is transferred to the remote TS, where with the use of (3) it is 
converted to the appropriate format (JPG). After conversion the graphic file is 
transferred using (4) to the archive. 

This scenario illustrates easiness of invocation of remote tools in TRMS. 
Sequential tasks may be thus automated and arbitrarily repeated using this WfM 
tool. 







328 



VIRTUAL ENTERPRISES AND COLLABORATIVE NETWORKS 



7. CONCLUSIONS 

The presented TRMS architecture and its functionality fulfill requirements for a 
secure collaborative infrastructure. The TRMS infrastructure supports tool 
integration and management. In our opinion, TRMS is a solution for distributed 
cooperating engineers and gives them the possibility for a simple invocation of 
distant tools. Distributed engineering work will become much easier if engineers are 
able to cooperate in larger networks with many registered tools. Their work will be 
accelerated and thus work costs will be reduced. A registered tool will provide a 
service to distributed design engineers. It is expected that the overload due to tool 
installation and configuration processes will be reduced. Additionally, encrypted and 
digitally signed messages assure a high level of security in sensitive design 
information exchange. TRMS constitutes infrastructure well tailored to distance- 
spanning engineering collaboration in complex distributed product design. 

Further R&D related to TRMS includes enhanced WfMS and improved support 
for engineering teamwork with both synchronous and asynchronous collaboration. 
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Collaborative Engineering is a promising concept to increase the 
competitiveness of companies. Target of this paper is to describe the industrial 
application of this approach, considering shipbuilding as an example. Besides 
the engineering partners' needs to collaborate during the product development 
phase, there are many other stakeholders who are interested in the product 
ship along its whole life cycle. Therefore the Concept of Collaborative 
Engineering is extended by introducing the idea of Communities. Requirements 
on Communities in Engineering are deduced. Based on this an architectural 
framework for Collaborative Engineering Communities is described. 
Concluding research topics which have to be discussed for practical 
realization are outlined. 



1. INTRODUCTION 

Collaborative Engineering (C-Engineering) defines the internet supported design of 
distributed product development processes. Technological as well as organizational 
and human aspects have to be considered (Kersten / Kern, 2002). The engineering 
partners either belong to different departments or locations of one company or are 
part of a virtual network consisting of different companies including suppliers and 
customers. The cooperation of companies in product development is already 
executed in many industries like the shipbuilding or automotive industry. To use the 
know-how of the suppliers efficiently, they have to be integrated in the development 
process as early as possible. Internet-technologies open new possibilities for the 
design of interaction mechanisms and can therefore support a tight integration. 

Particularly for the engineering of complex products the specific contributions of 
numerous partners have to be coordinated. The difficulty of generating an efficient 
over-all process lies in the heterogeneity of the partner specific organizational 
structures and processes as well as the used IT infrastructures. The following section 
illustrates this challenges using shipbuilding as an example. 
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2. COLLABORATIVE ENGINEERING IN SHIPBUILDING 

Shipbuilding is an impressive example for complex distributed engineering 
processes. More than 75% of the creation of value is performed by numerous 
supphers. Besides material, component and system suppliers also engineering 
companies can be used to support the shipyard with construction performance in 
various extents. 

2.1 Characteristics of Distributed Product Development in Shipbuilding 

Product development in shipbuilding can be characterized as follows (Kern / Hahn / 
Benger, 2003; Kersten / Kern, 2003): 

Product: Due to the high complexity of the ship, big volumes of data and 
information have to be exchanged between the engineering partners. The 
interdependency between the specific tasks of the main suppliers and the shipyard is 
very high. This means that a change in one system can possibly affect several other 
systems or even the whole design of the ship. To guarantee that each engineering 
partner works with the actual documents, an efficient data, information and change 
management is required. 

Process'. In Germany the shipyards concentrate on developing and producing 
small series or even uniques. So the standardization potential of the engineering 
processes is low. There is no sharp separation between development process and 
production. Therefore running insights coming up during the progress of the 
engineering process as well as changing customer wishes cause high demands on 
information and change management. 

Partner constellation'. The collaboration is characterized by a large number of 
various companies, which differ very strongly in size, structure, tasks and 
importance for the engineering process. Therefore the partners have different views 
of the process, need a different formatting and editing of data and have different 
rights of data and information access. Also the companies’ terminologies vary in 
certain extents which can cause problems in finding a common understanding. 
Further changing partner constellations for each shipbuilding project and very strong 
influence of the customers have to be taken into account. 

Information and Communication technology: The high number of companies 
joining the project causes numerous different IT-Infrastructures and company 
specific premises. This often complicates the data exchange between the partners. 

2.2 Challenges of Implementing Collaborative Engineering in Shipbuilding 

Based on the characteristics described above, multiple challenges have to be taken 
into account by implementing Collaborative Engineering in Shipbuilding. As 
mentioned before, organizational, technical and human aspects have to be 
considered. 

■ Organization: To generate a common over-all process the specific collaboration 
and information needs of the partners have to be analyzed. Based on this, the 
necessary intensity of interaction has to be chosen. Depending on the partners’ 
position and importance in the engineering process their tasks, rights and duties 
have to be defined. 
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- IT -Infrastructure: The selected system has to support all necessary interaction 
processes between the partners. Different intensities of interaction like 
communication, coordination and collaboration have to be enabled (Gronau, 
2002). The IT support must be designed in a way which enables partners 
independently form their infrastructure to join and use it with a minimum of 
effort. The different roles of the partners concerning their rights and views must 
also be supported by appropriate mechanisms. 

- Human aspects: People have to get involved in designing their new collaborative 
working environment. Only if it is designed to their needs and if they leam how 
to use the new technology, they will accept the new way of working. 

2.3 From Collaborative Engineering to Life Cycle Management 

As described above, the concept of Collaborative Engineering primarily focuses on 
the product development and, like in shipbuilding, on the production process. But in 
viewing product life cycle it becomes evident that the engineering partners often are 
also involved in succeeding phases of a ships life. In addition to them a couple of 
other stakeholders exist, who are interested in this product. Figure 1 generally shows 
possible stakeholders of a products life cycle. They are determined by the type of 
product and the structure of the dedicated industry. 



R«cycllng companies 




Figure 1 ~ Stakeholders of the life cycle of a product 

In shipbuilding these stakeholders can for example be: the ship-owner, the charterer, 
the classification society, which controls the operating condition of the ship, 
shipyards, suppliers and other companies, who rebuild or maintain ships, ship 
agents, assurance and financing companies, shipbreaking companies, the ship’s 
crew, software companies for CAD, engineering service providers, etc.. These 
companies differ very strongly in their targets, sights and ambitions but are joined 
by their common interest concerning the product ship. All of them need product 
related data and information depending on their specific needs and requirements. 
Usually, every group has an own information management and information system 
and collects data by itself. Possible synergies between the information systems are 
very rarely used. Therefore the same data are collected repeatedly, information is not 
completely available along a product’s life cycle and relevant insights of succeeding 
phases are often lost for preliminary ones. 

To solve the above described problems, the idea of Life Cycle Management 
could be a starting point to transform traditional engineering networks into 
Engineering Communities. Life Cycle Management is the collecting, processing and 
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storing of all relevant product related data along the whole life cycle of a product. 
Engineering partners as well as all stakeholders can voluntarily join the community. 
Target of the approach is to integrate the so far separately working information 
systems of the community members to obtain a linking between the single phases of 
product life cycle. 



3. COMMUNITY ASPECTS IN PRODUCT DEVEUOPMENT 

The partners in the shipbuilding industry shall or want to cooperate during the whole 
product life cycle. Therefore it is useful to extend the concept of Collaborative 
Engineering by integrating the approach of communities. 

In the following section the term community is defined, its transfer into the 
realm of Engineering with the introduction of so called Collaborative Engineering 
Communities is described and requirements for these communities are formulated. 

3.1 Collaborative Engineering Communities 

Communities are one kind of loosely organized groups discussed in the field of 
internet economy. Lechner and Schmid (1999) define communities as an association 
of singles (agents) which share a common language, values and interests and 
communicate with each other in roles using electronic media. These groups define 
themselves nearly completely by a common interest in a special topic. Their 
connection is voluntarily and not invoked or determined by hierarchies. Earlier 
communities are used only to communicate or to exchange information. Therefore 
only a few rules exist how to behave in a community. 

A Collaborative Engineering Community (CEC) will be understood as an 
organizational kind of collaboration between firms in the area of product 
development, which integrates all users and organizational units joining in the 
product life cycle and which provides all data, information and knowledge elements 
necessary for telecooperation. Figure 2 shows a differentiation between communities 
and other virtual groups. 

A real collaboration with the prerequisites openness and ability to transparency is 
only possible with selected (authenticated) partners. 

Especially in the realm of engineering a growing trust relationship is a necessary 
condition for intensive interactions. Common approaches for the generation of 
Engineering Networks (Puffaldt, 2001) are widened by the consideration of late 
phases in product lifecycle and by the integration of customers (Richter / Krause, 
2001) or other claim groups. For the usage in the area of shipbuilding the CEC 
approach delivers the following application possibilities: Inside the community very 
fast tender invitations can be placed and negotiated to choose engineering partners 
for new ship projects or for refurbishment or maintenance. Information and 
experience gained during the ship’s usage are collected up to now decentrally e.g. by 
the owner, by repair or overhaul companies or by the classification society. 
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Figure 2 - Categorization of Collaborative Engineering Communities under interaction 
and identity (Gronau, 2002) 

With a CEC it is possible to collect and categorize relevant data and information 
and to deliver these demand fulfilling. For instance shipyards and suppliers can use 
this information to derive insights concerning technical improvements or new 
requirements from the owner. Additionally it would be possible to give an overview 
over important events during the whole usage period of the ship for ship agents or 
charterers. 

3.2 Requirements for Collaborative Engineering Communities in the Ship- 
building Industry 

The potential users of communities in the area of ship engineering create and use 
huge amounts of data in different formats and documents. They work together in 
knowledge-intensive processes with communication on a large scale. Therefore the 
CEC has to provide software tools, which support asynchronous as well as 
synchronous cooperation. Asynchronous cooperation (e.g mailing and task lists, 
discussion groups, archive functions, administration of contents like links or text) 
covers the demand for a loose-coupled cooperation in communities. Important for 
the acceptance is the possibility to work with these functions without the necessity 
to install proprietary client software. All asynchronous functions must be available 
via web browser and Internet access using the http-protocol. Synchronous 
cooperation ( e.g. joint viewing, joint editing, joint meeting). The conference 
support tools have to be integrated into the community portal as well. 

The line-up of these communities can vary during the product life cycle. 
Therefore a generation of benefits is only guaranteed, if CECs fulfil the following 
requirements: 

They need a lot of organizational and technical flexibility to reach fast and 
efficient changes in the configuration of partners and in the process models of 
product development with a low effort of hierarchical interventions, if possible. 
They shall reach a fast common semantic and content-related understanding of 
the users. 

They have to make available data and information for the users depending on 
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their roles and needs in an appropriate form of presentation (degree of details, 
scope, visualization) and they have to maintain different levels of trust. 

- Their information systems architecture, which is defined as a planned 
cooperation of technical, organizational, cost-related and social aspects during 
development and usage of business information systems, needs a high ability of 
self-organizing and partial decision autonomy to be able to integrate new 
cooperative partners into the engineering community very fast. 



4. ARCHITECTURAL FRAMEWORK 

Product structure and the information that can be derived from it, play an important 
role during the design of a ship and during the usage as well. To connect all 
participating persons during the whole life cycle of the ship this data structure (or 
schema) delivers the scaffolding for the exchange of information. Only if it is 
possible to assign usage experiences to certain assembly groups or parts, this 
information can be gathered and used later for the optimization of the construction 
for a new ship. The main challenge is here to prepare the product data structure for 
the different views of the participants. For instance the design department has an 
other view onto the product data than the work planning or the purchasing 
departments. These different views are managed today with engineering data 
management systems (like Windchill from Parametric Technologies Corp.) 

When the horizon is now widened to encompass the stages of usage and waste 
disposal, also all in these stages relevant views have to be captured and modelled. 
Only if it is successful to capture the work behaviour, the think patterns and the 
terminology of the participants and to deliver a valid neutral product structure it is 
possible to integrate a community portal as an information turntable for the product 
life cycle management. 

In the next step the integration of such a portal into the workplace of the user is 
necessary. Integration tasks include the support of diverse data formats. In every 
stage of the life cycle different tools and documents exist for modelling, analysis or 
processing of product related data. All these documents shall be administrated in the 
community-portal without inefficient conversion and shall be usable for cooperation. 
Nowadays, this requirement is not fulfilled for the area of engineering due to 
heterogeneous system worlds and missing standards. Based on the considerations in 
the past sections an architectural model for collaborative engineering communities 
(Gronau, 2002) was developed (Figure 3). 

Different groups of users or participants at the engineering process are integrated 
into the Collaborative Engineering Community. It was detected as useful to grant 
access for all types of users by a common portal. A portal not only indicates the 
unified access but at the collaborative engineering community it also delivers the 
personalization after an appropriate authentication. The results of personalization 
and authentication determine the possibilities for the members to move inside of the 
collaborative engineering community. The results are represented by the view 
models in the user model. Here it is defined, which information is accessible by a 
certain group member in a certain role. The accessibility is defined for objects, 
process steps and competitive relevance. A user in the role of a system supplier sees 
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these parts in the object area, which are delivered by himself and surrounding parts 
to be able to check assemblies. 

In the process area the accessibility of certain process information is defined. 
The role “external service” perhaps does not need information from the usage stage 
of product life cycle. On the other hand user groups as cooperation partners should 
only be able to see product properties from the stage of product definition and then 
be integrated highly into the results of field surveys. 




Figure 3 - Architectural proposal for a collaborative engineering community 

Crosswise to these aspect definitions basing on objects or process stages the degree 
of confidentiality is defined for sets of information. The resulting view of users on 
the collaborative engineering community is determined by the totality of restrictions 
and releases. 

A block layer between portal and system functionality supervises during all 
activities of the users, that the maximum valid view is not exceeded. The block layer 
is formed as a separate software module to log accesses and access trials and to 
canal accesses. This makes the protection against security holes easier. 

On the next layer of the architectural model of the CEC community services are 
provided. It is stated that the most users need the discovery services, which allow a 
supply with information or reports about process steps or objects. The discovery 
services can be realized by search engines, information warehouse technologies, life 
time tracing systems (Anderl et. al., 2000) and other on digital past data basing 
information procurement tasks. 

As a supporting element the discovery services use a meta model of the 
information sources available in the community, which is named as a collection of 
knowledge schemas. This kind of meta modelling can be compared with the 
representation of repositories in data warehouses (Mertens / Wieczorrek, 2000) and 
contains descriptions of knowledge sources, time data (dates of creation and of input 
into the system), source descriptions, classifications, key words, format information 
and links between the knowledge sources. 

The collaborative services provide tools for the joint distributed design and 
engineering. Today available systems allow joint viewing, digital mock-up and joint 
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editing. These functions will be enlarged with rising bandwidth on the internet. 
Process models are used here in the same function as the knowledge schemes of the 
discovery services. 

A central element to assure a common understanding between different groups of 
users is the usage of a common world of terminology. Independent term contexts are 
defined in the different user groups at first, because special and local networks of 
terms and meanings are used. In the process of communication with other user 
groups terms are interpreted in a different manner, which impairs the efficiency of 
communication and any collaboration based on that communication. A solution for 
this problem is the usage of ontologies (Maedche, 2001). This task is fulfilled by a 
component called ontology service. A proposed task of the ontology service is the 
standardization of different term usage and the generation of hints if not solvable 
conflicts occur. Then a manual solution of the problem is necessary to extend the 
taxonomic knowledge. 

The access to the applications reachable via the collaborative engineering 
community is delivered by a middleware building block. The middleware provides 
appropriate functions or applications for every user according to the user model with 
the permitted set of data and information. Possible applications are business 
administration and information systems (Gronau, 1999), production engineering 
tools, product data management systems and CAD systems. CAD systems are a 
possible class of applications because they support collaborative work at least in a 
certain extent (Ibelings, 2001). 



5. IMPLEMENTATION: A COMPONENT-ORIENTED 
FRAMEWORK FOR CEC 

Knowledge Management (KM) systems like CEC have no special qualities that 
would justify to exclude them from the major trend of building information systems 
using a component-oriented approach (Szyperski, 2002) to reduce the cost of 
development as well as enhance flexibility and hence achieve sustainable 
architectures resp. long running systems. In fact these issues affect especially KM 
systems for they are not ’’primary” systems in two ways. KM systems have to 
integrate, mediate and enrich ’’basic” information that comes from technically 
different components, namely from the ’’standard” information systems of an 
organization. The later include the ’’first priority” systems of a company, while KM 
systems are usually rated rather as ’’useful” but ’’necessary” - therefore a KM 
system’s financial requirements should be ’’moderate” at the latest after deployment. 

The CEC approach discussed in the last section shows that there is a need for a 
’’domain specification” for knowledge management software support: Developing a 
component for a KM system still rises too many questions regarding entities that 
should be easily recognized as common business objects or vertical facilities with 
clearly understood positions in a typical components framework for KM systems. 
Such a framework is currently developed (Gronau / Laskowski, 2003; Figure 4). The 
elaboration of the framework covers two main aspects; 

Interfaces for a KM systems information sources, services and applications: 
What are the basic and extended mechanisms that these types of components offer 
or need and that should and can reasonably be unified? 
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Core components of a KM system: Some features are necessary to run a KM 
system that integrates a variety of components and changes over time (e.g. nser 
profiles). Others are candidates for ’’common knowledge facilities” hecanse of their 
high potential to increase the overall qnality delivered hy many components (e.g. 
meta data and internal association services). Of conrse a complete KM framework 
inclndes snch fnnctionality. Bnt it is conceptnally crncial that the core system 
provides unified and logically centralized access points to these facilities, while the 
implementation might reside in external components as well. 

To fnlly exploit the advantages of the component-oriented approach KM systems 
have to operate distrihntedly. A KM system shonld he able to integrate components 
externally provided hy nsing the emerging web-services technology (Vasndevan, 
2001) and it shonld be able to cooperate with other KM systems. The option to 
integrate a variety of external knowledge-oriented services like ontologies, analysis 
tools or commnnity snpport with reasonable effort facilitates the vision of an 
evolving KM system; Not only the accessible information sonrces bnt the complete 
fnnctionality of the KM system can adopt to changes in the information architectnre 
of an organization. This is of specific interest in knowledge management, hecanse 
KM systems implement knowledge management strategies and thns are expected to 
inflnence the way individnals, organizational nnits and an organization as a whole 
handle information. In most standard information systems flexibility is mainly 
needed to adopt to externally cansed ’’drift effects” in nser or technical reqnirements 
bnt change is not inherent to their pnrpose. 
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Figure 4 -Architecture for KM systems usable in CEC (Gronau / Laskowski, 2003) 

With extended (and affordably priced) flexibility a local setnp and maintenance of 
KM systems becomes a more common scenario, e.g. local KM systems in 
departments that have very special and important knowledge intensive tasks in a 
company. To prevent connterprodnctive ’’knowledge islands” to emerge, in the 
design of the core KM system resp. the ’’common knowledge facilities” there has to 
be a major focns not only on integration bnt on cooperation as well. 



6. CONCLUSION AND FURTHER PROSPECTS 

For the shipbnilding indnstry the concept of Collaborative Engineering as well as the 
formation of collaborative engineering commnnities are snitable approaches to 
improve collaboration between all participants involved into the prodnct 
development process and the whole prodnct lifecycle. Varions research projects 
show that the ship bnilding indnstry is willing to implement C-Engineering for 
selected projects and partnerships. This is possible because the ship yards and their 
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suppliers can clearly see the improvement potentials for each partner. Besides the 
creation of an appropriate technological support the future challenges lie on one 
hand in working out adequate implementation strategies, on the other hand in 
developing concepts and procedures which allow a flexible integration of changing 
partners. For a successful practical formation of Collaborative Engineering 
Communities a number of research topics have to be discussed which could not be 
dealt within this paper. Some of them are listed below: 

- How could the benefits of working together in a CEC be quantified? 

- Which benefits can be expected for the different types of partners? 

- Which efforts should be taken to establish a CEC? 

- How could companies be motivated to join a CEC and publish their 
knowledge? 

- How is it possible to create tmst between the members of the CEC? 

- Does the concept of CEC cause the need of changing legal conditions? 

- Who is responsible for the reliability of the information published? 

- Ships usually have a long lifecycle. How is it possible to store relevant data 
and information independently from the systems architecture of the CEC? 
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There are many interesting articles covering collaboration in Communities of 
Practices (CoPs) and in Virtual Enterprises (VEs)Wirtual Organisations 
(VOs). At the same time, until this moment there is no established literature on 
differences and similarities of collaboration management in both kinds of 
working structures. Within the foreseen paper, the authors are aiming to re- 
view this topic and provide insights in similarities and differences concerning 
structure, objectives, roles and collaboration management tools of and for 
CoPs and VEsWOs. The underlying assumption is that managers ofVEsA/Os 
can learn a lot from the immense literature and knowledge on CoPs as there is 
a big potential to challenge VEsWOs through integrating and using manage- 
ment concepts developed in Communities of Practice. 

The provided insights will be validated by the results of a study on collabora- 
tion in Concurrent Enterprises performed during the 1ST Project CORMA No 
1999-12685, a case study in a successful Brazilian VO (VIRFEBRAS) in the 
mold and die making industry, management insights from the KnowledgeBoard 
Community build up and supported by the 1ST Project European Knowledge 
Management Forum (European KM Forum) No. 2000-26393 and the results of 
a PhD study on the implementation of Communities of Practice at Daimler- 
Chrysler. 



1 . INTRODUCTION 

There is a lot of interesting literature covering either collaboration in Communities 
of Practices (CoPs) or in Virtual Enterprises (VEs)Wirtual Organisations (VOs). At 
the same time, until this moment there is no established literature comparing the 
differences and similarities of collaboration management in both kinds of working 
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structures although some authors like KAHLER/RITTENBRUCH (1997) mentioned 
that VEs “can be understood as a special form of a network community”. Within this 
paper, the authors are going to review this topic and to provide insights on similari- 
ties and differences concerning structure, objectives, roles and collaboration man- 
agement tools of and for CoPs and VEs. The underlying assumption is that managers 
of VEs/VOs can learn a lot from the immense literature and knowledge on CoPs 
management as there is a big potential to challenge VEsWOs through integrating 
and using management concepts developed in Communities of Practice. 



2. EXISTING THEORIES AND WORK 

As stated above, the existing literature on management of Communities of Prac- 
tice or Virtual EnterprisesWirtual Organisations is usually covering only one of the 
working structure but not relying on the similarities and differences between both 
working stmctures. As a starting point, the authors will first have a look at defini- 
tions and characteristics of CoPs and VEs and thereafter come up with suggestions 
concerning collaboration management. 

Communities of Practice have been defined by SNYDERAVENGER (1999) as 
“informal groups of people bound by a shared practice related to a set of problems”. 
The members of a CoP typically solve problems, discuss insights, share information, 
mentor and coach each other, make plans for community activities and develop tools 
and frameworks. Over time, these mutual interactions and relationships help them to 
build up a shared body of knowledge and a sense of identity. CoPs can occur in a 
local or a virtual environment (WOLF 2004). In organisations and networks they 
mostly represent horizontal expert groups around a specific topic of interest and 
thus, as HILSE (1999) states, create the social contexts and processes that empower 
experts to develop collectively problem solutions based on expert and product 
knowledge. Communities of Practice serve business objectives of organisations by 
taking ownership of a critical area of knowledge (SNYDERAVENGER 1999). 

A Virtual Enterprise is defined by CAMARINHA-MATOS/AFSARMANESH 
(1999) as “[...] a temporary alliance of enterprises that come together to share skills 
or core competencies and resources in order to better respond to business opportuni- 
ties and whose co-operation is supported by computer networks.”. They state also, 
that a Virtual Organisation, “is a concept similar to a virtual enterprise, comprising a 
network of organizations that share resources and skills to achieve its mission/goal, 
but not limited to an alliance of enterprises. ... A virtual enterprise is, therefore, a 
particular case of virtual organization”. According to WALTONAVHICKER (1996) 
one can add that “the Virtual Enterprise consists of a series of co-operating ‘nodes’ of 
core competence which form into a supply chain in order to address a specific op- 
portunity in the market place”. The need for collaboration of especially Small and 
Medium Enterprises (SMEs) in Virtual Enterprises arises from a change in the 
global market environment: CAMARINHA-MATOS/AFSARMANESH (1999) 
emphasise that the concept of VEs is challenging the way industrial manufacturing 
systems are planed and managed, and thus SMEs must join skills and resources in 
order to survive and to gain competitive advantage in a global market environment. 
VALLEJOS (2(X)0) points out that in this environment, the competition for a market 
position has increased parallel to the frequency of co-operation between competi- 
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tors. Competitors are joining efforts and competencies forming VEs and trying to 
establish stable relationships throngh VOs. One of the most important reasons is that 
the collaborative dynamic of co-operation networks generates valnable innovation. 

Comparing these basic theoretical insights into the natnre and valne proposition 
of both CoPs and VEsA^Os, it is possible to identify first similarities and differ- 
ences. The first obvions difference is that CoPs are based on interest, their members 
are working in organisations and networks on a horizontal topic of interest, while 
VEs are representing collaboration strnctnres along the snpply chain (see fignre 1): 
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Figure 1: CoPs and VEs as collaborative working structures, adopted from WOLF 
(2003) 

The second obvious difference can be seen in the motivation factor for collabora- 
tion; CoPs are usually build up and driven by volunteers, their members have a mu- 
tual personal interest on the topic a CoP is working on. Even in the case when CoPs 
are build up in an organisation by management order - like it happened at the Mer- 
cedes-Benz Passenger-Car Development Department-, the basic motivation factor 
for collaboration among their members is their personal benefit (WOLF, 2003). 
Only if member benefits like the possibility to participate in a decision process, to 
get an holistic overview on a specific topic, to use existing synergies etc. are guaran- 
teed, the CoP members are ready to work efficiently on their topic and to contribute 
by that to the business benefit of the organisation. 

Within VEs/VOs, the collaboration is motivated by the need of the participating 
companies for gaining competitive advantage and to survive in a global economy. 
The people co-operahng in such an environment are representing their organisation 
and fulfilling specific organisational orders. As co-operation in VEs/VOs happens 
even between companies that are competitors in specific areas of the value chain, the 
members have to strive not only for knowledge exchange and transfer but also to 
hide knowledge covering the core competencies of their own organisation (CAMA- 
RINHA-MATOS/AFSARMANESH 1999). 

Beside these basic insights in collaboration structure and motivation factors 
within CoPs and VEs/VOs, it seems to be important to have a focused look at the 
differences among local and virtual forms of CoPs and to compare them with those 
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of Virtual Enterprises in order to understand where VEs can learn from CoPs. Table 
1 points out the key characteristics of the three collaboration types': 



Table 1 - Comparison CoPs and VEsA^Os 





local CoPs 


virtual CoPs 


VEs 


VOs 


collaborative 

environment 


face to face 


mostly virtually 


mostly virtually 


mostly virtually 


duration 


long term 


long term 


short term 


mostly long 
term 


structure 


fixed 








participation 


within one or- 
ganisation 




IMIIM 


between or- 
ganisations 


co- 

ordination 


important, en- 
suring life cy- 
cle manage- 
ment 


important, en- 
suring life cy- 
cle manage- 
ment 


very important, 
ensuring short 
term collabora- 
tion 


important, en- 
suring life cy- 
cle manage- 
ment 


visibility of 
the network 
and it's 
knowledge to 
members 


open and trans- 
parent, access 
to all knowl- 
edge and ex- 
perts available 


open and trans- 
parent, access 
to all knowl- 
edge and ex- 
perts available 


access to lim- 
ited knowledge, 
sometimes 
visible only on 
single level 
(between two 
'nodes') 


access to lim- 
ited knowl- 
edge, some- 
times visible 
only on single 
level (between 
two 'nodes') 


trust 


key driver for 
collaboration 


key driver for 
collaboration 


very important, 
but along the 
organisational 
policy 


very important, 
but along the 
organisational 
policy 


roleofICT 


supportive 
tools like 
knowledge 
repositories 


very important, 
online collabo- 
ration through 
email, discus- 
sion forum, 
chat, web con- 
ferences 


very important, 
online collabo- 
ration through 
email, CAD/ 
CAM/CAE/PP 
C/CAPP, PDM 
systems 


very important, 
online collabo- 
ration through 
email, CAD/ 
CAM/CAE/PP 
C/CAPP, PDM 
systems 



Prom this comparison, it seems obvious that virtual CoPs are closer to VEs and 
principally to VOs than local CoPs, especially because they seem to have a similar 
collaboration structure and deal with the same problems; geographical distribution 
and difference of the (organisational or national) cultures the partners involved be- 
long to. What is special about VEs is their (envisaged) short term duration and the 
strong influence of organisational policy issues. However, both virtual CoPs and 
VEs are creating specific social collaboration systems. Por VEs, the creation of a 



‘ Comparison in Table 1 was done with the help of the arguments stated in all docu- 
ments in the reference list. 
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VO is proposed by the authors as a good alternative as VOs are more stable and long 
term oriented. The enterprises involved in such a VO are able to realize more activi- 
ties related to education, training, research, etc. to increase their competencies and 
competitiveness. For that reason, concepts and tools of CoPs and Knowledge Man- 
agement should be applied in such a context: Collaboration and communication 
management is the area dedicated to leam from each other. 



3. RESEARCH APPROACH 

What are barriers to collaboration and communication in Virtual Enterprises and 
virtual communities resulting from heterogeneous organizational/national cultures 
and geographical distribution? How to overcome them? 

Concerning VEs, the authors will use insights gained in a study performed dur- 
ing the 1ST Project CORMA No 1999-12685. In this project, the identification of 
barriers to collaboration between organisations in Concurrent Enterprises was one of 
the major objectives. The outcome of that study were about 70 barriers to collabora- 
tion and communication related to human, technological and organisational aspects 
in the product development process of an VE^. 

The data was elevated through semi-stmctured interviews held within the co- 
operating companies. In addition to the interviews, and in order to not lose focus, 
barriers encountered at industrial companies outside the CORMA consortium were 
also assessed. Furthermore, a case study in the successful Brazilian VO VIRFE- 
BRAS in the mold and die making industry was conducted in order to identify the 
collaboration barriers in this specific setting (LIMA/VALLEJOS/VARVAKIS 
2003). 

Concerning collaboration in virtual communities, management insights from the 
KnowledgeBoard Community build up and supported by the 1ST Project European 
Knowledge Management Eomm (European KM Eorum) No. 2000-26393 will be 
provided. The KnowledgeBoard is a virtual community platform on Knowledge 
Management with up to now 5800 registered members from all over the world. Sec- 
ondly, the results of a PhD study on the implementation of Communities of Practice 
at the Mercedes-Benz Passenger Car development from 2000 till 2002 (WOLF, 
2003) will be used for identifying and analysing instruments and methods for suc- 
cessful collaboration management in CoPs. 



^ The example of this Concurrent Enterprise Study is included as the authors assume 
that it is possible to identify a continuum of virtual business formats (VEs types) rang- 
ing from companies with high virtualness (e.g. companies who are engaged in a pre- 
dominantly information intensive value chain, have extensive linkages with its envi- 
ronment and operate within a network of diverse and dispersed partners) and very low 
virtualness (companies engaged in a predominantly physical value chain with a very 
small co-operative partner network and limited to a single geographical location). 
Within this continuum of virtualness the Concurrent Enterprise is located somewhere 
between the middle and the lower end. See WUNRAMAVOLF (2003) 
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4. FINDINGS 

As pointed out by the CORMA study, the three most important barriers to col- 
laboration, communication and open knowledge transfer are (WUNRAMAVOLF 
2003): 

■ the fear of exploitation (individuals or organisations are in fear that they 
wouldn’t get anything in return ifthey share their knowledge), 

■ refusal of ICT infrastructure use due to e.g. a lack of a common ICT strat- 
egy or individuals who are not accustomed to the use of ICT tools and 

■ problems to deal with international differences as there are language barri- 
ers, limited time frame for collaboration, different work styles etc.. 

Two of these three barriers point on collaboration and communication problems 
related to different cultures and geographical distribution. Consequently, it seems to 
be one of the most Critical Success Factors in a VE to establish trustful relation- 
ships. The challenging question is how trustworthiness in a virtual short term col- 
laboration can be reached. When we have a short view on collaboration in virtual 
CoPs, the first thing that becomes obvious is that they do usually not suffer from a 
problem with trust. How are they able to create that strong feeling of belonging that 
was developed in both the 25 Special Interest Groups (SlGs) at the KnowledgeBoard 
and the around 100 CoPs in the Mercedes-Benz Passenger Car development? When 
analysing this two cases, it becomes obvious that collaborations and trust in CoPs do 
not arisejust by chance but need to be supported by different management activities. 
In the two described cases the most important management instruments and methods 
to support trust building and open knowledge sharing have been: 

■ Reflection: For the members the most important motivation factor have 
been relevance and passion about the CoP topic. The management at the 
Mercedes-Benz Passenger Car development department fostered the con- 
tinuous motivation by providing space for reflection in form of reflection 
workshops, monitoring and promoting of success stories (WOLF 2003). 

■ Promotion: Success needs to be valued by externals. The Knowledge- 
Board Management team applied for three prices and has won two of them, 
quotes from thought leaders and practitioners about the benefit of partici- 
pating in the KnowledgeBoard activities have been published. This activi- 
ties helped the community to create a spirit of belonging and the work done 
at the KnowledgeBoard did get a specific value. 

■ Kick Off: CoPs need support specifically in the start up phase. It is a man- 
agement task to help the CoP members to develop objectives and visions 
and working styles. In both of the described case studies the management 
provided information material and training sessions to the CoP members. 

■ Knowledge documentation: Virtual communities are in a special need of 
relying on ICT in collaboration. At the KnowledgeBoard, every CoP mem- 
ber is allowed to use the provided collaboration tools like discussion forum, 
Q&A sessions, online chats and web conferencing tool for free. Equally 
important is that the CoP members get a dedicated space for knowledge 
capturing. At Mercedes-Benz the CoP members stored their knowledge in 
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the so called Engineering Book of Knowledge - a knowledge repository 
(WOLF 2003). 

■ Face to face meetings: Even if the above mentioned management methods 
can support the build up of trust in a virtual CoP, there is a need for face to 
face meetings. Management should ensure that there is a budget for such 
activities. The leaders of the special interest groups at the KnowledgeBoard 
have been sponsored for coming together in face to face workshops or to 
meet at Knowledge Management Conferences. 

■ Coordination: Every community, might it be virtual or not, needs a coor- 
dinator who takes over responsibility for it’s activities, who organises meet- 
ings etc. The coordinator should not try to go for a command and control 
attitude but understanding his own role as facilitator. At the Knowledge- 
Board the so-called SIG leaders are playing a key role in the motivation of 
the members of their SIG and for the planning of common community ac- 
tivities. 

What can VEs and VOs learn from this insights about the management of CoPs? 
Is it possible to apply those methods to organisational short term business collabora- 
tions in an virtual environment? The case of VIRFEBRAS shows that this is possi- 
ble. From the very beginning the members of this VO understood the importance of 
social relationship and trust building for business success in virtual collaborations. 
They invested a lot of money into social activities like travelling together to Europe 
and North America and attending various education courses in their area of collabo- 
ration. They developed and still reflect a common vision and the benefits of their 
collaboration. The VO was supported and coordinated by a Brazilian university who 
is acting as a mediator between the different companies. Although their collabora- 
tion started around a single business opportunity, they are now working together 
often on different areas, like access to technology, benchmarking techniques to de- 
tect and increase their knowledge and best practice in common technical problems, 
and also upcoming business opportunities. The VIRFEBRAS VO has developed a 
shared ICT infrastructure supporting collaboration and knowledge capturing in order 
to broke distance and organisational barriers. (VALLEJOS, 2000). Thus, the VIR- 
FEBRAS case shows that best practices in collaboration management in virtual 
CoPs can be used in VEs/VOs and lead to a continuous and trustful collaboration 
process. 



5 CONCLUSIONS 

The VIRFEBRAS case shows that a good alternative for VEs to develop trast 
and long term relationship between organisations is the creation of VOs. The authors 
propose that these VOs and also VEs can apply management tools and methods fos- 
tering collaboration in virtual CoPs - with slight modifications. Those tools have 
the tendency to lead the VE - that was build up for a single business opportunity - 
into a continuous virtual collaboration loop. Within this loops, the VE organisations 
are going through different phases of collaboration in different ‘single business op- 
portunities’ stmcturing a VO with CoPs management activities. The establishment 
of that specific environment allows the build up of trustful relationships and leaves 
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at the same time to each company enough flexibility to compete in the same or an- 
other area. It seems obvious that this type of management supported VE is providing 
both to it’s members: Autonomy and a feeling of belonging and certainty within a 
dynamic collaborative working environment. 

The best practice in collaboration management presented in the VIRFEBRAS 
case has not been developed without reflection and several adjustments within the 
runtime of the VO. As pointed out in the above described example VEs need to be 
aware from the very beginning that the issue of collaboration management is one of 
the most important for the success of the collaboration. Learning from virtual com- 
munities is definitely one of the possible approaches to set up successful and reflec- 
tive collaboration management. 
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The automotive market - as from the economic perspective one of the most 
important European markets - is currently experiencing the impact of new 
legal regulations from the new “block exemption Car manufacturers have to 
share repair and diagnostic information with the market participants of the 
European automotive aftermarket. Hence, new collaborative networked 
organizations and new business models are required, which will be supported 
by innovative applications and devices. MYCAREVENT is a European 
research initiative consisting of leading industrial partners of the automotive 
sector, and researchers focused on service development, process and 
organization management, e-Business, communication networks, as well as 
artificial intelligence and human-computer-interaction. These partners will 
generate new business models which will provide innovative services to the 
customer in a post “block exemption ” era. 



1. INTRODUCTION 

The automotive service, maintenance and repair sector in Europe features a total 
volume of around 40 billion Euros. The large number of 210 million vehicle owners 
spends an average of 400 Euros per year and approximately 5000 Euros per average 
life of the vehicle on its repair and maintenance. The major service providers in this 
sector include the franchised dealers and independent repair shops. In addition the 
strong fleet of 18,000 roadside rescue service vehicles are sent on over 14 million 
missions per year. This highly knowledge and labour intensive sector is currently 
constrained by the restricted access to repair manuals and training for the 
independent service providers. This situation has been made possible, because 
certain market sectors, including the automotive markets, were protected from 
competitive regulations by the so-called “block emption”. In wake of the new 
developments in the “block exemption”, each market participant, including 
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independent service providers, has the basic right to access all kinds of repair 
information, training material and tools, which are till date held exclusively by the 
vehicle manufacturers. Consequently, these new regulations provide the basis for 
increasing cooperation in this large sector and bears substantial business 
opportunities for all the participating members. 

The core strategy of MYC ARE VENT is to enrich the different service providers 
with access to currently restricted knowledge and tools in a truly mobile working 
environment. Empowering these service providers with enriched applications for 
knowledge management and smart devices will make them more flexible and 
competent. At the same time, the consumer will have access to world-class services 
with unmatched transparency and efficiency. To achieve this objective, a 
comprehensive business model is required, defining use cases, business relationships 
between partners and market strategies (including pricing models). 




Figure 1 : Collaborative networks in the automotive aftermarket consist of numerous partner 

with diverse roles 

One of the critical issues to enabled that business model is to ensure easy and natural 
access to the various information, applications and services distributed among the 
network partners anywhere and anytime. This requires an “always connected” low 
cost communication network to facilitate communication between the mobile users 
and worker in a collaborative work environment. Moreover, the exchange of data 
among various partners has to be bases on a common standard to cooperate easily 
and efficiently. Innovative business models are essential to facilitate collaboration 
among the partners of a collaborative networked organization (CNO). Different 
aspects in the field of pricing strategy (e.g. flat fees, pay per use), financing issues 
and partner framework have to be discussed. In order to exploit the business 
potentials, a breeding environment to easily form and dissolve CNOs has to be 
established. One essential step towards this is to ensure interoperability between 
partners through flexible data standardization (partial standardization; mandatory & 
variable parts). These standards need to be based on a powerful ontology. 

The MYCAREVENT consortium aims to develop innovative applications and 
services that can be seamlessly and securely accessed and provided anywhere. 
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anytime and in any context. It aims to set high standards in enabling and managing 
interactions between various partners. Context based, self-configuring smart 
applications will be the interface for the end users to easily access knowledge being 
provided and generated by tbe various partners. The interfaces will provide users 
with service options based on the context and location. 



2. COLLABORATIVE NETWORKED ORGANIZATIONS IN 
THE EUROPEAN AFTERMARKET 

The European Aftermarket consists of numerous and very heterogeneous types of 
participants, who operate in a highly competitive and dynamic environment. 
Initiated by the new block exemption regulations, new ways of integration and 
collaboration have to be sought, in order to fulfil the legal requests. Therefore, a 
process of integration among the diverse stakeholders has to be set up, which will 
foster collaboration rather than just cooperation. Collaboration is understood as 
guaranteeing a win-win situation for all participants through the fulfilment of 
common goals (see e.g. JARILLO, 1988). The MYCAREVENT project aims 
therefore to fully support all stakeholders in the Einopean aftermarket in the 
conflicting fields of integration and competition by providing appropriate means. 

In order to achieve the envisaged win-win situation, several pre-conditions have to 
be met: 

■ Overcoming of information asymmetry, especially between original 
equipment manufacturers (OEMs) and independents (see e.g. 
EISENHARDT, 1989) 

■ Guarantee of intellectual property rights and adequate compensation for 
knowledge providers (see e.g. HART, MOORE 1990) 

■ Seamless interoperability between the core information and communication 
systems of each partner 

■ Sharing of technical and financial risks (see e.g. RING, VAN DE VEN, 
1992) 

■ Exploitation of business opportunities. 

The solution to these challenges requires a multi-dimensional integrative approach. 
The dimensions featured by the MYCAREVENT initiative are on the level of 
business processes, information and communication technologies (ICT) as well as 
human-computer interaction. 

A cmcial point for the success of CNOs is the acceptance of the users. Users 
hereby means anyone who is supposed to use the services and processes provided by 
the networked organization including workshop mechanics as well as car drivers. 
These are one of the main focuses of MYCAREVENT’s research efforts. 
Accordingly, different focus areas have been identified to cover the unique 
requirements of each user group. 
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Figure 2: Example of a repair scenario involving independent road side assistance and spare 

part suppliers 

Repair situations occur in different contexts. The MYCAREVENT consortium 
identified five repair and maintenance scenarios based on the different users for the 
repair services: 

1. minor maintenance demands requiring driver self-help and clean-hand 
fixed (driver self-services) 

2. break down situations involving independent service providers 
(manufacturer independent road assistance) 

3. break down situations involving maintenance infrastructures of the OEM 
(manufacturer specific road assistance) 

4. diagnose and repair services conducted by independent workshops 
(manufacturer independent workshops) 

5. diagnose and repair services involving franchised dealers and workshops 
(manufacturer specific workshops) 

As an example, figure 2 shows the situation of a car break-down on the road as 
considered by MYCAREVENT. The onboard diagnostic device transmits all 
information about the failure via a mobile data connection to the service portal of a 
road side assistance service. The appropriate portal is selected in respect to financial 
and personal preferences of the car driver (e.g. membership to motor club). The 
transmission of such data requires a standardized information interchange format, so 
that the service portal can communicate with any car, independently of make and 
model. The portal consequently accesses some information resource in order to 
obtain the required repair information. The providers of the accessed knowledge are 
compensated by some "Information Business Model”. Afterwards, a road side 
technician is provided with the neeessary repair information via his mobile device 
and sent to the break down site. At the same time, the required spare parts are 
identified. If the required parts are not onboard the serviee vehicle, the technician is 
informed, where he can pick up the necessary equipment. Having arrived at the 
break down site, the technicians has all the parts and information he needs to 
conduct a quick repair. Thus, the break down time can be minimized effectively. 
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As can be seen from figure 2, communication and information between different 
partners play a cmcial role in the MYCAREVENT environment. Therefore, key 
efforts are put into the integration of various mobile devices along with the on board 
diagnostic systems (OBD devices) and the fixed line communication infrastructure. 
Mobile devices will be equipped with a high level intelligence to enable 
communication of information, selection of services, specify customer preferences 
and carry out financial / accounting transactions. Developing common interfaces for 
enabling communication in all possible scenarios using smart devices will ensure 
user acceptance of the devices and business processes relying on them. 

When different partners cooperate to provide enhanced services, it is essential 
that the roles and responsibilities of various members are unique and precisely 
defined. This will help to streamline the process of managing the car repair services. 
Hence, from an organizational perspective, the key requirements to provide 
enhanced value added services have also to be identified. To tackle this challenge, 
the MYCAREVENT initiative will apply state of the art methodologies as described 
in (Camarinha-Matos, 2003). 

The basis for such collaborative networks as in the automotive aftermarket 
consists of an integration of processes among the diverse stakeholders, which will 
foster collaboration rather thanjust cooperation. MYCAREVENT aims therefore to 
fully support all stakeholders in the European Aftermarket in the conflicting fields of 
integration and competition by providing appropriate means to manage this conflict. 
A major benefit will be realized by providing an open service environment as well 
as streamlining and integrating adjacent processes for the whole value-chain of the 
European aftermarket via the service portals. In order to create a true win-win 
situation, the share of benefits among the partners has to carefully designed. The 
according business models therefore have to be designed in a holistic way. They 
incorporate not only a pricing model, but also sub models for competition strategies, 
partner networks, service provision processes, quality requirements, financing and 
investment strategies as well as risk prevention strategies. 



3. BUSINESS MODELS FOR CNO IN THE EUROPEAN 
AFTERMARKET 

The design of new business models for collaborative networked organizations, 
which are feasible and sustainable in an environment with changed legal regulations 
is a challenging task. In order to grasp the core tasks of a collaborative network 
organization, a systematic approach has to be used, in order to guarantee innovative 
business models in the European aftermarket. Current aftermarket service business 
models have not yet begun to address the specific issues that arise from the tensions 
and complexities inherent in the European as well as the global services in the 
automotive aftermarket. 

Examining the term of “Business Model”, a wide variety of definitions exist for 
business models (see, e.g. AFUAH, TUCCI, 2001; PORTER 2001; 
OSTERW ALDER, PIGNEUR, 2002). On a very generic level, business models 
describe activity and information flows, in order to detect benefits of various 
business participants, such as customers, investors or debtors. From a holistic point 
of view, business models describe organizational and operational organizations on a 
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very aggregated level which allow for target- and customer-oriented action (see also 
LAING, FORZI 2001). Business models should therefore take the (virtual) 
enterprises strategy into explicit account, in order to guarantee a sustainable success. 
The “House of Value Creation” (HoV) is a methodical approach, which structures 
and describes all business elements in partial models and thus allow for detailed 
economie partial analysis of companies and collaborative networks (LAING, FORZI 
2001). As shown in figure 3, the partial models are all building upon the overall 
strategy. 




Figure 3: Strategy, business model and value added (LAING, FORZI 2001) 

The analysis of the market model focuses on the identification and specification of 
products and services with regards to competitive and customer stmctures. In the 
case of the European aftermarket, new ways of collaboration among the various 
participants with varying degrees of competitive relations have to be identified. 

The customer-orientation of MYCAREVENT will be guaranteed in the 
definition and design of outputs. Methods such as the Quality function deployment 
(PFEIFFER 1993; AKAO 1990) will be used in order to derive a benefit 
maximization for the reeipient users. 

Within the revenue model the pricing strategy will be derived. Considering 
pricing, the main focus should rather be put on the strategie position in the market 
than a cost-orientation, in order to guarantee maximized revenues. Companies tend 
to calculate their costs for certain products and services and then add a certain 
percentage of these costs as their revenue. For knowledge intensive services, 
however, these calculations do usually not work because knowledge can be 
multiplied at almost no costs (see below). 

The partial model dealing with the production design is used to derive a detailed 
description of processes and performances inherent to the production of products 
and services. 

In order to guarantee an effective and efficient collaborative network model and 
building upon the requirements on performances, the capabilities (including core 
competencies and capacities) of each participating partner will be scanned. The 
results will be used to have a detailed insight in how performanees will be conducted 





Knowledge-based virtual communities 



355 



by whom. Thus, a specific instantiation of the value ehain and network configuration 
as well as an information model will be derived. 

Taking into account the risks involved in such an investment intensive market, a 
thorough finaneing and risk analysis will be conducted within the financial model. 
Therefore, using suitable seenario techniques, the risks and chanees will be 
calculated. 

The method of the “House of Value Creation” is an iterative approach, which 
allows for adjustment of results conducted in previous steps. This approach should 
be followed as long as contradicting or competitive issues exist. 

In order to represent the complex business structure of the automotive 
aftermarket a composition/deeomposition derivate of the House of Value creation 
approach is required in order to enable each partner of the CNO to plan his business 
on his own while keeping the overall business stmcture in mind. 

The pricing strategy for each network partner is of special relevance to this 
market sector. Although there are a number of business relations between various 
partner (see figure 2), the pricing between the motorist, the teehnician conducting 
the repair and the OEM as knowledge provider bears the largest challenges. This is 
due to the fact, that these business relations are the most subject to change in wake 
of the new block exemption regulations. 

As a matter of fact, the motorist eventually has to pay for services which are 
linked to his car. For automobile clubs, he usually pays an insurance fee, i.e. a 
certain yearly amount independently of the occurrence of any incidents. This fits 
rather well with current business seenarios of the automobile clubs which maintain a 
certain infrastructure and self published (limited) information manuals. The costs for 
this infrastructure is as well rather independent from the number of actual incidents. 
This strategy, however, does no longer fit well, if in the field online information 
access considered. This online information access can provide comprehensive 
knowledge directly from the manufacturer. Knowledge providers, however, prefer 
pay-per-use models. Looking at the repair information portals of European OEMs, 
there are currently two different strategies. The pay-per-document strategy enables 
the download of a single document for a single user for a one-time fee. The 
document can then be accessed as many times as required without extra costs. The 
pay-per-page-impression model charges a fee for every aceess of a document 
independently of whether is has been accessed by the same user before. 

In both cases, the costs of a repair are no longer independent from the number of 
incidents but rather correlated. Hence, the repairers business models have to be 
adopted. As the number of in-the-fleld repairs with inerease and the breakdown time 
will decrease considerably, the motorists are expected to be willing to pay an extra 
premium. Whether this, plus the gains in efficieney will make up for the extra costs 
is currently subjeet to researeh. 

4. OUTLOOK AND CONCLUSIONS 

In order to define the business opportunities and the current business processes, a 
eustomer and stakeholder survey is conducted by MYCAREVENT amongst car 
drivers, roadside service personnel and garage mechanics. Independent serviee 
providers and the automobile manufacturers assist primarily in carrying out this 
survey. 
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To strengthen the findings, detailed workshops and interviews with various stake 
holders and experts will be additionally conducted. Focus will be on capturing the 
customer’s expectation from such innovative services and solutions. The goal of 
these workshops and interviews will be two-fold: first to assess their clarity of 
customer requirements in breakdown services and also to briefly identify their 
requirements for innovative services. System analysis methodology (using UEML 
Business Modeling; see e.g. CHEN et al. 2002) will be used for analysis and 
documentation of use cases generated based on customer requirements. These 
problems are then mapped to the potentials for new valued added services via a 
Opportunities/Potential Matrix Analysis (LUCZAK et. al., 2003) in order to derive 
lucrative business opportunities. The aftermarket of the European automotive sector 
bears substantial business opportunities. The introduction of innovative mobile 
applications will enable new ways of working and collaboration between car 
manufacturers, franchised and independent workshops and road assistance services 
as well as spare part suppliers and motorists. These opportunities are fostered by the 
new EC block exemption regulations which obligates the OEMs to provide the 
market with any information required for repair and maintenance tasks. However, 
these networks require carefully designed business models to generate win-win 
situation for all participants. The MYCAREVENT initiative will provide the 
necessary tools and build up best practices as a benchmark for further activities. 
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Virtual communities exist within many football web sites to enable them to 
interact with fans, conduct business, develop relationships and participate in 
virtual activities. This paper describes the application of the Hagel & 
Armstrong (1997) Virtual Community Business Model to the English Premier 
Football League. The investigation considered the functionality of virtual 
communities in the English Premier League and also in some lower divisions. 
The findings suggest that most football clubs are yet to realise the full 
potential of member-to-member interaction and collaboration, and have only 
just begun to exploit the various business opportunities that are offered. In 
order to improve on current activities the football club web sites need to have 
dedicated sections that cater for the different types of virtual community, and 
allow members to actively communicate with each other. The paper will 
outline the trends and suggest strategies for developing football club virtual 
communities within the wider business and sporting context. 



1. INTRODUCTION 

Virtual communities are rapidly growing in number as increasing numbers of 
people continue to go online, and are “shaping the way people shop, learn, work 
and even meet new friends and associates” (Cotbrel, 1999, p52). These 
communities can be described as tools that enable people to interact and share 
common interests, ideas, and feelings over the Internet usually by way of 
conferences or discussion forums, for example email lists, chat rooms, instant 
messaging and personal web pages. Professional virtual communities have since 
come to encompass other aspects that allow members to purchase goods or 
services, develop collaborative and supportive relationships, or participate in a 
linked community that can only exist within a virtual world. Hagel & Armstrong 
( 1997) proposed that virtual community types fall into four categories: transaction, 
interest, relationship and fantasy. The four categories help to make up the “Virtual 
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Community Business Model” that focuses primarily on the social and commercial 
benefits that can be gained from virtual communities. In this study the model was 
applied to the football industry, that has become one of the most commercial and 
lucrative industries of all time, and one that has tried to exploit every business 
opportunity in the quest for revenue (Tomlinson, 2002). The English Premier 
Football League was chosen as the focus of this investigation due to its 
recognisable global appeal and profitable business opportunities. It appears that a 
full investigation into the role and success of professional virtual communities 
within the football industry has not been carried out before, and as a result any 
findings and conclusions made here may provide a useful insight into this 
commercially significant area. The purpose of this study was to identify the role of 
virtual communities, evaluate their effectiveness, and suggest the features that 
would combine to make a successful virtual community for any football club. This 
may lead to a better understanding of how clubs in a fiercely competitive industry 
can better collaborate and cooperate with both customers (fans) and potentially 
competitors in achieving the real benefits of virtual enterprises. 



2. THE VIRTUAL COMMUNITY BUSINESS MODEL 

The Hagel and Armstrong (1997) model focuses on the social and commercial 
benefits that can be gained from virtual communities, and has five defining 
characteristics: member focus, integration of content and communication, emphasis 
on member-generated content, choice among competing vendors, and commercially 
motivated community organisers. The model is based on the fact that members 
share their experiences of products with each other, which then generates valuable 
content for the community of members in general. As a result there is increased 
member interaction and increased member-generated content. The theory is that 
increased interaction and content will appeal to new members, that will make 
current members more loyal and subsequently more transactions will be carried out 
by them (Hagel and Armstrong, 1997). The model defines four community types 
relating to members’ needs and interests: communities of transaction, communities 
of interest, relationship communities and fantasy-orientated communities. Hagel & 
Armstrong (1997) argued that most virtual communities only exist to meet a limited 
number of member needs, and believe that not catering for all of the four needs 
within the community types means that considerable commercial opportunities are 
being missed. Hagel & Armstrong (1997, pl36) also state that “organisers ojfer 
participants the greatest range of services when they address all four needs within 
the same community. ” This investigation will attempt to outline and clarify the 
features that make up a successful community using a checklist based on Hagel and 
Armstrong’s model, and feedback received from the football clubs themselves. 



3. VIRTUAL COMMUNITIES IN FOOTBALL 



Football is the world’s most popular and lucrative sport played by people of all ages 
across the world. Every aspect of the game is a business opportunity waiting to be 
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exploited and marketed to fans in order to increase profit (Tomlinson, 2002). Web 
sites have been developed in recent years as a mechanism for reaching fans, 
assessing fan reaction and selling club merchandise. The global reach and interest 
in the sport has meant that fans have become major financial contributors to the 
game, and have helped to put football clubs in the position they are today. Many 
football clubs have established web sites that inform fans of club developments, 
allow them to sell club merchandise, generate support and request fan reaction. 
Within some club web sites there are virtual communities whose primary function 
is to facilitate discussion and monitor fan perceptions. For example, Duffy (1999) 
describes how the Arsenal web site received 300 messages when a referee allowed 
a disputed goal against Arsenal. The messages ranged from that of support to 
disgust, and resulted in the media contacting the web site administrator to 
determine fan reaction. The obvious popularity of this web site was a major 
advantage to Arsenal football club because it enabled Arsenal executives to visit 
chat rooms to get a sense of the public relations situation they would need to 
handle. Duffy (1999) also argues that the Arsenal virtual community has “become a 
strong, leveragable link between the club and its supporters” as opposed to just a 
chat room for fans. The site is part of the club’s marketing and commercial strategy, 
and has enabled fans to adopt a more active role in supporting the team. The goal of 
the virtual football enterprise is the success of the club, and therefore club 
management, the fans, the shareholders, financial backers, and the players are all 
inextricably linked through a variety of online processes. 



4. FOOTBALL CLUBS AS VIRTUAL ENTERPRISES 

Virtual enterprises and online communities are introducing whole new ways of 
shopping, learning, working, and interacting with other (Ouzounis & Tschammer, 
2001). They enable an enterprise to share common interests, resources and 
competencies as well as to facilitate the purchase of products and services on-line. 
O’Brien (2002) suggests that virtual enterprises strategically use information 
technology to link people, assets and ideas, perhaps using virtual communities. 
Cothrel (1999) highlighted how virtual communities differ from any other group of 
people using the same computer network and argued that “a virtual community 
differs in that its members interact with one another not only on a one-to-one basis 
but on a many-to-many basis. ” It appears that the many-to-many interactions act as 
the driving force behind virtual communities, and this can be seen in the way that 
enterprises such as amazon.com and e-Bay effectively use member interaction to 
sell products and thus generate revenue. Williams & Cothrel (2000) also argued 
that “only those web sites that allow for public consumer-to-consumer interaction 
are true online communities. ” Virtual communities are thus enabling enterprises to 
build new relationships with their customers, suppliers and stakeholders. In 
traditional enterprises the communication has flowed from the company to the 
consumer, but virtual communities have unlocked the potential benefits of dialogue 
and interaction from consumer-to-consumer using a number of mechanisms. 

There has been vast interest in virtual communities as a business platform, and 
it comes as no surprise that football clubs are beginning to adopt on-line strategies 
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as a mechanism for increasing customer base and revenue, stabilising income 
streams, and enhancing customer loyalty. Additionally, professional virtual 
communities can be used to obtain feedback from the fans that can support 
investment decisions and business development activities. Williams & Cothrel 
(2000, p2) argued that “the ability to create and manage virtual communities will 
become a distinguishing feature of nearly every successful business. ” Hagel & 
Armstrong (1997, pi 1) believe “that the profit motive will in fact create new forms 
of virtual communities whose strong commercial element will enhance and expand 
the basic requirements of community - trust and commitment. ” Despite the obvious 
benefits of a virtual community to a football club, the cost and effort required to 
build and maintain may act as a deterrent as well as an incentive for some clubs. 
However, once established, the virtual community can offer vital information and a 
clearer insight into customer (fan) needs and beliefs, which can result in many 
benefits for the organisation. Armstrong and Hagel (1996, pl34) argued that by 
“providing consumers with the ability to interact with one another in addition to the 
company, businesses can build new and deeper relationships with customers. ” It is 
also argued that both the social and commercial needs of members need to be met 
in order to create and maintain a successful on-line community. The football 
industry is a suitable vehicle for investigating these issues given that the success or 
failure of many clubs (for example the problems at Leeds United) can depend on 
the financial as well as sport-related involvement that the fans as both members and 
customers can provide. 



5. METHOD 

Twenty-three football clubs from the English Premier League were used during this 
investigation into virtual communities, three of which had been relegated from the 
2001/2002 season. The twenty-three football clubs were: Arsenal, Aston Villa, 
Birmingham, Blackburn, Bolton, Charlton Athletic, Chelsea, Derby, Everton, 
Fulham, Ipswich, Leeds, Leicester, Liverpool, Manchester City, Manchester 
United, Middlesbrough, Newcastle, Sunderland, Tottenham, West Bromwich 
Albion and West Ham. Despite the fact that English Premier League teams were 
the main focus of this investigation, comparisons with lower leagues were thought 
to be useful when rating the success of the bigger and often richer clubs. As a result 
it was decided that some lower division football club web sites would also be used 
to indicate the current state of virtual communities within each of the lower 
divisions. Burnley was chosen from Division One, Northampton Town was chosen 
in Division Two and Carlisle United was chosen from Division Three. The main 
research instruments used for the study were a web site functionality audit that was 
devised and conducted, and a supporting electronic questionnaire that was 
distributed independently to the web site administrators of each of the twenty-six 
football clubs. The questionnaire was designed to consider the content, purpose, 
success and future direction of each of the virtual communities. All clubs were 
given an equal opportunity to respond and thus increase their understanding of the 
future of virtual communities in football, but a lack of response by any club would 
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not significantly detriment this study. However, without a definite response the 
ideas, opinions, objectives and future plans of clubs that did not reply could not 
formally be considered, thus the findings of this analysis cannot readily be 
generalised to their circumstances. The web site audit used a set of criteria to 
identify the features within each of the virtual communities from the categories 
proposed by Hagel & Armstrong (1997). The features were placed into one of four 
virtual community types as detailed below: 

■ Communities of Transaction - Trading Zone, Auction, Online Betting, 
Online Sales, Online Ticket Sales, Financial Services, Mobile Zone 

■ Communities of Interest (with Communication Features) - Message Board, 
Chat Room, Instant Messaging, Real-Time Chat, Email List, Email 
Account, Personal Web Pages, Shared Calendars, Guest Books, 
Downloads, Event Screening, Links 

■ Relationship Communities - Racism Information 

■ Fantasy Communities - Virtual Games, Virtual Environments 



6. FINDINGS 

6.1 Web Site Audit Results 

The nature of the virtual community activity was recorded based on the number of 
features from each community type within a given club, and was then used to 
identify the ‘typical’ virtual community profile within English Premier League 
Football. It appears that the typical profile does not appear for any one particular 
club, but the club closest to the profile was Derby County. West Ham United, 
Birmingham and Carlisle also came very close to meeting the typical profile across 
all categories. In order to establish which community type had the biggest presence 
amongst the entire group, each community type present was calculated as a 
percentage. It was found that transaction orientated activities (48%) were the most 
popular within the communities, followed by interest (36%), fantasy (14%) and 
finally relationship (2%). At the time of the audit, the “top six” clubs were named 
as Arsenal, Chelsea, Leeds, Liverpool, Manchester United and Newcastle United. 
The study revealed that these six football clubs were concentrating their efforts on 
selling goods to their members such that transaction orientated community 
activities were again the most popular with 70% of the overall share. Although this 
is not wholly surprising, it is difficult to understand why the top six football clubs 
have chosen to focus their efforts predominantly on one service and community 
type when it is possible to satisfy a whole range of member needs through other 
features. It is suggested that of the football clubs involved in this investigation, the 
top six had the means to invest more money into their virtual communities and 
subseqnendy provide more services to meet more member needs. The results 
clearly indicated that Manchester United has focused on the transaction processes 
within their community, whilst Liverpool and Arsenal have focused on creating a 
much broader type of virtual community. Indeed the largest transaction orientated 
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communities belong to Manchester United, West Bromwich Albion, Leicester City, 
Bolton and Blackburn. The majority of the football clubs seem to be moving 
towards integrating a larger community of interest into their virtual communities, 
but are less developed in the fantasy and relationship areas. For example, Ipswich 
Town is successful in the fact that it clearly has the largest interest community, 
however it fails to deliver in the fantasy and relationship areas which means that it 
fails to meet a significant number of member needs. This type of uneven 
community distribution can also be seen for Middlesbrough football club. 

Given the emphasis on communication features and collaboration within this 
study, it is important to highlight the number of communication features that each 
football club has included in their virtual communities. The highest number of 
communication features within a virtual community is four, as held by Ipswich 
Town that can boast a message board, chat forum and instant messaging among its 
communication features. It is surprising to see the number of virtual communities 
without any communication features, especially when these clubs include two of 
the top six: Manchester United and Newcastle United. It is also interesting to 
discover that the lower division football clubs have managed to invest time and 
money in developing communication features for their members when they clearly 
do not have as many resources as the Premier League clubs. The most popular 
communication feature is the message board, which allow members to interact and 
post messages to each other. The chat forum is the next most popular 
communication feature, and represents a move towards a more interactive 
approach. Evidently football clubs are investing the majority of their resources in 
developing their transaction orientated communities and features such as online 
betting, auctions and online sales. The findings from this study highlight the 
popularity of online betting and online sales within the English Premiership clubs, 
suggesting that member-to-member interaction facilities are being neglected. Eor 
example trading zones that enable members to communicate with each other are 
much less popular than other additional features within the virtual communities. A 
surprising result from this analysis is the small number of football clubs that offer 
an online ticket sales service to their members. It was expected that this service 
would have been paramount to football clubs given that ticket sales generate a 
continuous and stable income for all football clubs. 

6.2 Questionnaire Results 

Twenty-six football clubs were sent the questionnaire and five replied (19%). It is 
clear from the qualitative feedback from responding clubs that the community of 
interest is higher on their list of priorities than other types of community. The 
factors that football clubs consider integral to success were varied. Derby County 
stated that “accurate, trustworthy prescient news and information on all aspects of 
the club’s business” was important to the success of their virtual community. 
Ipswich Town also commented on the importance of news and information in their 
response by stating that vital to success was “keeping the site up to date and being 
ahead of the media”. These responses are consistent with Burnley that stated that “a 
high number of members” should be considered integral to success. Although 
member interaction should be available in successful virtual communities, none of 
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Derby County, Ipswich or Burnley actually mentioned that interaction or member 
participation was considered integral to the success of their virtual communities. 
Sunderland responded with “interaction” as the single factor integral to their 
success. Everton was more comprehensive in its answer by stating; “Accessibility 
for all, ease of use, regular updates, providing interested, well-written and well- 
ordered comprehensive content about all aspects of the club at all times, good 
navigational structure, and well-designed look and feel that entices fans to explore 
the site, and to return regularly, exclusive content wherever possible. ” In terms of 
future plans for these virtual communities, thus indicating the level of awareness 
and knowledge that football clubs have about developing this area, this study 
revealed some tentative directions from the respondents. Derby County believed 
that the communication features within their virtual community were satisfactory 
and planned to focus their efforts on developing a range of streaming media. 
Everton wanted to target their fan base, offer a more personalised service to their 
fans and increase usage of the web site by developing a foreign language mirror 
version of the official club website, also creating dedicated sections for members of 
their supporters clubs (adults, regional and junior). Sunderland appeared to be 
considering the concept of communication within their community by planning to 
develop discussion forums, chat forums and personal sites for their members. 



7. DISCUSSION 

All the football clubs involved in this investigation have incorporated aspects of a 
virtual community into their web sites. However it is unlikely that any of the 
football clubs has realised the full potential of a virtual community. A successful 
virtual community should allow members to interact, help drive the business 
forward, but it appears from the results that the majority of football clubs prefer the 
business-to-consumer interaction that is facilitated by a more transaction orientated 
community. This does not form the basis of a true virtual community as argued by 
Williams & Cothrel (2000), who state that “only those web sites that allow for 
public consumer-to-consumer interaction are true online communities. ” 

If content cannot be generated by members through chat rooms or message 
boards, then football clubs cannot accurately monitor the mood of fans or argue that 
they fully understand what their fans are thinking or want to buy. Eootball clubs in 
this category that do not facilitate member-to-member interaction include Everton, 
Charlton Athletic, Manchester United and Newcastle United. The most popular and 
possibly most basic of the communication features is the message board, which 
allows members to post messages on a virtual board and wait for a response from 
other members. It is difficult to understand why at the time of the audit both 
Manchester United and Newcastle United had not incorporated the most basic of 
communication facilities into their virtual communities, whereas Burnley, 
Northampton Town and Carlisle from the lower divisions had already done so. In 
fact it could be suggested that it is a conscious decision on behalf of Manchester 
United and Newcastle United not to facilitate communication because this would 
not directly constitute a significant source of revenue. 
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It is true that revenue is an ever-important factor for football clubs, and web 
sites can be used as a very useful vehicle for generating income. However it is 
difficult to understand from a commercial perspective why Manchester United, 
possibly the richest club in the world, would focus on one community type and 
adopt an on-line strategy that seeks mainly to generate and increase its revenue 
further. Smaller clubs such as Burnley will have greater success within their 
communities because they incorporate features from all four of the community 
types. This may enable further commercial development (or perhaps even sporting 
survival) given the financial benefits of interaction and involvement of the fans as 
customers. Sixteen out of the twenty-six football clubs had incorporated a video 
lounge feature that demands a subscription fee before members can access video 
footage, highlights and player interviews. It could be argued that despite the fact 
that this may be a rewarding feature for fans, it may also be perceived as another 
profit motivated scheme by the football clubs to generate revenue. Manchester 
United offers two video lounge features, “MUTV” and “SEE RED”, which offer 
delayed streaming of matches, match highlights and interviews. However both 
services require a separate subscription fee from their members. The mobile zone is 
another feature that is gradually gaining popularity with some clubs. 

When accessing the official football club web sites, it is often very difficult to 
locate the virtual community due to the fact that the community is often segmented 
and distributed throughout the web site. Eor example within the Leeds United 
website, the chat forum is a sub heading of ‘fun stuff’ and the virtual tour is a sub 
heading of ‘interactive’ which makes some features difficult to locate. Some clubs 
do manage to make their virtual community more accessible by separating a 
number of features into one category. Eor example Middlesborough places its 
message board, links, competitions and feedback facility under the heading “The 
Eans”, or Ipswich Town that places its fans’ forum with links and feedback under 
the heading “Eans”. The most successful and user-friendly “Fan Zone” belongs to 
West Ham United, which separates its chat forum, message board and newsletters 
from the main website into a sub-section that is clear and easy to use. Although this 
seems a step in the right direction, it is still not ideal and no football club owns a 
complete and separate virtual community within their web site to meet all of the 
four different member needs. It appears that the bigger and more successful clubs, 
for example Manchester United and Newcastle United, have chosen to target only 
one of the four needs. Armstrong & Hagel (1996, pl36) argue that “organisers 
offer participants the greatest range of services when they address all four needs 
within the same community.” Only five out of the twenty-six clubs investigated 
address all four needs, and it is true to say that their communities offer a wider 
range of services. However it is not true to say that these are the best virtual 
communities within the English Premier Football League. This investigation 
included features that do not necessarily facilitate interaction within the interest 
category, so it is misleading to state that certain clubs are satisfying all four needs. 
The clubs that are in reality satisfying all four needs are Arsenal, Fulham, 
Liverpool and Burnley, however within this category it is Liverpool and Arsenal 
that are capable of facilitating different types of member interaction by offering 
more than one communication feature. The role of the virtual communities in the 
web sites where they exist is to increase profit and inform/update fans on the 
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current success of the club. The role of the communication features where they 
exist within these communities is to facilitate member-to-member interaction in 
order for the football clubs to gain an appreciation of what fans are thinking and 
how they are feeling, essentially market research. As virtual enterprises, none of the 
clubs had established formal links with each other, perhaps due to the highly 
competitive nature of football clubs and sport in general. 



8. CONCLUSION 

Overall, it seems that the football clubs investigated were yet to realise the many 
benefits of member-to-member interaction and collaboration, and had little 
knowledge about this potential. As the football industry moves further into the 
realm of virtual enterprises, it is important that clubs facilitate collaboration with 
their customer base, and ultimately they may be able to facilitate collaborative and 
beneficial activities with each other. Some of this is already happening across 
different sports (e.g. Manchester United and their collaboration with the New York 
Yankees of baseball), but these developments appear to be embryonic. The 
technical infrastructure within football clubs needs to be investigated and analysed 
in order to establish the collaborative technology that is required to enable virtual 
communities to share and integrate business processes. The authors are currently 
undertaking an investigation into how electronically-mediated Customer 
Relationship Management (e-CRM) through third party providers is being used in 
the English football leagues, and this may provide further insights into the 
development of football clubs as virtual enterprises. Additionally, the customer 
perspective that has been missed here may be interesting to explore, because the 
fans are the real users of virtual communities, so future work should consider how 
this can lead to enhanced loyalty, changes in fan behaviour and customer-directed 
strategic development of the football clubs themselves. 
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The objective of this paper is to propose a reference model for global software 
development, based on the results found in a case study conducted in two 
software development units from multinational organizations located In Brazil. 
Since the number of organizations distributing their software development 
processes worldwide keeps increasing, this change is having a profound 
impact on the way products are conceived, designed, constructed, tested, and 
delivered to customers. The focus of this study is to understand the factors that 
enable multinationals and virtual corporations to operate successfully across 
geographic and cultural boundaries. Lessons learned and reference model are 
presented. Moreover, part of this model is being implemented in one of the 
organizations studied, and a preliminary evaluation is made. 



1. INTRODUCTION 

Software has become a vital component of almost every business (Pressman, 2001). 
Success increasingly depends on using software as a competitive advantage 
(Carmel, 1999). More than a decade ago, many organizations began to experiment 
with remotely located software development facilities seeking lower costs and 
access to skilled resources. This change is having a profound impact not only on 
marketing and distribution but also on the way products are conceived, designed, 
constructed, tested, and delivered to customers. Software development is 
increasingly a multi-site, multicultural, globally distributed undertaking. Engineers, 
managers, and executives face formidable challenges on many levels, from the 
technical to the social and cultural (Herbsleb, 2001). 

More recently, attention has turned toward trying to understand the factors that 
enable multinationals and virtual corporations to operate successfully across 
geographic and cultural boundaries. Many organizations have faced difficulties and 
misunderstandings in their experience with global software development (GSD). 
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This paper has as objective to understand which problems organizations have 
faced when going global in software development and how these problems have 
been addressed, proposing a reference model, as a result of a two years long study in 
two multinational organizations in Brazil. Two case studies were conducted 
identifying difficulties, solutions, and critical success factors of distributed software 
development. The results are analyzed and the existing challenges identified. Some 
of the solutions being implemented are presented. Our contributions are the lessons 
learned from the case studies and the reference model proposed. Although the main 
title suggests global development, the topics in this paper apply to most distributed 
software development environments, even those across town. 



2. THEORETICAL BASE 

2.1 Global Software Development 

As said before, many organizations began to experiment with remotely located 
software development facilities (distributed software development). Several factors 
have contributed to build this scenario, such as the business market proximity 
advantages, the pressure to improve time-to-market by using time zone differences 
in “round-the-clock” development, and the need to have a global resource pool to 
cost-competitively have resources, wherever located (Herbsleb, 2001). 

Tools and technological environments have been developed over the last few 
years to help in the control and coordination of the development teams working in 
distributed environments (Karolak, 1998). Many of these tools are focused in 
supporting procedures of formal communication such as automated document 
elaboration, processes and other non-interactive communication channels. 

Organizations search for competitive advantages in terms of cost, quality and 
flexibility in software development, looking for productivity increases as well as risk 
dilution (Prikladnicki, 2002). Many times the search for these competitive 
advantages forces organizations to search for global solutions (offshore software 
development). This epitomizes the traditional problems and the existing challenges. 

2.2 Related Work 

Global software development requires a structure involving different technologies 
and characteristics from the one used in collocated environments. A few studies 
have proposed reference models for global software development. In the following 
sections we present two of these studies. 

2.2.1 The approach of Carmel, 1999 

The author sees software globalization as a centrifugal force that propels things 
outwards from the center as it disperses developers to the far comers of the world. 
The five centrifugal forces pull the global software team apart and inhibit its 
performance. The first force is geographic dispersion, something we know 
intuitively, that it is harder to manage from distance. Then there are three forces that 
build on the problem of distance: loss of communication richness, coordination 
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breakdown, and loss of “teamness”. The last force is cultural differences and culture 
breakdowns inside global teams. 

A centrifugal force must be balanced by centripetal force, a counter force that is 
directed into the center, pull the global software teams together, and make it more 
effective. As centripetal force, there is telecommunication infrastracture, which the 
author sees as the foundation for all the other strategies. Collaborative technology is 
a force that holds it all together. Then we have development methodology and 
product architecture. Team building is the human resources effort and finally, 
managerial techniques are focused on global managers. 

2.2.2 The approach of Evaristo, 2003 

The author suggests dimensions to the concept of “distributedness” through a 
theory-based model. These dimensions are related not only to software development 
projects but also to more general distributed projects. The dimensions proposed are 
tmst, levels of dispersion, type of stakeholders, type of projects, synchronicity, 
complexity, systems methodology, perceived distance, policies and standards, and 
culture. The main objective is to understand what “distributed” means when 
discussing the management of distributed projects and to suggest better ways to 
manage them by finding out what the critical problems in “distributed” projects are. 

2.2.3 Critical Analysis 

The approaches described previously consider global projects in two different 
perspectives. While Carmel (Carmel, 1999) consider the global teams, their 
characteristics and the main challenges to have success in global software projects, 
Evaristo (Evaristo, 2003) also talks about global teams, but related not only to 
software development, but also to a more general type ofprojeet. 

Many other authors have been studied these characteristics, expanding the 
concepts and developing specific studies (Karolak, 1998), (Herbsleb, 2001), and 
(Morstead, 2003). Different models search for strategies to manage distributed 
projects and we can see many improvements in tools and methods over the last 
decades, allowing the GSD to happen. Despite that, since GSD is increasing, 
organizations are experiencing many difficulties. This has motivated studies based 
on industrial data, trying to understand these problems, and the solutions adopted. 



3. RESEARCH METHOD 

This research is exploratory in nature based on case studies (Yin, 1994). The ease 
studies were developed in two software development units, each one owned by a 
multinational organization with worldwide units. The organizations were selected 
considering their size, the existence of a formal and documented process and the 
recognition as a SW-CMM“ level 2 organization. 

The data collection was constituted of individual interviews and, was also used 
secondary sources as complement, such as document reviews, and software 
development proeess description. We interviewed projeet team members, 
development managers, quality assurance team members, and software process 
improvement responsible, all defined aceording to the unit of analysis (projects) and 
the study purpose. Our convenience sample was not probabilistic although we 
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looked for a good representation of all groups involved. For data analysis a content 
analysis was developed, with stability test [10]. 



4. CASE STUDY 

The case study was conducted in two software development units from multinational 
organizations located in Brazil. In the next sections we present specific information 
of each organization and the consolidated results. 

4.1 Organization 1 

The case study was developed in the organization headquarters, in a city located in 
the southeast of Brazil, where the main software development unit is also located. It 
has 80 collaborators working in software development and all clients are external to 
the organization. Their software development process is based on known 
methodologies like RUP (Rational Unified Process) and PMI (Project Management 
Institute). The unit studied is certified as ISO 9001“ since 1996 and recognized as a 
level 2 organization in the SW-CMM model since 2002. It was interviewed people 
from two projects: 

Project 1: the objective was to develop an application to a large company 
located in the U.S. The project was managed both by the company in the U.S. and 
by the branch office located in Brazil. The project team was located in two different 
offices in Brazil, while customers were located both in Brazil and in the U.S. Some 
company employees worldwide represented the users. 

Project 2: the objective was to develop an application for a bank in Sdo Paulo. 
The bank contracted the job to a third-party company, which in turn subcontracted 
the software development to the unit that we studied. Therefore, the bank was the 
user, and the third-party company contracted by the bank was the customer, acting 
sometimes as part of the project team. And the unit studied was the project team. 

4.2 Organization 2 

The case study was developed in the software development unit in a city located in 
the south of Brazil. This center aims to perform worldwide technological 
development for the organization. It has 180 collaborators working in software 
development and all clients are internal to the organization. Considering the 
software development process, it is based on the MSF (Microsoft Solutions 
Framework), and also, on known methodologies, like RUP, and PMI. The unit 
studied is recognized as a level 2 organization in the SW-CMM model since 2003. It 
was interviewed people from two projects: 

Project 1: the objective was to develop an application to manage talent to be 
used by the global human resources department. The project team was located in 
Brazil and the U.S., while customers (human resources department) were located in 
the U.S., in the same physical localization. The users were also located in the U.S., 
in the same physical localization, but dispersed from the customers. 

Project 2: the objective was to develop an application for the organization 
manufacturing area. The project team was dispersed, but located in Brazil. 
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Customers and users were located in the U.S., each one in the same physical 
localization, but dispersed. 

4.3 Case Study Results 

Both organizations were involved with globally distributed projects. We found 
empirically factors that were theoretically predicted, and consolidated the combined 
learning under “lessons” below. According to all interviews conducted in both 
organizations, the main GSD difficulties found were related to requirements 
engineering, software development process, software configuration, knowledge 
management, communication and language, culture, context sharing and trust. 

For each difficulty identified, all respondents were also invited to describe 
solutions implemented to solve or at least to minimize the difficulties found. These 
solutions were related to planning and better engagement definition, training, 
standardization, risk management, software development process definition, trust 
acquisition, and requirements elicitation improvement. 

Finally, some critical success factors were identified and were directly related to 
the organizational “modus operand!”. All people interviewed were invited to share 
the main critical success factor when acting in global software development. The 
main points were the software development process, training, planning and 
engagement, infrastructure, team integration, communication and feedback. 



5. LESSONS LEARNED 

The study conducted in both organizations shows many characteristics of GSD 
(section 4). In this section we will present the lessons learned. 

Lesson 1: The project management, and in particular risk management 
need additional effort and steps. 

In the study, all activities involving project management and risk management 
have a huge importance for distributed projects and almost all project managers 
interviewed said that in distributed projects these activities take longer than in 
traditional projects (collocated), requiring a larger effort and some additional steps 
in the traditional models. 

Lesson 2: The existence of a well-defined software development process is 
responsible for many advantages in distributed projects. 

The study showed that in both organizations, all projects without a well-defined 
process had many difficulties, some of them related to the process (requirements, 
configuration management, testing, etc.), and others inherited, as communication, 
synchronization and trust. Thus, a single and well-defined process in accordance 
with the project environment can be the solution for many difficulties. 

Lesson 3: Knowledge management stimulates the information sharing and 
stimulates the learning from experience. 

The interviews conducted indicated that a great differential of global 
development is related to the investment in knowledge management (tools or 
activities that stimulates the information sharing), minimizing many difficulties. 
This was concluded based on the fact that project team members were not stimulated 
to share information based on the situations they were living every day 
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Lesson 4: Requirements engineering is the main challenge for the software 
development process point of view. 

Project managers and technical leaders interviewed pointed out difficulties 
related to requirements engineering activities. One project had the requirements 
instability as the main problem, mainly because the distance between teams, 
compromising the understanding and agreement. In all projects it were identified the 
requirements as a challenge, involving the requirements documentation as soon as 
defined, meetings, traceability, requirements control and management. 

Lesson 5: The planning phase is important to organize and manage the 
distributed projects properly. 

The initial planning was identified as a formal and basic phase to decide if a 
project can be distributed and how to plan for its development. Thus, the planning 
basically involves the definition of the strategies leading to the development of the 
whole process. Based on the case studies, it is possible to consider the planning 
phase as a former cycle of many projects cycles derived from the planning process. 

Lesson 6: The investment in recruiting and training global teams can 
minimize the difficulties related to the non-technical dimension. 

Organization 2’s policy included investing in team training (focusing 
communication, cultural differences, trust, and context sharing. As a result of this 
initiative, the interactions between distributed teams were easier. Problems 
identified before the training started to occur less frequently, showing that the 
management of distributed teams is a key to the project success. 

Lesson 7: Tools can act as a facility in the distributed interaction. 

In the studies developed we found that both organizations have strategies to 
work with global tools, aiming global knowledge management and global 
integration. Moreover, tools to support communication, like e-mail, video 
conferencing, teleconferencing, and chat are frequently used. 

Lesson 8: Distributed Software Development is a maturity process. 

The data collected in the study showed a clear difference between the maturities 
of both organizations related to the distributed software development (organization 1 
was working with distributed projects at least for four years, while the organization 
2 was working in this scenario for one year). Thus, the organization 1 was living 
different and more complex problems comparing with the organization 2. Based on 
the data collected with the interviews the development of distributed projects is 
something that needs time to mature. Although there are maturity models in 
software engineering, the GSD area doesn’t have a model that identifies the 
organization maturity, based on all factors related to GSD activities. 



6. THE REFERENCE MODEL 

The centrifugal and centripetal forces proposed by Carmel (Carmel, 1999) are 
concentrated in the main factors related with distributed software teams. 
Additionally, Evaristo (Evaristo, 2003) presents ten dimensions related not only to 
software development projects, but also to more general distributed projects. Other 
studies analyse these factors from another point of view and also add other factors in 
GSD projects as a whole (Karolak, 1998), (Herbsleb, 2001), and (Morstead, 2003). 
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Considering these studies and the case study developed in this research, we 
propose here a reference model for GSD. This model has as purpose to support the 
global software development, acting as a guide for the software development done 
by teams geographically dispersed and heterogeneous. The model is composed by a 
set of critical variables and their relationship, identified during the study. 

6.1 MuNDDoS Reference Model 



The reference model (Figure 1) has two dimensions: organizational and the 
project dimension. As we expand the focus of the software development process, 
and try to adopt a more strategic position in relation to the process, we identify the 
planning stage as the first one to take place (organizational dimension). 
Additionally, it is possible to consider the planning phase as a former cycle of many 
project cycles (project dimension) derived from the planning process. 




Tactical / Operational Planning 



Project 

Development 



Projects 1, 2, n/ Unit 



Strategic Planning 



Project 

Development 



New 

Projects 



Project 

Allocation 



Projects 1, 2, n/ Unit 2 



Headquarters 



Units 1. 2, N 



Project 

Development 



Projects 1, 2 , n/UnltN 



Evaluation 

Feedback 



Learning 



Figure 1 — The reference model (MuNDDoS) 



Two cycles of planning can be identified for the management of GSD projects. 
The first one lies on the strategic planning, conducted by the organization 
headquarters and has as purpose to identify and prioritize new projects to be 
developed. The decision involves both projects from the organization areas and 
demanded by external clients. Moreover, the participants of this planning level are 
responsible for the strategic alignment between the perspectives and goals of each 
distributed software development unit and the headquarters. 

The second cycle involves the tactical-operational planning in the scope of each 
distributed software development unit. The overlapping of the two planning cycles 
occur exactly when the projects are allocated, involving the planning and selection 
of projects that will be developed in each unit and the resource allocation. The 
project allocation has as purpose to select the projects that will be better developed 
in each unit, according an allocation policy defined by the organization. The 
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allocation must have as entry criteria the list of projects to be developed and the 
output of this step is the unit or units selected for each project. The tactical planning 
stage is of final responsibility (approval) of coordinators in each software 
development unit, while the operational planning involves the project management 
(project dimension), by the responsibility of the project manager. 

The project dimension (Figure 2) involves specifically the software development 
project administration centered in the general coordination of the work between the 
collaborators, interfaces among teams, communication, and contacts with clients and 
conflict solving. We consider some factors that are the base to identify and minimize 
problems and weaknesses found in each project. The factors are presented using a 
conceptual map. Since each organization has its own project management process, 
we understand that the conceptual map presented can facilitate the identification of 
factors and can lead to implement strategies to minimize or anticipate problems. 




Finally, the last cycle proposed is the learning cycle, related to the activities 
evaluation and strategies adopted. The model suggests the existence of a process to 
support the collection of data, involving the work evaluation, lessons learned from 
the projects, and other relevant information. In order to reflect all information in the 
previous cycles, all data need to be updated in a common repository. 

6.2 The reference model in practice 

Part of this model (new projects and project allocation) is being implemented in 
industry, in one of the organizations studied. Since we propose here a conceptual 
model, the organization is creating its own process and implementing a tool, having 
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the reference model to support the process. Besides that, a training program was 
developed to deal with concepts in the project development (project dimension), 
considering initially tmst, culture, and communication. 

Furthermore, it is being highlighted the role of dispersion in the software 
development process. Moreover, some “distrihuted processes” are being created, 
like requirements engineering and risk management. In the near future we will 
qualitatively analyze the results found for this implementation, search for 
improvements in the process and will try to implement in another organizations. 



7. FINAL REMARKS 

It is becoming harder to justify completing a software development project inside 
company walls. As the software community appreciates the economy of merging 
diverse development skills and domain expertise, and as communication media 
become more sophisticated, the cost and technology pressures are pushes more 
companies toward global software development. GSD is leading the researchers to 
acquire new knowledge and to be more interdisciplinary. 

This paper advances the knowledge in the GSD area by identifying important 
characteristics of this recent and growing field. As result, some lessons were learned 
and a reference model was proposed, based on case studies in two software 
development units from multinational organizations located in Brazil. 

Although two organizations were formally interviewed, we lived other 
experiences interviewing people from other organizations, informally. Planned 
follow up studies in this topic will continue to analyze the organizations difficulties 
and solutions and will going deep in the study of specific factors, found in this work, 
like requirements engineering, risk management and project allocation, for example. 
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' Research developed at CDPe research center at PUCRS University, and funded in 
terms of the Brazilian Federal Law for Information Technology (Law No. 8.248/91). 

" The SW-CMM describes the principles and practices underlying software process 
maturity and is intended to help software organizations improve the maturity of their 
software processes (http://www.sei.cmu.edu/cmm/cmms/cmms.html). 

ISO 9001 is the international standard for assessing quality systems to ensure 
process consistency and predictability (http://www.iso.ch). 
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This paper addresses the area of software development and maintenance for 
GRID-based applications. We argue that the structure and geographical 
spread of these systems poses new challenges to the ICT services industry. We 
believe that human intelligence and related skills are a central element in 
facing these challenges and see the emerging paradigm of virtual 
organizations as promising direction to realize the availability of these skills. 

In this paper, we describe two streams in our research: One covers the 
applications of organizational concepts of VO’s in this area (squads) and lists 
the issues of study. The other covers the ICT support for squads themselves. We 
describe the requirements for and architecture of adaptive squad information 
services (ASIS). 



1. INTRODUCTION 

Software development and maintenance often tends to burden organizations with 
higher costs than expected. This is often caused by (inter) dependency of various 
application components that are delivered by multiple organizations. Shared 
responsibilities, interface changes and service level agreements often cause 
problems in today’s software projects. 

The (inter) dependency of various application components forces software 
development organizations to collaborate in a flexible way. It is here where we 
expect the paradigm of virtual organizations to lead to a better-coordinated and 
eventually more efficient way of software development and maintenance. 

Issues about costs and efficiency in software development and maintenance have 
led us to the ideas of squads. 
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We define squads as mobile virtual organizations that operate in the field of 
application development and application management. 

The term squads, (short for squadrons), is commonly used for a group of people 
acting as a solid team to fulfill a particular mission. Examples of squadrons are 
found in military air-flight, human rescue teams, football teams and so on. 

Squads are equipped with mobile devices for their communication, tooling and 
access to a central network environment. This is because it is assumed that the 
members are located globally; either they are working for a worldwide organization, 
or the system or infrastructure on which they work is localized on different spots. 

Squads always operate from a mission-driven perspective. Their primary focus is 
on a defined (sub) problem. In this way they can assist in projects focusing on a 
dedicated amount of work, during a defined period of time. Their mission either 
succeeds or fails, which implies a clear measurability of their tasks. 

Examples of squads are analysts, software developers, database experts, 
integration experts, tool-developers, testers, application managers, and so on. It is 
important to notice that squads assist in projects only for a (fixed) period of time. 
Project teams still have continuously available, customer oriented project members 
who might call the help of squads when needed. 

The concept of squads is interesting for today’s systems [Dustdar et al, 2003], 
but for systems in the emerging world of grid-technology, squads will become even 
more interesting. Grid systems are based on collaborating application components, 
called grid services, delivered by multiple organizations. 

Grid technology, emerging since 1998 [Eoster et al.], enables large computing 
and data processing facilities among heterogeneous computer networks. Grid 
computing is a services oriented architectural approach that enables distributed 
computing using a collection of resources acting as one large collective, self- 
managing computer system. There are organizations that deliver services on the grid 
and organizations that use these services. One therefore speaks of virtualization of 
computing power. 

In a grid, all software components are defined as a service. There are, for 
example, low-level system and communication services, utility services, and high- 
level application services [Foster et al.]. These services work together in one or 
more applications, introducing a high level of interdependency. Due to the fact that 
these services are delivered by multiple organizations, software development and 
application maintenance in an efficient and controllable way is an important issue. 

One of the fundamentals of grid computing is that various organizations share 
functionalities of the grid for their applications. Dependency and responsibility of 
grid services therefore is very important in software development and maintenance. 

Although the concept of squads can be applied on ICT systems in general, we 
will focus on grid systems. 
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2. SQUADS AS VIRTUAL ORGANIZATIONS 

2.1 Virtual Organizations 

A virtual organization is characterized by the fact that its members belong to 
different organizations, and that they all work together during a period of time to 
realize a eommon goal. A virtual organization is defined [Ahuja et al., 1999] as a 
geographically distributed organization whose members are bound by a long or 
short-term common interest or goal, and who communicate and coordinate their 
work through information technology. Members of virtual organizations assume 
well-defined roles within the context of the virtual group that are independent of 
their role in the organization employing them. 

Recent studies show that with the emergence of information technology, the 
aspects of virtual organizations become more and more interesting in today’s form 
of business. 

Vartiainen discusses dimensions types and characteristics of virtual 
organizations [Vartiainen et al, 2001]. Jarvenpaa did empirical research on thrust 
and communication [Jarvenpaa et al, 1998] and Lethbridge works out taxonomy of 
VO’s [Lethbridge et al, 2001]. Fundamental aspeets of virtual organizations are 
location-independence, goal, and eommunication, as well as thrast, formation, 
dissolution and breeding environments. 

A case study of squads, as VO’s is: 

Suppose there is a problem with an application containing elements provided by 
multiple organizations, or suppose the infrastructure that supports such an 
application shows malfunctions or needs to be improved. In both situations multiple 
organizations share the need to solve the problem. 

To address the problems, a squad, containing experts from the involved 
organizations, is formed. In terms of a virtual organization this process is also 
known as formation, or cooperative behavior. The squad itself is a virtual 
organization, sharing a common goal, namely to solve the problem that causes the 
malfunctioning of the application. 

When the problem has been located and solved, the squad has fulfilled its 
mission and its members can return to their own organizations. Here we talk about 
the dissolution of the virtual organization. 

In case various organizations frequently share maintenance needs, as is expected 
in the field of large collaborative systems, squads are formed more than once, 
leading to situations described in theories of virtual breeding environments. 

2.2 Research on squads 

Our research focuses on two main aspects of the ideas deseribed above. On one hand 
we study the organizational issues around the concept of squads, on the other hand 
we investigate the aspects of the ICT infrastructure used by squads. 

The organizational issues can be eategorized in groups corresponding to different 
phases of the lifeeycle of a virtual organization. 

A formulation of these issues by means of questions helps to make them concrete. 
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How do squad-breeding environments look like? 

How do organizations promote their expertise? 

What means trust in such a context? 

What business model can be used during the formation and operation of a 
squad? 

- How can squad members subscribe themselves or he notified by others to 
go for a mission? 

- What means of communication do squads use, how are they instructed, and 
how can their tasks be managed? 

What tooling and infrastructure is needed by squads? 

How can dissolution take place while keeping a formal responsibility for 
the tasks performed by the squad? 

How does the Squad model avoid common pitfalls of IT organizations 
such as: internal focus, bad business alignment, bad requirements 
management, conflicting dependencies, high cost, etc. 

Some of the issues are common virtual organization issues, also investigated in 
other applied fields. Afsarmanesh, for example, investigates various aspects within 
virtual communities in the field of telecare [Afsarmanesh et al., 2003]. D’Atri works 
on a framework with specific roles during the formation, operation and dissolution 
of virtual organizations. [d’Atri et al., 2003]. 

Other issues are closer related to ICT aspects. These are often investigated 
together with research on software frameworks and services facilitating virtual 
organizations. [Dustdar et al., 2003]. Work on the organizational aspects for squads 
is ongoing. The remainder of this paper focuses on the second aspect, being the ICT 
infrastructure used by squads. 



3. ASIS: GRID SERVICES FACILITATING SQUADS 

3.1 Adaptive Squad Information services 

One of the fundamental properties of a grid is self-management. According to the 
Open Grid Service Architecture (OGSA), there are various groups of information 
services. However, it is reasonably assumed that these services are not Utopian 
components that work without human interference; control and management still 
needs a degree of human intervention 

Research in the field of autonomic computing and recovery oriented computing 
has resulted in load-balancing strategies and tools for monitoring real time network 
activity on distributed computing architectures. Often, these solutions use a three- 
step pattern: First, information gathering takes place, followed by some form of rule- 
based reasoning, and finally some environmental changes are performed. The 
solutions, however, fall short in supporting the virtual organization aspects, like time 
dependencies, heterogeneity and other dynamical elements. 

We propose a model of an information management system for squads. This 
model is based on custom grid-services that provide information about the grid and 
the applications running on it. 
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In our model, we use custom grid services, called ASIS (adaptive squad 
information services). These services take care of the information gathering and the 
rale-based reasoning. They could also be responsible for making environmental 
changes, but this could also be the responsibility of the informed squads. 

It is important to make a clear distinction between the grid services on which 
squads perform their work (these services are used in the applications used by 
various organizations) and grid services that are used by the squads themselves in 
order to perform their job (the ASIS). 

ASIS facilitate squads in their work by providing them necessary maintenance 
information. They are able to ring alarm bells, and transform actual information to 
more context relevant squad information. 

ASIS are designed to have the following properties: 

1. They combine the information from various standard grid information services 

2. They keep a history of previous events and combine this history information 
with the actual information. 

3. They are able to predict situations 

4. They are adaptive to various grid environments and the preferences of squads 

3.2 Architecture 

In figure 1 the ASIS and their environment is shown schematically. On the left side, 
various standard grid-information services are pictured as small gray ovals. These 
services reside in various architectural (OGSA) layers of the grid, and feed the ASIS 
services, shown on right side, with information. ASIS services reside in the 
application layer of the grid achitecture. 

ASIS services consist of four core elements: a transformation element (T), a history 
element (H), a prediction element (P) and an interaction element (I). These elements 
will be discussed below. 




Figure 1 - ASIS and their environment 
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ASIS use standard grid information services to obtain actual information about 
the grid infrastructure, the traffic on the grid and the jobs running on it. These 
information services reside in various architectural layers of the grid. In the fabric 
and resource layer, for example, they provide information about the availability and 
capacity of the resources. They might also provide information about the jobs that 
are currently running or scheduled to run. In the application layer, various vendor- 
specific information services may provide application (or application-service) 
specific information. ASIS may use all these kinds of services and combine their 
information to inform squads. 

All core elements are loosely coupled and have well-defined interfaces. In this 
way, it is possible to replace or extend them. 

Transformation element (T) 

One of the core elements of ASIS, the transformation element (T), combines the 
information given by the grid information services with history information, and 
transforms it to context specific information used by the squads. The transformation 
element uses a rule-based system in which the rules are based on one or more 
parameters that can be changed by the environment. 

History element (H) 

ASIS also keep findings in a history database. This history information will be 
combined with actual information to provide information that is more reliable and 
stable in a particular context. The history keeping is performed by the history 
element (H), the second core element of ASIS. 

Prediction element (P) 

The history-information is also used for prediction purposes. ASIS are able to 
predict situations using extrapolation and estimating techniques. In this way they are 
able to perform proactive, which implies that squads could detect and handle 
situations in early stages, or even before severe maintenance problems arise. 

In other words, by means of predicting situations in early stages, ASIS might 
improve the efficiency of application management on the grid. It is the prediction 
element (P) that provides this functionality. 

Interaction element (I) 

The fourth fundamental property of ASIS is adaptive behavior. ASIS must be 
able to react dynamically on changes in their environment. Some of these changes 
are due to instructions and preferences given by squads, other changes are due to the 
grid environment itself. For example, in case ASIS are used in an environment 
where activities suddenly peak, they must be able to react and automatically focus 
on these activities to get detailed information of the accidental occurrence. 

Adaptive behavior of ASIS is implemented in the interaction element (I). This 
element takes care of the external communication. It contains the squad 
communication interface and other sensors that influence the rules and parameters of 
the transforming element. As squads are a highly mobile workforce, the interaction 
element is based on the capabilities of mobile user terminals and context sensitive 
devices. 
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4. CONCLUSIONS AND RESEARCH ACTIVITIES 

Together with the emergence of GRID computing, software maintenance and 
development by means of squads is a promising field of research. The ICT 
infrastructure used by squads, in which custom information services (ASIS) play an 
important role, forms an important area of research. We propose an architecture for 
custom services consisting of four elements: a transformation element (T), a history 
element (H), a prediction element (P) and an interaction element (I). 

We are in the process of designing and implementing ASIS. This work will also 
be carried out in the newly launched EU FP6 program ECOLEAD. Immediate 
research activities are: 

Investigating (the use of) grid information services as a basis for ASIS 
Investigating existing technologies to implement the core elements of ASIS 
- Set up a grid based test environment 
Building an ASIS prototype 
Verification of the prototype 

Some concepts can be worked out partially on traditional platforms, while others 
force explorations in grid- service-programming. Separate research tracks are 
defined, to find optimal implementation for each of the ASIS core elements. 

In the course of the project, a validation environment will be set-up, using a real- 
life squad team. The use of ASIS will be investigated and validated against the 
requirements that are listed in this paper and the requirements, which are further 
expected as result of the study in organizational squad issues. 
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In this paper, we present a novel approach and tool allowing the use of the 
Peer-to-Peer concept in the IP based SoC design and simulation. This tool 
permits a real collaboration in SoCs design between different teams, and 
consequently may reduces dramatically the time-to-market. The IPs may be 
described using different languages. They are automatically encapsulated in a 
SystemC wrapper communicating with a CORBA transport object. The use of 
CORBA bus for the communication provides the tool a good flexibility and 
allows languages heterogeneity. 



1. INTRODUCTION 

Now a days SoCs are more and more complex and integrate software parts as well 
as specific hardware parts (IPs “Intellectual Properties” generally). Due to this 
complexity, the time spent to verify and validate these systems is continuously 
increasing and may be usually greater than half of the time-to-market of a system. 

Modern SoCs are usually designed by assembling some existing hardware or 
software components called IPs. These later may be available as descriptions in a 
specific language at one or several abstraction levels. 

Because of the slowness of IPs exchange between providers and consumers 
(designers), and the strong time-to-market constraints related to any modem design 
projects, all the major design companies and some academic research laboratories 
have their own IP libraries. However, for cost and competences reasons, no one of 
these libraries can cover all the IPs which may be used in all the design projects of a 
given company. 

To face all these problems related to IPs exchange (slowness of the exchange 
procedure, cost, time to market,... ), usually providers accept to deliver the IPs 
interfaces (without any behavior source code) to possible consumers. To take 
advantage of this possibility, designers must have a tool allowing them to simulate 
their systemjust by using the furnished IPs interfaces and without waiting until the 
end of the administrative IP transaction procedure. 
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This means that this tool has to be able to simulate a SoC composed by IPs 
available in the local host of the designer and some distant IPs available on the 
provider’s hosts. For confidentiality reasons, these distant IPs have to be simulated 
on the provider’s host, without downloading them. 

This problem is closely similar to the free files and tools exchange on Internet. In 
fact, we can imagine that the exchange of the IPs interfaces and the simulation 
authorizations can be done using a tool similar to Napster (Napster) or eDonkey 
(eDonkey2000, 2000). 

In addition to the time-to-market reduction with the anticipation of final IP 
transaction, this tool can provide many other advantages. 

In fact, communication means become increasingly powerful. So it becomes 
more and more interesting for designers to have tools allowing them to simulate 
systems on distributed platforms (some IPs on local hosts, and other IPs on the 
provider’s host). Thus, a user can simulate his complete system on geographically 
distant hosts. This functionality allows designers to avoid the licenses problems. In 
fact, distributed simulation does not require having the licenses and the simulators 
on the same machine. It permits distributing the simulation engines in the specific 
groups, generally having the licenses for the dedicated simulators. It is possible 
thanks to this method to combine the machines and the software in order to share 
available CPU resources for the various simulated subsystems, in order to speed up 
the whole system simulation. 

Unfortunately, king of Peer-to-Peer IP based SoCs design and simulation tool 
don’t exists yet. Its development constitutes the objective of our work. 

This paper is organized as follow: in section 2, we give a review of state of the 
art on distributed simulation, IPs exchange and peer-to-peer tools. The concept of 
SoC P2P and use of our tool are explained over an example in the section 3. We 
conclude this paper in the section 4. 

2. RELATED WORK 

2.1 Peer-to-Peer Tools 

A Peer-to-Peer tool allows users to communicate, collaborate or share files and 
applications without connecting to a web server. The connections between peers are 
direct (host-to-host), and data are not centralized on a server but distributed over the 
users hosts. 

These tools are used more and more and applied to several domains as: 

■ Communication: ICQ, AIM 

■ File sharing: Napster, Gnutella (Gnutella), Freenet (Clarke, 2001), 
KaZaA, eDonkey 

■ Collaboration: Groove patform (Hurwicz, 2001), Microsoft NetMeeting 

■ Distributed computing: Netbatch ,SETI@home (SETI) 

■ Edge services : used for employee training in Intel (Spooner) 

2.2 IP exchange 

The last few years have been marked by the appearance of some tools allowing the 
IP exchange, in a secure way, between providers and consumers. The tools of 
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Design-and-Reuse (Design-and-Reuse) and Synchronicity (Synchronicity) are two 
significant examples. In fact, they permit to IP consumers to choice their component 
in providers IPs catalogs. Unfortunately, these tools deal only with the commercial 
aspect of IPs exchanging. Thus, they don’t furnish tools assisting in the design or in 
the simulation. The data and the catalogs of these tools are centralized in an HTTP 
server. 

2.3 Multi-level simulation 

Recently many academic and industrial research teams worked on the multi level 
simulation problem in embedded systems. This type of simulation implies to execute 
together models of the system component described at different abstraction levels. 
Among the proposed solutions, the Bus Functional Model (BFM) (Semeria, 2002) 
constitutes the conventional methodology to interconnect functional simulation 
models and cycle accurate models, especially to validate software/hardware 
interfaces. Unfortunately this methodology takes into account only memory 
accesses, but it doesn’t at all allow transformation of high level communication 
primitives (FIFO for example). 

CoWareN2C (CoWareN2C, 2001) is an environment which offers a multi level 
cosimulation solution. It allows the use of two abstraction levels: BCA (Bus Cycle 
Accurate) which is closely similar to RTL and UT level (without timing references) 
Thus CoWareN2C presents a concept called BCASH, It is a wrapper of the sub- 
systems described at UT level allowing the estimation of their sub routines 
execution time. This wrapper can be automatically generated only in if the sub- 
system at UT level is targeted in software.(that means that the sub-system will be 
executed on a processor simulator ISS “Instruction Set Simulator”). This is 
unfortunately a very strong constraint. 

Some very recent works, in the literature, treat the problem of automatic 
generation of multi level simulation models for heterogeneous multiprocessor SoC. 

The work described in (Nicolescu, 2001) is one significant example. It permits to 
generate automatically simulation wrappers to adapt modules abstraction levels to 
the simulation level. Unfortunately, it doesn’t target a specific class of application, 
and the wrappers are constmcted by assembling basic components from external 
libraries. The structure of these simulation wrappers seems to be complex because of 
the important number of SystemC (SystemC), (Grotker, 2002) components 
(processes) present in each instance. 

2.4 Distributed and multi-languages simulation 

Sophocles is the European ITEA project dedicated to elaborate a distributed 
simulation platform. The solution studied in Sophocles (Boulet, 2003) is based on 
the where companies would not necessarily have to possess their simulation 
infrastructure and tools, but could rely on third-party companies whose specific 
business is to provide for a number of client companies a set of vcs (bought from vc 
providers) and a computing infrastructure capable of hosting part of simulations 
using these components. 

We also find in the literature several tools allowing the geographically 
distributed simulation of SoC. Eor instance VCI and MCI (Hessel, 1998), (Hessel, 
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2000) developed in TIMA laboratory. In MCI the different modules of a SoC can be 
described in VHDL and in C language, the SoC can then be simulated on simulators 
residing in geographically distant hosts, by using RPC (Remote Procedure Calls) for 
the communication. VCI is a kind of extension of MCI. Indeed, it takes again the 
concept of the simulation geographically distributed with the same mode of 
communication (RPC), but it allows the use of more programming languages such 
as MATLAB. 

Plug&Sim of Integrated Systems Inc. proposes a flexible simulation 
environment, where two simulators may run concurrently and communicate via a 
network using CORBA bus (ORB) (OMG, 2001). 

Synthesia (Altmae, 2002) is a SW/HW co-simulation tool allowing simulating 
together: the hardware part of a SoC on a VHDL simulator and the software part as 
compiled C or ADA programs. 

COSSAP (Runstadler, 1998) of Synopsys Inc. allows simulating simultaneously 
and concurrently modules described in C and assembling code with VHDL modules. 
It uses IPC for the communication between modules. 

Some recent work (Nicolescu, 2001), (Yoo, 2001) describes a co-simulation 
environment based on wrappers assembling. They uses the Linux shared memory for 
the inter simulators communication. Thus, the co-simulation can be executedjust on 
a single host. 

In all these tools it seems that the distribution of the modules constituting a SoC 
on the different available hosts for the simulation is made manually and based only 
on the designer experience without any optimization. 

These tools don’t allow yet the distribution of SystemC specifications, and don’t 
use the recent and systematic communication methods as CORBA. 

2.5 Contribution 

The main contribution of this work is to extend and to adapt the Peer-to-Peer 
concept to IP based SoC design and simulation. The communication will be realized 
using CORBA. This provides the tool a significant flexibility and heterogeneity. 



3. SOC P2P 

The architecture of our Peer-to-Peer tool pour IP based SoC design and simulation 
(SoC P2P) is similar to those used for the files sharing described in the section 2. 

We will introduce the use of this tool over and example. Let’s have an 
environment composed by four users (A, B, C and D). Each user has the SoC P2P 
tool installed in his machine, an IP library and the simulators able to simulate the 
available IPs in the local library. All the users are connected to Internet. This 
environment is illustrated in the figure 1. 
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Figure 1 - A four SoC P2P users environment 



The design project of USER D is given in the figure 2. The SoC to design is 
constituted by five IPs. 




Figure 2 - Design project of the USER D 

The IPs searching using SoC P2P tool gives the results shown in the table 1. 
Thus, the IPs 23 and 75 are available in the local library of the USER D. They are 
respectively described in SystemC and VHDL. The remaining IPs are available in 
foreign hosts of SoC P2P users. The users IDs of their owners and their descriptions 
languages are given by the tool. The last information given by the search operation 
is the simulation permissions. In fact, a SoC P2P user can allow or not any other 
user to use and to simulate the available IPs in his library. 



Table 1- Results of IPs searching using SoC P2P 



IP 


Availability 


Language 


Simulation 

permission 


IP 1 


UserB 


SystemC 


OK 


IP 23 


User D (local) 


VHDL 


OK 


IP 35 


User A 


SystemC 


OK 


IP 48 


UserC 


SpecC 


OK 


IP 75 


User D (local) 


VHDL 


OK 
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3.1 Interfaces standardization 

For more homogeneity and simplicity of the integration of the IPs in the distributed 
simulation models, we choose an emerging and very used communication standard 
called VCI. In fact, all IPs available in SoC P2P libraries have to be VCI compliant. 
This choice is motivated mainly by the two following reasons: 

• Availability of well defined specifications of VCI interfaces and 
communication 

• Simplicity of VCI communication 

• Use of VCI standard in existing free IP libraries as SoCLib (SoCLib). 
Thus, when a nser has already an IP library not VCI compliant, simple interfaces 

can be written easily to encapsulate these IPs and make them VCI compliant. 

3.2 Multi-level simulation models 

Our simulation models generation flow generates a simulation module adapter for 
each module described at an abstraction level different from those on which we want 
to perform de simulation of the system. If we have for example a SoC composed by 
two modules: module 1 specified at UTF level and module 2 specified at RT level, 
and we want to simulate it at the RT level, our methodology generates automatically 
a simulation module adapter for the module 1 in order to adapt it’s interface with 
those of module. 

Our simulation module adapters are not constructed by assembling basic 
components for external libraries as in almost literature tools, but it is generated by 
rules composition. In our simulation models generation flow all simulation module 
adapters are instances of a SystemC class that we created and called 
‘ ‘generic_interface’ ’ . 

The generic interface is a configurable SystemC class. It is composed, as all 
SystemC classes, by an interface file (.h) and an implementation/behavior file (.cc). 
The interface file defining the ports characteristics is automatically configured from 
the initial system specification, and the behavior file is constructed and configured 
by the composition of a set of rules. This step is described with details in (Meftali, 
2003). 

3.3 Communication 
3.3.1 How does it work? 

The principle of the communication in SoC P2P consists in using the CORBA 
naming service to locate a distant IP having just its name or its description. Then to 
encapsulate this IP, in a specific wrapper, to produce a “distributed IP” which can be 
used in a distributed SoC model. 

This mechanism is completely transparent for the designer. Thns to design a 
SoC, if we want to use distant IPs, it will be enough to use some specific 
mechanisms described in the next paragraphs. 
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3.2 Creation of a distributed IP 

The creation of a distributed IP, to be used in our simulation environment, do not 
change at all the current practices of the designers. In fact, any IP described in a 
system description language can be encapsulated in a SystemC module and become 
a distributed IP. 

The method consists in encapsulating the IP (or a group of IPs) in a specific 
interface. This interface has the characteristic to be a SystemC module 
communicating with a CORBA object. This interface is called corba_server_if. 

3.3 The transport Object 

The transport object is, in fact, the CORBA object which will allow the invocation 
of distant methods. More precisely, it will make it possible to set and to get the 
values of the ports. It also allows synchronizing the distant simulator to which it 
belongs. 

For each occurrence of this object, there is one SystemC simulator on the server 
side. This object is created by the server, and then the client can get an instance of it 
using the naming service. When the client gets any instance, it initialize it by calling 
it the method init(). 

The initialization of a transport object initializes also the SystemC simulator to 
which it belongs. The method doSim(...) permits to run simulation for one given 
period of time. This method is used to synchronize the client with the server. Indeed, 
it is the client who synchronizes the simulation, he calls the method doSim(...) to 
synchronize himself with server. The generation of the distribution wrappers is 
described with details in (Meftali, 2003 a). 



4. CONCLUSION 

In this paper we presented a tool called SoC P2P. It consists in adapting the Peer-to- 
Peer concept to the IP based SoC design and simulation. This is novel Peer-to-Peer 
application which can dramatically reduce the time-to-market in SoC design. The 
only restriction in SoC P2P is that the IPs must be VCI compliant. This is a 
standardization choice. 

The distributed simulation models are automatically generated in a 
Multilanguage collaborative environment. The multi-level adapters are also 
generated in the case of abstraction levels heterogeneity in the design project. 
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Networked organizations have an increasing importance today. A5 the basic 
characteristic of these systems is the communication and cooperation via 
networks, the new networking technologies influence the operation parameters, 
possibilities of the cooperation and the production itself in the networked 
organization as well. The paper introduces shortly the main characteristics of 
the different types of communication networks and gives a short survey on the 
impacts of novel networking technologies on work processes, security 
policy/strategy, organization structure, cooperation policy, human resource 
behavior/education (role of trust) of networked enterprises as well. 



1. INTRODUCTION 

Today the market needs very quick, high quality and cost-saving answers from the 
production sphere. 

A number of innovative forms of organizations have emerged in recent years to 
address these new demands, e.g. extended enterprise, virtual enterprise, networked 
organization, virtual organization, virtual networked organization, smart 
organization, collaborative networked organization (CNO). These new forms have 
been developed to overcome the formality and rigidity of hierarchical, bureaucratic 
organizational stmctures and to enable more creative, emergent, and spontaneous 
responses to problems and opportunities. Functional integration, lean organization, 
and trast building are in the main stream of changes. These changes increase the 
adaptability of the organization, but only when accompanied by changes in 
management and communication systems. 

Novel networking technologies (like Powerline Communication, GRID 
technology, wireless and mobile) help in a great extent to give good answers for the 
market challenges. The main advantages of wireless and mobile communication are 
that anybody, from anywhere at anytime can make contacts. According to market 
researcher Gartner, 45 percent of the American workforce is using mobile 
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technology of some kind, including laptops, Personal Digital Assistants (PDA), and 
new sensor networks (Gartner Symposium, 2003). By 2007 more than 50 percent of 
enterprises with more than 1,000 employees will make use of at least five wireless 
networking technologies. 

The structure, the communication systems and the collaborating 
people/teams/organizations that define today’s organizations characteristics must be 
harmonized to accomplish complex, demanding tasks. 



2. MAIN CHARACTERISTICS OF CNO 

Networked organization is a form of structure, where independent people, 
groups and/or organizations act as independent nodes, link across boundaries, to 
work together for a common goal. A networked organization has multiple leaders, 
lots of informal links and interacting levels. 

The links are the various coordination and “agreement” mechanisms. In a 
network, high degrees of informal communications (both face-to-face and over 
electronic networks) achieve success where formal authority and communications in 
hierarchical organizations often fail. Mutual links and reciprocity across the links are 
what makes networks work. 

Collaboration means working together. Effective collaborative means working 
together efficiently and effectively. It has become a critical success factor that 
applies to all the relationships that create a business, including those with cnstomers, 
business allies, suppliers, divisions, departments, functions, projects, specialties, 
vertical levels, and employees. 

“The collaborative organization is designed for effective coordination, shared 
decision making, and decision implementation. The emphasis is on a collaborative 
approach, becanse that provides an opportnnity to utilize multiple perspectives and 
generate synergies and commitment. The collaboration occurs across both vertical 
and horizontal boundaries, so flow of information, people, co-ordination, and 
materials escape the constraints of silos. The collaboration rests on a culture of 
shared responsibility, authority, and accountability for results.” (Beyerlein at. al, 
2001) 

While traditional organizations tend to keep decision-making, information, 
rewards, and power at the top, a collaborative networked organization requires 
significant changes. 
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3. ICT TECHNOLOGIES IN CNO 

3.1 Role of networks in CNO 

The main requirements in case of novel networks are as follows: 

- great communication speed, 

- shared access to files, data/knowledge bases, 

- exchange of picture, voice - multimedia applications, 

- on line/real-time access, 

- access for anybody, from anywhere, at any time - mobility, 

- reliable, secure exchange of information, 

- intelligent user interfaces, 

- easy and cheap installation. 

Today the main characteristics listed above can’t be represented by one network 
type yet, so there are different approaches that cover partially the demands of the 
market; namely the Wireless technology (Satellite communication (SC), Wireless 
Wide Area Networks (WWAN), Wireless Local Area Networks (WLAN) and 
Wireless Personal Area (or Pico) Network (WPAN)), and some novel wired 
technologies as Powerline communication (PLC) and the GRID technology. 

These networks can be connected/integrated according to the actual needs, 
developing very complex and powerful networks for the networked organizations. 
The new networking technologies extend company data, back-end information 
systems, and email to mobile employees, broadens the accessibility of mission 
critical data. Mobile access modifies the way workers interact with colleagues, 
customers, and suppliers. 



3.2 Wired technologies 

In the followings two novel, wired technologies will be introduced as they offer 
technical and service possibilities competitive with wireless technologies. PLC 
offers very low cost, flexible, reliable, secure communication inside buildings or 
limited areas. The latest results of GRID technology make possible the very easy, 
integrated and user-friendly access to databases, programs and other computing 
resources. 



3.2.1 Powerline Communications 

The idea is to connect the Internet and network computers in a LAN, by using the 
world’s largest existing network, the electricity distribution grid, the power grid. 
PLC works by transmitting data signals through the same power cables that transmit 
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electricity, but it uses a different frequency. To do this, every PC needs to be 
attached with a PLC adapter, which also functions as a modem (Highspeed, 2003). 

The powerline technology applied today transmits data at 4.5 Megabits per 
second (Mbit/s) via the electricity supply grid - in the medium-term rates of up to 20 
Mbit/s are possible - and provides permanent high speed access to the Internet 
(always online) from every mains voltage supply socket in a building, and makes 
broadband capacity cost-efficiently available over the “last mile”. It is no longer 
necessary to install additional cabling within a building, so PLC is also an 
interesting alternative for an in-house data network. PLC boasts a superior distance 
of 300m (without using repeaters). 



3.2.2 The Grid computing 

“Grid” computing can be defined as a hardware and software infrastructure that 
provides dependable, consistent, pervasive and inexpensive access to high-end 
computational capabilities resulting flexible, secure, coordinated resource sharing 
among dynamic collections of individuals, institutions, and resources — to sum up 
them as virtual organizations (Foster, 2003). 

The sharing is not primarily file exchange but rather direct access to computers, 
software, data, and other resources, as is required by a range of collaborative 
problem-solving and resource brokering strategies emerging in industry, science, 
and engineering. Furthermore, sharing is about more than simply document 
exchange (as in “virtual enterprises”): it can involve direct access to remote 
software, computers, data, sensors, and other resources. 

As the Grid is built on the existing Internet, it will share its capabilities, such as 
simple data retrieval and transfer, as well as the basic file sharing functions provided 
by peer- to peer applications. The prospects for the future, however, are far greater, 
and could not only change the way of sharing information, but also the way 
computers interpret information and even, by integrating developing technologies 
such as Jini and Bluetooth, how this technology can involve the daily life. 



3.3 Wireless technologies 

Wireless networks (WN) serve as the transport mechanism between deviees and 
among devices and the traditional wired networks (enterprise networks and the 
Internet). Wireless networks are many and diverse, but can be categorized into four 
groups based on their coverage range; Satellite Communication, Wireless Wide 
Area Networks, Wireless Local Area Networks, and Wireless Personal Area 
Networks. 
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3.3.1 Satellite communication 

Satellite communication systems offer the users really independent and reliable 
communication with any chosen subscriber in the world, offering high quality 
telephone calls, fax transmissions, high-speed data access and e-mail messaging. 
Today satellite communication providers purchase services and phone sets that 
appropriate for dual mode, e.g. Satellite-GSM Phones. 

These handheld satellite telephones provide voice, fax, Internet access, short 
messaging and remote location determination services (GPS) in the covered area. 
All of this is provided through geosynchronous satellites, but when satellite 
coverage is not necessary, the handset can also access the GSM cellular network. 
Fax and digital data is transmitted with at 9600 Bps throughputs, but in case users 
need high speed Internet access (144 kbps) this also can be achieved by using 
special lightweight terminals. 

A satellite phone can fulfill all the requirements regarding mobile 
communications in many application fields. Interdisciplinary applications are 
paralleled with equipment functionality - currently available satellite phones have 
the size of a standard notebook computer. Their use does not require complicated 
procedures, activation and call charging is done similarly to cellular phone 
networks. 



3.3.2 Wireless Wide Area Networks 

Mobile communication is connected to using mobile phones. Mobile phone is the 
device that offers for a great number of people the possibility to make contact with 
others from anywhere, at anytime and for anybody. Mobile phone is the device, that 
realize the mobility on society level as in many countries more then 70 % of the 
population has mobile phone. 

WWAN includes wide coverage area technologies such as. Global System for 
Mobile Communications (GSM), 3G/UMTS (Universal Mobile 
Telecommunications System), iMode (multimedia applications). These systems use 
different mobile system/network protocols, which have different characteristics 
concerning the applied frequency and data transmission rate (Frequency range: 800- 
2200 MHz, Data rates: max. 2.2 Mbps). 

The introduction of WAP (Wireless Application Protocol) was a big step forward 
for the mobile communication as this protocol made possible to connect mobile 
devices to the Internet. By enabling WAP applications, a full range of wireless 
devices, including mobile phones, smart-phones, PDAs and handheld PCs, gain a 
common method for accessing Internet information. The spread of WAP became 
even more intensive as mobile phone industry actively supported WAP by installing 
it into the new devices. 
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3.3.3 Wireless Local Area Networks 

Wireless local area wireless networking, generally called Wi-Fi (also known as 
802.11b Ethernet) is a hot topic. Wi-Fi connects the user to others and to the Internet 
without the restriction of wires, cables or fixed connections. Wi-Fi gives the user 
freedom to change locations (mobility) — and to have full access to files, office and 
network connections wherever she/he is (Wi-Fi Revolution, 2003). 

WLAN, representing wireless local area networks, includes IEEE 802.11/a/b/g, 
HiperLAN, Wireless 1394, etc. WLAN use radio technologies called IEEE 802.11b, 
802.11a or 802.1 Ig standards to provide secure, reliable and fast wireless 
connectivity. A Wi-Fi network can be used to connect computers to each other, to 
the Internet, and to wired networks (which use IEEE 802.3 or Ethernet). Wi-Fi 
networks operate in the 2.4 (802.11b) and 5 GHz (802.11a) radio bands, with an 11 
Mbps (802.11b) or 54 Mbps (802.11a) data rate or with products that contain both 
bands (dual band). 802.11b has a range of approximately 100 meter. 



3.3.4 Wireless Personal Area ( or Pico ) Network 

WPAN, represents wireless personal area network technologies such as Ultra- 
wideband (UWB), ZigBee, Bluetooth, WiMedia and IrDA. 

Designed for data and voice transmission, low data rate standards include e.g. 
ZigBee, (IEEE 802.15.4), Bluetooth (IEEE 802.15.1), enables wireless personal area 
networks to communicate over short distances, generating a new way of interacting 
with our personal and business environment. ZigBee provides ultra-low cost 
solutions for applications requiring low data rates and long battery-life such as 
remote controls and sensor applications (free frequency bands including 2.4 GHz, 
915 MHz and 868 MHz, transmission ranges of 30-100 m are possible). In the 
home, this will mean a single remote control device will operate TVs, DVD players, 
audio systems and other entertainment and computing equipment, as well as 
controlling lights, heating, home appliances, security systems and even toys. 

Bluetooth chipsets, now on their third and fourth generation, are targeted 
primarily at the cell phone and PC peripheral industries (2.4 GHz band, peak data 
throughput of 720 KBps, distances about 10 m). 
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4. IMPACTS OF WIRELESS NETWORKING 
TECHNOLOGIES ON CNO 

4.1 Main impacts 

The first big change on enterprise information systems was caused by the 
application of Internet, the introduction of the global network. The next step forward 
was caused by the WEB -based technologies and in less extend but the mobile 
technology also has appeared on the scene. The latest effect on organizations (both 
in structures and operation) is caused by the different advanced wireless 
technologies. The result of their integration can be really called as “cyberspace”. 

Mobile technology affects both the structure and the operation of enterprises. 
The main reasons to develop a mobile solution in the organization can be to provide 
access to company email and to Intranet applications, to develop specific company 
applications, to keep permanent contact with service workers, to improve work 
scheduling and offers possibility for mobile commerce (this, is the buying and 
selling of goods and services through wireless handheld devices such as cellular 
telephone and PDA). 

The interactions among organizations become easier and more transparent. 
Wireless technologies simplify the processes of maintaining visibility and control 
over transactions within a networked organization and allow real-time collaboration. 

The change from wired to wireless technology is probably even harder then the 
change in the previous cases as the application of these technologies and means (e.g. 
mobile phones) alters not only work processes but the social and cultural 
environments as well. 

The paper reflects only the impacts of wireless technologies. The listed 
influences are general ones as their effects can vary according to the application 
field (service company, automated manufacturing company using sensors), size of 
the organization, the cultural environment and many other factors. In the followings 
only the main areas of impacts will be listed. 



4.1.1 Impacts on Organization (structure and work processes) 

a) Organizational structure has to change to flat, open, lean stmcture with a 24-hour 
365-day availability. 

b) Traditional functional and hierarchical barriers have to be eliminated while 
supporting teamwork and open access to people and information. 

c) Clear responsibilities for basic and auxiliary activities. 

d) The whole organization has to change to customer-oriented - real-time 
information collaboration among the participants. Benefits: innovative and agile 
work process. 
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4.1.2 Impacts on working technology 

a) It is important to separate basic/core activities from auxiliary activities. A basic 
activity is which contributes to the competitive advantage of the organization. 
Auxiliary activities don’t contribute directly to the competitive edge (e.g. 
administration). The right selection and the balance of the two activities are 
essential for the organization (Sifonis, 2003). 

b) The significance of teamwork is growing. 

c) Remote meetings of different groups on different levels help collaboration. 



4.1.3 Impacts on information technology 

a) Besides standard word processing and spreadsheet applications, groupware 
technologies are also included which require not only new technical skills but 
also the development of new ways of working. 

b) Technologies such as shared databases and a calendaring/scheduling tool support 
asynchronous group work, networked electronic whiteboard (which allows for 
shared viewing and manipulation of files between multiple sites), remote video 
linkages across multiple sites, and desktop conferencing (joint use of a single 
application mnning on two desktops) support synchronous group work. 

c) The different databases have an outstanding role. The various databases 
encompass routine and non-routine work, and form a kind of glue that holds 
different groups together. 

d) Secure communication is a very important demand in a system continuously 
connected as in case of wireless networks, so WNs need stronger security as 
wired systems (e.g. VPN). This enhanced security demand needs modification in 
system infrastructure and in architecture as well. Other security related services 
like e.g. access right structure, archiving of documents also has to be modified 
(Mezgar, 2004). 



4.1.4 Standardization 

The development of wireless technologies is very fast, there are solutions that even 
didn’t existed a year before. These technologies converge data, voice, graphics and 
video over a single network; they allow each member of the network to access them 
without any space and time limitation. The representation form all of these 
descriptions have to be standardized otherwise their access would not be possible for 
the different systems. 
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4.1.5 Impacts on Human resources 

a) For the management it is important to redefine authorities and responsibilities 
more clearly. 

b) Organizing remote meetings on different level help to better solve integrated 
problems task and these videoconferences also help trust building among the 
teams and members of the organization. 

c) For the staff continuous training is important in order to use the new technology 
effective, so for them the motivation for learning is a basic must. 



4.2 Role of trust and security 

In spite of the application of high-tech approaches, tools and methodologies, there is 
common point in all of the organizations; human beings make most of the important 
decisions and they operate and use the systems. According to experiences the 
improper application of this human factor can make the operation very inefficient 
even in the case of technically most advanced systems. The lowest level of 
connection among systems/organizations is made through protocols; the highest 
contact level is among the decision-makers, the users, among the human beings. 

A very important element of this human contact is the tmst. In a networked 
organization, trust is the atmosphere, the medium in which actors are moving 
(Castelfranchi and Yao-Hua Tan, 2001). Only trust can bridge cultural, geographical 
and organizational distances of team members (and even of whole organizations) 
from turning to unmanageable psychological distances. Trast is the base of 
cooperation, the normal behavior of the human being in the society. The ability of 
enterprises to form networked systems depends on the existing level of tmst in the 
society and on the capital of society (Fukuyama, 1995). As the rate of cooperation is 
increasing in all fields of life, the importance of tmst is evolving even faster. 



5. CONCLUSIONS 

The keen market competition pushes organizations in the direction of continuous 
change. Parallel with this line the demands the information-communication 
technology develops extremely fast and offers new possibilities for reengineering 
the organizations, making their operation more effective, cost saving. The changes 
of the organizational form and the changes in the ways of communication are going 
on parallel causing the evolution of organizational structures. 

The new generations of networking technologies, the different types of wireless 
communications make significant changes not only in the operation of organizations 
but in their cultural and social environments as well. The paper introduced shortly 
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the main groups of WT and their effects on networked organizations. The 
conclusion is that the novel networking technologies can cause remarkable 
modifications in the stmcture, in the operation, in the collaboration techniques, as 
well as in the cost structure and in business processes of any type of organizations. 
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This paper presents a new inter-firm relationship typology which helps to 
characterize the principal forms of such networks in order to assess their 
potential in terms of communication services needs. Our study is focused on 
one type of inter-firm relationship: “Open Networks System”. 



1. INTRODUCTION 

Organizational long terms trends are leading to resnrgence of complex virtnal 
organizations where activities are coordinated through a mix of co-operation and 
market links. In the past, the management of transactional requirements became 
internalized to the host organization. Today, the economic reasoning that sponsored 
the self-sufficient large organization has led to the advance of outsourcing, and 
introduced new forms of organization such as the extended firm. In their effort to 
increasingly focus on their core competencies, to benefit from the multiple 
advantages of various types of cooperative networking structures and to use the new 
IT solutions in order to relocate some of their business processes, companies have 
revolutionized the traditional “Fordian” conception of the integrated firm. The large 
vertically structured corporation is not anymore sufficiently efficient to meet greater 
cost discipline demands. Flexibility and adaptability have become key management 
concepts to develop a sustainable competitive advantage, and successful firms apply 
them in new organizational strategies that put into question many conventional 
beliefs on organizations and their management. These strategies involve a new and 
responsive work organization, based on co-operative relations not only within the 
firm but also in its relations with customers, suppliers and competitors. 
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2. A NEW INTER-FIRM RELATIONSHIP TYPOLOGY 



In 2003, France Telecom has launched a series of studies in order to evaluate the 
evolutions of inter-firms relationships and its impact on communication needs. In 
this context a typology has been realized and carried out by the strategy and 
management consultancy CM International in collaboration with renowned 
professor of the French leading business school HEC. This typology, summarized 
below (figure 1), has been created to characterize and classify inter-firms networks, 
according to highly discriminating factors. Organizational theory provides a variety 
of very heterogeneous dimensions that can be used to distinguish between different 
forms of inter-firm relationships. Often rather descriptive, they are of very unequal 
analytical value for the purpose of the present paper. The analytical framework we 
propose is based on four dimensions essentially concerned with the spirit pervading 
the inter-firm relationship, namely those related to the issues of power and 
dependency, time and stability, scope and focus, as well as involvement and 
management control. Mutually largely independent, these criteria take into account 
the important issues of the internal power balance, the underlying (temporary) 
intent, the conception of identity and management and control. 
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Figure 1- classification into seven different forms of inter-firms relationships 
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3. APPROACH BASED ON INTERMEDIATION FUNCTIONS 



Table 1- associated intermediation services degree of importance 





Intermediation functions 


Type of network 




Architect 


Gatekeeping 


Caretaking 


Tech. 

Conception 


Center-dominated 
club system 




Business Process 
integration & 
performance 
standards 


Central Actor 
Selection 


Anlmetion& 

organlzatlonel 

learning 


Center- 

periphery 


Cooperative open 
community 




Rexlble Business 

Process 

integration 


Entry marketing 
&Exit 

managenient 


Animation & 
evaluation 


Open tmemst- 
based platform 


Inteprated network 
system 




Mutual and 

ongoing 

integration 


Entry 

management 


Improvement 
trust and 
output 


Coltaborative 
tools & 

interoperability 


Open t>etwork 
system 




Coordination 

Visionary 


Entry marketing 
&£xit 

management 


Animation & 
evaluation 


Collaborative 
tools & 

interoperability 


Limited cooperative 
system 




ProCMturM 


bifiMTiiation 

access 


Improvement 
trust stkI 
output 


Existing 

tlnternet) 

platform 


One-shot 

cooperative system 




Leadership 


Entry 

management 


Closed & limited 
in time 


External platform 


Integrated 
cooperative system 




Mutual 


Stable 

envirorvnent 


Stable 

environment 


External platform 



(dark grey = absolutely strategic - grey = important - light grey= relatively unimportant) 



This table provides a summary of key communication needs and their relative 
strategic importance to the different types of relationship models. Communication 
needs associated with different types of inter-firm relationships will be identified in 
terms of four functions that vary in both nature and intensity depending on the 
partnership form in question: 

3.1 The architect 

The architect’s role is to conceive the inter- firm relationships stmcture, its 
objectives, its membership make-up as well as its various operating principles. The 
architect’s function can also be assumed by an internal actor who is able to take in 
charge the more operational functions relating to gatekeeping and caretaking. 

3.2 The gatekeeper 

Within relatively open network stmctures, the gatekeeper’s role is thereby rather 
related to the network’s marketing (aiming to attract additional external actors) and 
the management of member firms’ exit from the network. 

Within closed systems, on the other hand, the gatekeeper’s function is much more 
focused on the selection of new members and the management of the associated 
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entry process. Moreover, new organizational forms generally comprise various 
layers of partnerships and one of the gatekeeper’s major tasks is to manage and 
secure information accessibility according to partner-specific strategic needs and 
different membership levels. 

3.3 The caretaker 

In charge of the actual management of the existing stmcture, the caretaker plays an 
important role as animator and information exchange facilitator. The caretaker is 
also responsible for the evaluation and improvement of the network process 
performance. Moreover, the caretaker is in charge of the promotion of inter- 
organizational learning and the promotion of mutual trust. 

3.4 The technical conception 

The integration of different companies’ work processes requires the integration of 
their respective IT systems so that the issue of interoperability becomes of particular 
importance. The technological dimension is thereby twofold: establishing a common 
format for the interchange of documents and data, and integrating the applications at 
the various points along the value chain. 



4. FOCUS ON THE “OPEN NETWORK SYSTEM” 

Even if it’s not a new kind of network,, the “open network system’’ (ONS) features 
several characteristics (high levels of flexibility, innovative capacities, 
mutualization of risk, etc.) that makes it appear particularly well adapted to the 
requirements of increasingly customized, short-lived and knowledge-based market 
environments. 

4.1 Main characteristics 

The ONS is based on a partial, essentially project-oriented agreement to coordinate 
independent actors’ resources and, by integrating one or more collaborative 
functions (training, marketing, etc.), to increase the overall value of their offer. In 
spite of relatively weak levels of integration and focalisation, these ONS are 
permanent in that they constitute a rather stable base of resources and competences 
that are being coordinated in order to respond flexibly to the requirements of 
particular project assignments. Principally made up of small to medium sized, often 
highly specialized and geographically concentrated companies of roughly equal 
strength, these networks tend to be relatively loosely integrated and open stmctures. 
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4.2 Sectors and functions 

Many ONS are geographically concentrated structures with strong industry-specific 
competence bases. Oyonnax (Plastic Valley), Roubaix-Tourcoing (mail-order and 
textile industries), or the Italian districts are typical examples. ONS are frequently 
found in low-tech sectors with relatively short product cycles and the employment 
ratio between Italian districts and the national total, for example, is highest in the 
leather industry (66%), textile and clothing (63%), glasses (59%), sofas (58%), 
machinery (49%) and paper (41%). However, ONS can also be found within 
technological parks, such as Digiport Lille (France) or the Flander’s Language 
Valley (Belgium). Whilst frequently geographically concentrated, ONS can also 
take on more virtual forms; particularly in sectors featuring already high levels of IT 
use (graphic design, consultancy, etc.). Consulting Pool AG, a virtual consultancy 
company, associates a number of independent consultants under a common 
coordination structure to respond to rapidly changing and increasingly specialized 
customer demands. 

4.3 Advantages 

The advantages of the ONS are the mutualisation of investment and risk, enhanced 
quality levels (due to improved product development, organizational learning, 
access to complementary competence and resource bases, focalisation on core 
activities), various cost advantages, improved market access and the capacity to 
flexibly adapt to rapidly changing customer demands. Moreover, its relative stability 
provides for a context that is very helpful to inter-organizational learning and mutual 
exchange. And while administrative costs are generally rather low, flexibility is 
high. 

4.4 Weaknesses 

The risks associated with the loss of strategic autonomy and competence and the 
underperformance of partner companies are, however, somewhat reduced by lesser 
degree of mutual focalisation and integration. Higher transaction costs and the 
sometimes blurred perception by potential customers present more serious 
difficulties. The handicap of the “integrated network system” related to its multi- 
representation is even aggravated in the context of the “open network system”. 
Different cross-ownership arrangements and the elaboration of externally 
homogeneous entities may often be, where feasible, useful to address the scepticism 
of customers not at ease in the absence of clear communication and negotiation 
lines. 
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4.5 Key success factors 

The quality and complementarities of partner companies is a key condition for the 
network’s global success. Appropriate degrees of strategic, resource and 
organizational fit are very important. Slightly overlapping competence bases 
constitute thereby no problem and can even be useful for the set-up and 
development of a positive climate conducive to inter-firm collaboration and 
learning. Different business processes need to be flexibly integrated according to the 
requirements of specific project assignments. The issue of leadership and overall 
coordination is primordial. High levels of trust and commitment represent another 
key to successful system supplier networking and a strong sense of purpose and 
shared identity is therefore very important. The strategic coherence of the network 
has to be permanently monitored. 

4.6 Associated communication needs 

In the absence of hierarchical centralized stractures, overall coordination of the ONS 
is of critical importance. Clear rules and procedures need to be established in order 
to optimise interaction and cooperation. The architect needs to be ideally a visionary 
who, by ways of his reputation and authority, succeeds in integrating an intrinsically 
fluid environment. This function can be assumed by external service providers. In 
order to attract and interest potential partner companies, the gatekeepers needs to 
undertake a well-administered ongoing commercial effort whilst, at the same time, 
managing the exclusion of under-performing partners. Moreover, the need to 
efficiently structure information accessibility according to different strategic needs 
and depending to specific partnership levels is primordial. The exclusion of under- 
performing partners thereby finds its justification in the continuous performance 
evaluation process provided by the network’s caretaker whose role within the ONS 
is very significant. As the ONS generally features less developed levels of ongoing 
mutual focalisation and integration, partnership animation has an important function 
in increasing mutual trust and commitment and to thus facilitate the partners’ long- 
term integration within the network. Whilst often unified in one individual or 
separate structure, the roles of the gatekeeper and caretaker can be outsourced to 
external actors. Due to the complexity of coordination and collaboration within the 
ONS, the issues of network integration, system interoperability and collaborative 
tools (in the context of more virtual relationship forms) are of high importance. The 
network’s technical conception is thereby largely limited to the object of the inter- 
firm relationship and the utilization of an external platform may be advantageous 
from a financial point of view whilst being fully adequate (particularly when the 
object of the collaborative agreement remains limited to the mutualisation of rather 
peripheral work processes). 
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5. CONCLUSION 

The following table provides a synthetic overview of the study led in 2003 and 
enhances the key success factors that are associated with the different types of inter- 
firm relationships: 



Table 2- key success factors of each kind of typology 



Type of Inter-flrm relatlonehip 


Kay auccsaa factors 


Centtr-domintttd star system 


Coordination and controi 

Business process integration & collaborative tools 
Center-peripbery balance 


Center-dominated open community 


Entry marketing & exit management 
Control 
Animation 


Integrated network system 


Leadership 

Mutual trust and commitment 
Shared sense of purpose 
Ongoing performance measurement 


Open network system 


Flexible business procsaa Integration 
Leadership and coordination 
Trust and commitment 
Animation 
Strategic coherence 


Limited cooperative system 


Collaborative tools 
Coordination 

Performance measurement 


One-shot cooperative system 


Leadership 

Operational procedures 
Input coordination 


Integrated cooperative system 


Strategic fit 
Intercultural sensitivity 



As far as associated communication needs are concerned, one can conclude that: 

■ the relative importance of IT interoperability, collaborative tools and real- 
time information access is directly related to the degree of business process 
integration and inter-firm collaboration, 

■ the promotion of trust and commitment is absolutely cmcial in the context 
of more open network stmctures. 

“Open Networks System” appears as one of the most promising targets in terms of 
intermediation service needs even if access to these markets is more difficult than 
for the centered ones, (since they are characterized by the absence of a dominant 
central actor) 

Therefore, an industrial company must easily identify the Architect and the 
Technical functions in order to act as Gatekeeper and Caretaker. 

Understanding and forecasting the creation of such forms of networks gives to 
France Telecom a sustainable competitive advantage. 
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2003 study results combine the reviewing of standards theories and this analysis of 
existing case studies. 

Next step for France Telecom in 2004 is to follow a more empirical approach 
through an in depth analysis of such forms of french virtual organizations. 
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In the Architecture /Engineering / Construction (AEC) industry, large projects 
are tackled by consortia of companies and individuals who work 
coUaboratively for the duration of the project. Planning, implementation and 
running of these AEC industry projects require the formation of secure Virtual 
Organisations (VOs) to enable collaboration between its members. The 
consortia are dynamic in nature and formed for the lifetime of the project. The 
paper emphasises the security issues of VOs in AEC industry. It describes the 
design and implementation of the Grid enabled security management service, 
based on Globus Security Infrastructure (GSl) [81 - a Globus toolkit 
component, of the Product Supplier Catalogue Database (PSCD) application, 
an ActivePlan Solutions Ltd. (APSL) software supporting collaborative work in 
multiple consortia. 



1 . INTRODUCTION 

A typical AEC industry project involves many individuals and companies forming a 
consortium for the duration of a project. A consortium can be defined as a VO 
formed for the duration of the project. VOs are electronically networked 
organisations where IT and web based communication technology play an important 
role in coordinating various activities of these organisations [1], [5]. Such projects 
range in size from the design and constraction of a single building, to the creation of 
a large national infrastmcture such as: airports, dams, and highways. These projects 
are usually unique, very complex and involve many participants from a number of 
organizations acting coUaboratively. The consortia include design teams, product 



* ActivePlan Solutions Ltd - http://www.activeplan.co.uk 
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suppliers, contractors and inspection teams who must collaborate and conform to 
predefined scheduling constraints and standards. These participants also work 
concurrently, thus requiring real time collaboration between the geographically 
remote participants. A typical consortium member is often providing similar 
services to multiple projects simultaneously involving different partners. Web-based 
communication technology is beginning to play an increasingly important role in 
supporting collaboration in AEC projects particularly to enable a project 
management team to identify the current state of a project, its activities, and the 
constraints on these activities and their schedules. Members can participate in 
several consortia at the same time and can join or leave a consortium as the project 
evolves. Grid computing provides an important (vital) infrastructure to support such 
collaborations, as the interaction between participants within such projects involves 
resource and data sharing (often requiring high speed connectivity) [4], [5]. Security 
is also a significant concern in a commercial setting of this kind - and often a 
constraint not fully applicable to other uses of Grid infrastructure (such as scientific 
collaborations) [6], [7]. Role based access control has also been investigated in 
literature, and often is concerned with roles assigned to individuals (users) or 
organisations based on a workflow session. Each role is also assigned one or more 
tasks, and associated with these tasks can be access to data sources. A key theme in 
such work is determining how permissions on the underlying data sources (object- 
level permissions) can be mapped onto particular roles that exist in the system. 
Often, it is necessary to delegate permissions to use objects between roles. Park, 
Sandhu and Ahn [10] describe a role based access control system implemented via a 
Web server. They make use of cookies to maintain state (for recording user 
information in order to determine which user has visited a site before). Cookies are 
used in their system for transmitting authorisation information - to enable clients to 
present their authorised role(s) to the Web server. However, in most systems cookies 
are transmitted in text format, and therefore cannot be used for sensitive 
information. Park et al. make use of “secure” cookies - the user provides a user 
name and password, which are subsequently encrypted. The IP address of the user’s 
machine (needed in IP_Cookie) is directly retrieved by the server. Shim and Park 
[11] use a slightly modified approach, whereby the user only presents authentication 
cookies to the Web server. If this is successful, then the server automatically 
generates a user name and password to the user - which must then be stored in the 
user’s memory space (and not the users’ hard disk). Authorised roles for the user are 
also retrieved. Subsequently, when the same user visits another Web server in the 
same domain, then the verification process does not need to be repeated. The same 
roles and role permissions are now granted to the user. 

This paper describes the design, development and implementation of the Grid- 
enabled Security Management Service of the PSCD application - as part of the 
Collaborative Virtual TEams (COVITE) project [3], which brings together industry 
designers, suppliers and product manufacturers to work collaboratively in multiple 
consortia in a virtual environment. Secure access to information provided by 
suppliers and designers is a key theme addressed here. The system developed does 
not utilise cookies to record authorisation information, but makes use of X509 
certificates [4], [6], [7]. Eurthermore, the authorised users’ roles and VOs they 
belong to are also taken into consideration when accessing the application [5]. 
Collaboration occurs between: (1) product suppliers and contractors for procurement 




A Grid-enabled security framework 



All 



of supplies; (2) product specification designers for defining and building industry 
standards to describe available products; and (3) members of the consortia working 
on a particular construction project which require information on the products. In 
this paper we also describe our experience with Grid enabling the PSCD application 
using Globus and Java CoG toolkits. The PSCD application supports the 
collaboration described above using three functional modules: Security 

Management, User Management, and Data Management. As the scope of this paper 
is the security management service, based on the security and user management 
modules, details regarding the Data Management module can be found at Burnap, 
Joita and al. [2]. 

The paper is organised as follows: in Section 2 we discuss: (1) the PSCD 
application considerations, in regards to the need of supporting collaborative work 
from the point of view of the AEC industry, and (2) the PSCD security management 
service support considerations. Section 3 discusses security management service 
architecture, while section 4 describes user management support considerations 
respectively for the PSCD application. Conclusions and further work follow in 
Section 5. 



2. THE PSCD APPLICATION CONSIDERATIONS 

2.1 Collaborative Support Considerations 

Collaboration in a construction engineering project can take place in various ways. 
Figure 1 gives a conceptual view of the PSCD application and the collaborative 
aspects mentioned in section 1. The suppliers and purchasers collaborate to procure 
supplies for a particular construction project of a particular VO by using the PSCD 
application. The application serves as a platform to bring together a large number of 
suppliers and contractors to negotiate and procure the necessary supplies for 
construction projects. 

Specification Designers Product Class Supplier Databases 
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The collaboration between Specification Designers is required to bring together 
product suppliers and contractors, so that contractors are aware of product 
availability. This is achieved by creating Product Classes and specification types for 
product suppliers in the collaboration environment. These Product Classes are at the 
heart of data procurement of the consortia. When a supplier wishes to advertise their 
products, they must use these classes. A Product Class can be defined as a template 
made up of a number of different specification types. Collaboration takes place 
when a number of Specification Designers come together and design a Product Class 
for a new product or when the product class is being peer reviewed. 

Collaboration also takes place between members of consortia. This involves 
holding virtual meetings to discuss various issues over the lifetime of the project. 
Important issues could include construction designs, resource management and 
product selection, and procurement. Tackling these issues requires access to the 
needed information which is distributed across a large number of autonomously 
managed supplier databases. The Grid enabled Multiple Database Search Service 
(MDSS) [2] enables searching these supplier databases using a cluster of machines 
in a Grid network. When a search is made by the MDSS, the machines in the Grid 
network should collaborate to retrieve information on matching products to the 
consortium’s requirements. 

2.2 The PSCD Security Management Service Support Considerations 

Security aspects rely on keeping important and sensitive information in the hands of 
authorized users. There are four important issues to deal with: authentication - being 
able to verify the identities of the parties involved; authorization - limiting access to 
resources to selected users or programs; confidentiality — ensuring that only the 
parties involved can understand the communication; integrity - being able to verify 
that the content of the communication is not changed during transmission [8]. 

Without a strong authentication, an unauthorized user, as a single user or as part 
of a VO, can access proprietary web resources containing information of other VOs. 
The Security Management Service is based on the GSI, a client-certificate 
authentication system, where users are identified by a globally unique name known 
as Distinguished Name (DN). A format example of a DN (also known as a subject 
name) is: “C=UK, 0=eScience, OU=Cardijf, L=WeSC, CN=firstname lastname”. 

Authentication with GSI is a matter of proving that a user is the entity identified 
by a DN. Resources then typically have a local configuration for mapping the DN to 
a local identity (e.g. a file containing DN and username pairs) [8]. 

The main issue in GSI authentication is the certificate. A GSI certificate, 
encoded in X509 certificate format, includes the following information [8]: (1) a 
subject name, identifying the person; (2) the public key belonging to the subject; (3) 
the identity of a Certificate Authority (CA), which has signed the certificate and 
certifies that the public key and the identity both belong to the subject; (4) the digital 
signature of the CA. 

The authorization to access the resources is controlled by a mapping between the 
user’s distinguished name and a local Unix username (identity) via a Grid-map file. 
The GSI uses the Secure Sockets Layer (SSL) for its mutual authentication protocol. 
The GSI enhances SSL by providing single sign-on capabilities for users; this is 
achieved by generating a proxy certificate. This proxy certificate is a lifetime limited 




A Grid-enabled security framework 



419 



credential that acts on behalf of a user, and can be used to authenticate the user to 
the available Web resources. The advantage of this technology is that a user is not 
requested to enter a password every time he/she wants to access a Web resource, and 
he/she can use his/her proxy certificate for accessing resources. 



3. SECURITY MANAGEMENT SERVICE ARCHITECTURE 

Currently, Web browsers and Web servers do not support the concept of delegation. 
This means the creation of a lifetime limited private key and a certificate pair, 
known as a proxy, which can be used to authenticate to Web resources. As it was 
shown in section 2.2, the GSI provides the security mechanism for a user to delegate 
his/her credentials to the Web resources. This can be done using either Globus or 
Java CoG toolkits facilities. Whereas the focus of existing efforts in Web Service 
security (such as WS-Security) is to provide a transport layer mechanism for 
encoding SOAP messages, there is no clear agreement on how certificates should be 
obtained or verified. The challenge to build a secure access to PSCD web resources 
is to require the integration of the Security Management Service of the PSCD 
application into a single user-friendly service using the capabilities of GSI. Since the 
user accesses PSCD web resources remotely, it must be possible to establish the 
user’s identity, the user’s role and the VO the user belongs to with certainty. A 
Tomcat Web server is used to host the Security Management Service Module and to 
handle the connections to the PSCD application via the HTTPS protocol. 

Figure 2 and 4 show the UML diagrams that describe the use cases, while Figure 
3 and 5 show the architecture diagrams, of the security management service within 
the PSCD application. Modelling the context of the security management service 
(Figure 2) shows which actors lie outside of the module and interact with it. For 
example, in our security management system we provide login and validation cases 
inside the system. Similarly, users (Individual or Project Team Users), Specification 
Designers and Certificate Authorities exist outside the system. The things that live 
inside the system are responsible for carrying out the behaviour that those on the 
outside expect the system to provide. All those things on the outside that interact 
with the security management system constitute the system’s context. This context 
therefore defines the environment in which our security management system 
operates. 

Figures 2 and 3 also describe the security management service designed, 
deployed and integrated for the PSCD application, when a user provides a valid 
proxy certificate residing on his/her machine: 

1. First, a user has to have a valid proxy certificate. The user submits his proxy 
certificate to the Tomcat Authentication Server (AS) via a Web interface using a 
JSP-Servlet interface. 

2. Tomcat AS authenticates the certificate and obtains the local username for the 
PSCD application from the gridmap file. 

3. Tomcat AS passes the local username, user role and VO to the IIS server that 
runs the PSCD system (which is a .NET web application environment). IIS 
then matches the username, the role and the VO to its local DB and creates a 
session for that user. 
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4. User preferences are applied to the ‘index’ page of the PSCD system and the 
user is presented with the home page of the application. 

Modelling the requirement of the security management system (Figure 4) 
involves specifying what the system has to do (from the point of view of the outside 
of the system), independent of how the system should do it. 




Figure 2 - UML Modeling the Context of the Figure 3 - ActivePlan Secure Login 
Security Management Service Architecture using a valid proxy 

certificate 




Figure 4 - UML Modeling the Requirement of Figure 5 - ActivePlan Secure Login 
the Security Management Service Architecture using username / 

password credentials 












A Grid-enabled security framework 



421 



Figures 4 and 5 also describe the security management service designed, 
deployed and integrated for the PSCD application in the case that the user provides a 
usemame/password pair credentials which protect his/her proxy certificate that 
resides on the My Proxy credential repository [9]: 

1. First, a user has to have a valid proxy certificate on the My Proxy Server 
machine. 

2. The user submits his usemame/password pair credentials to the Tomcat 
Authentication Server (AS) via a web interface using JSP - servlet interface. 

3. Tomcat AS uses the usemame/password pair to authenticate and authorize the 
user against his proxy certificate from MyProxy server 

4. Tomcat AS authenticates the proxy certificate uploaded from the MyProxy 
server, and obtains the local username for the PSCD application from the Grid- 
map file. 

5. Tomcat AS passes the local username, user role and VO to the IIS server that 
mns the PSCD system (which is a .NET web application environment). IIS 
then matches the user name to its local DB and creates a session for that user. 

6. User preferences are applied to the ‘index’ page of the PSCD system and the 
user is presented with the home page of the application. 

4. USER MANAGEMENT SUPPORT CONSIDERATIONS 

Once the user has been authenticated (via a Globus proxy certificate [8] or a user 
name/password credentials) and authorised according to his/her user role and VO 
he/she belongs to, the PSCD system will dynamically determine which interface to 
display in the Web application front-end. There are several different versions of the 
menu written into die system, each of which contain links available to users 
depending on their role and VO they belong to. Figure 6 illustrates an example of 
such user login interface associated with the user role and VO. 
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Figure 6 - User Interface 



A user may be logged into the PSCD system, namely as a virtual organisation 
consisting of a single person user or as a member of single or possibly multiple 
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consortia - consortia could also feasibly be created within other consortia in an 
unlimited nested hierarchy. Changing virtual organisations would involve logging 
out and back in again. 



5. CONCLUSIONS AND FURTHER WORK 

The PSCD application includes a login interface using the security infrastructure 
based on GSI mechanism provided by the Grid middleware based on the Globus and 
Java CoG toolkits. Two scenarios have been developed; first, users use their local 
proxy certificate, and second, users use a usemame/password pair credentials in 
order to be authenticated and authorized to access the PSCD server resources. The 
login mechanism is implemented over a HTTPS connection. Further development 
will be done in regards to a secure integration within the PSCD .NET web 
development environment. 

The user management system needs to incorporate logic to calculate discounts 
from manufacturers, either based on the identity of a user acting as a single user, or 
as a member of a consortia, namely VO. The storage location of this metadata must 
also be determined; this is an area that requires careful consideration. Should it 
reside on the central database or be stored by each supplier in the PSCD? 
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The COLLABORATOR project has developed a synchronous collaborative 
web-based system dedicated to mobile workers and virtual teams for the 
construction industry. This paper describes the work related to the 
specification, development and assessment of the aforementioned solution, 
emphasising the impact on the working practices. Discussing the technological 
aspects of the COLLABORATOR solution in comparison with existing systems, 
this paper describes the methodology followed to capture end-user 
requirements and specify the prototype services. The added value of the 
solution has been assessed against two operational scenarios, giving the 
opportunity to consider new emerging practices in the day-to-day work life 
while taking into account the deployment constraints. 



1. INTRODUCTION 

For a good progress and efficiency, a construction project requires frequent meetings 
between actors. Most of them are planned in advance or periodically, whilst others 
may occur without being anticipated when unexpected problems arise or urgent 
decisions have to be taken. In any case, all meetings require the presence of 
attendees. Now ensuring the physical presence of all attendees is the point where 
difficulties can arise when considering the number of actors involved in a 
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construction project and the high level of mobility of some of them. Besides the 
numerous small enterprises involved, workers who have a management position or 
an expertise function take part in several projects at the same time. De facto 
situation entails many journeys for this category of workers, keeping them out of 
their office most of the time: we call them “mobile workers” all along this paper. 

Today ICT-based collaboration between construction actors mainly takes place 
using asynchronous services: e-mailing with document attached, document sharing 
via a centralised project web server, etc.. However, first signs of advanced 
synchronous collaboration tools between distant participants appear, that provide 
new opportunities compared to the already used mobile voice communication. 

What is the real added value of synchronous collaboration services for mobile 
workers? Through the experience provided by the EC-funded COLLABORATOR 
project (1ST programme), this paper presents end users requirements for mobility in 
the construction sector, the scenarios defined and evaluated for the construction 
domain, and the main results of the project. 



2. INNOVATIVE ASPECTS OF COLLABORATOR 

2.1 ICT supported collaboration: state of the art 

Extensive research work on ICT-supported collaboration and/or mobility has been 
undertaken these last years. Examples of significant trans-sectorial projects on 
collaboration frameworks are CVW (an open source project on collaborative virtual 
workspaces, http://cvw.sourceforge.net) or PEPITO (peer-to-peer implementation 
and theory, http://www.sics.se/pepito). Projects like UNITE (ubiquitous and 
integrated teamwork environment, http://www.unite-project.org/public/index.html), 
CAROUSEL (collaboration framework for ubiquitous accessing to Community Grid 
systems, http://grids.ucs.indiana.edu/ptliupages/projects/carousel/index.htm) or 
MOBIleam (context-sensitive approach to informal, problem-based and workplace 
learning, http://www.mobileam.org) introduce mobility together with collaboration 
issues. Besides, some other projects focus on specific collaboration topics such as 
generic frameworks (ANTS, http://ants.etse.urv.es), flexible environments for 
distance learning (CHEE, http://www.chefproject.org/index.htm), or collaboration 
model (GARNET, http://www.cs.indiana.edu/~ohsangy/papers/pdagarnet_final.pdf). 

In the constraction sector, mobility and collaboration have been addressed in 
projects like MEMO (interactive multimedia services to mobile and portable 
terminals using DAB technology), MICC (data and voice services over wired and 
wireless networks using DECT and ISDN technologies), COSMOS (mobility 
support relying on HYPERLAN and satellite networks, 
http://www.ipsi.fraunhofer.de/mobile/projects/cosmos), and SABARECO (remote 
multi-project reporting and controlling by using satellite based infrastructure, 
http://www.sabareco.com). 

As well, many solutions are currently available on the market, providing 
collaborative features like conferencing, collaborative meeting, and resource sharing 
through the Internet. Examples are WebEx, Centra, PlaceWare and Latitude 
initiatives. 
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It is a common practice to position collaboration systems in a three-dimensional 
space identified by the dimensions “communication”, “co-operation” and “co- 
ordination” (see figure 1 below). 





Support for 
\ communication 

\ 

/' chat'^., 

audios video ' 




conference 


/ bulletin board email 




intranet 


/' Application 


group calendar. 


sharing 




Decision 


workflow 


support system 


management tool 


Support for cooperation 


Support for coordination 



Figure 1 : Dimensions of collaboration support 



A major differentiator for collaboration support systems is the focus either on 
synchronous collaboration or on asynchronous collaboration. Typical features for 
supporting synchronous collaboration are application sharing, audio and video 
communication, a whiteboard or the shared editing of documents. Typical features 
that support asynchronous collaboration are a messaging component, a shared 
calendar and a document repository. 

Until recently most collaboration support systems were located on either one or 
the other of these two sides. Microsoft NetMeeting, a popular solution for point-to- 
point audio and video conferencing, for example, is firmly on the side of 
synchronous collaboration. It provides audio and video communication, a 
whiteboard and the shared editing of documents but does not provide, for example, a 
document repository. BSCW, on the other hand, which is a widely used groupware, 
is located firmly on the side of asynchronous collaboration support, providing 
messaging, calendaring and shared repositories but not conferencing. 

2.2 Innovative collaboration featnres of COLLABORATOR 

The collaborator' project (COLLABOrative FRAmework for RemoTe 
and Mobile UseRs, IST-2000-30045, 2001-2003) aims at providing individuals and 



* The COLLABORATOR consortium was composed of the following partners: SPACE HELLAS 
(Greece, project co-ordinator), CNIT-Consorzio Nazionale Interuniversitario per le Telecomunicazioni 
(Italy), TILAB-Telecom Italia LAB (Italy), ATOS Origin Integration (France), CSTB (France), TAU- 
Technologia Automazione Uomo (Italy), and UPM-Technical University of Madrid (Spain). 
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project team members with a shared workspace that can be accessed by any device 
and network. It exploits seamless integration of standard Web technologies with 
agent technologies to support remote and collaborative work in virtual teams 
offering the following features: 

■ Platform-independence and Web integration: COLLABORATOR is based on 
the standard technologies of the Web (Java, HTML, TCP/IP, etc.) and it is 
operating system and network agnostic; 

■ Ubiquitous accessibility: COLLABORATOR can be used seamlessly on 
desktop computers and on handy devices with sufficient processing power 
and bandwidth; 

■ Collaboration transparency: COLLABORATOR supports off-the-shelf 

applications and make them available to virtual teams without any 
modifications; 

■ Multi-document sharing: COLLABORATOR is not limited to a single 
application and the virtual team is provided with a shared desktop capable of 
containing many applications concurrently. 

Besides numerous features provided by “traditional” collaborative systems such as 
presentation facilities, co-browsing, audio, video conferencing, application sharing, 
remote control, file sharing, annotation features/white board, text chat feature, 
moderator controls, participant controls, session recording, event management and 
interface customisation, COLLABORATOR provides specific features that are of 
interest and need to be mentioned: 

■ Terminal personalization : the principle is to accommodate seamlessly wired 
and wireless terminals and to adapt the users’ experiences to the capabilities 
of the terminal. 

■ User adaptation: thanks to such a feature, people involved in the virtual 
meeting are associated with personal agents mediating their agendas. 

■ Push information towards users: the purpose is to supply users with 
information as soon as it is available enhancing the basic portal technology 
available today with the integration of the push “information” paradigm. 

■ Ubiquitous access to the session : in order to support (supply) unanticipated 
sharing and late joining. 

■ Meeting moderation : by providing integrated floor control policies during a 
virtual meeting session. 

■ Easy add-on (integration) of current (off-the-shelf or built-in) applications 
(asynchronous, synchronous) and access from heterogeneous user devices. 

While COLLABORATOR targets a generic solution for supporting collaborative 
work between virtual teams, two application domains have been selected for the 
purpose of specifying and testing the proposed solution on real life scenarios: the 
construction and the telecom domains. 



3. CAPTURE OF REQUIREMENTS 

The capture of requirements aims at establishing basis of functional, ergonomic and 
technological recommendations for the development of a collaborative server 
relying on the use of the Internet technologies, especially adapted to the construction 
sector and its mobile workers. This task has been cut out in 4 phases described in the 
next sections. 
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3.1 Identification of generic services eipected from a collaborative system 

The first step of the study aimed at eliciting basic activities, while the second step 
consisted in identifying services based on those activities, as reported in (Anfosso, 
2002 ). 

Basic activities identified along our study have been classified according to the 
asynchronous or synchronous characteristic of the collaborative exchange. 
Administrating users, sending a message, sharing a document, using and managing 
agendas are considered as asynchronous basic activities. Having a chat, having an 
audio/video conference, sharing a specific device (e.g. a white-board) or sharing an 
application are considered as synchronous basic activities. 

Five main families of services consisting of a number of basic activities have 
been identified: 

1) Group presentations are multicast, enabling passive viewing from offices or 
rooms. This increases awareness and interaction among geographically 
distributed participants, and allows remote viewers to interact with each other 
and the speaker. Group presentations make uses of real-time audio and video for 
both formal and informal interactions. 

2) Group calendar enables information to be centrally posted by authorised users 
and accessed by the general pubhc. Also, calendars can be used for private 
purposes requiring user log in. Users browse, filter and search for events or 
bookings that meet their needs. Changes, additions or cancellation of events 
cause email notification to all interested parties. 

3) Discussion forum is a collaborative system where people from any location 
participate in discussions on any topic in specific areas of interest called forum 
or newsgroup. Users participate in a discussion forum by reading the messages 
(sometimes called articles) and responding to them. 

4) Personal notes is a system where individuals can create, rank, and annotate 
personal notes created with e.g. their PDAs in order to make a decision upon a 
subject. 

5) Virtual meeting is a collaborative environment providing a shared space where 
mobile end users, after becoming participants in a given “virtual” meeting, can 
communicate application- specific data to other participants in the same meeting 
until a goal is achieved. Within virtual meeting service, group calendar, and also 
asynchronous basic services (e.g. email) are of partieular interest for the 
meeting organisation. 

3.2 End-user requirements and potential collaborative services for mobile 
workers in construction 

User requirements have been collected from available literature, past experiences, 
and results of research projects such as EC2 (Bourdeau, 2002). Partially founded by 
the French Ministry of Industry, the EC2 project has allowed to define tracks of 
services for mobile workers in constraction, based on the analysis of their working 
practices and requirements for new organisational modes and new ways for 
communicating, accessing and sharing information in mobility situations: 
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• Individual services : most of them are linked to the “virtual desktop” concept for 
the management of personal information: management of personal agenda and 
address book, access to e-mail service, recording of all kinds of information 
(texts, drawings, photos, . . .) related to a construction project. 

• Collective services : these services involve the community of actors participating 
to a construction project. They can be divided into synchronous collaborative 
work services and asynchronous collaborative work services. 

3.2.1 Synchronous collaborative services 

This consists in virtual meetings organised in addition (or substitution) to regular 
and contractual physical meetings, or for discussing and reaching a decision on 
particular and sensitive issues. These meetings should be supported by audio and 
video conferencing facilities, while allowing sharing of documents or applications. 

3.2.2 Asynchronous collaborative services 

These services are related to the creation of, access to, or sharing of information in 
an asynchronous way. For example, we can quote: 

■ Access to project documentation (plans, technical specifications, schedules, 

reports, etc.); 

■ Handing over of orders (between teams); 

• Acceptance of work (recording of reservations); 

■ Handling of materials and products on site; 

■ Checking of sub-contracting companies personnel; 

■ Recording of work progress. 

The EC2 study also emphasized some constraints specific to the deployment of 
such kind of services on construction sites, like robustness and adaptation to the 
work environment (quality of display, etc.). 

3.3 Collaborative scenarios for the construction domain 

Focusing on real-time (synchronous) collaborative work, many scenarios related to 
potential virtual meetings can be identified all along a construction project: 

■ Programming stage: virtual meeting between a project manager and a client. 

■ Design stage: virtual meeting between various stakeholders (architect, 
engineering teams, chartered-building surveyor...). 

• Construction (erection) stage: virtual meeting during a regular site meeting 
between some project participants that are physically present (e.g. in the 
construction hut) and some other remote actors. 

■ Facility management stage (and possibly also during the previous stage): 
spontaneous virtual meeting between a decision requester (e.g. a maintenance 
operator) and a decision maker (e.g. an expert), for real-time decision. 

Various topics may be addressed during these meetings: technical, 

administrative, juridical, financial or business topics, urban planning, architecture, 
environment and site constraints, scheduling, logistics (supply chain), etc. Despite 
the variety of meeting activities, it is possible to identify three main types of 
meetings: 

■ Study meeting : most of the time it takes place during the design phase for a 
new or a rehabilitation construction program. A study meeting can also be 
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organised during the preparation phase of the site. It mainly deals with 
technical, financial and administrative topics. 

■ Site meeting : it is a periodic management and technical meeting dealing with 
project progress issues during the erection stage of the constmction project. 

■ Work meeting : it is a periodic or non-periodic meeting aiming to investigate a 
specific topic (technical, financial, legal or administrative). 

Each type of meeting can be characterised as regards its frequency, the various 
actors possibly involved with their roles during the meeting, and the topics 
addressed. As an example, table 1 presents the results for a site meeting. 



Table 1 ; Characteristics of a site meeting 



Frequency 


Involved actors 


Corresponding 

roles 


Main subjects in 
case of presence 


Periodic: 


Client 


Attendee 


Technical 


generally every 


Client’s 


Chairman 


Technical 


week, with a fixed 


representative 


Attendee 


Technical 


date 


Designer 


Attendee 


Technical 




Pilot 


Attendee 


Technical 




Building contractors 
Guests 


Attendee 


Technical 



A particular sub-type of work meeting is the “ remote decision meeting ”: it 
mainly occurs either during the construction (or rehabilitation) stage - in that case 
the “site manager” (acting as a decision requester) is involved with the architect 
(acting as a remote decision maker) - or in the maintenance stage - beside the user or 
the property owner, the owner representative, the caretaker, the managing agent and 
the maintenance contractor(s) are involved in the building maintenance (see table 2). 



Table 2 : Remote decision classification 



■Eznsi 


Frequency 


Actors 


Corresponding roles 


Erection 


At short 
notice 


Client’s representative 
Building expert 
Site representative 
Client 


Decision maker or requester 
Decision maker 
Decision requester 
Decision requester or maker 


Facility 

management 


At short 
notice 


Maintenance expert 
Maintenance agent 
Managing agent 
Facility manager (or 
caretaker) 

Building’s user 


Decision maker 
Decision requester 
Decision requester 
Decision requester 

Decision requester 



From the above typology, two scenarios (the most representative ones) have 
been selected, implemented and validated. They gather the main concerns of mobile 
workers all along a constmction project: 

■ Site meeting (niMeetins scenario) : This scenario relates to a virtual meeting 
between a project team located in a constmction site hut and a mobile worker 
(a “methods manager”) who cannot physically attend. The chairman of the 
meeting, namely the architect, calls the meeting (a week before) by using the 
group calendar application where he edits the agenda and selects the 
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necessary attendees. The invitation is automatically sent by the system to the 
attendees, who then confirm their participation. During the site meeting, the 
attendees in the site hut and the “mobile” attendee share a virtual white-board 
and a planning tool (MS Project), and communicate thanks to the video 
conferencing functionality provided by the multimedia application. If a 
second authorized mobile worker, using a PDA requests to attend the virtual 
meeting, he can also use audio conferencing, view and share the white-board 
and the planning tool. This scenario has been entirely played through a 
wireless network. 

■ Remote decision meeting (niDecision scenario) : This scenario relates to a 
virtual meeting between an expert in his office and a maintenance operator 
somewhere in a building, equipped with e.g. a PDA connected to the 
COLLABORATOR server through a wireless network. When the 
maintenance operator requests a decision to fix a problem, he first needs to 
join a relevant expert. By using the group calendar and according to the 
profile of the searched expert, the system provides a list of possible experts. 
The expert selected by the maintenance operator is then requested either by 
email or phone call. When the expert connects to the COLLABORATOR 
server (by using his computer, for instance a WiFi laptop), he joins the 
session where the maintenance operator has requested a remote decision. 
Using a camera plugged on his PDA, the operator can show what he can see 
while discussing with the expert. 

3.4 Requirements for the COLLABORATOR system 

A common approach has been followed for the construction and telecom domains by 
identifying for each selected scenario how and when it is applied, what is the 
context, who are the actors of the scenario, what is the infrastructure at one’s 
disposal and/or required, and the different actions performed user per user during the 
scenario. This is illustrated through the following text, extracted from the mMeeting 
scenario description. Corresponding requirements are referenced at the end of each 
elementary action, e.g. [RUl]. 

Before the meeting (time scale: days or hours) 

1. “Collaborative system ” (Group calendar) helps the chairman to: 

■ Select a date and a venue for the coming meeting according to the availability of 
attendees and infrastructures [RSI, RS3, RSIO, RIl-2] 

■ Invite the attendees and communicate the definitive date, venue and agenda of the 
meeting [RS2, RS4, RUl -4] 

• Help to create or prepare the new meeting report [RRl, RSll] 

2. “Collaborative system ” helps the attendees to confirm or not theirpresence to the 
meeting [RN 1-2 ] 

3. “Collaborative system ” helps the chairman to create a new collaborative session with 
the definition (selection) of the means required for the meeting, e.g., to use or not: 

■ chat, [RA4] 

■ audio/video conferencing [RI6] 

• application sharing (along with the shared application) [RPl ] 

■ document sharing (along with the shared document) [RA3, RDl -6] 

Requirements have been classified by nine main categories (management 

functions): User management / Document management / Session management / 
Application (sharing) management / Presence management / Notification 
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management / Infrastructure management / Audio- Video and Chat management / 
Report management. 

An extract of the table of end-user requirements is given hereafter: 



Table 3 : Extract of end-user requirements 



ID 


User manaKement 


Coming 


Heipfui with 


RUI 


Team definition 


before 


mMeeting. mDecision, mWork 


RU2 


User role definition in the project 


before 


mMeeting, mDecision, mWork 


RU3 


Choose meeting attendees in a list 


before 


mMeeting. mDecision, miVork 


RU4 


Guest user 


before 


all scenarios 


ID 


Document management 


Coming 


Heipfui with 


RDI 


Load and Save document 


any time 


all scenarios 


RD2 


Document security Access 


any time 


all scenarios 


RD3 


Session document 


any time 


all scenarios 


RD4 


Team document 


any time 


all scenarios 


RD5 


Remote document access 


any time 


ail scenarios 


RD6 


Document variety 


any time 


all scenarios 



4. EVALUATION OF THE COLLABORATOR PROTOTYPE 

4.1 Prototype implementation 

The COLLABORATOR prototype has been implemented according to a 3-tiers 
architecture, based on three major communication components: application sharing, 
multimedia and agent processing. Both Java and Windows applications are 
supported. 

Based on standard server-side technologies, COLLABORATOR exploits the 
Java 2 Enterprise Architecture and a number of related off-the-shelf technologies to 
implement a high-performance, robust, scalable infrastructure for supporting large 
collaborative sessions. It is built on top of a portal service infrastructure based on 
industry standard portal technologies, such as XML, Apache, Jetspeed, and EJB. 
More detailed information can be found in (Bergenti, 2002), (Pozzi, 2003) or 
(Bergenti, 2003). 

4.2 Prototype evaluation 

Both scenarios have been demonstrated to a panel of constmction end users. They 
reacted quite positively and found real business interest in the system, even if at 
present time the full value of synchronous collaboration in mobile activities 
(especially for video communication and more precisely on a PDA) is not clearly 
perceived. This last point is probably due to the low performance of current PDAs. 

Requested improvements are in the area of communication infrastmctures: their 
deployment is a key issue to enlarge the access to the system and generalise the use 
of the service by mobile constmction workers. Even if numerous experiences have 
been launched to deploy high rate networks in isolated regions, the network 
availability is not guaranteed in no man land sites and a satellite network connection 



^ mWork is a scenario proposed for the telecom domain. 
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is still too expensive for a standard construction project. In addition, there is also a 
problem of network availability in old or unwired buildings, in particular in the 
basement where most of machineries are located (lift, central heating...). 

Another important parameter to be considered is the quality of service for video- 
conferencing on IP protocol. This is probably a shortage of IPv4, and we are eager 
to see how it will be implemented on IPv6 and deployed by network providers. 



5. CONCLUSION AND PERSPECTIVES 

Synchronous collaboration through Internet is now a reality even if the needed 
infrastructure is currently under deployment. Numerous communication solutions 
are at disposal and can be easily installed with some experience in network 
configuration. Indeed wired or wireless adapters (e.g. for Wifi, Bluetooth) and wired 
adapters (e.g. power line connectors) can be found off-the-shelf and do not require 
additional cabling work in a building. 

New technologies such as micro controllers and wireless technologies have 
opened doors for entirely new types of computing devices, that make it possible to 
be connected to Internet from anywhere. In addition, highly specialized computing 
devices such as digital cameras, audio players, digital books etc. have also started to 
appear, blurring the distinction between computers and other electronic appliances. 

From a technological perspective, the ongoing migration of computing and 
information access from the desktop to mobile computing devices poses critical 
challenges for human-computer interaction. These devices have limited screens and 
no keyboard or mouse, making complex graphical interfaces cumbersome. 
Furthermore, since mobile devices are used in situations involving different physical 
and social environments, tasks, and users, they need to allow users to interact using 
whatever mode or combination of modes are most appropriate given the situation 
and their preferences and abilities. 

Exploiting the “always on” connectivity of next generation Internet and mobile 
infrastructures, the next step of ICT research for constmction will have to 
investigate on R&D paths to support ubiquitous and secure communication, process 
integration and context-aware services in collaboration, multi-modal interfaces and 
intuitive interactive modes (ROADCON). 
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This paper describes a concept and implementation of the web-based 
environment for providing access over the Internet to existing stand-alone 
digital electronics test tools. On the user side only ordinary web browser is 
sufficient. The environment is built according to the client-server three-tier 
concept using HTML, Java applets/servlets and MySQL as database backend 
for user tracking and management tasks. In this paper we discuss integration 
of two software systems into web-based environment. The paper presents the 
workflows that can be executed over the Internet and gives the experimental 
results for estimating the efficiency of the hierarchical ATPG. 



1. INTRODUCTION 

Assuring the quality of modern System-on-Chip (SoC) technology is unthinkable 
without the use of efficient test methods. In addition to traditional logic level tools 
for huilt-in self-test, fault simulation, test generation and optimization, high-level 
and hierarchical test applications are required. However, not ^1 the needed test tools 
may be available for a designer and installing a new one would be as an additional 
overhead. 

The Internet opens a new dimension, and offers new chances using tools from 
different sources. The topic of this paper is weh-based integration of tools and 
execution of programs over the Internet for testing digital circuits. For that purpose, 
a novel and efficient hierarchical ATPG tool called DECIDER was successfully 
integrated into new weh-hased environment to implement virtual laboratory for 
digital test. By this moment, no commercial systems for hierarchical test pattern 
generation are available on the market. An interesting feature of DECIDER is that 
its VHDL design interface allows to convert VHDL descriptions into decision 
diagram models, which provides a more general representation for digital hardware 
and can be used for fast simulation and test pattern generation (Ubar, 1998). 

In addition, a set of diagnostic tools for the logic level test was made available 
over the Internet. The system is called Turbo Tester and it includes a powerful EDIF 
interface, which allows using the tools in cooperation with most of the available 
commercial EDA systems. 
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The rest of the paper is organized as follows: The general eoncept is speeified in 
Section 2. The implementation details are given in section 3. The test generation 
systems integrated are presented in Section 4, and experimental results obtained by 
use of the new environment are shown in Section 5 and conclusions are given in 6. 



2. GENERAL CONCEPT 

A virtual environment to support the research and teaching of digital system testing 
is described below. User will be able to use test tools remotely over the Internet. 
System is based on an open architecture that allows easily add new tools later. 

System core for remote tool usage has client-server concept similar to 
MOSCITO (Schneider, 2002) (MOSCTTO). There is one master server, several 
application servers and arbitrary number of clients (see Figure 1). Master server 
holds the information about application servers, which provide service. On 
application server so called agents can be invoked. Agents encapsulate actual test 
tools (executables). User first accesses the master server and gets a list of services 
available. After selecting appropriate service, user is automatically re-directed to 
application server, and then the work with the actual tool can start. The big 
difference from MOSCITO is HTTP protocol based communication and use of Java 
applets and servlets. Also user tracking is unique. There is no need to install tools on 
the user’s local computer. Therefore, user’s effort for installation, configuration and 
maintenance of software will be drastically reduced. The system is implemented in 
Java and can therefore run on different computing platforms. Actual work tools must 
run on their native platform of course. 



Master Server 
User Tracking 
List of 
Services 




Figure 1 - General concept 



Each tool will be wrapped into Java agent. Encapsulation of entire tools 
guarantees a uniform interface to the framework. There will be no need to reprogram 
existing tools. Only requirement for tool encapsulation is that tool is able to run 
from command line (in ‘text mode’). All tool-specific details are stored in a 
description file. This allows automatically display appropriate tool configuration 
dialogs for end user. 

Several tools can be started simultaneously. One servlet will serve many client 
applets in parallel. There is task queue management. Results reside initially on the 
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server computer where servlet is running. Each user has its own server-side 
workspace. In the database there is user’s workspace folder name where results for 
certain task id can be found. It is possible to query on results, make statistics. 
Subsequently, general concept is elaborated in much greater detail. 



3. IMPLEMENTATION 

The environment for remote use of Test tools is built according to the client-server 
three-tier concept using HTML pages, Java applets/servlets and MySQL as database 
backend for user tracking and management tasks. General solution in details is given 
in Ligure 2. Tomcat is the servlet container that is used in the official Reference 
Implementation for the Java Servlet and JavaServer Pages technologies. Tomcat and 
servlets running on it play important role while gaining access to intranet resources 
on application servers and MySql database (platform independent open source DB). 



f 




Figure 2 - Implementation details 



3.1 Usage scenario 

Below is described simplified scenario for end user (see Ligure 2), we assume here 
that user has account already: 

1. User logs in with login name and password. Information is sent to servlet 
which accesses database and verifies user. If user exists, then servlet sends 
confirmation message back to applet. Login screen is dismissed; 

2. Applet displays tool’s parameters dialog; 
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3. Tool’s parameters are sent to servlet which launches appropriate program 
and makes a new entry to tracker database “Tasks” table; 

4. Client applet will be notified about successful start or failure; 

5. Client can/must time-to-time check status of his task(s). An e-mail could be 
sent to client when task is ready; 

6. When status of the task is “completed” then user can see the results on his 
applet, can save them onto his computer. 

3.2 Tool encapsulation 

In order to integrate different tools, it is necessary to implement additional software 
layer. Each tool has to be wrapped into Java agent, which allows to adapt the input 
data to the embedded tool, convert the tool-specific data, simulation results (log 
files, test vectors, etc), map the control information to the embedded tool, transfer 
and convert status information (warning and error messages) to be submitted to the 
user. 

Technically simplest way is to encapsulate tool as an entire program. Tool has to 
be able to run as a batch job. Integration of commercial tools is then also possible. 
Also embedding of a library (e.g. C, C-t-i- routines) via the Java Native Interface 
(JNI) could be thinkable and also direct integration of Java-classes and applications 
(especially for Java software). 

3.3 Communication 

General communication is based on HTTP protocol. The tools on different 
computers and on different computing platforms (UNIX, Linux, Windows) can 
easily change data as serialized Java objects (datagrams). To minimize the 
implementation effort for parsers, translators and converters XML mark up language 
is used for configuration files and transmitted data. HTTP protocol allows us also 
easy firewall traversal as we can use default web server port and Java servlet 
extensions on web servers as sort of proxies in order to reach intranet resources. 
There is no need for opening extra ports in the firewall as it is the case in TCP/IP 
based communication. 

3.4 User tracing 

User management module is described in this section. Without proper user 
management anybody in the Internet could possibly use valuable computer 
resources. Better practice would be to allow registered users access the resources. 
User tracking system allows us to monitor and control the usage of services. It may 
allow also billing the business customers. Main goal here was to provide sufficient 
set of basic functions to allow support user registration, tracking and management. 
User tracking is database based. Tool execution and data base access over Internet is 
carried out via Java servlet technology. Below the implementation specifics are 
given. 

As we know, web-based http communication is stateless. This means that we 
have to keep track about all necessary information. As work tools tend to run long, 
then normal user’s http session is not valid for such time period and result data is 




Web-based environment for digital electronics test tools 



439 



lost. We want to provide a possibility for user to come back online later to check his 
results. Therefore we need to identify (track) users and save all their relevant data. 
Using so called “cookies” could be one solution, but database approach offers many 
advantages like powerful SQL query mechanism, speed, reliability, consistency of 
data and ease of use. 

User tracing module has open architecture, general API (application 
programming interface). With slight modifications it is also usable for any similar 
web-based system, where user tracking is needed. It has 3 layers: presentation layer 
(user tier), business logic tier (data base queries, etc.), physical database (MySQL- 
platform independent open source DB). 

First two layers are implemented in Java programming language. User is 
accessing database via presentation layer, not directly. This makes architecture open. 
User tier consists several functions to run business layer queries. For example, we 
could have different user interfaces for different applications. Then if database 
structure or business logic changes, we don’t have to change our user interfaces. 
More over- it is easy to introduce user tracking facility to new applications. It is 
much easier to invoke appropriate function (command), than constmct a new query 
every time a new application needs one. 

3.5 User interface 

Graphical User interface (GUI) is based on collection of Java applets, which can be 
integrated into HTML page when needed (e-learning solutions). GUI applet reads 
the layout properties (field names, default values, etc) from initialization file. It 
would be easy for non-qualified Java programmer to introduce new tools into web- 
based environment by modifying initialization fail only. Features of GUI are 
following: 

— Reading in problem description including data from project file; 

— Selecting a service (tool) from the set of available services; 

— Buttons to start and stop the tools; 

— A console window collects all messages from the running tools; 

— The visualization of all results (test vectors, statistic information); 

— Downloading results: user clicks appropriate button which displays html 
page containing appropriate link; 



4. TEST GENERATION SYSTEMS 

Below the toolsets integrated into proposed web environment are presented. 

4.1 Hierarchical ATPG DECIDER 

DECIDER (Raik, 2000) uses a top-down approach, with a novel method of 
combining random and deterministic techniques. Tests are generated for each 
Functional Unit (FU) of the system separately. 

First, a high-level symbolic test frame (test plan) for testing the given FU is 
created by implementing deterministic search. The search is guided by the testability 
measures calculated by a testability analyzer. As the result of the search process, a 
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symbolic path (a test frame) for propagating faults through the network of 
components is activated and corresponding constraints are extracted. The test frame 
will adopt the role of a filter between the random TPG and the FU under test. 




Figure 3 - Hierarchical ATPG workflow 

If the filter does not allow finding a random test with 100% fault coverage for 
the component under test, another test frame will be chosen or generated in addition 
to the previously created ones. In such a way, the following main parts in the ATPG 
are used alternatively: deterministic high-level test frame generator, random low- 
level test generator, high-level simulator for transporting random patterns to the 
component under test and low-level fault simulator for estimating the quality of 
random patterns. 

The general stmcture of the hierarchical ATPG system is shown in Figure 3. In 
addition to the test pattern generator it contains tools for testability analysis and test 
set eompaction. Design interfaces from VHDL and EDIF are available (not shown in 
the figure). 

4.2 Logic-Level ATPG System Turbo Tester 

The Turbo Tester (TT, shortly) Automatic Test Pattern Generator software 
(Turbo Tester) developed in Tallinn Teehnieal University eonsists of a set of tools 
(see Figure 4) for solving different test related tasks at the gate-level. The test 
generation and fault simulation tools of TT are used also by hierarchical ATPG 
described in section 4.1. 

All the TT tools operate on the model of Structurally Synthesized Binary Decision 
Diagrams i.e. SSBDD (Ubar, 1998). The tools run on the stmctural logie level. Two 
possibilities are available - gate-level and macro-level. In the latter, the gate network 
is transformed into macro network where each macro represents a tree-like sub- 
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Figure 4 - Turbo Tester workflow 



network. Using the macro-level helps to rednce the complexity of the model and to 
improve the performance of tools. The fanlt model in the Tnrbo Tester is the 
traditional stnck-at model. However, the fanlt simnlator and test generator can he 
rnn also in the defect-oriented mode, where defects in the library components can be 
taken into acconnt. In this case, additional inpnt information abont defects in the 
form of defect tables for the library components is needed. 



5. EXPERIMENTS 

Table 1 shows the comparison of the hierarchical ATPG and state-of-the-art tools 
GATEST (Rndnick, 1994) and HITEC (Niermann, 1991) on six examples. As the 
experiments showed, the ATPG integrated to new web environment is considerably 
faster than other tools, obtaining higher fanlt coverage for the larger designs in the 
benchmark set. The experiments were rnn on a 366 MHz SUN UltraSPARC 60 
server with 512 MB RAM nnder SOLARIS 2.8 operating system. Actnal stnck-at 
fanlt coverage of the test patterns generated by all the three tools were measnred by 
the fanlt simnlator of Tnrbo Tester. 



Table 1 - Comparison of sequential circuit test generation tools 
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6. CONCLUSIONS 

We have presented the solution for weh based remote use of standalone command 
line programs. Although this solution was particularly implemented for digital 
electronics test tools, we believe that current solution in general works for other 
domains with different standalone programs as well. Although, special attention is 
probably needed for interoperability of the single tools when subsequent execution 
of the tools is needed. Here, tool interaction is simpler since they belong to one 
family and they naturally have common representation format. 

The web environment was built using the client-server three-tier concept. There 
was one master server, several application servers, and arbitrary number of clients. 
For users just ordinary web browser is sufficient. HTML pages and Java applets 
were used for user GUI. Java servlets were proposed to execute programs on 
application servers and open source database MySQL as database backend for user 
tracking and simultaneous access management. Database connection library was 
designed reusability in mind. Proposed Java servlets are multithreaded and there 
exists database connection pool to speed up simultaneous access. There is also task 
queue management. Firewall traversal should not be problem usually for proposed 
system. 



7. ACNOWLEDGEMENTS 

The research has been partly funded by European projects REASON (IST-2000- 
30193), Evikings II (IST-200 1-37592) and ESF grants G5637, G4300, G5649 and 
by mobility grant of Estonian Information Technology Eoundation EITSA. 



8. REFERENCES 



1. MOSCITO. http://www.eas.iis.fhg.de/solutions/moscito 

2. Niermann TM, Patel J. “HITEC: A test generation package for sequential circuits”, Proc. European 

Conf. Design Automation (ED AC), pp.214-2 1 8, 1 99 1 

3. Raik J, Ubar R. “East Test Pattern Generation for Sequential Circuits Using Decision Diagram 

Representations.”, JETT A, Kluwer Academic Publishers. Vol. 16, No. 3, pp. 213-226, June, 2000 

4. Rudnick EM, Patel J, Greenstein GS. T.M.Niermann: Sequential Circuit Test Generation in a Genetic 

Algorithm framework. DAC., pp. 698-704, 1994 

5. Schneider A et. al. Internet-based Collaborative Test Generation with MOSCITO. Proc. of DATE’02, 

Paris, France, March 4-8, 2002, pp.22 1-226. 

6. Turbo Tester, http://www.pld.ttu.ee/tt 

7. Ubar R. Multi-Valued Simulation of Digital Circuits with Structurally Synthesized BDDs. OPA N.V. 

Gordon & Breach Publ, Multiple Valued Logic, Vol.4, pp. 141-157, 1998 




47 



MANUFACTURING AUTOMATION 
NETWORK’S COOPERATIVE E-SPACE 



OlgaNabuco^'^ Mauro F. Koyama*'\ Francisco Edeneziano D. Pereira'^*\ 
Jose Reinaldo Silva*^\ Khalil Drira'^^\ Joao Maurfcio Rosario*^"^^ 
^^^CenPRA {olga.nabuco;edeneziano.danlas;mauro. koyamaj@cenpra.gov.br, BRAZIL 

USP reinaldo @ usp.hr . BRAZIL 
^^'>LAAS-CNRS kh/iUm laas. fr . FRANCE 
UNICAMP rosario @fem.. unicamp, hr. BRAZIL 



Associating people into cooperative networks can be beneficial for both the 
individual and the community. It can occur by sharing expertise, vision and 
talent of different participants. Manufacturing Automation Network - Manet - 
is a Brazilian academic and research network that pools together human and 
material resources of academic institutions and research centers active in the 
fields of manufacturing and automation. Currently, a logical and computing 
infrastructure is being developed to make the Manet operation feasible through 
the Internet. A distributed infrastructure, named Cooperative e-Space - CeS, is 
being designed offer to people that already participate in cooperative network, 
a new infrastructure for sharing information, taking into consideration the 
special characteristics oftheir community, in a way that can lead to knowledge 
sharing. 



1. INTRODUCTION 

In manufacturing enterprises, in an increasing way, work is being done on an 
interleaved and interdependent fashion. Today, the conventional paradigm ofjob 
division no longer stands as workers are requested to have multiple skills and to be 
able to interact with other workers that have complementary abilities. This applies 
especially to the intellectual processes within the enterprise, as for instance, in the 
product development process and this can be recognized as a general trend. 

Product development process will be taken as a reference for this paper’s 
reasoning and, the arguments and discussion can be applied to other business 
processes inside the manufacturing enterprise. 

Product development is an area that deals with innovation and shares many 
aspects in common with academic research. To develop a product many different 
disciplines interact. Nowadays, concurrent engineering is largely diffused and 
requires that specialists collaborate with other specialists whose background and 
education areas may be different. 

In the early phase of product conception, the workgroup responsible for product 
development is in its establishment phase In this phase some questions may arise: 
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Who knows about the product or about its components? 

Where historical data about the product can be found? 

What is the key knowledge necessary to the development? 

These simple questions give a hint as to who will participate in the product 
development cooperation process, and what knowledge and information will be 
required. 

The idea investigated in this paper addresses locating expertise as a key element 
for enabling the cooperation process. To assure better conditions for cooperation, the 
use of an electronic space that merges knowledge sharing and groupware techniques 
as a medium to facilitate it, is advocated in this work. 

An environment named Cooperative e-Space - CeS - is being developed, where 
cooperation processes in manufacturing is enabled. People are at the center of this 
space that aims to support establishment of both social and knowledge networks and 
communities of practice. 

To design and construct CeS, a cooperation with Manet (Manufacturing 
Automation Network) and its associates, LAAS-CNRS, USP, FEM-UNICAMP and 
CenPRA was started. Manet acts as both, a partner in the development of the CeS 
and, as a case study for exercising the concepts and tools being developed. 

Results obtained in such research network can potentially be transferred to 
manufacturing cases since both cases share compatible investigation subjects and 
techniques, specially in the innovation processes. 

This paper is structured as follows: section 2 presents the cooperative 
relationship in Manet; section 3 describes the Cooperative Electronic Space 
architecture, functionalities and its current status; section 4 summarizes related 
systems; section 5 presents final remarks. 



2. COOPERATIVE RELATIOSHIP IN MANET 

Manet is a non-profit multidisciplinary research effort with over 100 researchers 
from Brazilian universities and research centers, which are located in 10 cities of the 
country. It was founded in 1998 and is supported by a Brazilian Ministry of Science 
& Technology’s program. 

Manet’s objective is simultaneously to strengthen cooperative liaisons and to 
stimulate new partnership initiatives among its members as well as other 
organizations. 

Manet is organized as a flat structure constituted of one coordinator linked to all 
the researchers, individually and/or with their work groups. Open communication 
channels make information and view point exchange possible at any time, regardless 
of where they are. The coordinator enables complementary competency initiatives 
and also plans, consolidates and announces meetings agendas. Partnerships with 
public and/or private entities are always welcomed. Face-to-face meetings are 
programmed during the year. 

Manet’s participants are widely dispersed, working in a cross-institutional way 
both as individuals and as a workgroup. Workgroups are: self-organized - members 
define their proposals and make partnership agreements according to their research 
interests and are self-managed - they define their own priorities and can ask for 
funding from any federal agency. 
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Members’ research interests are focused on the manufacturing sub-areas of: 
production planning and control, robotics, shop floor control, product development, 
and fast prototyping. They spend time creating, specifying, designing and managing 
their research. 

Cooperation initiatives can consist in co-advising graduate students, co- 
authorship, cooperative development etc. involving researchers from only one group 
or from several groups. The intentionally loose hierarchy enables all the members to 
make their opinions explicit in the decision-making process. However, their 
numberless activities limit availability and become a critical factor to any 
knowledge sharing effort. Critical components of the Manet’s culture include 
continuing efforts to enhance liaisons and contacts among its members. 

Partnerships among researchers and solid relationships with other cooperative 
networks are also of utmost importance to Manet. 

As a matter of fact, Manet can be thought of as a distributed manufacturing 
Research and Development chain and becomes similar to a virtual enterprise, where 
companies compete for the same market niche. 



3. COOPERATIVE ELECTRONIC SPACE 

Cooperative Electronic Space (CeS) is a web-based environment primarily 
conceived to support teams to work together, providing services that help them to 
organize and coordinate activities, exchange ideas and facilitate their knowledge 
sharing. CeS must merge both characteristics of collaborative systems and 
knowledge management systems. The approach is centered on identifying 
communities in domains of interest and supporting them by providing already 
existing functionalities of collaborative systems. To work together teams must 
develop a common “world view” and vocabulary; such development can be 
associated to ontologies in their particular knowledge domains. 

In the research phase of a product development, technical cooperation is carried 
out by enterprises combined with research centers and universities even when there 
is no equity involvement. The interest is conducted in terms of what knowledge can 
be exchanged and trust in the knowledge’s sources. Searching for excellence or 
economic convenience are the two main objectives of technical collaboration 
(Cagliano and Chiesa, 2000). 

Computer-based collaborative systems promise to highly increase information 
sharing within and across organizations. Such systems encourage sharing of ideas in 
a free-flowing manner as well as in a form of stmctured repositories (Jarvenpaa and 
Staples, 2000). 

Bafoutsou and Mentzas (2002) in their collaboration system’s review said: 
“...collaborative systems bring geographically dispersed teams together, supporting 
communication, coordination and cooperation”. They point out, in their conclusions, 
that existing systems could be ameliorated by providing integrated workflow 
services containing features such as notifications to users, activity context 
visualization and monitoring of processes. Additionally to their suggestion, this 
work considers the necessity of a knowledge view in collaborative systems. 

Figure 1 depicts CeS’ architecture. To indicate the cooperation as a main 
characteristic of the system, it is shown ahead of other functionalities. The system’s 
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core is based on ontologies. The ontologies provide a meta-model in which both 
already existent and future functionalities rely on. They have two main purposes that 
are: to make knowledge acquisition and support knowledge sharing. The ontologies 
are developed for each specific knowledge domain, merging and/or reusing already 
developed models that represent the user’s profile, knowledge domains, meeting 
environments, documents and their privileges and other characteristics. Each of 
those characteristics are mapped as classes and subclasses, and the description of the 
relationships and restrictions among them. 

The approach is toward open system constmction where the use of standards is 
enforced and automatic information retrieving is considered. CeS’ functionalities 
will be deployed in the form of tools. The aim is to develop an ontological view of 
CeS that enables interoperation of tools by means of a control system using events 
and rules. The system has its development based on the Java language and uses 
existing applications in Java. 




3.1 CeS Functionalities 

CeS main functionalities involve community identification and recommendation, 
electronic meeting support, e-mail services, electronic publishing facilities, 
document management and e-leaming tools. As previously mentioned they are 
located on the top of the CeS’ architecture (see Figure 1), and described as follows. 
Community identification 

This identifies both participants’ interests and those people who are related to 
them, providing dynamic information about a possible related network that can be 
formed under a specific theme (Nabuco et. ah, 2003). It operates on an unobtrusive 
mode based on a subscription which frees users of the need to make repeated qneries 
and updates during their participation. It antomatically examines terms present in 




Manufacturing automation network cooperative e-space 



447 



users’ documents, identifying keywords or key-phrases which are related to people’s 
profile. A software agent captures these user’s interests and transmits them to other 
agent that searches for the same or related interests. The knowledge base in which 
the search is executed contains instances of people’s profiles, a manufacturing 
taxonomy and keywords related to them. To keep it functional the database is 
updated every time users acquire new documents or change already existent ones. 
Multi Agent System (Koyama, 2001) runs over a Protege (protege.stanford.edu) 
applieation and KEA, a naive Bayes machine learning algorithm (Jones and Paynter, 
2003) that captures keywords and key-phrases. The agents are configured according 
to a client-server model. The client part captures user’s information, formulates 
queries and sends them to a server. The server part populates a knowledge base, 
searches for similarity and sends back this information as an ordinary e-mail to the 
user. 

Electronic meetings 

This provides services that empower users to schedule meetings, invite people to 
participate to the meetings, set-up environment with meetings’ required tools, 
manage, conduct and close sessions (Molina-Espinosa, 2003). The services enable 
real-time diseussions, provide audio and video facilities, support write and draw in 
real-time, and chat with previously scheduled partieipants. They also support 
document and file sharing, and work with them. An awareness service (Rodriguez, 
2003) facilitates session management, graphically informing the chairman or system 
administrator, who is using what tool. It is a client-server application where servers 
are mnning over Java Shared Data Toolkit (http://www.sun.eom/ software/jsdt), 
Java Web Start, and other Java applications that are public available. Microsoft 
Windows applications as NetMeeting server. Access Data Base, Word and Power 
Point can also be part of the system as tools used during the sessions. Specific tools 
can also be added and used. 

Document management 

This classifies, stores and maintains version control of documents used by session 
participants. It allows participants to share and collectively produce documents. 
Document classification and relationship descriptions will be described according to 
ontologies. Documents are classified according to knowledge domains and relation 
with people interested in and/or having authored them. Several useful links can be 
represented showing the documents used and/or generated during a session, authors’ 
names, place(s) in which they are stored, versioning capability, etc. 

E-mails services 

This provides e-mail services enhanced by a classification system supported by the 
ontology. The relationship can be made by already existent keywords in the 
knowledge base and the keyword discovered in the e-mail related to it. 

Publishing 

This deals with the views that can be provided to the users. The use of ontologies 
organizes the contents, the authors, and the relationships with the other 
funetionalities. The publishing activity makes documents (articles, reports, etc) 
authored by people inside it visible to the community. Published documents can be 
stored or linked to a server that advises people possibly related to them. 
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E-Learning 

Ontologies classify videos to be used in virtual classes, documents used and 
recommended by mentors. It is possible to include real-time lectures with chat, 
video, and documents sharing, extending the electronic meeting environment. 

3.2 Current Status 

CeS logical stmcture relies on ontologies in such a way that its functionalities and 
inter-relations are described regarding formal representation of the knowledge 
domains in which they operate on. It uses tools developed by LAAS-CNRS, the 
electronic meeting tool, and developed by CenPRA, the community identification 
system. Those functionalities operate closer to a client-server model. Figure 2 shows 
the server side of the already existent components. 
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Figure 2: Server integration 



Emdite constitutes the server side of the multi-agent system that performs 
community identification functionality. Erudite interfaces the ontology and the 
knowledge base system constmcted over Protege, with the rest of the system. 

Responsibility Management System, RMS, is a client-server document review 
meeting tool. Its server side interfaces with Microsoft Access Data Base (Acess DB) 
using Remote Method Invocation, RMI, allowing the use of the data base in the 
web. The client side provides an human interface to configure meeting’s parameters 
and participants information such as: role, skills, formation, organizations, 

sessions, dates and scheduling. It provides a pre-meeting information set. 

Session Management System, SMS, is a client-server tool that controls the 
events exchanged during a session including the floor control by the person who has 
the chairman role, and verifies open and close events generated during a session. Its 
client side has an human interface that allows participating and management of a 
session. It provides a control meeting environment. 

The components are being integrated to form one environment to be tested and 
extended. At this point Protege profiles can be populated using the information 
contained in the RMS data base through the use of RMS’ API. Meeting information 
can be logged; profiles of meeting’s participants are stored in the knowledge base. 
The names of the applications used, meeting duration and other information can be 
stored and kept on a history file. Manet due to its characteristics of having people 
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socially connected, with common interests under the manufacturing domain, will 
serve as a testbed, participating initially with some selected sites. 



4. RELATED SYSTEMS 

The CeS system has similarities with existing systems in its main objective, i. e., 
support distributed cooperative work through the use of platforms based on 
ontologies and agents. They are: 

Palo Alto Collaborative Testbed (PACT) is a concurrent engineering 
infrastmcture, based on interacting agents (programs that encapsulate engineering 
tools) and shared design-domain ontologies (sets of agreed-upon terms and formally 
described meanings), developed by several research groups (Cutkosky et. al., 1993). 

Madefast is a grassroots effort involving industrial and academic participants 
from around US Collaborative Engineering over the Internet incorporating 
technology based on agents and distributed intelligence that allow contractors to 
compose teams of specialists from different locations and organizations as project 
needs arise. It provides engineering analysis and design tools, multimedia authoring 
environment, collaboration tools that enable to share documents and ideas both 
asynchronously via e-mail, and synchronously in real time (Cutkosky et. al.„ 1996). 

CAIRO (Collaborative Agent Interaction and synchROnization) system (Pena- 
Mora et. al., 2000) is a distributed concurrent engineering environment that allows 
its users to work together in virtual teams by supporting multi-media interactions 
over the Internet and makes meetings as effective as possible through distributed 
artificial intelligence based on software agents. The agents advise about possible 
procedures during conferencing sessions. They are trained to recognize when 
participants use specific words during the sessions. Each time the agent discover it 
an action is performed linked to the word. The objective is to improve the 
interaction among people during the meetings. 

Process-Link (Petrie, 1999) uses agents to coordinate simultaneous engineering 
projects in a way that agents are combined with workflow process and prevent 
people from making changes without the agreement of the ones implicated in the 
task under change. 

Acacia (Dieng, 2003) Project-team is an umbrella where methodologies and 
tools are developed to assist people that belong to an organization (in a broad sense) 
to work together and profit from their know-how. They use ontologies, machine 
learning and multi-agents systems to achieve knowledge acquisition, storage, 
retrieving, and maintenance. Their ongoing project deals with corporate memory and 
the semantic web. 

The CeS system brings functionalities usually spread over several systems and 
its approach privileges the product design phase in a manufacturing project. The 
systems cited do not merge CSCW (Computer Supported Cooperative Work) 
functionalities with knowledge engineering tools. They have either knowledge or a 
CSCW focus and they usually privilege design phase. 



5. FINAL REMARKS 

This paper presented the main concepts and architecture of a Cooperative Electronic 
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Space - CeS: a research prototype designed around the concept of cooperation and 
the merging of collaborative and knowledge systems. It aims to identify distributed 
expertise and support cooperation providing groupware tools, being an open, 
scalable, reproducible and extensible system. 

CeS is stmctured to support concurrent virtual teams, each of them characterized 
by a specific knowledge domain, expressed by ontologies that permit to deal with 
dynamic aspects of the knowledge lifecycle. 

In order to exercise these concepts, a concerted effort with Manet has been 
started under the name of a project titled Virtual Manet. This project will embody 
CeS’ concepts applied to the Manet’s requirements. 

Currently, existing tools are being integrated, according to the proposed 
architecture and a scalable experiment is being planned. At first, the prototype will 
connect CenPRA, Unicamp and USP, three Manet’s members. They are physically 
distributed and located in Sao Paulo State. Strategies for scaling CeS will regard the 
results from such a experiment. Step by step, all Manet sites will be part of the CeS, 
and will form Virtual Manet. 
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The integration between customer and suppliers in Virtual Organizations 
requires a better collaboration through the use of Information and 
Communication Technologies. The phases throughout product development 
process are executed among engineers in different companies, probably 
geographically distributed. Engineering service providers can work as 
Engineering HUBs to offer e-services for industrial networks collaboration in 
virtual product development teams. This paper describes different e-services 
offered by engineering HUBs, as well as a classification of the information 
technologies needed to create collaborative environments. Web services are 
proposed as an alternative technological solution to build-up engineering e- 
services. Likewise, applications and tools which have been identified to support 
collaboration among engineers will be described based on the experiences of 
two pilot projects. 



1. INTRODUCTION 

Collaboration, coordination and information/knowledge sharing among companies 
has been defined key enahlers in product development by the philosophy of 
Concurrent Engineering, were multidisciplinary teams are organized in order to 
integrate all areas involved in a specific project through customer requirements to 
product disposal. Therefore product realization in Virtual Organizations involving 
different companies requires better integration throughout the product life cycle 
using Information and Communication Technologies. The different phases 
throughout product development process are executed among engineers from 
different companies possible at geographically distant locations. Companies must 
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use suitable computer supported tools to facilitate the cooperation, collaboration and 
coordination of engineering task, with the participation of all the areas (sometimes 
companies) involved in product development processes. These tools support 
engineering activities, automate methodologies and techniques used by the 
engineering teams, enabling better execution times and reducing costs (e.g. travel 
expenses for face to face meetings). Also collaborative tools allow engineers to 
communicate and share information regardless geographically distant locations. The 
necessity of remote collaboration is placing more pressure to engineering teams to 
develop new computer tools in order to enable simultaneous engineering work. 
Several years ago the concept of concurrent engineering, begin with the cooperation 
among engineers inside a company in order to involve all the areas related in a 
product development process (Molina et al 1995). Afterwards, the collaboration of 
external partners was getting more importance to perform customer driven product 
development and co-engineering activities with suppliers. Distant engineering has 
become an important issue in global product creation. Multidisciplinary teams in 
remotely location are defined, including people from all functional areas. The 
concept of Concurrent Engineering is evolving into Collaborative Engineering, 
because of the industrial globalization, were the extended enterprise concept makes 
different companies get involved in the product realization process. For example, 
the OEMs (Original Equipment Manufacturers) are involved in the design of a 
product which requires the collaboration with the tool manufacturer and 
manufacturing supplier. All these three actors could be located in different regions. 
That means, if the companies want to involve all the areas involved in the life cycle 
of a product, they will require interaction with engineers from its own company, as 
well as customers, allies and suppliers all around the world. That’s why the concept 
of collaborative engineering has been conceived, trying to offer the solution to this 
world wide industry needs. 



2. E-SERVICES OF AN ENGINEERING HUB 

In the creation of industrial networks for Virtual Organizations creation, a Broker 
entity has been identified, not only to exploit business opportunities in the product 
transfer to Small and Medium Enterprises (SMEs), but also as a low cost service 
provider to those SME whose technological capabilities are limited (Mejia and 
Molina 2002). An engineering HUB is an integrated set of services offered by a 
Broker entity to provide information systems services to carry out engineering and 
manufacturing activities. There are six integrated e-Services that an engineering 
HUB should offer as center for on-demand e-services for value added industrial 
networks: e-Marketing, e-Brokerage, e-Planning, e-Engineering, e-Supply and e- 
Productivity. 

■ e-Marketing to support promotion of products and services of industry 
networks of SMEs. 

■ e-Brokerage to underpin the exploitation of business opportunities for the 
creation of supply chains using Virtual Enterprises based on SMEs. 

■ e-Planning to use collaboration platforms offering shared project 
workspaces for team building, group communication, project management 
methods, contract management and process representation. 
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■ e-Engineering to establish environments that foster collaboration among 
engineering groups to support integrated product development 

■ e-Supply integrates services related to e-factory, e-logistics for importing 
and/or exporting materials/products, supplier and customer relation 
management. 

■ e-Productivity integrates technologies for the diagnosis, evaluation and 
monitoring of industry networks of SMEs. 

The present paper will be mainly focused on the required technologies to allow the 
creation of information systems to be offered as e-services to support Collaborative 
Engineering activities (e-Engineering). 



3. INFORMATION TECHNOLOGIES FOR 
COLLABORATIVE ENGINEERING 

Computer based information systems have been introduced to support collaborative 
engineering services, which integrates all the activities, methods, information and 
technologies to conceive the complete Product Life Cycle. Based on the mentioned 
considerations, a classification of the system can be as follows: 

■ FUNCTIONAL: Function oriented systems that support engineers in specific 
task: CAD, CAM, CAE and Rapid Prototyping. 

■ COORDINATION: Coordination systems to support sequencing of activities 
and flow of information. For example: workflow and project management. 

• COLLABORATION: Collaboration systems to foster cooperation among 
engineer i.e. CSCW - Computer Supported Cooperative Working. 

■ INFORMATION MANAGEMENT : Product information management 
systems and Knowledge Based Engineering Systems to enable the exchange 
of product and manufacturing information and knowledge. 

Table 1 describes the concepts and most commonly used tools in integrated 
product design process under a Collaborative Engineering approach. For each type 
of product or process, these tools may change, but in general these categories 
include the necessary tools in order to enable the integrated product development 
supported by information technologies. 



4. INFRASTRUCTURE FOR INTEGRATION: WEB 
SERVICES 

In order to integrate the different kind of application and tools used in engineering, 
an emerging concept in the Information and Communication Technologies field is 
proposed by authors: Web services. Recently, new architectures based on proven 
computing standards, called Web services, are being championed by Microsoft, Sun, 
IBM and other major technology providers, which promise to allow users to bridge 
these problem domains more easily (Sussman, 2002). 
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Web services are a form of service oriented architecture (SOA), intended to 
enable developers to create components that can be assembled and deployed in a 
distributed and heterogeneous environment (Brown, et. al. 2003). Each software 
component in an integrated enterprise should interface with other components 
sharing information and communicating in a common format. Intrinsic capabilities 
of Web services are loose coupling of application components, separation of 
concerns, and interoperability across multi-vendor environments. These capabilities 
can provide advantages and benefits for integrating a Hub Architecture environment. 



Tab le 1 - Computer applications Classification that supports integrated product development 
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Under the web services approach, each application and tool to support e-services, 
become a collection of Web services that work together to control the information 
flow between different systems and they are exposed as a group of services. When 
information is required, the application client invokes remote functions on the server 
to send and receive data using SOAP. The service bus is the level of architecture at 
which published Web Services within an e-hub can be used across the entire hub. 
Figure 1 shows the hub architecture (highlighting the Information Technologies 
classification, proposed on Section 3, for collaborative engineering) and the Web- 
Services interaction. 

The dynamic e-services are facilitated for example through a Partner’s Web Site 
accessing public external web services. A partner could also leverage private Web 
Services (with proper security controls in place) made available by an enterprise to 
that trusted partner. 
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Web services, along with collaborative systems, will enable manufacturers to 
quickly and easily make changes both internal and external organization. Web 
services hold the promise of connecting the enterprise through the use of open 
standards that will help expose services, not just data. The ability to combine 
services, both internal and external of the operation, will drive collaborative systems 
to new levels. This will promote a more collaborative environment between small 
and medium manufacturing enterprises addressed to integrate systems and 
application when the use of commercial management software is reduced due to 
high cost and poor Technology Information from developing countries. 
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Figure 1 - HUB Architecture 
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5. PILOT PROJECTS 

The research results reported here are focused in the design and development of 
Web based information technologies to support the first phases of the life cycle 
(engineering stages). The two case smdies presented are: 

5.1 Specific applications and web services to support brokerage activities 

Different computer systems have been developed to support the Virtual Enterprise 
Broker (VEB) activities. In order to orient readers, the authors consider the e- 
Services as ‘processes’, like e-Commerce, e-Business, e-Enterprise and e-Services. 
The e-Applications are specific computer applications that support an e-service (e.g. 
ERP, CRM and MES). Finally, e-Technohgies are generic technologies (e.g. 
Databases, Web languages and communication services). 
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Figure 2 - e-Services, e- Applications and e-Technologies 



Four e-Services pilot projects were developed in the Virtual Industry Clusters 
research project in Mexico to support the interaction among manufacturing firms: e- 
RFQ (electronic Request For Quotation), e-Inspection and e-Fax communication. 
However these e-services did not use the web services platform (Mejia, et. al. 2002). 

An engineering service for manufacturing process definition has been developed 
using the Web services concept. It provides the capacity to prepare operation 
sequences of CNC operations using a standardized product design (CAD file). A 
company requiring to program a CNC machine, can send its product design (using a 
standard CAD format) to the CAM (Computer Aided Manufacturing) e-service. The 
company then receives the CNC program specific for its CNC controller. A first 
experiment was implemented by the ITIiSM and the University of Holgum. In this 
case, the University of Holgum has a CAPP/CAM application called Diprotec 2000 
which allows transformation from a CAD file to a CNC program. ITESM has 
develop a web application which sends a CAD file to a Web Service that uses the 
capacity of Diprotec 2000 to obtain the CNC file. Figure 3 depicts the architecture 
for this project. 




Figure 3 - Webservices Project Architecture to executer remote CAM e-services 

5.2 Service for engineering projects planning (e-Hubs) 

The service of providing a collaborative platform for engineering projects planning 
has been identified as a key tool in engineering lifecycle management, extending the 
capabilities of business partners with joint engineering, knowledge and other 
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resources of individual SMEs by providing brokerage of complementary 
engineering services. E-engineering tools enable two parties to support and execute 
engineering project through its lifecycle. Two levels have been identified, 
operational and tactical. The operational level deals with process sharing and 
execution; the tactical level deals with partnering, knowledge management and best 
practices capturing (Schuh, et. al. 2003). An e-Hub (e-Engineering Enabled by 
Holonomic and Universal Broke Services) is under development for the tactical 
level (planning and negotiation stages), integrating standard applications for 
collaboration as “Workflow” modeling for engineering processes. It provides a new 
approach to facilitate collaboration by offering transparent templates during the 
engineering collaboration. 

Currently, a Web prototype is running on the web, integrating different 
applications as proposed in the classification of section 3 (one example per category 
can be: Chat for collaboration, e-legal service (Carter, et. al., 2002) asfunctional, 
Workflow for coordination and for Information management the file storage 
option). These technologies, supported by available Web-hosted services, form the 
basis of the e-Hub. The most representative task for the prototype functionality has 
been the Workflows development. Eigure 4 shows the sequence of workflow design 
and execution in the e-Hubs Web-prototype. OBE (Organization Breakdown 
Engine) is the workflow engine, integrated in the prototype, which runs workflow 
files from “XPDL” format. The program used to design the workflows was JaWE - 
Java Workflow Editor ( http://iawe.obiectweb.org/ ) and it generates XPDL files 
which conform to WfMC' specifications (Hollingsworth, 1994). A set of 
Workflows were developed for the definition of a generic process for project 
planning, and also engineering specific processes for Mechanical engineering areas 
and Civil & Construction fields. 
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Figure 4 - Workflow design and execution in e-Hubs Web-prototype 



The Workflow Management Coalition (WflVlC) is an international standard organization on Workflow 
Management Systems (http://wfmc.org/) . 
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6. CONCLUSIONS 

The globalization of the industrial activities and decentralization of the product life 
cycle activities, have lead companies to work collaboratively and simultaneously 
with distant engineering partners. The expansion of Internet-based tools has opened 
new opportunities for collaborative work improvement, through the development of 
a new generation of tools designed to support this kind of activities. In this paper a 
classification of information technologies has been presented to help in the 
identification of necessary tools that engineers needs as a minimal support in their 
engineering collaborative activities. An engineering HUB architecture based on web 
services has been proposed as an important player in supporting industrial networks 
operations of SMEs. SMEs can have access to e-services offered by engineering 
HUBs for specific needs, without investing time and money in purchasing complex 
and expensive software tools, or expending time and resources in developing 
computer applications, which usually are out of their reach. Usually SMEs involved 
in the Latin American supply markets are not technologically updated and their 
access to complex and robust information systems is limited. Therefore the 
engineering HUB is an important alternative to bring near advanced applications to 
Latin American SME through Internet. Two pilot projects have been introduced as 
examples of how an HUB can play a major role in supporting engineering activities 
in Virtual Enterprises. 
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Internet and information technologies have changed the way people interact 
and make business all over the world. Unfortunately, this is not completely true 
in the sense that the fast progress fostered by more dynamic economies has in 
fact been contributing to widening the so-called digital divide between rich and 
poor. This is a particularly true for small and medium enterprises in remote 
communities that face a number of obstacles and difficulties due to their family 
business structure, limited access to information and communication 
infrastructure. This paper presents a P2P infrastructure for a distributed e- 
Marketplace that aims at bringing together tourism operators, players of crafts 
and agro-eco-cultural tourism sectors living in remote communities, in order 
to provide them the opportunity to join, at a reduced cost, to the information 
society and reach new markets. 



1. INTRODUCTION 

Tourism is classically regarded as travelling for recreation, although this definition 
has been expanded in recent years to include any travel outside of one’s normal 
working or living area. The tourism sector has become a multi-billion international 
industry, and one that is growing in developed countries at a rate considerably faster 
than annual growth levels (Wickipedia, 2004). It involves a wide range of 
industries, like travel agencies industry, transporting industry, hotel trade, etc. 

All over the world, touristic offers are organized by countries. These offers are 
organized by touristic regions that aggregate a wide and assorted range of players of 
tourism sub-sectors, like eco-tourism, heritage and cultural tourism, crafts, etc. 
These players are usually small and medium enterprises (SME’s) or individuals. 
However, business opportunities are affected by factors such as country economy, 
geographic location, enterprise dimension and technological capacity. A craftsman 
located at the Peru Andes does not have the same opportunities to sell their products 
as one located at North America or Europe. 

This project addresses three tourism sub-sectors, namely crafts, eco- agro- 
tourism and cultural heritage, which are interdependent and complementary for a 
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number of activities and practices and strongly linked to declining rural areas. The 
main goal of this project is therefore to eliminate the digital divide barriers and 
create equal opportunities and access to the global network where each player of 
target sector can emerge globally. The business network to be presented in the next 
paragraphs will enable local communities the access to business collaboration 
services and give their business global visibility. 



2. ELECTRONIC MARKETPLACES 

The traditional electronic marketplace (e-Marketplace) is a Web portal where buyers 
and suppliers come together to explore new business opportunities (Ferreira, 2002). 
Basically, an e-Marketplace brings buyers and sellers together, encouraging them to 
undertake new trading exchanges, providing a wide range of services to facilitate 
transactions. At the end, the e-Marketplace entity usually charges a service fee 
taking the form of a percentage of the transaction value. 

E-Marketplaces are an optimal solution, as a start point to buyers and sellers of 
target sectors to meet each other. However, they need revenue sources to survive, 
and we need free services and free accesses to guarantee democracy. The solution 
consists in providing free services (offer publishing, offer look-up, communication 
between partners, etc) and payable services (e-Banking, business transactions, etc). 
The critical mass is a key feature of a successful e-Marketplace (Chow, 2000). The 
speed of growth and the number of users publishing offers and trading should be one 
of the most important success metrics. However, although traditional e- 
Marketplaces have many advantages, they have also some disadvantages and 
limitations: they are centralized information repositories; are loosely connected, its 
members cannot group together or build virtual communities; have price-based 
decisions and do not allow iterated agreements (Ferreira, 2002). These 
characteristics point to a number of drawbacks that can ultimately explain why this 
business model has proved to be ineffective (Ferreira, 2002). On the other hand, 
Peer-to-Peer (P2P) computing model has allowed the creation of new business 
models and services that can bring new added value when used in the e-Marketplace 
constmction. 

2.1 Peer-To-Peer Based E-Marketplaces 

The client/server architecture for computing systems was first proposed as an 
alternative to the conventional mainframe systems approach for large enterprises 
(Loo, 2003). In a P2P system, computers can act as both clients and servers. Their 
roles in any task will be determined according to what is most appropriate for the 
system at the time, which minimizes the workload on servers and maximizes 
network performance (Barkay, 2002). Many applications were built around this 
model. Resources shared could be anything: CPU cycles (SETI@home‘, 

Eolding@home“) or files (Napster‘“, Gnutella’'', etc). Peer interactions involve 
resource advertising, search and subsequent discovery of resources, requests for 
access to these resources, responses to these requests and exchange of messages 
between peers (Fox, 2001). This computing model has both technical and social 
components (Lethin, 2003). It promises freedom from boundaries, censorship, and 
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centralized control. Each participant computer or node is called “peer”, meaning 
participants interact as equals (Kubiatowicz, 2003). 

Services provided by a P2P based e-Marketplace can bring numerous 
advantages. In a P2P network, existing services enable registered suppliers to 
publish (advertise) information about their offers. Buyers will then use P2P search 
capabilities to locate and retrieve offers, followed by interaction with selected 
suppliers over the P2P network infrastructure itself. This new e-Marketplace model 
overcomes all of the previous disadvantages (Ferreira, 2002). It is more flexible and 
reinforces trust between business partners. 



3. P2P INFRASTRUCTURE FOR TOURISM 
E-MARKETPUACE 

Aiming at a fast number of user growth and low cost, it was found adequate that 
players of the target sectors should have access to a P2P trading infrastructure 
providing free basic services such as: offer publishing; business partner look-up; and 
trading support, by enabling communication between partners. Figure 1 illustrates 
the proposed scenario, combining the “geo-view” with the corresponding 
networking infrastructure, a distributed P2P e-Marketplace comprising all the 
players from various tourism regions. 




Figure 1 - The P2P Network Infrastructure 

The proposed e-Marketplace builds on a P2P network comprising four different 
node types. The nodes classification is based on the connection type to Internet, 
function type and the owner’s type. The nodes outside the network boundaries don’t 
have a permanent connection to Internet. 
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3.1 P2P Network Architecture 

The e-Marketplace conceptual architecture is illustrated in Figure 1 and comprises 
the following network nodes: P2P Web Mirror, Broker Node, Permanent Node and 
Intermittent Node. Each node type is a peer in the network and assumes different 
roles on the architecture. 

P2P network flexibility builds on distribution and look-up flexibility. However, 
pure P2P look-up services can introduce a huge overhead in network traffic and 
increase searches latency (Lui, 2002). To tackle this issue, the Web Mirror nodes 
were conceived in order to aggregate the whole network offer. To this end, a 
reference index to all offers is kept in these nodes, with offer summary information, 
each including the address of the peer that provides that offer. As a result of this web 
mirror service, offer lookup can be made using either pure P2P search mechanisms 
(slower) or search on the mirror offer database (faster). The node that hosts the P2P 
Web Mirror also hosts other services, namely the ones that allow for offer 
management such as combining several touristic offers into one single touristic 
package, or other services such as electronic payment support. Figure 2a presents the 
P2P Web mirror architecture. It is a 3-tier based architecture: Interface, Business 
Logic and Data. Only the architecture’s shadowed parts are inherent to this project 
(the free part). At last, network peers also find each other after logging into the P2P 
Web mirrors. This means that P2P Web Mirror is also the P2P “rendezvous node”. 
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c) Broker Nodes 



Figure 2 - P2P Network Nodes Architecture 

The Web Mirror interface layer is based on a web browser. Through the web 
browser, the Web Mirrors in the network are the entry point for the users to perform 
touristic offers’ search. The underlying Business Logic layer concerns both the 
business logic inherent to the e-Marketplace (which is not the emphasis of this 
work), and the one associated to the P2P mechanisms (e.g.: services providing the 
means to perform offer lookups in the P2P network). The Data layer comprises the 
databases related to both e-Marketplace and P2P Network (where offers header 
information - summary - are kept). 

Intermittent nodes are tipically owned by players with economical, technological 
or geografical limitations. Network accesses are sporadic and supported by links 
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with limited bandwidth (e.g.: satellite). Due to these limitations, users must use a 
broker node to publish their offers. The 3-tier architecture of this node is shown in 
Figure 2b: Interface, P2P and data. The interface layer is responsible by an user 
friendly interface. The P2P layer provides all inherent services to the P2P model. 
Finally the Data layer, is the local offers repository, whose information is to be 
uploaded to the broker node whenever a change is made and a connection is 
available. The local file system is the support base for this layer. 

Permanent nodes are owned by players with the capability to maintain a 
permanent connection to the Internet. Unlike the previous case, these nodes keep 
their own offers in their file system (Figure 2b). 

Broker nodes keep offers published by intermittent nodes. Its main goal is to 
guarantee the availability of the intermittent nodes’ offers to the peer network. The 
architecture of the Broker node is similar to the Permanent and Intermitent Node 
architecture, further including the rendezvous service (Figure 2c). 

3.2 Tourism Offers 

A touristic offer contains the information of about tourism products/services. As an 
example, a crafts enterprise offer may include information such as artifact name, 
picture, video, sound, cultural heritage, price and availability. The information 
contents of each offer is not fixed, but rather adapted to each situation. To ensure 
this flexibility, offer documents are normalized and structured using XML 
(extended Markup Language). Each offer type will have its own structure. Despite 
this flexibility, basic summary (header) information will always be the same, thus 
facilitating its publishing at the Web Mirrors for faster search. 

An offer is composed by three documents: a XML Schema that defines the offer 
structure and its data types; a XML document that contains the offer contents; a 
XSL (extended Stylesheet Language) document that defines the offer presentation. 
The great advantage of this architecture, is that the offer contents presentation is 
made using XSLT (XSL Transformations) technology, that allows the direct offer 
content presentention in a web browser that suports XML. Besides this, it is very 
simple to create new offer types of other activity sectors. All we have to do, is to 
define their stmcture and presentation. 

3.3 Services and Facilities 

3. 3. 1 Web Searches Through P2P 

Search is one of the most relevant services in the P2P network. Whenever a tourism 
player such as a travel agency wants to search touristic offers from a particular 
country or region, this operation can be made through the web browser by accessing 
region Web Mirror. The user then has two ophons: (1) he (she) either searches the 
local Web Mirror database, updated by all peers whenever they have a new offer or 
offer update; or (2) using the web interface, or a simple peer-node, the user is 
granted access to a pure search in the P2P network. 

3.3.2 Establishment of Groups of Nodes 

The P2P model allows the creation of peer groups. A peer group can be seen as set 
of peers under the same domain (Traversat, 2003). Looking at the target business 
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sectors, a group can be seen like an association of target sector player’s nodes with 
common interests (e.g.: crafts association). This concept allows an easy integration 
and sharing of information inside a particular group or sector ensuring that this 
information is, for example, invisible to the world outside that group. Figure 3 
shows an example of a group of nodes, with a national covering. The member nodes 
of the group are bounded by the irregular shape. 




Figure 3 - A Group of Nodes 

The groups play an important role in way to improve security, which is an essential 
issue in the e-business world. Creating secure peer groups increase the trust level 
between business partners. To join to a secure peer group, a peer needs to present its 
membership credentials (login and password), which implies that the peer must be a 
member of that group (Gradecky, 2002). Using asymmetric (e.g.: RSA) or 
symmetric (e.g.: RC4, DBS) encryption algorithms together with hash algorithms 
(e.g.: MD5), the communications confidentiality and integrity inside the group, are 
guaranteed. 

3.3.3 Real Time Interactions 

P2P-based e-Marketplace(s) build on services such as web searches through the P2P 
network, and the ability to obtain extra information about the suppliers. This 
information can be something like the IP address of the computer that hosts the peer, 
as well its actual status (on-line/ off-line). Having this information, buyers and 
suppliers can interact in a simple way. We foresee two types of interactions: 

■ Synchronous interactions - This interaction type is used when both buyer 
and supplier are on-line. They can send instant messages to each other, to 
obtain more information about products, to negotiate and to formalize a 
deal (e.g.: room reservation at an Agro-tourism farm). 

■ Asynchronous interactions - This interaction type is used when only one of 
the parties is on-line. If a buyer wants to communicate to the supplier, he 
can leave him a message in a virtual mailbox (service similar to e-mail). 
The message will be delivered to the supplier as soon as he is back on-line. 

As needed, messaging can be done by exchanging forms, allowing formal 
interaction and searching as well as automatic replies by peers. These replies may 
invoke simple hotel room availability and booking. 

Synchronous interactions in particular, are a valuable service for e-Marketplaces, 
as they can break temporal restrictions for communication, imposed by traditional 
messaging services as the e-mail, and imposed by the different globe time zones. 
This can increase speed of transactions between buyers and suppliers. 
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3.4 Illustrating the P2P e-Marketplace 

This sub-section presents an example of two basic services, presenting only two of 
many possible interactions and configurations that may occur on the network: 

• Offer Publishing 

• and Searching. 

In the example, pictured in Figure 4, the personal computer corresponds to a 
permanent node in the P2P network whereas the servers correspond to the P2P Web 
Mirror. 




Figure 4 - Offer Publishing and Searching 

The offer publishing is a very simple operation. First, a target sector actor 
publishes his offer, by saving it on his personal computer file system (1). Once 
published, a broadcast message containing the offer summary (e.g.: Pern Andes 
Handicraft, Pan flute, etc.) is sent to the P2P web mirrors (2). Mirrors local 
databases are updated. If a given offer is removed, the event is also broadcasted to 
P2P web mirrors, in order to update their databases. 

As stated before, the P2P web mirror is the search service entry point on the web. 
Through a web browser, users can make offer searches (3). The retrieved results of 
mirror databases are presented in the web browser (4). As soon as the user has it, he 
can then select it to get full offer details. Getting the full offer detail implies a 
detailed offer request to the node that owns it (5). This means that user can 
download the selected offer (6), from its source making a P2P connection to the 
offer owner node. Once download is completed, user can see the whole offer content 
on his web browser. 

3.5 Current Status and Future Directions 

This project is yet in an earlier stage of development. The next step will be 
integration of the P2P infrastmcture with an Agent Based Workflow Management 
System, in way to provide the business processes automation of the target sectors 
player’s organizations, and make them able to support B2B interactions. However, 
this feature will only makes sense, if applied by tourism enterprises, whose 
dimension and organizational stmcture demand for the use of workflow. 
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4. CONCLUSION 

E-Marketplaces are most useful platforms. They lead buyers and sellers to meet each 
other for trading. In this context, as presented before, traditional e-Marketplace 
limitations can be overcome by using P2P technology to achieve a solution that is 
more flexible and reinforces trust among partners. On other hand, P2P computing 
model promises freedom and Internet equality, where participants interact as equals. 
Promoting the usage of a P2P infrastructure to support the proposed e-Marketplace 
seems to be the best strategy to achieve the low cost and the network effect that will 
ensure the success in reducing the “digital divide”, the presented concept: 

■ Will enable the set up of an e-Marketplace without service charges, where 
everyone benefits from being able to connect to everyone else; 

■ Broker nodes guarantee that everyone has a permanent presence on the 
network, at no added costs; 

• Peers can attach to each other and develop virtual communities (groups), 
creating thus a stronger position in the network and in the value chain; 

■ The exchange rules can be set by each pair of peers performing an 
exchange, not by a third party. 

Crafts and tourism SME’s and related cultural actors have always played an 
important economic and social role. E-inclusion and the introduction of advanced 
I&CT’s in these sectors and areas can play a key role in terms of supporting and 
facilitating local economic development and sustainability. 



‘ Seti@home - The Searching of Extraterrestrial Intelligence, http://setiathome.ssl.berkeley.edu 
" Folding® Home Distributed Computing, http://www.stanford.edu/group/pandegroup/folding 
Napster Inc., http://www.napster.com 
The Gnutella Protocol, http://www.gnutella.com 
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With the increase of the Internet and virtual communities, interfaces for web 
applications and automated services are becoming an emergent necessity. 

In this paper we propose a web interface for enabling access to different 
manufacturing scheduling methods, which can be remotely available and 
accessiblefrom a distributed knowledge base. Through this interface users can 
register and join together as a community and share their scheduling 
knowledge. Scheduling problems can occur in several different manufacturing 
environments and the web system searches in the distributed knowledge base 
for appropriate solving methods. Therefore, through this interface once 
suitable available methods, for a given problem, are identified, it enables 
running one or more of them, made accessible by the system. Moreover, new 
methods can be continuously incorporated in the system’s distributed 
repository, in a user-friendly way, feeding the knowledge base. 



1. INTRODUCTION 

In today’s knowledge-based economy, the competitiveness of enterprises and the 
quality of work life are directly tied to the ability of effective creation and share of 
knowledge both, within and across organizations. 

Manufacturing scheduling is a complex task that involves a wide range of 
knowledge. Slight differences in the manufacturing environment originate distinct 
problems, which even though being closely related, require different solving 
methods. 

The effective and efficient resolution of those problems begins with the 
identification of suitable scheduling methods for solving them. When there are 
alternative methods to solve a problem we can obtain alternative solutions, which 
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should be evaluated against specified criteria or objectives to be reached. Thus, users 
are able to properly solve a problem, through the execution of one or more 
scheduling methods, local or remotely accessible through the Internet, and, 
subsequently, select de most suited solution obtained. 

This work attempts to offer new possibilities to scheduling, giving a contribution 
in terms of manufacturing scheduling problems solving through a web-based 
decision support system. The system follows a peer-to-peer computing model, which 
permits sharing scheduling knowledge by means of a distributed knowledge base. 
This distributed scheduling repository enables accessing knowledge arising from an 
extended range of contributors and, therefore, a potentially more useful search, 
through a widened search space. This infrastructure is based on the principles of 
virtual organizations (VO) [1, 2]. 

The system permits the characterization of each problem to be solved and, then, 
the access to corresponding solving methods. For problems identification, a problem 
classification model that includes a set of parameters is used. This classification 
model enables specifying problem classes to which real problem instances belong 
[8, 9]. The data representation model for scheduling problems and related concepts 
is based on XML (extensible markup language), used as a specification language for 
scheduling data representation and processing on the Internet [8, 9]. 

This paper is organized as follows. The next section briefly describes the nature 
of scheduling problems and the underlying classification model. Section 3 presents 
the main web system functionalities for supporting the scheduling decision making 
process by any end user who wants to solve a certain problem. The interface for 
enabling an easy and user-friendly way of feeding the knowledge base is also 
shown. Moreover, an example is given to illustrate the use of the system interface to 
help users to solve a specific problem. The main interface characteristics are briefly 
described. Finally, in section 4, some conclusions are reached. 



2. MANUFACTURING SCHEDULING 

Manufacturing scheduling consists on a temporal assignment of tasks to production 
resomces, where one or more goals and constraints have to be considered. It is one 
of the significant tasks to be performed to achieve competitive production, which 
usually means to deliver products in time or to use resources efficiently. “Good” 
orderings to perform a series of given tasks have to be found, whereby specific 
objectives shall be optimized. 

In order to perform the scheduling process it becomes necessary to clearly 
specify the problem to be solved. Manufacturing scheduling problems have a set of 
characteristics that must be clearly and unequivocally defined. 

Due to the existence of a great variety of scheduling problems there is a need for 
a formal and systematic manner of problem representation that can serve as a basis 
for their classification. A framework for achieving this was developed by Varela, et 
al. [8, 9], based on existing notations available in the literature. This framework 
allows identifying the characteristics of each problem to be solved, and it is used as 
a basis for an XML-based problem specification model developed [8, 9]. 

The referred framework for problem representation includes three classes of 
notation parameters for each corresponding class of problem characteristics, in the 




Web interface for accessing scheduling methods in a distributed KB 



471 



form of aipiy. The first class of characteristics, the Ct class, is related to the 
environment where the production is carried out. It specifies the production system 
type (tti) and, eventually, the number of machines that exist in the system ((X2). The 
second class allows specifying the interrelated characteristics and constraints of jobs 
and production resources, which are expressed by the P (pi ••• P12) parameters, and 
also the performance criterion, which is the third class (y). Some important 
processing constraints are imposed by the need for auxiliary resources, like robots 
and transportation devices and/or the existence ofbuffers, among others factors. The 
evaluation criterion, the third class of parameters, may include any kind of 
performance measure, namely multi-criteria measures [8, 9]. 

An example of use of this notation is “F3lnlCmax” which reads as: “Scheduling 
of non-preemptable and independent tasks of arbitrary processing time lengths, 
arriving to the system at time 0, on a pure flow shop, with 3 machines, to minimize 
the maximum completion time or makespan (Cmax). 

Good schedules strongly contribute to the company success. This may mean 
meeting deadlines for the accepted orders, low flow times, few ongoing jobs in the 
system, low inventory levels, high resource utilization and, certainly, low production 
costs. All these objectives can be better satisfied through the execution of the most 
suitable scheduling methods available for solving each particular problem. 



3. WEB APPLICATION 

3.1 Main functionalities 

As referred before, the main purpose of this work consists on providing new 
possibilities for manufacturing scheduling. Therefore, a contribution is given in 
terms of the scheduling problems solving process through a web-based decision 
support system. This system is based on XML modeling and related technologies. 
The association of scheduling problems to solving methods is done using the 
information available in a distributed knowledge base (DKB). The system is able to 
quickly assign methods to problems that occur in real world manufacturing 
environments and solve them through the execution of one or more appropriate 
methods’ implementations that are local or remotely accessible through the Internet. 

This web system encompasses several main functionalities, which include 
knowledge insertion, about scheduling problems and resolution methods, and 
correspondent information searching. Users can make requests for visualizing 
scheduling problem classes and methods’ information or even browse information 
about other concepts presented by the system. The data can be shown in different 
views, using existing XSL (extensible stylesheet language) documents, adequate for 
each specific visualization request. Another important functionality is the execution 
of scheduling methods, given the manufacturing scheduling problem definition. The 
selection of one or more specific implemented scheduling methods is made through 
a searching process on the DKB. The system also enables different ways of problem 
results presentation and storage. 
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3.2 Peer-to-peer distributed knowledge base 

Emerging peer-to-peer technology and appropriate networks suite well to the 
increasingly decentralized nature of modem companies and their industrial and 
business processes, whether it is a single enterprise or a group of companies [6]. 

The P2P framework provides the capabilities that allow users, or peers, to 
directly interact with each other [6, 7]. The web application put forward within this 
work follows this P2P computing model. Therefore, it has the capability of allowing 
a direct-interaction between the peers, which turns the computing environment 
decentralized, namely in terms of storage, computations, messaging, security and 
distribution. One of the greatest benefits of this P2P network, in the context of this 
work, is to easily support the concept of community. Consequently, it is possible for 
users to organize themselves into groups that can collaborate with each other in 
order to achieve a certain goal. In this context, this goal is to improve the resolution 
of manufacturing scheduling problems, giving a better decision-making support by 
enabling access to several different scheduling approaches. This is achieved, by 
providing a mechanism that allows them to share their scheduling knowledge and 
solving methods. The developed system is based on the principles of virtual 
organizations [1,2]. 

Within this organization, each peer can then be seen as a partner interested on 
solving scheduling problems and, whereby, looking for feasible solutions in the 
network, which is composed by the local knowledge base (KB) of each participating 
member. Whenever a member stores knowledge in his local KB, he is automatically 
contributing to the enrichment of the whole distributed knowledge repository that is 
available to all members of the organization. 

Some peers of the organization can also act as ultra-peers. These special peers 
have the additional functionality of owning the list of the peers that belong to the 
VO. Such list contains information about the VO members and a flag that indicates 
the current state of each peer, which can be active or non-active. An ultra-peer also 
serves the purpose of configuring the P2P network as an open system allowing any 
external user to join the organization, or as a closed system, in the sense that only 
the nodes belonging to a certain company or domain canjoin the organization. 

Each active peer is continuously waiting for requests from other peers or from 
browser-like users. When a request reaches a peer, it firstly asks to one of the ultra- 
peers for the list of other active peers. Next, it propagates the request to all the peers 
of that list. Once the replies have been returned, a compilation of the obtained results 
is presented to the user (Figure 1). 
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In order to fulfill those requests, each peer contains his own local knowledge 
base component, all together composing the DKB. Moreover, each of them has a 
main system component, which is an interface for introduction, validation, and 
transformation of manufacturing scheduling data. This interface is mainly controlled 
by DTD (Document Type Definition) and XSL documents stored in the knowledge 
base and all this information is stored in XML documents, which are validated 
according to associated DTDs, before being put in the corresponding knowledge 
base [8, 9]. 

At any time, external users can join the VO and configure themselves as active 
peers. This can be easily done, by just installing a set of common components that 
compose the interface for accessing the network and its DKB. 



3.3 Feeding the knowledge base 

At each peer the knowledge base can be continuously improved with new problem 
descriptions and available solving methods. 

In the Internet many implementations may exist for a given method. From the 
point of view of the web system two implementations of the same method may 
differ if, for example, they differ on its outputs. Unfortunately not all 
implementations work in the same way. Therefore, for the system to be able to use 
such implementations in a programmatic way, they must also be described within 
the system. This description must include, among other things, the address to the 
running method or program and its signature, which, in turn, includes the definition 
of the parameters that are necessary for its execution (inputs) and its output format. 
Figure 2 illustrates the system interface for defining the method’s signature for an 
implementation of the branch and bound method proposed by Ignall and Schrage for 
a flow shop problem [3, 4]. 
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Figure 2 - Interface for new methods specification 



The inputs include the definition of a parameter n for number of jobs to be 
processed, which is of integer type, a parameter m for number of machines in the 
production system and also a set of three items in a matrix structure, which represent 
the job name, the machine name and an additional parameter p that corresponds to 
job processing time. There is also the definition for the method’s output following 
the same lines. This information is subsequently inserted in an XML document in 
order to enable further method’s executions and information retrieval as well as 
automatic generation of interfaces for the implemented methods’ inputs and outputs. 



3.4 An example 

For a better system’s functionalities illustration let us consider a problem instance of 
the previously described F3lnlCmax problem class, more precisely a problem with 4 
jobs, which have to be processed in a flow shop with 3 machines. The objective, 
already known, consists on minimizing the maximum completion time (Cmax). 
Table 1 shows the time required for processing each job j on each machine i. 
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Table 1 ; Scheduling problem data 
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Once the problem is correctly specified, accordingly to the referred classification 
nomenclature [8, 9], a request is sent to the active peers asking for equivalent or 
similar scheduling problems. The results are shown in Figure 3. The user can choose 
one or more related problem classes, specially if he or she is not totally sure about 
the problem to solve. 
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Figure 3 - Problem classes selection 



Afterwards, using the selected problem classes, a second request is sent to the 
correspondent peers asking for the available solving methods. Figure 4 presents this 
information, which includes the link(s) for implemented methods’ execution and 
other general information, for example, details about each problem class, the 
method’s author and other related information. Behind this information the system 
also provides more details about the method and its implementation(s), so that an 
easier selection of adequate methods can be achieved. 
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Figure 4 - Methods’ implementations for solving problem 
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The methods are usually available in the knowledge base of the peers belonging 
to the VO but they can also be found in other sites not belonging to the community. 
An important aspect to be noticed is that the matching process, between problems 
and available methods, is performed by a built-in prolog search engine. This 
searching engine was developed using the SWI-Prolog V.5.2.1. free software tool 
available at http://www.swi-prolog.org/. 

The Ignall and Schrage method [3, 4], previously selected in Figure 4, is a 
Branch-and-Bound (B&B) method available for solving F3lnlCmax problems, which 
is an exponential time complexity method that belongs to the class of exact 
mathematical programming methods using the B&B technique. This method runs 
under the XML-RPC protocol, which is a Remote Procedure Call protocol that uses 
only XML messages [5, 10]. 

After running the selected method, the system presents an automatically 
generated interface for results presentation. Figure 5 illustrates the system interface 
for a direct presentation of problem results in the client browser for the problem 
under consideration. 




Figure 5 - Interface screenshots about problem results presentation 

This kind of interface, for problem results presentation (as well as for problem 
data input) is automatically generated by the system according to the corresponding 
implemented method’s signature. The implemented method’s signature is specified 
when it is put forward in the distributed knowledge base. This new knowledge 
insertion process has been previously illustrated in section 3.3, where Figure 2 has 
shown the information that was added to the corresponding XML document about 
this B&B method. 

The result from running an implemented method on a given problem instance 
can be delivered to the client as an XML file and/or can be transformed into some 
more expressive output, like a Gantt chart. 



4. CONCLUSIONS 

In this paper we presented a web system, based on a peer-to-peer (P2P) 
infrastructure, associated to a distributed knowledge base (DKB). This DKB is 
spread through a set of members (peers) forming a virtual organization. These 
members can store information about methods for solving different kinds of 
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manufacturing scheduling problems, as well as its implementations. Each peer, in a 
decentralized computing environment, is able to directly interact with each other as 
well as with any other external user. This decentralized and direct collaboration is 
enabled through a dynamic web interface, which permits executing diverse 
scheduling functions, including the ability to represent different scheduling 
problems, search for appropriate solving methods and running methods that are 
available and accessible in the DKB, through this P2P network. As running different 
methods enables obtaining different solutions for a problem this system contributes 
to a better decision-making process, enhanced by means of the collaboration of the 
peers organized as a virtual organization. 
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Linear innovation management methodologies have been developed in engi- 
neering and business. Nevertheless the usage rate in industry is rather low. 
The authors state that not enough research has been conducted in order to un- 
derstand the problem of systematically governing creative innovation proc- 
esses in collaborative enterprise networks. Non-linear models to govern inno- 
vation processes are needed. Systems integration and networking models, 
which are viewed as 5th generation model, highlight the implementation as a 
non linear process of both explicit and tacit knowledge flows among a network 
of firms and their suppliers and customers. These non-linear structures can be 
a facilitator for design, distributed innovation process supporting creativity. 
The authors propose an approach which includes the necessary steps to im- 
plement an innovation methodology in industrial settings. 



1 . INTRODUCTION 

Innovation management is becoming a key issue in research and academia. Cnr- 
rently authors claim that there is a big dilemma companies face when competing in 
the global market. Among others Christensen (1997) published some useful explana- 
tions why large companies fail. One of the main problems is that companies become 
blindsided by disruptive innovations because they focus too closely on their most 
profitable customers and business and the necessary incremental improvements 
(Christensen, Raynor 2003). These incremental improvements become more and 
more virtual for large companies so virtual teams need to collaborate in distributed 
teams (Zedtwitz, 2003) 

Indeed a recent study shows that companies claim not to have the right method- 
ologies and information systems to work within distributed virtual teams (Fischer, 
2003). Information systems have been rated as insufficient to meet the complexity in 
collaborative networks. Additionally most approaches still consider innovation man- 
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agement as a linear process which is surely not the case. The authors claim in this 
paper that methodologies supporting the non-linear innovation activities are needed. 

It is an accepted hypothesis that “stmcturing and governing” the non-linear inno- 
vation process and its complexity is a key success factor. On the other hand some 
authors claim that creativity cannot be stmctured as people want. Some authors con- 
sider this as an antithesis. If people want to create dismptive innovations they need 
to change their mind-set (Christensen, 1997). Nevertheless, an innovation failure 
rate of 99% (Gassmann, 2002) is a substantial problem for the industry. Conse- 
quently, approaches, which provide structure and governance while taking creativity 
into account, have to be developed. 

This paper starts with a description of state of the art methodologies for manag- 
ing innovation from the engineering and business perspective to introduce the re- 
search problem in chapter two. It compares existing approaches in order to identify 
similarities and contradictions between these viewpoints. A representative selection 
of methodologies will be exposed. In chapter three the issue of Distributed Innova- 
tion Management and the role of virtual teams in this context are illustrated. A 
methodology for Distributed Innovation Management in collaborative networks is 
highlighted. Eventually, the authors propose an approach for implementing innova- 
tion management methodologies in distributed industrial settings under the major 
restrictions of trust, structure, governance, and creativity of the innovation process 
itself. Recommendations for implementing innovation methodologies, regarding the 
practical industrial requirements, conclude the paper. 



2. EVOLUTION TOWARDS NON-LINEAR METHODOLO- 
GIES FOR MANAGING INNOVATION PROCESSES 

Innovation has become a strategic management issue by identifying innovation 
as an important success factor for industrial and service-oriented companies. The 
life-cycle of knowledge and innovation is continuously decreasing so that companies 
have to get more dynamic and responsive to stay competitive in the market (Vahs 
and Burmester, 2002). In the last decades a broad number of methodologies and 
approaches for innovation management were developed. These methodologies have 
different topics and stmctures depending on their origin and focus. They are either 
business oriented focusing on the management oriented point of view or engineering 
oriented focusing on product development from a technological point of view. Each 
of these approaches make the communication and strategic alignment difficult. 

In Figure 1 recent methodologies that form the business oriented point of view 
are shown. Their focus is on creation, identification and stmctured evaluation and 
improvement of innovative ideas and their development until market entry. Some 
methodologies are also covering the product development on an abstract level. The 
sketched approaches have a linear innovation process model background. 
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Figure 1 : Linear business oriented innovation methodologies 



All engineering domains have designed their own innovation and so developed 
methodologies. Figure 2 gives an overview over a selection of methodologies devel- 
oped for mechanical engineering. All the approaches start on a given task. In a stmc- 
tured way they cover the conceptualisation and design of the recent product support- 
ing the identification of the optimal methods and technologies for their implementa- 
tion. Abstract models for the description of new products or systems foster the iden- 
tification of innovative solutions to fulfil the given task. After the identification and 
evaluation of the abstract functional and stmctural models the main elements are 
mapped to be available or new technologies, which are abstracted as solution ele- 
ments. Software, electronics, pharmaceutical, chemical or constmction oriented en- 
gineering methodologies follow the same basic concepts like depicted in Figure 2 for 
mechanical engineering. 

Yet, actual innovation processes deviate significantly from these structured 
methodological approaches as shown in 

Figure 1 and Figure 2. As already stated, innovation is a very creative process. 
Innovation methodologies challenge the task to provide a creative environment and 
to lead the idea to a product. Another hurdle for a straightforward methodology is 
the circumstance that innovation is a distributed process in time and location (organ- 
isational and geographical) especially in virtual organisations. 
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Figure 2: Linear development methodologies for mechanical engineering 



It is proven by the developers of innovation and product development methodolo- 
gies that a structured non-linear approach to innovation and development leads to an 
optimal sourcing of ideas and effective processes (Segarra, 1999). Enterprises are 
facing the challenge to make these methodologies work inside their virtual organisa- 
tion structures. The current discussion in economics of innovation and management 
of innovation literature indicates linear models for innovation management will be- 
come obsolete. Consequently Pavitt (2003), Rothwell (2000), Dogson (1994) and 
others have put forward more than a decade ago non-linear innovation models, such 
as the systems integration and networking model or 5th generation model that con- 
ceives implementation as a non linear process of both explicit and tacit knowledge 
flows among a network of firms and their suppliers and customers. 

The authors adopt the idea of non-linear innovation processes and introduce re- 
quirements and an approach for a flexible technological infrastructure. The distrib- 
uted innovation management approach provides the flexibility to support the appli- 
cation of different innovation methodologies to offer the ideal basis for innovation. 



3. ARCHITECTURE, REQUIREMENTS AND APPROACH 
FOR DISTRIBUTED INNOVATION MANAGEMENT 

The current trend of virtualisation, collaboration in virtual distributed teams and the 
corresponding opportunities of the internet put the subject back to the focus ofR&D 
management (Zedtwitz and Gassmann, 2002). The authors suggest a non-linear 
methodology framework and a supporting IT-infrastructure that can be embodied by 
optimal innovation management. The next chapter provides a method for selection 
and implementation of the best suited innovation management for the industrial set- 
ting which is applied on the infrastructure. 
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3.1 Proposal for a methodology framework for Distributed Innovation Man- 
agement 

The general approach was developed in co-operation with the industry (Eschen- 
baecher, Cocquebert, 1999). The extension of the basic ideas can be conceived as a 
result of the new opportunities provided by internet-based web-portals. These pro- 
vide support for different concepts of collaboration (compare Thoben et al, 2003): 

■ Co-ordination by using 

o Transparent structure of responsibilities, defined control mecha- 
nisms, power structures, structuring and governing phase model, 
definition of organisational forms of virtual teams, steering com- 
mittee as project controlling and external support by consultants or 
non- team members. 

■ Communication by using 

O Portal stracture to save, open and revise documents, e-mail, calen- 
dar, news editor, quick links, status window, category definition 

■ Cooperation with 

o Subscription opportunity, 

o Web-browser user interface (24 hours availability) 




Figure 3: Methodology for non-linear Distributed Innovation Management (Eschenbaecher, 

2004) 

The methodology framework is visualised in Figure 3. The user process and the us- 
ers, which collaboratively conduct the innovation process, are in the center of the 
framework. The model splits the innovation process into specific, discrete phases. 
Each phase is concluded by a review that delivers one of the two following results: 

■ Entering the next phase is cleared by accepting the previous’ phases results, 
or 

■ The previous phases’ results are rejected forcing the process back into the 
previous phase for improvement. 
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These iterative recursions separate the model from traditional, linear innovation 
models. Hence, this model is a non-linear one. Within the phase’s context, assess- 
ment, preparation, achieving and auditing many parallel activities take place. 

Every phase is finished by a review organised by an independent group of ex- 
perts deciding whether the activities should be continued or not. This can be an in- 
ternal management board, reviewers of a funding body or a steering committee of a 
distributed team. Furthermore the innovation process is separated in the two main 
stages innovation planning and innovation introduction. These areas are governed by 
project teams which co-ordinate the project. This methodology shows that conduct- 
ing a distributed innovation management activity within a network makes a substan- 
tial effort in co-ordination, co-operation and communication necessary. The authors 
propose that the optimal selection and strategic implementation of innovation meth- 
odologies describing necessary efforts and suggest an approach for application of 
innovation methodology in organisations. 



3.3 System architecture and requirements for Distributed Innovation Manage- 
ment 

Distributed innovation management is characterised by innovation-related activities 
across distributed players as part of virtual or extended organisations, supply chains 
and even specific innovation consortia. Innovation management can be distinguished 
between distributed, collaborative, project and individual innovation covering the 
whole organisation (Hahn Eschenbaecher, 2004). This facilitates enhancing innova- 
tion across supply chains by reducing the enterprise-centric perspective of individual 
organisations and seeking a more dynamic network-centred perspective that engages 
enterprises other than closest suppliers and customers. 




Figure 4: Exemplary system architecture for distributed innovation management (Eschen- 
baecher 2004) 
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The tools required for distributed innovation are in their infancy (Bafoutsou, Ment- 
zas, 2002). A principal design feature will be that these tools must support structured 
and governed collaboration, to allow any individual to easily access the information 
they are looking for. 

The requirements for a distributed innovation management infrastructure are 
based on two major components. The first component is a phase model. This phase 
model needs to be dynamic and follows a non-linear process. The second aspect 
relates to the concept of collaboration. The hypothesis is that more and more com- 
panies need to become involved in collaborating networks. This will have conse- 
quences for their innovation management approaches. Collaboration clearly means 
that companies need to share information (communication aspect), they need to have 
suitable co-ordination mechanisms in place (co-ordination aspect) and they should 
have a good technical cooperation infrastructure (at least a common platform or 
maybe in the future an integrated plug-and play interoperable infrastracture). 

Figure 4 summarises an exemplarily system infrastructure in collaborative net- 
works. Single enterprises using a collaborative innovation environment are synthe- 
sised in a common distributed innovation management system. If such teams have to 
collaborate in networks they do not only need methods and tools but also a common 
innovation strategy and an aligned understanding of the collaboration mechanisms. 

Document management has been perceived as a central aspect for distributed in- 
novation management. The experience in practieal settings showed that too much 
time is used in innovation projects just to identify information. This gets even more 
dramatic if several distributed partners have to collaborate. 



4. IMPLEMENTATION OF DISTRIBUTED INNOVATION 
MANAGEMENT CONCEPTS IN INDUSTRY 

The authors suggest an approach for the implementation of non-linear innovation 
strategies in organisations implementation process that takes the actual situation, 
structure, and stakeholders into account. Generally the integrated methodology cov- 
ers the organisational implementation and the supporting IT infrastracture. 

The process comprises seven tasks that are incorporated in four main phases. 
These are visualised in Figure 5. The four phases are requirements, design, imple- 
mentation and usage of the innovation methodology in the organisational structure. 
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Figure 5: Proposed implementation process for innovation methodologies 



4.1. Requirement Phase 

In the requirement phase the as-is situation in the organisation is analysed. Basis for 
this survey are the business processes, organisational structures working situation, 
knowledge management (skills etc.) and technological and market position of the 
organisation. Additionally, a survey on the existing IT environment beyond the pro- 
posed infrastructure provides the status quo for the implementation of an IT infra- 
structure to support innovation management. This is extended by a survey on the 
stakeholders influencing the individual worker, organisational units and strategies. 

Derived from the strategy of the organisation the success factors related to inno- 
vation are identified. This success factors help to evaluate the design of the distrib- 
uted innovation management approach. 



4.2. Design Phase 

Based on this analysis the aims for the innovation management in the organisation 
are sketched. The business key success factors are the driver for the target definition 
for the organisation. They reflect the strengths and weaknesses of the organisation 
and provide a guideline for the innovation strategies. The target definitions for the 
innovation management cover for example Areas of innovation (product oriented, 
technological, production oriented, services). Organisational implementation. Con- 
ditions (Time, Costs, ...), Agility, Trust and Governance. 

Based on the targeted definitions and the identified success factors the different 
methodologies and technologies are selected and designed. Therefore the innovation 
management implementations process branches into two parallel sub-processes, 
which cover organisational and infrastructural topics. In the organisational branch 
the optimal innovation methodology is identified. This goes parallel with the plan- 
ning of supporting technologies. The technology has to support the selected method- 
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ology and the methodology selection has to take the supportive technological infra- 
stracture into account. The available methodologies and technologies are bench- 
marked by the identified success factors. 

The design of the organisational and technological implementation is at least as 
important as the right selection of the methodology and technologies are. This is 
crucial for the costs, time, dissemination and acceptance of the methodology. The 
implementation can either be top-down by providing the infrastructure and processes 
definitions or bottom-up by a gradual change of the personal involvement into the 
innovation process or mixed approaches. 

4.3. Implementation Phase 

In this phase the innovation methodology and supportive infrastructure are devel- 
oped and implemented. It is important to spend attention on the organisational as on 
the technological aspects. The implementation process should be structured into 
dedicated short steps and should provide feedback cycles to adapt the designed in- 
novation management approach. Here feedback questionnaires and rounds and the 
control of progress on the identified process factors are useful tools. 

4.4. Usage Phase 

After the implementation of the appropriate innovation management methodology 
and supportive technological environment the achieved results have to be controlled 
and improved. Especially in changing organisational environments like virtual or- 
ganisation an ongoing adoption and improvement of the innovation management is 
required. 



5. CONCLUSIONS 

The previously highlighted methods of innovation management enhance the tradi- 
tional concept of simple invention by provisions for successfully implementing the 
inventions as/ into new products, services, and production methods. Existing meth- 
odologies and technologies for distributed Innovation Management are facing the 
fact that innovation starts with a distributed and creative process. Nevertheless most 
of the approaches are based on linear approaches which do not seem appropriate. 
Indeed the players in the innovation process are driven by external influences and 
different stakeholders in daily business. 

Distributed Innovation Management in collaborative networks creates new re- 
quirements for both the innovation methodology itself and an approach for imple- 
menting a distributed approach into a network. In this paper a generic infrastructure 
is introduced which can support a variety of innovation methodologies. 

Consequently, this is followed by a methodology for the selection and imple- 
mentation of innovation management by selection of the proper methodologies and 
supportive IT-infrastructure in parallel. The innovation methodology takes into ac- 
count existing innovation management methodologies and is based on a generic re- 
quirement specification for supportive infrastructures. 
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From joint Industry — University research into the key success factors that 
sustain Virtual Enterprises, it is observed that conditions required for their 
successful establishment do not necessarily sustain them in the long run. Two 
case studies describing long-standing collaborations - one relating to a 
manufacturing network, and the other to a professional virtual community are 
presented Transactions that are valued by the participants, a balance between 
similarity and complementarity attributes of the participants and effective 
utilisation of time are seen as important sustaining factors. 



1. INTRODUCTION 

This paper considers the dynamics of participation in business networks from the 
viewpoint of individual SME’s in an Australian context. The proportion of 
Australian SMEs actively involved in networks and alliances appears to be limited 
and the long-term success rate of business network alliances seems low. What 
sustains the successful ones, how might they be characterised and how have they 
evolved over time? 

Previous work by the author and some university colleagues over the past 
decade has explored different kinds of business networks, mapping how they deliver 
benefits to participants, including mapping knowledge aspects of the business 
processes involved (Beckett, 2002; Beckett, 2003, Beckett, Hyland and Sloan, 
2003). This experience has suggested that some factors related to time allocation and 
level of effort may inhibit the participation of smaller firms in formal collaborations, 
that their ongoing participation will depend on how the benefits of collaboration 
would compare with benefits from time invested in alternative opportunities, and on 
the dynamics of their market and technology environment. Initial research indicated 
that firms who did not achieve any perceived value-adding transactions from 
participation in a collaboration were unlikely to continue to participate, leading us to 
focus on value-adding transactions. In the following parts of this paper, two case 
studies of enduring Virtual Enterprises (VE’s) are presented, and the anatomy of a 
successful collaboration is mapped using these observations. 





492 



VIRTUAL ENTERPRISES AND COLLABORATIVE NETWORKS 



2. CASESTUDffiS 

2.1 A Manufacturing Network 

A study of Australian Toolmaking Innovation Pty Ltd (ATI) was carried out using 
both a questionnaire and interviews. Both the questionnaire and the interview 
structure built on previous work by Fulop and Kelly (1997). ATI is a virtual 
enterprise acting as a shopfront for a network of toolmakers, and it has been in 
existence about nine years. The primary goal of the ATI network at the time of its 
formation was acquiring production orders from overseas. A secondary goal was to 
make the members stronger in the domestic market. The member firms in this 
network are all SMEs with between 20 and 100 employees. There are presently 5 
firms in the network, all located in the southern Sydney region. Members find 
proximity important mainly due to the ease of communication, and secondly for 
inter-firm transportation of products. There is a full time manager who operates 
independently, but is funded by the network partners. A Board of partners provides 
general direction and strategy. There have been three different managers to date. 

The network members describe similarities in a number of areas. Product or 
service: All members make the same type of tooling (predominantly plastic tooling) 
of high quality. Within that sector each has a speciality in their own field. 
Customers: The type of customer is similar for all members and the largest 
customers are automotive companies. Mode of operation: The members are among 
the larger toolmakers in the region and are regarded as very progressive in 
toolmaking. The mode of operation of the members is very much the same in the 
way that they all quote for orders, and have similar methods of production. All 
members are privately owned companies. Territory or market: ATI operates in two 
distinctive types of market, the domestic market (Sydney, New South Wales and 
Victoria) and the export market. All members also operate in the same domestic 
market. They have acquired their own overseas markets, although these are of a 
minor scale. The firms aimed to expand into the international market in 
collaboration using the network’s capacity to win large orders. Relationships that 
developed between participants resulted in joint purchasing, sharing of resources 
and capacity to meet peak demands of long-term domestic customers, and 
information sharing on new technologies. These practices provided tangible, but 
initially unplanned benefits. 

The members have some complementary capabilities. Every member has some 
niche specialization within their common market sector. Members can share work 
with each other in confidence of quality and reliability. This gives the network a 
wide range of services to offer in tooling. Whilst the network has reduced its 
internal costs, and increased revenue by sharing some domestic market projects, the 
level of revenue hoped for from export work was not initially achieved. However, in 
recent years, following deployment of the full time Network Manager to China for 
lengthy periods, business has improved, and the VE is profitable in its own right on 
the basis of export orders. The experience has lead to the partners consider joint 
ownership of assets and new business ventures. 
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2.2 A Professional Virtual Community 

This network was studied using a questionnaire as a checklist to adopt a consistent 
approach to individual interviews. It is an informal innovation network of industrial 
designers, engineers, tool designers and tool manufacturers tending to specialise in 
the development of unique plastic product designs that might also require the 
development of unique production processes. Activities commenced in 1986 with 
just a few companies, and there are now about 15 participants distributed across five 
States in Australia. Each participant has less than ten employees, and the main 
criteria for participation seems to be demonstrated excellence in a specialisation, 
ease of collaboration and demonstrated contractually compliant performance. New 
business opportunities may be identified by any member who may then take the lead 
position for that project, or an opportunity may be referred to a more appropriately 
specialised partner for follow-up and leadership. The network arrangement enables 
members to offer turnkey product design and tooling packages to clients rather than 
just part of a package. The maintenance of a reputation for innovation and reliability 
is an important consideration for each individual participant, and in taking a lead 
position, they become interdependent on the others to maintain that reputation. The 
network itself is not a visible entity. Membership has changed over time as more 
specializations have been added, and as difficulties have arisen with either ease of 
collaboration or contract compliance with past members. 

One of the members has a strong orientation towards collaborative 
arrangements arising from prior experience in Europe and appears to be the network 
champion, as he sets standards and protocols (eg everyone uses Microsoft Project 
software for project management). Although the network structure is informal, 
individual projects are formally operated with clearly defined roles and tasks. This 
network is based on accessing and sharing intellectual assets rather than physical 
assets, and it is in place to expand the market access of the participants rather than to 
share knowledge. Participants have noted some expansion of personal networks as a 
benefit. Technology intelligence and operational intelligence are seen as the main 
beneficial knowledge transactions. Some members of the network are considering 
establishing a more formal arrangement to develop their own products and brand. 



3. SUSTAINING COLLABORATIONS 

In these two case studies the collaboration motivations were similar; to engage in a 
broader market. In one case a formal company structure was established, and this 
drove some of the internal business processes. In the other case, an informal network 
has been retained, with undocumented rales about behaviour relating to trust. Two 
distinctive phases in the evolution of these VE’s have been observed: an 
establishment phase and a sustaining phase 

3.1 Establishing a Virtual Enterprise 



Resources must be made available when entering into any collaboration, and these 
resources need to be continually invested in organising and maintaining the 
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relationships. One of the network partners interviewed characterised this as naivety 
and persistence. There are views that a certain minimum resource base is required to 
establish an effective network, and a survey on innovation networks by Basri, (2001) 
suggests a company size of at least ten employees is needed for effective 
participation. And yet in the professional network example presented here, smaller 
companies have had enduring relationships. Consistent with the observations of 
Marceau (1999) it is argued that there also needs to be business activities that 
improve the market positioning for the partners involved in the alliance if the 
alliance is to be ongoing. Just establishing a collaboration framework is not enough, 
there must be both business and housekeeping activities and benefits for it to endure. 

Internal operations 

Considered from an operational perspective, there are many forms of collaboration 
being practiced today, albeit by a minority of firms, ranging from one-on-one 
alliances through to multi-firm industrial clusters. But they all have to confront a 
number of common issues, such as: 

• Integration. For alliances to be effective, certain unique practices need to be 
developed and embedded in the partner organisations. Some forms of VE business 
systems must be agreed upon. Industry norms provide this to some extent in the two 
case examples. 

• Organisational barriers. Most Firms have developed a repetoire of practices that 
help make them unique, so they restrict access to these practices and maintain an 
independent management style. But collaboration requires sharing or changing of 
some established practices and the acceptance of a degree of interdependency on 
other Firms, as well as the development of a common language/jargon. 

• Trust. Compared to ‘simple’ inter-firm customer-supplier relationships, 
knowledge exchange requires each of the partners to allow the other partners to look 
into each other’s operations. In addition, priorities given to internal work and work 
associated with the collaboration must be equitably balanced. As this cannot be 
enforced upon any of the partners, an above average level of trust in and respect for 
each other’s competencies and best intentions is required. This is seen as a pre- 
requisite in the two cases. 

External engagement 

Marceau (1999) observed that of several hundred network arrangements stimulated 
with Australian Government support in the mid 1990’s, some worked very well and 
others had not conducted a common project after several years. She noted that 
whilst considerable attention had been paid to business planning and the internal 
functioning of these networks, competencies in these areas did not seem to assure 
the long-term viability of a network. Marceau (1999, 23) saw that the “success of 
collaborative ventures lies in the organisation of the external environment rather 
than the climate internal to the network”. She discussed the external environment in 
terms of the rate of technology change, market growth opportunities and 
opportunities to access markets. Both case examples are about accessing market 
opportunities. 
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3.2 Sustaining a Virtnal Enterprise 

Given that internal arrangements and external engagement have heen established, 
the following attributes have been observed in collaborations that endure. 

Balancing similarity and complementarity 

Enterprises may choose to collaborate with others similar to them (eg all toolmakers 
in case example one), generally to expand scale, or with others complementary to 
them (eg toolmakers, product designers and engineers in case example two), 
generally to expand scope. Each of these arrangements puts different demands on a 
collaboration, and in the long run a blend of similarity and complementarity 
emerges. Otherwise the similar enterprises will remain arms length competitors, and 
the complementary enterprises will have insufficient common focus. 

Delivering value 

In an industrial network each firm possesses different capabilities and knowledge 
and through both cooperation and competition, according to Eoss (1999) the network 
is able to effectively bundle and use these capabilities in ways that a single firm is 
unable to. Similarly Ernst and Kim (2001) maintain that industrial networks act as a 
catalyst for knowledge diffusion and capability formation. Simmie et al (2002) 
describe how industrial networks as centres of innovation can be considered to 
provide several benefits to participating firms. They maintain that small firms in a 
network can act as closely knit production unit, and they facilitate local supply 
chains so reducing transaction costs and taking advantage of a skilled labour pool 
that they do not have to pay for directly. Within the network the movement of 
labour amonst firms can create a learning system that transfers knowledge between 
firms. Here we see both economic and knowledge access factors in play, as 
observed in the two cases. 

Leveraging time 

Whilst a collaboration will enable a particular participant to access additional 
resources and knowledge with little monetary expenditure, significant amounts of 
time must be invested in collaborations to extract full value. There is clearly some 
up-front time to establish a collaboration, but time must also be continuously 
invested for it to endure. This can be a difficulty for an SME unless time is used 
efficiently, and unless the time invested enhances the capability and the capacity of 
the collaboration partners. 

Participant commitment to a collaboration is seen as an important success factor 
by some observers. However some experienced industry practitioners suggest that 
only 20% or 30% of an enterprise’s resources should be committed to a particular 
collaboration as a means of minimising the impact of possible failure. The idea of 
limited participation also makes sense from another perspective too. A strong team 
is made up of strong players, and the primary focus of participants must remain on 
effective operation of their own enterprise. Excellence was seen as a prerequisite for 
participation in the two cases presented. 
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A Focus on Transactions 

Transactions between participants are the lifeblood of a collaboration. No 
transactions, no collaboration. Some transactions of a housekeeping nature are 
necessary to sustain effective operations, as are some transactions related to the 
management of tasks and relationships. But there must also be transactions that 
deliver value to the participants and their clients; otherwise the collaboration will not 
endure (Beckett, Hyland and Sloan, 2003). 

Housekeeping transactions 

There is a variety of housekeeping transactions needed to sustain a collaboration, 
along with some assignment of responsibility for managing these transactions. 
Transactions associated with managing relationships, transactions associated with 
managing tasks and transactions associated with maintaining communication are 
observed at work. In making broadly similar observations, some researchers see that 
generic roles need to he enacted. Zhou (2001) describes three roles: a coordinator 
function to manage the enterprise identity, capabilities, capacity and performance; a 
collaborator function that facilitates knowledge, information exchange and inter- 
company relationships; and a communicator function that facilitates face-to-face or 
virtual meetings and keeps all participants aware of the status of the collaboration. 
Lipnack and Stamps (2000) have noted five leadership roles that address interfacing 
needs in the evolution of technology enabled virtual teams: coordinator, designer, 
disseminator. Tech-net manager, Socio-net manager and executive champion. These 
roles have both operational and political dimensions. 

Value adding transactions 

Previous work (Beckett, Hyland and Sloan, 2003) has shown there are three kinds of 
transactions that are valued by VE participants: Those that build economic capital, 
those that build social capital, and those that build knowledge capital. Direct 
business transactions might enhance revenue, reduce costs, optimise the use of 
assets, reduce lead-time, enhance reliability or reduce risk. Biggiero and Sammarra 
(2001) point out that sustainable inter-organisation networks are not only driven by 
current economic motivations, but by some socio-psychological factors that may 
lead to future cooperative relationships, and this has been observed in the two cases 
presented above. Social transactions might enhance an organisation’s power base, 
expand personal networks, reduce perceived inter-organisational risk by better 
understanding the motives of participants, enhance business environment 
understanding, or provide an opportunity to test ideas in a friendly environment. 
Wiendahl, Engelbrecht and Hamacher (2001) see cooperation to meet production 
demands and learning relationships that support market demands as increasingly 
important. Knowledge transactions might provide market intelligence, technology 
intelligence, and operational intelligence, reduce decision-making risk by seeing 
where new concepts have been successful, and exercise organisational learning 
competencies that help sustain change capacity in a dynamic environment. Some 
transactions may provide benefits now, and others may provide future benefits. 
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4. THE ANATOMY OF A SUSTAINABLE COLLABORATION 



From the observations presented in the previous section of this document, a form of 
map has been produced that summarises the key activities involved in establishing 
and in sustaining a collaboration, and the linkages between the various activities. 
This is shown in Figure 1, which has proven to be a useful framework for discussing 
issues of collaboration and virtual enterprises in industry forums. 




Figure 1: A Sustainable Collaboration Activity Map 



5. CONCLUDING REMARKS 

Two generic activities required to establish an effective Virtual Enterprise have been 
suggested: one estabhshing internal protocols, and another concerned with external 
engagement, with specific opportunities for collaboration providing a link between 
them. Three additional activities are suggested as necessary for sustaining such a 
Virtual Enterprise collaboration. The first is an activity that delivers perceived value 
by building economic, knowledge or social capital to enhance capacity. The second 
is an activity that balances participant similarity and complementarity attributes to 
enhance their collective capability. The third activity involves leveraging the time of 
the participants to maintain a balance between effective operations in their own 
enterprises, servicing VE project requirements, and expanding the capabilities of the 
VE. It is observed that this third activity may be a limiting factor for small 
companies, and does not appear to be comprehensively researched. The three 
sustaining activities are linked to the establishment ones by a number of different 
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kinds of transactions needed for effective operations. The Generic activity “map” 
presented here is being used by the author to help SME’s design more effective 
collaborations. 
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The challenge for industrial companies is to demonstrate their capability to 
enter a VE cooperative scenario on a “plug-and-play” basis. There is a need 
to establish a common and recognised methodology and tools in order to 
evaluate and qualify companies as far as their cooperation readiness is 
concerned. The ARICON project aims at defining a cooperation readiness 
assessment methodology and tools, suitable for identifying companies who are 
capable of effective cooperation before they enter VEs. The ARICON 
methodology is being tested in a number of actual business cases, representing 
different typologies of Virtual Enterprises (peer-to-peer VE, enhanced value 
chain VE, project conduction VE etc.) as well as in different industrial sectors 
(aerospace, automotive, food, construction and environment). An overview of 
the ARICON assessment methodology is reported in the paper. 



1 . INTRODUCTION 

The emergence of the so-called digital and knowledge economy has had significant 
impact on the way firms design and develop new products. Nowadays more and 
more firms are entering into trading alliances (Virtual Enterprises, VE) with their 
collaborators during the course of the New Product Development (NPD) process, so 
as to enhance their efficiency and competitiveness in the rapidly changing and 
dynamic global environment. Thus the challenge for industrial companies is to 
demonstrate their capability to enter the VE cooperative scenario on a “plug-and- 
play” basis. There is, however, a need for establishing a common and recognised 
methodology and tools in order to evaluate and qualify companies as far as their 
cooperation ability and attitude are concerned. 

The ARICON project aims at defining a cooperation readiness assessment 
methodology and tools, suitable for identifying companies who are actually capable 
of starting effective cooperative schemes before they enter VEs. The ARICON 
readiness assessment for VE cooperation evaluates all of the aspects relevant to VE 
cooperation (business models, legal, human, organisation and process, innovation/ 
technology and ICT). The model is characterised by two different levels of 
assessment: 
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• Internal readiness assessment of a company, to ascertain their ability to enter 
a generic VE environment (among the typologies already identified in the 
current technical literature); 

• Interoperability readiness assessment, to evaluate that a specific VE team is 
actually in a position to run the cooperation effectively. 

The ARICON assessment methodology is being tested in a number of actual 
business cases, representing different types of Virtual Enterprises (peer-to-peer VE, 
enhanced value chain VE, project conduction VE etc.), as well as different industrial 
sectors (aerospace, automotive, food, construction and environmental). An overview 
of the ARICON assessment methodology is reported in the paper. 



2. ARICON VE MODEL 



It is worth noting at the outset that the task of identifying VE models is made 
difficult by the complexity of the notion of a VE itself. Researchers in the area of 
VE’s have offered a variety of definitions intended to capture this new 
organisational form (e.g. Tolle et ah, 2000; Mazzeschi, 2001; Santoro and Conte, 
2002; Edelmann et ah, 2003). Beyond the consolidated definition of VE as a group 
of companies geographically dispersed working on common projects and/or 
products, as if they are one company, common concepts implied in the VE 
framework and used by researchers include: Temporality, Innovation, Pro-active, 
dynamic attitude towards business. Resources/capacity sharing. Risks/revenues 
sharing. 

Common concepts are reported and integrated in Figure 1. The challenge of 
Aricon is to develop an assessment which assesses all of these dimensions. 
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Figure 1 - Overall attributes for Virtual Organisations 

3. READINESS ASSESSMENT - STATE OE THE ART 



The state of the art of readiness assessment within the NPD domain has made steady 
progress over the last decade. The principal driver of this progress has been 
concurrent engineering (CE) and the need to assess readiness for CE. The American 
RACE project was the most comprehensive definition of a readiness assessment 
method for CE (CERC 1993, De Graaf 1996). This was further refined by the EU 
projects PACE (which developed a conceptual model of CE) and CEPRA (which 
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implemented a readiness assessment tool - and successfully applied it to SMEs in 
the aerospace sector). However, this work has only considered product design within 
an enterprise. The model of CE has yet to he applied to the virtual enterprise. 

IBM and the DMU-BP EU project have developed a maturity model and 
assessment model for new product design within the enterprise (Matheson, 2001). 
However, there is a further level of maturity that was not taken into account by the 
model - integration within the virtual enterprise context. There are a number of 
approaches and tools available for product development assessment, most of which 
are offered as commercial services by consultants (eg. DRM Associates - PDBPA, 
Product Development Institute (PDI), Sopheon - ProBE). The Sopheon/PDI offering 
is a process benchmarking and evaluation (ProBE) tool (www.sopheon.com). This 
tool was developed by Robert Cooper and Scott Edgett of PDI, internationally 
recognized authorities on new product management, famous for the renowned 
Stage-Gate system. ProBE identifies companies’ strengths and weaknesses of their 
existing NPD process by benchmarking it against the processes of the best 20 
percent of companies with successful new product development track records. 
DRM Associates’ Product Development Best Practices and Assessment (PDBPA) 
software describes 250 best practices identified from researching and examining 
many companies’ product development practices from around the world. The 
PDBPA provides a structured benchmarking and assessment methodology for the 
product development process based on best practices. 

The NIMCube EU project sought to develop a holistic reference methodology 
for new-use and innovation management and measurement for European R&D 
industries, including the development of a generally valid assessment methodology 
to provide a means for companies to rate and improve their new-use and innovation 
readiness and competence. The project will provide methods and IT-solutions for 
measuring, managing and optimising re-use of knowledge and innovation. An 
assessment methodology (NIMrate) will be developed for evaluating and improving 
innovation performance as well as a measurement methodology to optimise the 
balance between new-use and innovation. NIMCube does address the context of “a 
highly dynamic, distributed, mulit-cultural user environment”. However, its focus on 
re-use of innovations (designs) and knowledge limits its applicability to a partial 
coverage of the new product development process. 

The Software Engineering Institute, the founder’s of Capability Maturity Models 
(CMM), has published a maturity model for integrated product and process 
development (www.sei.cmu.edu). This defines the following areas: requirements 
management, project planning, project monitoring and control, supplier agreement 
management, measurement and analysis, process and product quality assurance, and 
configuration management. Examining the supplier agreement area it is primarily 
designed to deal with the purchase of existing products or services, that is, it does 
not detail the process of design in collaboration with suppliers - thus missing virtual 
enterprise. 

To conclude the review of product development assessment methods and tools it 
can be seen that there is no mention of virtual enterprise in any of these tools, in the 
conceptual approach, or in details of the tools themselves. The closest they get is to 
include some assessments of ‘supplier integration’. 

A web search on benchmarking was carried out to see if benchmarking would 
cover virtual enterprise. A number of sites offer to benchmark companies online - 
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for a fee (eg. www.balancedscorecard.com, Benchmarking Exchange - 
www.benchnet.com, the Performance Measurement Group 
www.pmghenchmarking.com, etc). A good many of these are based on the Balanced 
Scorecard method and most are available online on the web. Simpel’s software leans 
towards organization and human aspects (www.simpel.com). Yet there is an absence 
of virtual enterprising in the description, purpose and implementation of the 
benchmarking various tools. 

So to conclude this review of the state of the art, benchmarking especially, but 
even product development assessment have reached a high level of maturity in terms 
of commercial services - there are consultancy and online assessments for both 
benchmarking and product development assessment. The key ingredient which they 
all miss, however, is the contemporary context of virtual enterprise and new product 
development, none of the assessment or benchmarking tools surveyed included 
virtual enterprise as a concept - and certainly not as part of the assessment. 

The ARICON project will explicitly address this missing consideration of virtual 
enterprise. This will require the development of a maturity model of NPD in the 
virtual enterprise. Once this has been developed the assessment methods and 
techniques necessary to determine capability and readiness will be developed. These 
will then be turned into a user-friendly web-based tool for assessing readiness. Of 
course the American approaches do not address the European VE situation of a 
multicultural and multilingual context, so ARICON will greatly aid European 
industry in this key competitive industrial configuration. 

4. ARICON VE READINESS ASSESSMENT 

ARICON aims at integrating all the findings and results achieved in previous 
European funded projects and in other outstanding initiatives, with the innovative 
objective of deriving a model and concepts to establish the readiness level of 
potential partners, willing to join Virtual Enterprises. There are a number of existing 
works and projects dealing with the broader issue of identifying those parameters 
that jointly constitute a conceptual framework within which any investigation of VE 
readiness can be usefully located. A non-exhaustive list of such initiatives is: 
Globemen, Eree, Enhance, Cepra, Vive, Active, Alive, Voster & Bidsaver. 




Figure 2 - Different models of virtual cooperation considered in ARICON 
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The approach adopted within ARICON for building the assessment model is 
based on the experimental evidence collected and built upon a number of acmal, on- 
going business cases. This data collection has shown that, up to now, operative 
examples of VEs exist only according to specific business models (see Figure 2) and 
only in specific industrial sectors. 

The ARICON assessment methodology is being developed according to such 
specific business models and industry sectors in order to match the assessment 
concepts with operative, currently working scenarios. The methodology structure is 
also intended to be modular, i.e. suitable to accommodate additional business 
models and industrial sectors during and after Aricon development activities. 

- The overall assessment process which is being tested in the different pilot 
cases is summarised in the following diagram (Figure 3). 




Figure 3 - The ARICON assessment process 



The purpose of the assessment is to determine whether a company can be qualified 
to enter a particular VE model in a specific industrial sector. Alternatively, if the 
company is not ready to collaborate, the assessment model will provide a change 
implementation plan, thus helping that company to pass the readiness assessment 
evaluation. 

The assessment consists of 3 main stages: 

A. Motivation assessment 

In this stage, companies generally interested in collaboration are identified, along 
with the appropriate VE model to which they canjoin. 

B. Capability assessment 

Each company interested in collaboration is assessed in terms of its internal 
readiness for a particular VE model. 

C. Interoperability assessment 
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All the companies identified in the previous stage as “Ready to collaborate” and 
interested to form a consortium for a particular VE opportunity, are now assessed in 
terms of their interoperability. The purpose is to arrive at a valid and operable VE 
consortium. 



5. ARICON ASSESSMENT TOOL OVERVIEW 

The ARICON assessment tool is a software module for interactively assessing a 
company with respect to its readiness for collaboration and for interactively 
assessing a consortium of companies with respect to its interoperability as a Virtual 
Enterprise. The tool has 2 main components (Eigure 4): 1. ARICON Assessment 
Tool; and 2. ARICON Certification Repository. 
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Figure 4 - ARICON Assessment Tool Components 

The ARICON Assessment Tool is a standalone software application containing 
assessment questionnaires and will be accessed by an ARICON Assessor only (that 
is, there is no self-assessment possibility). 

The ARICON tool will guide the assessor in the selection of the questionnaires 
and on the identification of the potential gap in collaboration, based on a minimal set 
of criteria. However, the assessment task will rely to a greater extent on the 
assessor’s judgment and to a lesser extent on the reasoning embedded in the 
assessment tool. Therefore the assessor will have to be qualified and certified as an 
ARICON Assessor, in order to ensure that he is able to carry out tasks like: 

a. identify the VE model to which a company or consortium belongs and to 
select the appropriate questionnaires 

b. collect company information and use the questionnaires 

c. estimate the collaboration gap and develop the appropriate recovery plan 

The ARICON Certification Repository (Figure 5) is a repository of: 

• Internal readiness assessment results 

• Interoperability assessment results 

• Certified companies 

• Certified VE consortiums 

• User companies 

• Assessors. 
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Figure 5 - The ARICON Certification Repository 

4.1 ARICON VE Assessment Modules 

The tool will address the following assessment areas: 1) Business Models and 
Strategy, 2) Organisation and processes, 3) Human issues, 4) Technology & 
Innovation, 5) ICT and 6) Legal issues. For each area the tool will contain an 
assessment questionnaire. This questionnaire will be divided into a number of 
modules, shown in Table 1: 



Table 1 - ARICON Internal Readiness Questionnaire Structure 



General Readiness Questions 


General questions 


Generic (Internal) Readiness Questions 


The main body of questions 
assessing readiness. 


VE Specific Readiness Questions 


Questions specific for the different 
VE models. 


Industry Specific Questions 


Questions specific to different 
industries. 



A screen shot of the prototype Aricon assessment tool for the ICT area is shown in 
Figure 6. 

5. CONCLUSION 

Today’s business models, processes and assessment tools do not tend to mention or 
include the Virtual Enterprise dimension. Increasingly, due to the continuing 
globalisation of large enterprises and their need to be a part of a Virtual Enterprise, 
Partnership or Joint Venture to deliver an effective service to their customer, small 
enterprises, unless they take similar steps, will go put of business. SMEs need to, 
and indeed are, starting to collaborate with their peers to deliver a complementary 
service to large enterprises. Hence the ARICON assessment methodology, covering 
Business Strategy and Business Models, Organisational Models and Process 
Models, Human aspects, ICT Infrastmcture, Innovation and Technology for VE as 
well as Legal aspects, is urgently required to fill this gap in the market. 
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The initial ARICON assessment model is intended to be validated in a number of 
actual industrial pilot scenarios, which will provide an adequate test bed and 
validation for the developed assessment model. 
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Co-operation in non-hierarchical networks is a newly developed approach to 
value adding in small and medium-sized enterprises. The special research 
program No 457 ( promoted by the German Foundation for research DFG) 
investigates pools of units of competence, which can be integrated equally into 
various areas of value adding. The following article concentrates mainly on the 
planning areas like product development in non - hierarchic networks. Due to 
the shared competencies the risk assessment poses a particular problem in 
networks of that kind. 



1 . INTRODUCTION 

Employers, innovators and trainers, small and medium-sized businesses form the 
backbone of German economy. Despite partially comprehensive expertise, these 
companies lack sufficient resources to produce complex and innovative products 
independently and in a consumer-oriented manner. By co-operating with each other, 
supplement deficient resources and competencies are shared. 

However, usually such co-operations are hierarchically structured. Internally, 
decision authorities at executive levels are missing. Externally, large and 
economically strong partners are too dominating. Though weaker co-operation 
partners benefit from the relative stability of the partnership, they have to put up 
one-sided dependencies and are missing direct access to the end consumer. 

Moreover, newly founded companies are hardly able to approach co-operative 
relationships already established. This means, potentials and competencies are 
wasted. The economically aspired foundation and development of small and 
medium-sized companies is obstructed. 

Increased direct co-operation between small-sized businesses and business units 
can remedy this situation. They have especially good chances in a regional setting as 
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existing structural and mental relationships can be utilised here. 

The advantages achieved by the lack of hierarchy are opposed by problems. Who 
decides whether an assignment or project is accepted? For this decision the risks 
linked to the project have to be recorded and assessed. But how can risks be 
recorded if participating units of competence are not defined yet? 

It will mainly be the product development that has to cope with this task. The 
quality management will offer support by providing methods and tools such as 
teamwork, error chain analysis, FMEA and ABC analysis. The following chapter 
will introduce the basics of the non-hierarchical network and the consequential 
requirements for risk management. 



2. BASIC OBSERVATIONS 

2.1 Basics of the Non-Hierarchical Networking 

In the futnre, entrepreneurs will provide their resources as self-contained 
competence cells. Competence cells consist of a human being with its individual 
competencies (characteristics, capabilities, willingness) and available resonrces 
(facilities, stocks, equipment). They form the smallest autonomous performance 
units that are able to work independently. Small and medium sized companies 
transform into competence cells by special requirements given from the specialist 
subprojects. 

Competence cells result from the synthesis of competence components. A 
competence framework consists of function-oriented competence cells or 
competence components from several competence frameworks of process-oriented 
competence cells. Competence frameworks define certain functions of the business 
activity and of the value-adding process (e. g. marketing/distribution, product 
development, process planning, manufactnring, assembly, logistics, quality/service 
(see figure 1)). 

Competence cells form networks - in contrast to previous models - non- 
hierarchically. This means that inside the company to which the competence cells 
belong no hierarchical structures are created. Competence cells connect directly to 
other competence cells. They posses equal rights in decision making. 

Network building takes place within a region. “Region” is understood as an 
economic space with its technical, economic, ecological and social strncture defined 
by specific competencies (e. g. mechanical engineering, microelectronics and 
mechatronics). 

In such a region many competence cells already exist. They are in free 
competition and link temporarily into the value-adding process to satisfy certain 
consumer needs. Competence deficiencies are compensated either by founding new 
competence cells or by external purchases. 

The amount of competence cells in a competence network is not exactly defined. 
A sensible number of competence cells is around 100 cells per network. 

If a specific project takes place, special competence cells are chosen for a limited 
period of time according to the customer order. 
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Figure 1 - Connection between competence scope competence components, competence cell, 
network value-adding process and business activity [5] 

2.2 Requirements for risk management in the Non-hierarchical production 
network 

A risk is a potential problem, which has not yet occurred and which may lead to 
anything from delay, or in the worst case to the failure of the whole project. 

The possible risks, which may appear in a network due to the lack of hierarchy and 
the high amount of interfaces, have to be assessed by using different criteria than 
would be used in a normal enterprise. 

The particular requirements for a risk management in a non-hierarchical 
production network are shown in Table 1. 

Risks that are created by legal conditions such as product liability have to be 
known to the units of competence. In case of problems the units that created the 
difficulties have to bear these risks. In the risk management of a production network 
these legal conditions have to be considered as a main issue and they have to be at a 
information system’s disposal. A pool for the provisional damage regulation has to 
be part of the competence network. 

Further problems that bear risks and that can occur during the development of 
new products in a non-hierarchical network are: 

• Insufficient co-ordination between the functions 

• Lacking polarisation of the product 

• Unexpected technical problems 

■ unsolved basic issues, e.g. strategy 

There are also some advantages in applying risk management in non-hierarchical 
production networks. The risks are shared by many competence units and because of 
the high amount of competencies a lot of knowledge about risks in different special 
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fields exists, which can be used to minimise the risk. Apart from this an assessment 
of the social and personnel competencies of the network partners takes place, in 
order to ensure reliability. 



Table 1 - Requirements for the risk management in non-hierarchical production networks 



Structural approach of the non-hierarchical 
network 


Requirements for the risk management 


Non-hierarchical organisation 


Risk of the single UoC has to be calculable in order 
to create trust 


smallest, autonomous units of conpetence 


standardized risk assessment, consideration of 
interaction of risks 


Self-organisation 


What’s the impact of the single UoC on the whole 
system? (risks) 


Dynamic, order-oriented networking 


Risks have to be analysed before every new project 


Development and self-improvement of the 
Units of Competence 


Provide knowledge basis for possible risks (e.g.. 
laws, financial risks, market risks), risk assessment 
on the basis of impartial data (no estimations) 


Determination of common aims 


Common understanding of the procedure of risk 
management. 

Linking of all UoC to the remaining risk. 

Aims of the development steps clearly formulated. 
Strategic reference of the risk management to the 
aims of the network 


High number of interfaces 




Error consequences have a stronger impact 
within a network than they have on an enterprise 


Preventing errors instead of treating errors 



2.3 Stages of the risk management 

The risk management consists of risk identification and risk assessment. If the 
project is accepted despite proven risks, or if the risk analysis took place in a later 
stage of the product development, measures for reduction or avoidance of the risks 
have to be taken. Finally, the proven risk is monitored in the following value adding 
stages 

Risk identification: 

The stage of risk identification comprises the systematic and market-oriented finding 
of all risks that can appear during the development of new products in a non- 
hierarchical production network. 

The number of risks is high and hardly to elaborate. Furthermore, as 
corresponding systematic do not exist, it is not even guaranteed that the really 
decisive risks have been identified. 

An efficient risk identification therefore has to be marked by clear focus on the 
procedure. The areas which might create the greatest risks have to be identified by 
analyses as the project is approaching. In addition to that it is known that projects 
with certain product criteria or certain environmental situations (e.g. market 
conditions) tend to show similar risk profiles. It is then obvious that these typical 
risk areas have to be considered more intensively. In the field of construction, for 
example, one has to be prepared for risks in project calculation. That is why this 
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area should be scrutinised more intensively than other areas in such enterprises. For 
a structured and focused risk identification it is decisive to find criteria that 
determine whether there has to be further investigation in a risk area. 

As risk management can be compared with aim securing, risks can be 
categorised according to the following aims: 

■ strategic risks 

■ financial risks 

■ market risks 

■ risks concerning economical performance 

• legal and political risks 

For the application of risks on the aims of the enterprise the QFD method can be 
used. Methods such as brainstorming, scenario analysis and ABC analysis can be 
useful for the data collection and data analysis. 

Risk assessment 

During the stage of risk assessment the identified risks are classified according to 
qualitative and quantitative criteria. By doing so one has to consider and integrate 
the interaction of risks. 

The risks are assessed according to their financial consequences and the 
probability of their occurrence. The risks’ effect on the customer is described. It is 
the description of what the customer perceives and how he reacts on it. There has to 
be a standardised risk measuring for all units of competence. The FMEA represents 
a central method for risk assessment. 

The risk identification and the risk assessment should not only be realised by the 
product development, but it should also be completed by the corresponding experts. 
As the development has been divided into several milestones at this point there will 
be moderated quality meetings. During these meetings the status of the project is 
described by an interdisciplinary team. The risk management is part of these quality 
meetings. 

Measures for risk reduction or avoidance 

At this stage the identified and assessed risks are actively directed by measures that 
can control all important loss potentials. During the creation of an offer such a 
measure can lead to the cancellation of the project. Nevertheless, due to a high 
number of competencies this will stay an exception. 

Risk minimising measures have to be introduced, so that the risks are tolerable 
for the non-hierarchical network. In case the risk really does occur there have to be 
reserves in the competence network. Also the determination of prevention measures 
should happen in an interdisciplinary team. 

The documentation of the remaining risk and the measures connected to it 
represents an important prerequisite for an efficient risk management. The 
determined measures and the remaining risk for the units of competence concerned 
and future projects have to be stored in a central knowledge basis. 

Risk monitoring 

In order to provide a constant monitoring of the risk following units of competence 
have to be informed about the remaining risks accepted by the project. New risks 
which appear during the project also have to be determined and adjusted properly. 
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To avoid additional risks, feedback for the product development it absolutely 
necessary. The awareness of an active risk control in the competence network must 
be guaranteed in the culture and principles of the non-hierarchical network. The risk 
management has to be integrated in the project stages of the product development by 
constraction guidelines. 



3. RISK MANAGEMENT IN THE PRODUCT 
DEVELOPMENT PROCESS 



The product development process in non- hierarchical production networks covers 
the main stages of Start-Up, planning, concept, design, detail design and the 
development of prototypes. Here, virtual reality (VR) is a useful tool that can be 
used to reduce the risk in the development process (Fig. 2). In contrast to 
hierarchical stractures there is no person responsible for projects who decides about 
the distribution of development tasks according to the respective assemblies. 



« 

■E 

o 

0 ) 

E 

Q 



Stort-Up)) Planning)) ConcapI )) Design )) ^ 



I 



Virtual Realit}/, 




Product Development Process 



OT 



Figure 2 - Product development process 

The decision for or against the project is made by marketing and product 
development competence cells. In a systematic assessment the customer 
requirements are evaluated. 

Based on the requirements list, competence cells are linked with each other 
temporarily to a product development Start-Up. The Start-Up serves as a basis for 
both defining the requirement vectors and selecting the required competence 
components. 

A possibility for linking these is the interaction of the function-oriented 
competence cells of marketing (M), product development (PD), process planning 
(PP), manufacturing (MF) and quality management (QM). The result of product 
development Start-Up contains the drawn-up customer requirement, specifications 
including the precise determination of requirement vectors for generating a non- 
hierarchical network [3]. 

In the individual product development phases it becomes evident that there is a 
discrepancy between the possible exertion of influence on product features and the 
required product modification costs. The further the development process 
progresses, the more difficult and costly it is to carry out specific changes to the 
product properties. Due to the immense costs involved in carrying out changes 
during the final product development phase, certain shortcomings related to product 
parameters that do not affect the product function are not corrected. 

The starting-point for initiating a product development in a non-hierarchical network 
is a customer inquiry (Fig. 3). Marketing competence cells act as an interface 
between customer and network. A possibility of connecting the marketing 
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competence cell to product development competence cells is offered by Quality 
Function Deployment (QFD). QFD is a method for weighing customer requests and 
their further translation into a product requirements list. It is useful to determine the 
critical assemblies for the risk identification. The product requirements list 



represents the input parameter for product development. Together they decide if the 
project can be realized in the non-hierarchical production network with the 
methodical support of risk analysis. The risk traits, which are important in the 
different phases are shown in figure 3 and figure 4. 
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Figure 3 - Risk management in the product development process(l) 



Figure 4 shows the following phases of the product development process. Financial, 
technological and design risks are evaluated in the planning and concept process and 



with the help of System FMEA measures are determined to minimise the risks. 
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The design and detailing stage is characterised by the risk assessment of the single 
parts. 

Completing a risk monitoring is implemented in the prototype stage. 



4. SUMMARY AND PROSPECT 

The approach discussed in this paper constitutes a future-oriented and very 
promising survival strategy for the SMEs in a given region. By dividing the 
available expertise and resources into the smallest possible performance units in a 
logical structure, it will be possible in future to develop optimum innovative 
customer-specific solutions in the minimum amount of time in non-hierarchical 
production networks. 

The objective is to build up a risk profile by uniform standards and values in a 
competence network, because the application of the risk management is more import 
in non-hierarchical structures. Standards and values influence the activity of the 
employees, and they therefore support the development of the units of competence 
and the competitive success. Risk management requires a functioning 
communication between the units of competence. 
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The goal of this paper is to propose a process to manage risks in globally 
distributed software development environments. We propose a process 
integration, aiming to reflect in the operational level all information and 
decisions taken in the strategic and tactical levels. The operational level is 
defined as the project risk management process, and the strategic and tactical 
levels are defined as all work concerning the decision to develop a project 
using geographically distributed resources. The integration was proposed 
based on the results found in a case study conducted in a software development 
center from a multinational organization located in Brazil. Thus, the focus of 
this study is to help in the understanding of what it is involved when managing 
risks in distributed software development environments. 



1. INTRODUCTION 

In the last decade, a great investment has been made to convert national markets to 
global ones. This reality creates new opportunities for competition and collaboration 
(Herbsleb, 201). However, it also creates some problems such as a great number of 
project failures, and the scarcity of good resources. In this environment, software 
development organizations found in Distributed Software Development (DSD) an 
alternative for these problems. DSD is causing a great impact not only in the market, 
but also in the way software products are conceived, designed, constmcted, tested, 
and delivered to customers (Prikladnicki, 2003). In this context, risk management 
becomes a more sensible activity with a great importance. 

Risk management in DSD should happen at the operational level, as well as at 
the strategic and tactical levels. In the strategic and tactical levels, risk management 
identifies the risks involved in projects, which will be developed in a distributed 
way. The proposition in this paper is to integrate the risk management from strategic 
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and tactical levels to the operational level. In this way, a project manager, at the 
operational level should he aware of identified risks at the higher levels and he/she 
could plan response actions for these risks. The results are based on a case study 
conducted in a software development center (wholly-owned subsidiary) from a 
multinational organization located in Brazil. This paper has the following structure: 
section 2 presents the theoretical base; section 3 presents the research method, and 
the case study; section 4 presents the process integration proposal; section 5 presents 
the final remarks, future studies and the research limitations. 



2. THEORETICAL BASE 

2.1 Risk Management 

The word “risk” comes from old Italian word “risicare”, which means, “to dare” 
(Bernstein, 1997). In the software area, Boehm represented risk in a systematic way 
in the 1980’s through the spiral model. This model has as principle to be iterative 
and risk analysis driven in each iteration (Bohem, 1991). But successfully managing 
risk requires more than good processes and the ability to think intuitively, it also 
requires discipline. This discipline is called risk management. 

Nowadays, risk management in software engineering is an evolution of the risk 
concept, and should pervade all the processes in the software lifecycle. The risks 
cannot be just simple details in the project, but they should be the core of the 
business (Kerzner, 2000). Also, risk management has a proactive focus on 
preventing problems, is continuous (in the whole software lifecycle), and concurrent 
(many risks are managed at the same time). 

2.2 Distributed Software Development (DSD) 

More than a decade ago, seeking lower costs and access to skilled resources, many 
organizations began to experiment with remotely located software development 
facilities (DSD). Several factors have contributed to build this scenario: 

■ The business market proximity advantages, including knowledge of 
customers and local conditions; 

• Pressure to improve time-to-market by using time zone differences in “round- 
the-clock” development; 

■ The need to have a global resource pool to successfully and cost- 
competitively have resources, wherever located. 

Organizations search for competitive advantages in terms of cost, quality and 
flexibility in the area of software development (Carmel, 1999), looking for 
productivity increases as well as risk dilution (Karolak, 1998). Sometimes, 
organizations view DSD as an increasing risk, since involves a management 
overhead, global standards, etc. Many times the search for these competitive 
advantages forces organizations to search for global solutions (offshore software 
development). This epitomizes the traditional problems and the existing challenges. 

Software is being developed in a multisite, multicultural and globally distributed 
scenario. Engineers, managers, and executives are facing many challenges on many 
levels, from the technical to the social, political and cultural. And this change is 
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having a profound impact on the way products are conceived, designed, tested, and 
delivered to customers (Herbsleb, 2001). 

2.3 Risk Management in Distributed Software Development 

Risk management in distributed software development is an important and necessary 
activity. In research by Prikladnicki (Prikladnicki, 2003), it was detected that 
effective risk management was an alternative to solve existent problems in 
distributed projects. This result from the fact that it is hard to deploy, execute and 
control projects in DSD environments because non-technical factors such as social, 
cultural, behavioral, and political (Kiel, 2003). Other studies (Herbsleb, 1999) 
present the same difficulties but also suggest technical factors such as the software 
development process, project management, project size and complexity. 

Therefore, the risk management becomes important in projects that are 
developed with distributed teams (from the same or different organizations). 
Whether a project is developed globally or in the same city, having geographically 
dispersed teams using collaboration technologies and developing specific solutions 
to distributed projects also adds more risk factors to the projects. 

According to Karolak (Karolak, 1998), risk management is part of any project 
and risks in DSD projects tend to be less visible. Also, according Karolak, there are 
three categories of risks in DSD projects: organizational, technical and of 
communication. Additionally, some risks belong to more than one category, and 
these should be in the top of the priorities list. 

In Prikladnicki (Prikladnicki, 2003), the risk management in DSD projects 
should be done not only in the project level, but also in the organizational level. First 
of all, to decide if a particular project can be developed by globally dispersed teams 
is difficult (strategic level). Moreover, the decision of where the project will be 
better developed can also be a problem (tactical level). Some analysis considering 
the risk and benefit of project dispersion can be necessary. A number of models are 
possible and appropriate under different circumstances. As an example, there is a 
study conducted by Morstead (Morstead, 2003), where he developed a roadmap and 
a risk management framework for reinventing the IT function into a low-cost, high- 
service organization leveraging remote resources. 

Additionally, it is suggested that all the identified risks in the strategic and 
tactical levels should be reflected at the project development, or operational, level. It 
means, since the risk analysis was made and the decision of distributing a project 
was taken, the identified risks must be passed to the project manager. In this way, 
the project manager can plan response actions to these risks and add the risks to 
those of the whole project, following the risk management process defined for 
software development. 

In short, there are a set of inherent problems and challenges to software 
development. The DSD, by adding factors like geographic dispersion, temporal 
dispersion and cultural differences, has accentuated some challenges and added new 
ones to the development process. Among these challenges we can cite as important 
ones: strategic issues, cultural issues, knowledge management and risks 

management. As a result, the work in DSD environments is more problematic than 
in centralized ones, and the effective risk management can never be depreciated. The 
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importance of risk management must be emphasized and its use is critical in projects 
in DSD environments. 



4. CASE STUDY: TOWARDS THE PROCESS INTEGRATION 
PROPOSAL 

This study was developed to evaluate risk management in an offshore software 
development organization, trying to understand how the decision to develop a 
project using globally dispersed teams was taken and how it was reflected in the 
project development itself. It analyzed specifically the risk management process, 
since decisions at the strategic and tactical levels impact project development at the 
operational level. 

4.1 Research Method 

This research is exploratory in nature based on case studies. Qualitative methods are 
appropriate when studying state of the art situations where practice precedes theory 
(Yin, 1994). The case study was developed in a software development center owned 
by a multinational organization. 

The data collected was constituted of primary and secondary sources. As primary 
sources, we conducted individual interviews. As complement, secondary sources 
were also used, such as document reviews, strategic mission analysis, business 
processes, meeting minutes, and software development process description. 

4.2 The Organization 

The case study was developed in the organization software development center 
located in Porto Alegre, Brazil. This center performs worldwide software 
development for a multinational organization. Almost all projects are geographically 
distributed globally since customers and users are located in offices around the 
world. All customers are internal to the organization. The software development 
process is based on the MSF (Microsoft Solutions Framework), and on known 
methodologies such as RUP (Rational Unified Process), and PMI (Project 
Management Institute). The center studied is recognized as a level 2 organization in 
the SW-CMM“ model and is working to achieve level 3 in the CMMI"* model. 

4.3 Project allocation 

In order to have better control of the distributed project allocation and planning, the 
organization created a set of activities to be implemented in all projects being 
developed in the organization’s development centers. These activities include 
offshore demand definition through resource allocation. Once the project is planned 
and is able to be sent to the development centers, the project execution is started, 
following the organization’s defined software development process. These activities 
generate a process called the Software Development Distribution Model (Figure 1), 
where all strategie and tactical decisions are made following a systematic process 
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with well-defined steps (generally performed by senior managers and development 
center directors). 




o o o o e 



$tr»t»Qic Level Tactcal Level Tactical Level Tac&cal Level Operational Level 

Figure 1 - Software Development Distribution Model 

The risk analysis is represented in step two where, after the distributed 
development demand definition (step one), a risk and benefit analysis must take 
place in order to decide if the project can be allocated to a remote development 
center. Once the decision is made, a risk assessment is conducted in step three to 
verify which center among all the organization’s development centers, can better 
develop each project. Once the center is selected, resource allocation activity occurs 
in step four and finally, in step five, project execution occurs following the 
organization’ s defined software development process. 

4.4 Risk Management in the software development process 

Once the project is evaluated and it is in the roadmap to be developed by the 
organization’s distributed software development centers, its execution is started. 
Project execution involves all work concerning project development by the project 
team following the organization’s software development process. This process 
includes risk management activities (performed by project managers). The risk 
management process in the operational level (project execution) was defined based 
on the CMMI model and has eight activities (Figure 2). The organization uses the 
PMBOK (PMBOK, 2000), with inputs from the risk management defined in the 
MSF and the organization’s defined software development process. The risk 
management process was defined in order to be simple to implement, and to 
improve the communication with all stakeholders involved. 
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Figure 2 - Risk Management Process, based on the CMMI model 



The first activity involves the planning and definition of steps that will be used in 
the project risk management and identifying stakeholders. The project manager must 
define strategies to be used based on the strategies available in the organization 
software development process, which risks will be managed (top risks), who the risk 
status will be communicated to, and so on. 

After, the second activity must take place, where all risks will be identified. Risk 
identification includes searching for common risks and past risks in the risk 
repository, using the techniques planned in the first activity, and may invole all of 
the project team, including the ones globally dispersed, customers and/or users. Risk 
identification must consider as input project requirements, assumptions and 
constraints. Once the risks are identified, they have to be analyzed (third activity). 
Risk analysis involves determining the probability and impact of each risk, and its 
exposure. 

The fourth activity is one of the most important in the risk management process, 
since it involves the planning of response actions for each risk. All actions must 
define the type of response (mitigation, avoid, transfer, etc.), who is responsible for 
the action and the timeline. All planned response actions must be tracked, as defined 
in the fifth activity. To track all response actions means to monitor if each response 
action is being implemented on time, and to track periodically the probability and 
impact of each risk. If a risk occurs, a contingency action (planned in the fourth 
activity) must take place, and the risk must be controlled. The risk control is defined 
in the sixth activity, and also involves identifying new risks. All risks being 
managed in a project will have a status that must be communicated (seventh 
activity) to specific stakeholders as defined in the first activity. Finally, when a 
project is finished, lessons learned should be registered in the risk repository for use 
in the future projects (eighth activity). 



4.5 Critical Analysis 



Both the software development distribution model (subsection 4.3) and the software 
development process (subsection 4.4) have activities related to risk management. 
The software development distribution model implements a risk analysis and a risk 
assessment at the strategic and tactical levels in order to help in the decision to 
distribute development and the selection of the best center for a specific project. 
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On the other hand, risk management in the software development process 
involves risk management concerning the project itself, or at the operational level. 
But a key point in the whole process is the integration of the risk analysis and 
assessment done in the strategic and tactical levels (generally performed by senior 
managers and development center directors) with the risk management process done 
in the operational level (performed by project managers). Despite the process to 
select appropriate centers to develop each project, and a process to manage risks 
when a project being executed, the processes are not typically integrated, according 
to the interviews conducted in the organization studied. 

Almost all interviews indicated that when the organization works with globally 
dispersed teams and distributed projects, the risk management process must be 
improved. For this reason, we propose a process for integration, where all risks 
analyzed in the strategic and tactical levels must be reflected in the operational level, 
through a systematic and documented procedure as detailed in the next section. 



5. PROCESS INTEGRATION PROPOSAL 

Based on the case study developed (Section 4), we have developed a process 
integration proposal. The integration considers the creation of models and activities 
to help the organization have a better and more effective risk management system. 
The main idea of this proposal is to document all decisions made in steps two and 
three of the Software Development Distribution Model (Figure 1), and to reflect in 
step five, where the project will be executed and the risk management process based 
on the software development process will begin (Figure 3). 




Figure 3 - Process Integration 

The integration was proposed using UML‘''. Use cases diagrams were used to 
represent the main activities in each process. Also, activity diagrams were used to 
perform in-depth analysis of a specific activity. This step was important in order to 
create a standard representation between the processes. After the standardization 
through the UML representation, we created another use case diagram showing 
integration possibilities, and another activity diagram used to identify some 
activities to integrate the processes. All diagrams were developed based on the 
information collected from the case study. We present here part of the use case 
diagram (Figure 4), and the activity diagram (Figure 5) with some additional 
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activities proposed based on the use case and activity diagrams from the original 



processes. 



/ 



Senior 
Manager 

Project Investigation 
Risk analysis 

i 

Select center 
Risk assessment 








Document Otishore 
Project Risks 




4 



Get Offshore Project Risks 
Document 

dd- 

Project 

Manager 




Figure 4 - Use case diagram integrating both processes 




Figure 5 - Activity diagram integrating both processes 

The last integration effort was the creation of an artifact to document all risk 
analysis and risk assessment conducted at the strategic and tactical level. The 
purpose of this artifact was to give to the project manager all information necessary 
from discussions by senior managers. The artifact is composed of two main sections: 
the first section describes details of the project investigation and decision of which 
development center to use; the second session is related to the risk description, 
including strategies to reduce the risk, the exposure from the organizational point of 
view and general comments. This document should be completed after step three in 
the Software Development Distribution Model, and is sent to the project manager to 
be used as another input for the risk management process. Finally, when the project 
is finished, all lessons learned should be stored in the risk repository and used when 
beginning the Software Development Distribution Model for new projects to be 
developed by globally dispersed teams. 
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6. FINAL CONSIDERATIONS 

Software projects are dynamic and unique, which lead to the existence of many risks 
that must be managed. In order to have success in all projects, organizations need to 
manage risks effectively. But one of the main reasons that risk management is 
inefficient or is not implemented in many organizations is the lack of documentation 
of both success and failures in projects. Knowledge about risk management alone is 
not sufficient. 

The practice of learning from past experiences is mandatory to help senior 
managers and project managers to plan for and control risks (Kwak, 2003). DSD 
provides a good opportunity to exploit the benefits of knowledge management since 
the DSD model involves additional steps not found in traditional risk management 
models. And sometimes, risk management in this kind of project can take longer 
than in traditional projects, because of the geographic dispersion and time zone 
differences. 

The process integration proposed in this paper helps the organization improve 
risk management in all distributed software development projects since it includes 
standard procedures to document all decisions made in the software development 
distribution model and is directly reflected in project execution. Planned follow-up 
studies on this topic will analyze other organizations in the same situation 
(geographically distributed software development within wholly owned 
subsidiaries), in order to improve and validate this process integration. 
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" The SW-CMM describes the principles and practices underlying software process 
maturity and is intended to help software organizations improve the maturity of their 
software processes (http://www.sei.cmu.edu/cmm/cmms/cmms.html). 

The CMMI models improve upon the best practices of previous models, like SW- 
CMM (http://www.sei.cmu.edu/cmmi/cmmi.html) 

‘''UML is a standard and graphical language of the Object Management Group for 
visualizing, specifying, constructing, and documenting the artifacts of a software- 
intensive system (http://www.omg.org/technology/documents/formal/uml.htm). 
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In order to improve their competitive position, small and medium sized 
enterprises increasingly concentrate on their core competencies and hence 
take part in co-operations. If the main purpose of the co-operation is the 
information of explicit knowledge in terms of documents, the most effective way 
of communicating is sharing information electronically. But it is known from 
experience that the electronic inter-organizational knowledge exchange only 
works if personal, organizational and technical requirements are fulfilled. For 
instance, all co-operation partners have to be sure that their knowledge is not 
‘forwarded” to an unauthorized third person. Considering the example of an 
existing co-operation of components suppliers it is shown how the realization 
of an IT security concept enables the controlled exchanged of document-based 
knowledge. 



1. STATE OF THE ART OF INTER-ORGANISATIONAL 
KNOWLEDGE MANAGEMENT 

Medium-sized enterprises generate a huge amount of innovations and numerous new 
products (Evers, 1998). Tough international competition leads to short product live 
cycles and innovative production technologies. As a result, production processes 
become increasingly knowledge-intensive. Small and medium-sized enterprises can 
improve their competitiveness in this environment by concentrating on the core 
competencies and creating value in co-operation with complementary partners 
(Killich, Luczak, 2003). As a consequence of such close co-operations, powerful 
knowledge networks come into existence. A prerequisite for the smooth operation of 
such networks are powerful organizational concepts for knowledge management. 
Therefore, the importance of inter-organizational knowledge management constantly 
increases. 

In order to transmit information among the partners efficiently, usually 
information and communication technologies are used which are based on internet 
technology. Thus, the exchange of documents and information such as norms. 
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laboratory results, material properties, certification procedures and contact data is 
supported effectively (Klein, 1994). 

The demands on organizational and especially technical design of such inter- 
organizational knowledge networks are high in respect to planning, building and 
operating such systems. The well-known methods of intra-organisation knowledge 
management can only be applied in this context if the partners of the network trust 
each other. Only static entrepreneurial networks can achieve such a state of trust due 
to their long-term co-operation. Therefore, only static networks can build up a 
technical platform for knowledge management based on these methodologies. 

Nevertheless, even in such environments there is a considerable risk that single 
partners withdraw knowledge from the network and distribute it uncontrollably. This 
is the more true if some companies co-operate on some markets, but compete at 
other markets at the same time. The knowledge source therefore has a strong interest 
in controlling precisely which partner of the network has access to what knowledge. 
These aspects apply even more to dynamic corporate networks that are frequently 
joined and left by partners. This represents a remarkable obstacle for companies to 
share their knowledge. As a result of this, important information is only hesitantly 
made available to the network and the desired synergy effects occur only to a very 
limited extent. 

The requirements of the knowledge source are therefore especially in being able 
to control access, authorization of use and distribution, protection against espionage 
as well as manipulation of erroneous delivery of documents and evidence about how 
certain knowledge donated to the network has been used or distributed. The 
following paper will show, how these requirements can be met by the application of 
the Aachen IT-Security Concept. It explicitly takes the risks within inter- 
organizational networks into consideration. 



2. IT RISK MANAGEMENT IN CORPORATE NETWORKS 

2.1 Network risks 

During the recent years many inter-organizational co-operation have failed due to 
various reasons, e.g. overambitious goals or lack of project management. However, 
the expected results where not achieved. (Crowley, 2001; Drage, 2001; Karsten, 
1998; Nichols, Thomson, Yates, 2001; Rajagopalan, Subramani, 2002). One 
important and quite common cause for problems in inter-organizational value 
creation lies in the insufficient consideration of so-called network risks, which occur 
in entrepreneurial co-operation. Considerable network risks arise, for instance, from 
an opportunistic behaviour of certain partners or from the unprotected exchange of 
information. 

Intra-organizational units are subject to control by the top management. The 
immanent risks of knowledge exchange are therefore rather limited. On the other 
hand the behaviour of network partners or even completely external companies 
cannot be controlled and it can only be anticipated to a limited extent. Therefore it is 
necessary to include network risks into the project planning in co-operations (Liick, 
2000; Merkle, 1999; VoB, 2002). Deficits of single partners directly influence the 
success ofthe project (Strack, 2001). 
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Corporate IT infrastructure must therefore not only ensure reliable operation 
within the companies’ borders, but also need to enable the secure exchange of 
information and documents with external partners. However, the exchange of 
information along a supply chain or with entrepreneurial networks bears immanent 
risks. For instance, the participants need to guaranty that information transmissions 
cannot be intercepted or manipulated by third parties. Moreover, each document 
containing non-public information has to be linked with data about its owner, be it 
either a company or an individual. For such purpose powerful cryptographic 
algorithms are available. 

The co-operation in knowledge intensive entrepreneurial networks can be 
considerably improved and the risks of a complete failure can be diminished by the 
development and implementation of a powerful IT risk management (Kleitsch, 
2000; Vaughan, 1997). Different forms of co-operations, like virtual organizations, 
value nets, networks with or without broker, horizontal or vertical networks etc., 
bear different types of risks. Different network stmctures and typologies have 
therefore to be considered along with their respective context (Davidow, Malone, 
1993). 

2.2 Tasks and approaches of risks management 

The main tasks of risk management are the systematic and complete risk analysis 
and assessment, risk response development and risk response control (Briihweiler, 
1980; GleiBner, 2002). During the risk analysis the most significant risk, which an 
enterprise is confronted with, are identified. Afterwards, these risks are analyzed, 
both regarding cause effect and damage (Briihweiler, 2001; Erdenberger, 2001; 
Kleitsch, 2000). Risk analysis and assessment are of special interest because only 
identified risks can successfully be managed. A substantial challenge lies therefore 
in the early recognition of risks, even currently low, might develop into a 
considerable thread (KPMG, 1998). Based on a decision profile measures for risk 
response can be derived. These measures are afterwards assessed in respect to their 
feasibility and degree of success in the phase of risk controlling (GleiBner, 2(X)2; 
Mann, 1989; Neubiirger, 1989; Strack, 2001). In the beginning of a risk management 
process the management needs to formulate a risks strategy. This strategy afterwards 
has to be assessed regularly in terms of feasibility. 

2.3 Network oriented risk management 

The well-known methods and approaches for risk identification and response are 
insufficient to meet the challenges and the associated opportunities and thread in the 
context of entrepreneurial networks. Theories like game theory and system theory, 
for instance, provide methods for the representation and design of co-operations and 
give hints on how to cope with or avoid opportunistic behaviour of single partners. 

Within science and also in practice there are many methods for IT Security and 
IT Risk Management. But they are not appropriate for application in the context of 
inter-organizational networks due to various reasons. Technically oriented methods 
like the Role Based Access Control (RBAC) (Sandhu, Coyne, Feinstein, Youman, 
1996, Ferraiolo, Sandhu, Gavrila, Kuhn, Chandramouli, 2001), Security Model for 
Cooperative Work (Coulouris, Dollimore, 1996) and Task-Based Access Control 
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(Thomas, Sandhu, 1994) consider the aspect of inter-organizational information 
exchange explicitly. But these methods mainly concentrate on accessing 
information. The control of distribution and usage of information are not considered. 
They also do not take the dimensions organization, and human aspects into account. 
Methods like the ISO 17799 and the user guide for IT Security base-protection 
(Grundschutzhandbuch) of the BSI (GSHB, 2003), on the other hand consider 
organizational und human aspects, but they do not take the inter-organizational 
networks into account. However, companies require an integrated and broad 
approach for analysis of and response to IT risks. The Aachen IT Security Concept 
provides the basis for a systematic, network oriented IT risk management. These 
risks can be considered as external factors in a classic risk management. 

IT risk analysis 

Besides the basic criteria of system security, i.e. integrity, confidentiality, 
authenticity and availability, especially general threads as well as the requirements 
of all participating enterprises have to be taken into consideration. Therefore, the 
description of threads and possible attacks are of fundamental importance. The 
identification of threats can be achieved by the assessment of how far the loss of 
integrity, confidentiality, authenticity and availability results in any kind of possible 
damage. During the risks analysis in inter-organisational networked IT 
infrastructures it should be considered additionally who or which organisations 
could be a possible attacker and what could be a possible motivation. As a result, 
possible attacking scenarios become more transparent. 

IT risk assessment 

When assessing IT risks, a differentiation between damage frequency and damage 
severity has to be made (Horster, 2000; Laing, Pohlmann, 2003). Based on so-called 
risk portfolios for the different risk categories single risks can be classified (see 
figure 2). All risks, which lie in the fourth quadrant (high damage frequency and 
severity), have to be influenced by suitable measures in such a way that the 
remaining risk level is diminished to an acceptable degree. If either the damage 
frequency or severity is high (quadrant II and III), specific considerations have to be 
done; according to each individual case it has to be decided whether risks prevention 
or reduction measures need to be implemented or not. 
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Figure 2 - Qualitative IT risk assessment 



IT risk response 

The objective of risks response lies in the design and implementation of measures, 
which reduce all risks considered as critical threats to an acceptable level. All of 
these measures and the according procedures are part of an IT security concept. 

Considering for example the IT risks of an internet intermediary is as to be made 
sure that (a) general threads and risks, (b) corporate requirements as well as (c) the 
basic criteria of system security are considered and that, after the definition of a 
security policy, suitable preventive measures are implemented. All these measures 
should be based on the security criteria. The Aachen IT Security Concept allows to 
reduce the frequency and severity of risks to a acceptable level, as required (see 
figure 3). 
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Figure 3 - Aachen IT Security Concept 



The purpose of the security policy is to create a common mindset and to deliver 
guidelines how to cope with the mission critical topic of security for internal 
organization, technical implementation and external communication. A major 
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objective of the security policy is the general and shared acceptance of the required 
level of security. In order to fulfil its purpose to increase the security in all intra and 
inter-organizational communication, a security policy needs to be easy to understand 
and implement and to give hints about how to derive related organizational rules, 
procedures and practices in terms of security. Opposed to a mathematical-scientific 
definition of security, the formulation of a security policy must therefore be leaner 
and understandable. 

Security criteria and measures can be classified in relation to human, technical or 
organizational issues. Technical measures need to be accompanied by duties, 
responsibilities and predefined behaviours according to different scenarios of 
internal and external attacks. In internet-based environments the aspect of inter- 
organizational co-operation represents a substantial feature. Therefore, all 
participating companies need to implement the according measures. 

A general problem in risks management is that not all immanent threats are 
known beforehand. Therefore, the occurrence of damage cannot be determined. Due 
to this fact it becomes obvious that emergency plans as well as emergency activities 
have to be designed to limit the impact of possible security violations. 

IT Risk controlling 

The Balanced Score Card (BSC) is a comprehensive and well-spread instrument to 
implement and monitor the corporate strategy at all levels of the enterprise and to 
support it with suitable measures of control and management (Kaplan, Norton, 1996; 
Niven, 2002). The classical form of BSC considers the four perspectives of 
“Learning and Development”, “Internal Business Processes”, “Financial” and 
“Customers” (Kaplan, Norton, 1996). Since recently the engagement in value 
creating networks and the design and operation of inter-organisational business 
processes with partners and supplies becomes increasingly important. Due to this 
fact the “Customer” perspective needs to be extended and into what we define the 
“Network” perspective, in order to depict all inter-organisational business activities 
(customers, suppliers, horizontal and vertical partners); see also figure 4. 




Figure 4 - Relevant Aspects of IT Risk Management 
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Entrepreneurial decisions need to consider business potentials (i.e. additional 
revenue) as well as the associated risks. A successful IT (network) risk controlling is 
characterised by a balanced consideration of risks and chances. Companies, which 
are engaged within networked business stmctures, therefore should on the one hand 
clearly formulate their respective goals and support them by measurable scores and 
suitable measures to achieve the desired objectives. This enables leverage of the 
business potentials. On the other hand this balance provides an extensive decision 
support related to the IT risks immanent to a inter-organizational network. It hence 
enables the early discovery of dangers (see figure 4). 



3 CASE STUDY: INTERMEDIARY KNOWLEDGE 

MANAGEMENT WITHIN THE AUTOMOTIVE SUPPLIER 
INDUSTRY 

The automotive supplier industry is a sector driven by innovation, which, not 
least due to the high global competition, is characterised by short product cycles, 
innovative production procedures and knowledge intensive production processes. 
Especially small and medium-sized enterprises can only survive in this market if 
they concentrate on their core competencies and co-operate with complementary 
partners and form powerful networks. Thus, the importance of inter-organisational 
knowledge management in the automotive industry ever increases. 

This case study considers a co-operation of legally independent, medium sized 
automotive suppliers from the province of Westfalia, Germany that produce 
components for national and international companies. The main aspect of co- 
operation is the distributed development and production of parts and components. In 
order to achieve a quick and efficient exchange of information, even nowadays 
information like descriptions of processes and CAD drawings are provided to the 
network partners as electronic documents via a special internet platform (extranet). 
The partners can upload documents from the platform, provide complementary 
documents and update the provided data. 

However, this form of information exchange bears considerable risks; once a 
partner has provided a document he can no longer control nor trace the use of his 
knowledge. Though the knowledge source can restrict the initial access to a 
document with a password, he has no control once the document has been 
downloaded from the platform. Such documents can be duplicated and distributed 
freely without any further authorisation either as an electronic document or as a 
printout even beyond the network boundaries. 

Such a solution is suitable as long as all participants of the network trust each 
other. Under such circumstances the well-known methods of intra-organisational 
knowledge management can be applied in an inter-organisational context. The 
creation of a co-operative culture and trust (i.e. unrestricted provision of knowledge 
and confidential handling of sensitive documents) is applicable to inter- 
organisational contexts only to a very limited extent. On the one hand this is due to 
the fact that inter-organisational are dynamic, this meaning that partners canjoin and 
leave the network frequently. On the other hand most companies, which co-operate 
on some markets compete on others. In practice this ambivalence leads to hesitation 
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in providing knowledge to the network. The participating companies fear that 
competitors might get hold of confidential knowledge within or even out of the 
network boundaries if single partners behave opportunistic. This would mean a 
competitive edge, so that knowledge related competitive advantages would be lost. 
The willingness to provide information to the network is directly dependent on the 
possibility to precisely control the access and distribution of contents. At the same 
time the knowledge recipients benefit from such control mechanism, because the 
knowledge base can be broadened and the authenticity of the documents source can 
be checked. 

Considering inter-organisational knowledge management threads to the IT 
security come as well form the inside (e.g. sabotage or human errors) as from the 
outside (e.g. hackers). Analysis have shown that on the one hand the authenticity 
and integrity of documents as well as the confidentiality of business relations have 
to be guaranteed on the other hand data cannot be lost. A clear problem is that 
companies in the automotive sectors demand a high level of security without 
formulating precise requirements. As a result of this the design of a suitable security 
concept needs to be based on a thread analysis and the common criteria of IT 
systems security. 

Thus, the following requirements to inter-organisational knowledge management 
for enterprises in co-opetition can be derived: 

Knowledge sources need to be enabled to control the access to their knowledge 

Knowledge sources need to enabled to control the distribution of their 

knowledge 

- Knowledge receivers need to be enabled to check the authenticity of knowledge 

sources 

3.1 Relevant IT risks and security requirements 

The identification of threats can be done by the consideration of potential single 
incidents and the analysis of which in how far the loss of authenticity, 
confidentiality, integrity or availability would impose damage. A general problem is 
that the occurrence of damage can never be surely avoided. Therefore emergency 
plans and emergency activities have to be elaborated in advance in order to be able 
to respond to security problems and limited the inflicted damage. 

In the companies of the automotive industry especially employees in product 
development get in contact with confidential data. But also employees from the 
departments for marketing and procurement need at least read access to documents 
that contain product and production specifications and thus important competencies 
of the enterprise. 

3.2 Requirements for IT risk management 

As already depicted above, a security policy gives hints and directions about how 
to implement IT security within the organisational structures of the intermediary 
exchange platform, the external communication as well the technical realisation. A 
major objective of the security policy is the achievement of the desired level of 
security and thus the acceptance of the knowledge platform among its users. The 
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security policy of the platform can be derived form the answers to the following 
questions, which aim at the operative description of the topic of IT security: 

- What needs protection? Protection is required in respect to the integrity and 
confidentiality of the knowledge provided to the platform as well the 
functionality of data exchange between companies. 

Who shall protect it? The main responsibility for security issue lies with the 
operator of the knowledge platform. He has to elaborate a profound security 
concept and supply the companies, which are involved in the creation of a secure 
environment and high security standard with the necessary tools and information. 
Against what is protection required? The goods on the platform which are worth 
protection need to shielded against attacks for side and the inside, human failure 
as well as force majeure. 

How to protect it? The measures for protection have to be effective on any level 
(human, technology, organisation). Thus the complete spectmm of thread can be 
avoided. The loss of data has to be prevented by suitable backup and archiving 
mechanisms in such a way that possible damaged can be limited. 

- What to do in case of emergency? The implementation of a profound and 
detailed security concept reduces the risks to an acceptable degree. There are, 
however, unavoidable risks like physical attacks, network failure or fire. Thus it 
is necessary to complement the preventive measure with emergency activity 
plans in order to contain the damage inflicted by the emergency situation. 

3.3 Security Measures for risk response 

A stable operation of IT systems can only be achieved if security concepts are 
implemented on any of the three levels depicted above, i.e. human, technology and 
organisation. The IT security concept therefore contains criteria and measures on 
each level. 

Human issues: Human actions are characterised apart by the high flexibility, 
also by the fact of the occurrence of failures. Major damages, for instance by 
erroneous behaviour, can be avoided by preventing the manipulation or erasure 
of database records and documents for all users, regardless whether they are 
members of the platform operator or network participants. The different users 
represent within their companies different roles with different rights. A security 
concept has to ensme that users can only carry out actions that they are supposed 
to do due to the duties of their role. The corporate practice has shown that using 
conventional methods of information interchange documents where send abroad 
which where not supposed to leave the company. Such incidents could even 
easier occur with electronic data exchange. Therefore, according 
countermeasures are required. 

Technical issues: The implementation of a suitable level of security requires 
technical measures, which include access control, protection against intrusion 
(e.g. by a firewall), cryptographic procedures and the application of digital 
signatures (Fumy et al., 1995). Technical security also contains the reliable and 
permanent archiving of data on non-violatale media. A firewall and regular 
updating of the operating system and the application software raise the protection 
of the system additionally. All access to the system is logged, so that it can be 
reconstmcted, which user up- or downloaded documents at a certain time. The 
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purposeful usage of well-known IT security technology made it possible to 
achieve the demands of access control and usage control; e.g.: access 
authorization, usage authorization, encrypted transmission and authentication. 
Additionally each Document is marked with a robust user-specific electronic 
watermark, which cannot easily be removed from either the electronic or the 
paper based version of a document. By this measure it can be reconstmcted who 
downloaded a certain document. 

Organizational Issues: The different roles of the persons who are interacting 
with each other via the knowledge exchange platform have to be considered. The 
platform operator and the participating companies have to pinpoint which 
employee can upload, download, read, print and copy documents. Furthermore 
they have to define which rights are associated with a certain role. To ensure that 
nobody manipulates or deletes data, it is essential to separate key- and system- 
administration organizationally. 



4 SUMMARY AND PERSPECTIVE 

Market development requires that small and medium sized enterprises concentrate 
on their core competencies and participate in co-operations. Often the main purpose 
of such networks is the exchange of knowledge. The most effective way to share 
explicit knowledge in forms of documents is to exchange them electronically via the 
Internet. But this way of sharing knowledge also implies the danger that single co- 
operations partners act opportunistically and forward the documents to an 
unauthorized third inside or outside the network. To reduce these risks certain 
measures have to be planned and taken. In the context of inter-organizational 
Networks the methods of intra-organizational IT-Security and Risk Management 
cannot be applied without changes. The Aachen IT Security Concept integrates and 
extends existing methods. It explicitly considers the characteristics of intra- 
organizational networks, as both a intermediary and each enterprise are taken into 
consideration. The example of an existing co-operation of components suppliers was 
considered, the Aachen IT Security Concept was applied. Due to the positive 
experience so far we are going to verify the validity of the method in further areas of 
application. 
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The UK public sector has become a testing ground for new ways of managing 
service delivery. One ambitious innovation is the creation of Children’s Trusts 
led by English local authorities. Children’s Trusts represent a new 
organizational initiative to promote the wellbeing of children by coordinating 
distributed multi-agency working in ways sensitive to local conditions and 
priorities. The authors argue that Children’s Trusts can be understood as 
virtual organizations within the public sector. From this perspective they 
explore the governance of Children’s Trusts and consider some of the 
associated demands on information systems. 



1. INTRODUCTION: JOINING UP SERVICES IN THE UK 
PUBLIC SECTOR 

In recent years poor outcomes, failures, and some high profile tragedies have been 
linked to the fragmentation of responsibilities for children, young people and 
families. ‘Joined up government’ more generally has come to denote responses on 
the part of the New Labour government to the perception that its policy goals can 
not be delivered through the separate activities of existing organizations and that the 
complex social problems that beset the UK (for example, child poverty, poor 
educational attainment, youth crime) demand co-coordinated activities across 
organizational boundaries (Ling 2002). The joining up agenda requires collaboration 
across organizations and agencies (including statutory bodies, voluntary groups and 
for-profit service providers) with different cultures, aims, incentives, management 
stractures, and information systems. 

Children’s Trasts are new organizational vehicles formed within English local 
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authorities to encourage a multi agency approach to delivering services to children. 
The paper overviews the background to this innovation, and outlines the key 
principles of Children’s Trasts. Then it explores the governance and information 
issues they confront at local level. The authors contend that some of the 
management and information systems responses to the challenge of collaboration 
among agencies in social care can be understood through notions of the ‘virtual 
organization’. They illustrate the value, and limitations, of this approach by 
considering how collaborating agencies in children’s services can manage the 
identity of their service users. 



2. INFORMATION SHARING ACROSS SYSTEMS AND 
SERVICES 

Radical reforms to reduce fragmentation and develop multi-disciplinary working 
across services for children were proposed in the recent Green Paper Every Child 
Matters (DfES 2003). It highlighted a number of priorities including: single 
assessment processes between agencies; the need to carry out multi-agency 
commissioning and planning; and the sharing of information between services to 
identify children with multiple risks. A chapter of the Green Paper - entitled ‘early 
intervention and effective protection’- is about information sharing; it includes ICT 
solutions and proposals for removing legal barriers to sharing information across 
longstanding agency boundaries. The Green Paper contrasts the existing ‘silos’ of 
social services, education and health with better practices of joined-up, multi-agency 
working centred around the child. 

National policy developments have demanded responses from local authorities. 
Many local authorities have established a Local Strategic Partnership (LSP) for 
Children and Young People. These partnerships outline strategies and plans for 
delivering joined-up services. A representation of the complexity and breadth of the 
services under a Local Strategic Partnership in a typical English local authority is 
shown in Figure 1. 
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Figure 1 : The Local Complexity of Services for Children 

As indicated in Figure 1 , provision for children ranges from universal services for 
all children, through services targeted towards groups with more complex or 
specific needs, to specialist services for those at highest risk. Universal services 
include health and education. Central government interventions target disadvantaged 
groups and neighbourhoods. Examples of national programmes include: Sure Start 
(aimed at improving the health and wellbeing of families with young children in 
deprived neighbourhoods); and the Children’s Fund (offering support to 5 - 13 year 
olds who show early signs of difficulty). More specific services are available to 
groups with identified needs such as children with disabilities (CWD) and Special 
Educational Needs (SEN). Specialist rehabilitative services for the most vulnerable 
children include Adoption and Eostering. 

Local authorities have statutory responsibilities for social and care services, 
which are delivered by combinations of local statutory bodies, voluntary agencies, 
and private sector providers. This ‘mixed economy’ of service provision in the UK 
is a legacy of the 1980s and early 1990s when Conservative administrations 
determined to break up what was perceived as a monolithic public sector and 
introduced internal markets, privatization, and outsourcing (Clarke and Newman 
1997; Walsh et al. 2001). Markets and market like mechanisms remain in place but 
at the same time new service models are said to be about partnerships, networks, flat 
relationships and trust (Hudson 2002; Ling 2002). 
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Thirty five ‘Pathfinder’ Children’s Trusts - each led by a local authority - were 
announced in July 2003 to act as pilot models for organizational change in children’s 
services. In order to win Children’s Trust Pathfinder status (and associated funding) 
local authorities had to demonstrate their capacity to shift thinking away from 
children’s services being about individual agency responses, towards an approach 
that brings together the actions of many organizations. Children’s Tmsts respond to 
local evaluations of need. Some take on responsibility for all children’s services 
while others focus on particularly vulnerable children such as those with disabilities. 
Within all visions of a Children’s Trust are ideas about the social structures and 
information systems of the new organizational vehicle and the sorts of work 
practices and tools required to make them function. 



3. CHILDREN’S’ TRUSTS: A PUBLIC SECTOR VIRTUAL 
ORGANIZATION? 

Organizational responses to competitive world markets have been characterised by 
the creation of dynamic networks based on temporary, task based loyalties (Miles 
and Snow 1995; Kanter, 1995). Handy’s (1995) model of the virtual organization, 
united by mutual trust and facilitated by information technology, has been highly 
influential. Virtual organizations enable small firms and ‘portfolio’ individuals to 
pool expertise and resources in order to offer their customers a common service that 
would be beyond the capacity of any individual participant. One of the main 
arguments put forward in support of the flexibility and responsiveness of virtual 
organizations concerns the way in which they can interconnect people and 
distributed resources across physical divides (Bamatt 1997). 

Mowshowitz (1997) defines the virtual organization as: 

An approach to management that explicitly recognises the conceptual 
distinction between functional requirements and their realisation in 
practice, as well as providing a framework for accounting for the dynamic 
changes in both requirements and available services. 

Lipnack and Stamps (2000) have described the characteristics of the work that 
takes place in such organizations as: 

Where independent people and groups act as independent nodes, link across 
boundaries, to work together for a common purpose; it has multiple leaders, 
lots of voluntary links and interacting levels. 

Not all commentators, however, concur with such inspiring images of common 
purpose, trust and multiple leadership. Indeed, there is strong evidence from 
‘traditional’ private sector organizations that the achievement of a practical 
collective consciousness has been seen as problematic; it is even more so under 
newer forms of organizational design where there is no unitary centre of control 
(Clegg et al. 2002). Weitzenboeck (2001) reported that in one commercial sector, 
the maritime industry, participants in virtual organizations initially saw their 
working relationship in terms of trust and shared purpose; however, in practice they 
faced difficulty building trust and recognised a need for legal frameworks to regulate 
their activities. 




A case study of governance in public sector 



545 



Although the ‘virtual organization’ is identified with commercial operations, its 
claimed attributes resonate with the high rate of change and pressure to adopt new 
working practices that recent reforms in the UK demand of public services. The 
application of virtual organization ideas to the public sector is relatively new but the 
UK government’s modernization agenda require that responsibilities and delivery 
must be reconfigured in new, collaborative ways. The promise of more joined up 
seamless services is associated with the application of information systems that have 
been largely adopted from developments in the commercial sector (Bellamy 2002). 

In the realm of studies of virtual organizations/enterprises ‘groupware’ is often 
used as an overarching term to denote the technologies employed. Groupware is 
described as applications that support collective working whilst participants are 
remotely located. Groupware applications support synchronous and asynchronous 
activity with workers able to see information, show it to others, and co-ordinate 
activities at the project or case level. Groupware services include the sharing of 
calendars, collective writing applications and electronic meetings. 

Virtual Organization products and services are based on various developments 
in groupware technologies. These applications have evolved in a number of strands 
including web communities and document management technology. These 
technologies have emerged from the development of the internet and use the web’s 
networking capacity, depending on the purposes for which the application was being 
developed. There has also been significant influence on development from the 
existing applications in organizational silos (such as existing records database 
applications) and the emergent communication channels (such as mobile phones and 
call centres). (See Figure 2 below.) For example, the requirement to preserve the 
integrity of database record applications to support the production of management 
data and record keeping - yet enhance functionality by utilisation of the networking 
capacities of the web to support interworking - led to the development of shared 
workflow applications. 

Prima facie the virtual enterprise, networking forms of work, and groupware 
types of information system would appear to meet the broad aims of increased 
integration of services for children, and support the remit of Children’s Tmsts. 
However, these visions remain in the context of the public sector in the UK only 
visions. A recent study found that while English local authorities have made notable 
advances in electronic communication with citizens, progress towards e-enabled, 
jointly delivered services has been slower (Comford et al 2003). Case study work 
suggests that this reflects problems encountered in devising and implementing joint 
solutions (ibid.). Central government recognises that technical solutions alone will 
not secure the changes in local government services that it is seeking to achieve. 
Local authorities are required to lead a process of ‘cultural change’ which includes 
fostering new attitudes to information sharing (DfES 2003). 
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4. THE SCOPE OF VIRTUAL ORGANIZATIONS IN 
CHILDREN’S TRUSTS: THE CHALLENGE OF 
PRACTICE 

The complexities of the mixed economy of services to children and young people 
within a locality test the concepts underpinning virtual organizations. As in the 
commercial virtual organization, agencies and practitioners are often geographically 
dispersed. This is partly because the boundaries of public services (such as health 
services and local authorities) do not map onto each other while some services are 
delivered through projects targeted at specific neighbourhoods. These challenges are 
exacerbated by problems of the legal powers (including the statutory basis of these 
organizations) and responsibilities available to organizations. Figure 3 shows the 
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potential scope of a virtual organization to create collaborative links within a typical 
locality. As already indicated, this is high on the policy agenda in the UK because 
the existing fragmentation of services and lack of communication between agencies, 
have heen identified as major causes of incidents where children have not been 
adequately cared for. From the government perspective one of the solutions is 
professionals sharing information about children and young people. 
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Figure 3: The scope of a virtual organization 

Historically, practitioners in the various services have kept their own sets of 
records and carried out their own assessments based on specific 
professional/scientific criteria. Attempts to create multi-agency information systems 
(whether paper or computer based) have often failed (Green et al. 2001). Different 
‘mindsets’, in particular different attitudes towards the recording, storage and 
distribution of information, inhibit joined up working (ibid.). Managing identities 
represents a significant challenge in an environment where practitioners, children 
and families have a set of complicated identities based on relationships. In other 
words an information system supporting a distributed virtual organization is required 
to support high degrees of specificity and variance within practice. 
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5. THE PROBLEM OE GOVERNANCE THE CHALLENGE 
OF MANAGING IDENTITY 

As already noted, Children’s Trusts will require eollaboration, and the exchange of 
information, between agencies with different cultures, aims, and assumptions about 
the needs of service users. Further governance requirements spring from the need to 
carry out audit and investigations at the individual and case level. In this section we 
highlight the challenge of identity management at the case level in order to tease out 
some of these concerns and consider ways in which information systems for joined 
up working may accommodate them. 

A cornerstone of the servicing of a child’s case in a multi agency environment 
is the assignment of a key worker. The key worker is responsible for case co- 
ordination which can involve discussion with the child (and their family/carers), 
referral to other agencies, and the organization and recording of multi-agency case 
conferences. In this context the identity management requirement for a virtual 
organization is the ability to manage the identities of an individual (and third parties 
associated with them), the relationships of practitioners with them and the identifiers 
of the services provided. This will allow appropriate knowledge about a child (and 
his/her environment) to be produced and shared at the level of a case (or an event 
within a case). 

Within a single organization, information resources and governance stmctures 
can be integrated. Where more than one agency participates, shared information and 
shared governance are negotiated and sustained to deliver co-ordinated services 
within a domain of trust. The shared resource that delivers and supports this 
integration is known as a ‘hub’. Local identity management represents a particular 
form of process within a hub to provide information about the fact that a particular 
service user has relationships with providers who are unaware of each other, and to 
indicate who is able to intervene. Interventions are undertaken by establishing a link 
governed by a set of local rules and policies. 

Local rules and policies that govern an identity management system need to 
support both practice and the rights of service users. In the case of services to 
children and young people it can in some contexts be inappropriate and unethical to 
identify individuals. For example, for some voluntary agencies providing youth 
services, a young person’s name is not important; if young people chose to identify 
themselves by a nickname when seeking advice or counseling it is important for the 
practitioner to respect that wish. Part of the technical ‘solution’ currently being 
proposed by the UK government is for every child to have a unique identifier. This 
is problematic for a number of reasons. In the view of the British Medical 
Association (BMA) the use of the most often proposed common identifier, the NHS 
number, will breach patient confidentiality. In the context of identity management 
the concept of a single unique identifier overlooks the tension between the 
practitioner’s needs to identify the individual to support ‘joining-up’ and, in other 
contexts, to be able to offer services with an undertaking of anonymity to the client. 
Without the ability to preserve anonymity, a system will not be able to support the 
trust required by some practitioners to build client relationships. 
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6. CONCLUSIONS 

The joining up agenda for public services in the UK includes the re-engineering of 
service delivery processes in order to take advantage of the potentialities of ICTs. 
We have examined this policy through the lens of one of the latest of many reforms 
associated with the modernization of public services - the creation of Children’s 
Trusts in England. The ‘virtual organization’ - a concept derived from commercial 
enterprise - is relevant in pubic sector environments; it helps to think about the 
organizational challenges and information systems responses where there is a need 
to respond to volatile environments. However, the complex relationships in the 
public sector mean that some governance issues in social and caring services such 
identity management are more challenging than allowed for in private sector 
paradigms. 
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During the organization of a conference and moreover during the conference a 
cooperation between different organizations is necessary to deliver optimal 
services for the conference participants. In the m>Forvm project we apply 
techniques developed for virtual enterprises in the MOVE project. m>Forvm 
addresses optimized communication to participants as well as to supporting 
organizations. The integration between organizations is built on web services 
whereas the communication to conference participants is multi-modal. The 
business model “scientific conference” and its business processes are modeled 
with ProSpec, a graphical modeling tool. Communication processes and other 
workflows modeled are translated into XPDL {a workflow language) and de- 
ployed as web services. These XPDL processes are then executed and con- 
trolled by a web based process management system (WPMS). The framework 
and some described communication processes are evaluated at a large con- 
gress of radiologist in Vienna this year. 



1. INTRODUCTION 

ec3 (www.ec3.at) is a research center funded by different industrial, governmental 
and academic organizations. The research was organized until recently very tradi- 
tional. Different projects were defined with certain research challenges in which 
typically two partners (one industrial and one research group) worked together. 

With m>Forum a project was started that brings together competence from dif- 
ferent industrial partners (a telecom partner, an ERP partner, as well as partners from 
conference organisation and tourism) and different basic research projects (projects 
on user interface design, data and web mining, cluster analysis, business modelling 
and evaluation, mobile services and virtual enterprises) of ec3. 

The organization of the project can be seen as a virtual organization that pro- 
duces a system by collaborating in different areas. Due to the different topics and 
partners the project coordination is more difficult than other projects. Special meth- 
ods and tools are used such as tools for collaboration. Moreover, the output ad- 
dresses a virtual organization or enterprise itself. 
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The formal objective was to found a project/product that has a high innovative 
character and can be realized with the given competencies. The result was the defi- 
nition of m>Forvm. The project shall support conferences with innovative solutions 
in the area of multi-modal communication (i.e. mobile and Internet communication 
as well as local communication techniques such as Bluetooth or radio frequency 
technology). The system shall support the organization and performance of con- 
ferences. The main service such an organization offers to its customers (conference 
participants and the companies/organizations for which the participants work) is 
education. Thus a conference organizer must evaluate requirements of its clients 
(what knowledge need organization and participant) and must search for partners 
that collaborate in the produetion of the required knowledge and other services. Two 
functions of a virtual enterprise achieve special attention in the project: the commu- 
nication and cooperation and the personalization of services. 

In the next section we analyze conferences process-oriented without going into 
much detail. In the third section we sketch the framework for virtual enterprises used 
to deploy the first prototypes. In the fourth section we describe examples for the 
improved communication and in the fifth section the personalization issue is ad- 
dressed. 



2. ROLE AND PROCESS ANALYSIS FOR A CONFERENCE 

We have analyzed the different roles participating in a conference and which objec- 
tives these roles have. Based on this organizational model, we conduct a rigorous 
process-oriented analysis of such an organization consisting of 

■ an identification of roles and required services, 

■ the required processes and subfunctions to obtain the services, 

■ the information flow and required data, and 

■ other required resources. 

One important role can be classified as conference organization where we can iden- 
tify subroles of: 

■ a program chair (PC) who is responsible for the paper selection 
subprocess, 

■ a local organizer (LO)who is responsible for organizing the local 
resources, 

■ a professional conference organisation (PCO) which is responsible for 
typical arrangements for conference participants and 

■ one or more scientific organisations (SO) such as IFIP that issue certain 
quality standards and policies for conferences. 

The most important role is the participant which is the main target for finding 
innovative services and improvements. Additionally, we regard the relationship 
between conference organization and the originating organization for which the 
participant works. This organization typically pays for the participant and an im- 
proved billing process is an achievement that can be realized without great effort. 

An objective more ambitious is the support of the human resource management 
of originating organizations. An organization’s objective may be to plan more 
detailed the required knowledge for the organization and its staff. On one side, better 
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information which knowledge assets can be learned at a conference is to be 
delivered to an organization and on the other side, we could supply the organization 
with information which knowledge assets the participant has achieved during a 
conference. 

Another role is the exhibitor that presents products and services related to the 
scientific program of the conference. An exhibitor is interested to get contact data 
from participants. Here we must regard privacy aspects. However, there could be 
benefits achieved with electronic communication. A similar role is the sponsor who 
has usually the interest to make publicity and wants to have the sponsor’s brand 
related to a prestigious conference. The role destination stands for local authorities 
that see a large conference as a possibility to attract more tourists to a region. 
Supporting organisations are those organisations that deliver resources for a 
conference such as rooms, transportation, catering and cultural events. 

The following figure gives an abstract view on roles delivered by the business 
process “performingConference”. 
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Figure 1 : Participating roles and services expected 



Derived from the described roles we can identify expected services and from that 
objectives for process improvements for each role. There are many services pro- 
duced by a conference but the most important should be knowledge or education of 
participants. We must address our innovative developments especially to the im- 
provement of the education aspect. We identify three sub points: 

■ A participant learns by attending a talk, reading a paper, and maybe by 
discussing with the speaker. The objective for the conference 
organization is to get the best speakers able to present required 
knowledge and indicating to participants which presentation fit their 
interests best. 

■ A participant may improve his capabilities by giving a talk. The 
objective here is to help in the preparation and evaluate the talk to enable 
continuous improvement of the speakers capabilities. 

■ An important service is to make contacts with either VIPs in an area or 
with colleagues working in a similar environment. The objective is to 
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match interests and enable easy communication and establishment of 
contacts. 

Further services produced by a conference are publicity and profit. Supporting orga- 
nization and PCOs are interested in profit and other roles are interested in publicity 
which will also improve the value of the conference. 

The next step is to make the process analysis to detect potential opportunities for 
improvements. Special attention was paid into improvements by mobile communi- 
cation. The following figure shows the main business processes. 
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Figure 2: Main Processes of Conference 

The organizing process has the following typical activities: 

■ financial planning, 

■ planning resources such as conference rooms, hotels, ..., 

■ communication with exhibitors, sponsors and press, 

■ planning the paper selection process and selection of reviewers, 

■ planning quality management. 

These activities show that this process determines features of other processes. The 
potential for mobile communication is low here. However, an improvement could be 
an electronic search for resources such as rooms and invited speakers. 

The first operative business process is the paper selection process containing the 
following activities: 

■ submission of abstracts, papers or posters, 

■ assignment of reviewers to submissions, 

■ reviewing (several variants are possible here), 

■ selection of papers or posters, 

■ assigning talks into sessions and scheduling sessions. 

The potential of mobile communication is also in this process low. Moreover, there 
already exist some good software packages that support this process. The process 
could be extended by an SMS-notification service, but it is anticipated that such a 
service will seldom be used. However, the process may give us a lot of inputs re- 
quired later for services delivered with mobile communication. For example, from a 
classification of papers we derive partial interests of participants that may be used to 
notify the participant about similar talks. 

The greatest potential for mobile communication exists in the visiting process. 
Since the participant has left his/her usual working environment s/he is more 
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dependent on mobile resources. We must distinguish different mobile devices the 
participant may use. This may be a laptop, a PDA or a simple mobile phone. Some 
of the activities that may be supported by mobile services are: 

■ registration, 

■ arriving at airport and transfer to hotel or conference venue, 

■ check-in at conference desk and information delivering, 

■ finding of interesting talks and session (push or pull-service) 

■ making contacts with other participants, 

• searching other participants and notification of changes, 

■ evaluation of talks, sessions, posters, exhibitions and the whole 
conference, 

■ information on local events, transportation and similar, 

■ reservation of restaurants and cultural events, 

■ organizing social events ad-hoc. 

This shows where the greatest benefit of mobile communication may exist. The last 
process is the “Wrap-up Conference Process”. The following activities must be per- 
formed here: 

■ financial clearing, 

■ conference evaluation and detection of possible improvements, 

■ after conference contacts, 

■ production of proceedings (may also be performed before the conference 
takes place) and other media from the conference content 

■ planning of next conference. 



3. BUSINESS PROCESS MODELING AND EXECUTION 

The MOVE project, one of ec3’s basic research projects, aims at an integrated de- 
velopment environment for virtual enterprises. This development environment is 
applied in m>Forvm. Three subareas are investigated: 

■ modelling of organization and processes in virtual enterprises, 

■ mechanisms for optimized workflows and communication in virtual 
enterprises and 

■ optimization of resources in virtual enterprises. 

One of the most important functions in a virtual enterprise is the communication 
between partners and the customers. First step in the development process is the 
definition of the desired business model. The second step is the definition of busi- 
ness processes such as for example “performingConference”. Business processes 
may be defined hierarchically and one of the subprocesses will be “registratingPar- 
ticipant”. On the lowest process level, we have technology driven processes such as 
“exchangingDataWithMobilePhone” or “queringDatabaseForMembership”. Where- 
as the high level processes are very specific for a new business model, the low level 
processes can be reused easily by parametrizing. For our example, we must use 
specific data that is exchanged between process and phone or which organization we 
ask for membership. 

A process model may contain several activities to be performed and a control 
flow describing the choreography of the process. An activity may be a sub process, a 
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web service call, or some other action performed either by another program or by a 
human. Our main focus in the project, however, is on web services based architec- 
ture (W3C, 2003). Besides the control flow, the information flow is specified by 
defining data records and flow between activities. Here, we specify which data is to 
be queried from the customer and which data is to be read from a database. The 
business model as well as the hierarchically defined processes are modelled with 
ProSpec a Java-based graphic process modelling tool (Rainer, 2004). 

The modelled process can be stored as an XPDL-process. XPDL (WFMC, 2002) 
is a XML-based language proposed by the Workflow Management Coalition. XPDL 
enables to describe the control flow in a process and can be easily extended to inte- 
grate also web services. Processes can be stored in a ebXML compliant repository or 
deployed itself as a web service. 

OBE (Open Business Engine) (Eden, 2003) is a workflow management system 
that executes and controls processes specified in XPDL. We have extended OBE by 
web service functionality enabling us to execute processes as described. The new 
Web-based Process Management System (WPMS) supports also transactions which 
is especially important in open communication systems where no guarantee for an- 
swers can be given. 

The WPMS is used for example to execute and control the registration process 
for a conference participant. The registration process is deployed as web service. 
This web service calls another web service that is responsible for checking whether 
the participant is member of supporting scientific organization. The registration 
service can be called by a simple http request in any Internet browser. Moreover, 
with the software described in (Dom and Sillhengst, 2003) this service can also be 
called by a Java-enabled mobile phone. 

Eor typical functions occurring in a virtual enterprise we have defined so called 
infrastructure web services. An example is the querying of a database. 



4. COMMUNICATION 

As already mentioned, the communication is one of the most important technical 
aspects that must be addressed in a virtual enterprise. Our approach is on developing 
basic building blocks (processes and web services mainly) for a virtual enterprise 
that are stored in a repository and can be reused easily. The ProSpec tool gives us 
the possibility to control the reuse process and to validate new configurations of 
services. In the following we describe briefly some communication processes al- 
ready deployed or planned for the m>Forvm project. 

4.1. Querying Membership in scientific organization 

Usually members of scientific organizations get a reduction on the conference fee. 
To compute the fee applicable for a new participant, the membership database of the 
scientific organization may be queried. We have implemented an own database for 
membership in ec3 with a web service interface, and web service interfaces to the 
membership databases of the Austrian computer society and the European radiolo- 
gist society. 
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If a participant has filled out the registration form and claims a membership, it is 
evaluated whether an access via web service can be made to the database. If this 
check is positive, we call the web service with the participants name and obtain an 
answer whether membership is still active. 

We could imagine that in future each organization supports such a web service 
interface which would make our registration process applicable for any conference. 

4.2. Reservation of restaurant 

If participants from foreign countries attend a conference it is often not so easy to 
use local services as for example reservation of tables in a restaurant. Typically local 
organizations support participants at the conference desk with such services. We 
collaborate with lokaltipp.at a company organizing restaurants for international 
guests at Austrian conferences. We improve the reservation process with electronic 
communication. 

The participant may now specify his reservation inquiry in a web form, as an 
SMS-message, or at the conference desk. Since this inquiry cannot be handled im- 
mediately we offer the possibility that the participants receives the notification of a 
reservation by email or SMS. Thus the participant must not return to the conference 
desk or to the Internet site. The implementation of the service is as follows: The 
inquiry is sent by a web service call to an applet on the server of lokaltipp.at. This 
applet enables to manage different inquires in parallel. If a restaurant was found (by 
human phone call at lokaltipp.at side), the information is entered into the applet 
interface and the web service call returns the entered data to the reservation process 
at the conference side. Dependent on the participants preferences either an SMS or 
an email is sent to him. This reservation process can easily be extended to other re- 
sources which must be reserved. It is anticipated that eventually restaurants offer 
own web services for reservation that can be called by our process so that we can 
avoid the manual work of lokaltipp.at in future. 

4.3. Communication with participants company 

Another communication process which promises considerable improvements is the 
payment of conference fees and the transfer of the accounting information. We plan 
to integrate the conference processes with standard enterprise resource planning 
(ERP) software to facilitate the process of submitting data to the company of the 
participant. This communication will be realized again by web services. For partici- 
pants working for organizations that are not interested in this direct communication, 
a service to produce easily recipes shall be incorporated in this process, too. 

4.4. Communication with exhibitors 

Exhibitors usually have stands at a conference where they present products that can 
be somehow associated with the scientific theme of the conference. For example, on 
a medical conference, pharmaceutical industry will present new products. However, 
typically not all products are important for every participants. Thus the exhibitor is 
interested to obtain contact data of those participants that have certain interests. 
Whether such contact data may be supplied depends of course on the permission of 
the participant. 
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5. PERSONALIZATION 

Better services to customers of virtual enterprise and also for participants of a confe- 
rence can be achieved if every customer is offered individualized services. To 
achieve this we need to know interests and preferences of each customer. A virtual 
enterprise concept improves the capabilities of personalization, because all partic- 
ipating members may collect data of customer’s behaviour in a similar manner. The 
whole enterprise obtains therefore more data which can be analyzed. 

We use the following methods to improve our knowledge about each participant: 

■ participants may fill out forms in the registration process to express 
explicitly certain preferences 

■ keywords are extracted automatically from papers submitted and papers 
and with that their authors are classified 

■ participants are tracked during the conference with radio frequency 
technology to derive from their behaviour certain interests, and 

■ extracting knowledge from web sites through LiXto-technology. 



6. CONCLUSION 

The m>Forvm project addresses fundamental improvements for the organization of 
conferences by new communication processes. Especially the better communication 
and cooperation between different organizations participating in the service produc- 
tion process will enable a personalized service for participant. Different preferences 
of participants will lead to different services delivered. 

The main service is and will be new knowledge in a certain scientific domain. By 
better classifying papers and talks and by collecting interests and preferences of par- 
ticipants we will improve the efficiency ofhuman learning conferences. 

The project is not yet finished. In march a first large conference is used to evalu- 
ate how far offered services are accepted by participants. This will give us also new 
insights of future extensions. 
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Manufacturing companies, in our case shoe producers, increasingly have the 
need to improve collaboration and co-operation across the company boarders. 
Especially in the case of SMEs they are more and more interested in building 
networks with the support of business integrators like trade associations or 
service providers which can guarantee qualified support. This paper describes 
a case study and propose two different services in an Italianfootwear district 
to support shoe producers in managing automatically their temporary 
partnerships with suppliers and customers through ICT applications. The roles 
of the two service providers in the networking environment is compared. 



1. INTRODUCTION 

The raising use of ICT applications in the market has reached a relevant role for 
many enterprises. E-commerce seems to be useful especially in the Business to 
Business (B2B) giving the possibility to manage relationships among different 
companies in Virtual Enterprise (VE) context. Moreover, thanks to Internet 
solutions, also partnerships and agreements with suppliers or customers are easier to 
be signed and managed, hence many companies work in collaborative networks. 
Decreasing entry barriers have deeply affected this trend: actually also small firms, 
if in networks, can face the slighter costs that have to be paid to access virtual 
markets. On the other hand, e-commerce dissemination finds some hurdles, 
especially linked to the characteristics of enterprises and of sectors (Bianchi, 
Bottani, Simonella 2001). 

Companies life is linked to the networking context in which they operate: in 
industrial districts complementary companies are located in a restricted area and 
take advantage of each other core business sharing competences in a collaborative 
environment. On the other hand looking at single company level, drawbacks like 
poor investment capability in ICT infrastructure can be found due to organizational 
limits because, for example, few personnel can be diverted from operational tasks. 
To integrate SMEs in industrial districts, service providers and associations are 
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operative on the market offering services not only for bureaucratic activities (like 
administrative, legal, fiscal, etc) but also to support collaboration management 
through ICT tools. 

The aim of this paper is to show through a case study how the configuration of 
collaborative networks can change and be eased thanks to the support of different 
kinds of business integrators like brokers, catalysts etc. which can have a different 
role in networking companies. Even the most advanced infrastructure coming out of 
some leading R&D projects sometimes require complex configuration and 
customization processes hardly manageable by SMEs (Camarinha-Matos, 2002) and 
for this reason business integrators are a solution. 



2. BACKGROUND 

The work of this paper is part of the EU project e-MMEDlATE (IST-2001-35104) 
which focus was on the implementation ICT-Tools to support SMEs in 
strengthening networks and easing VE configuration adapting to peculiarities of 
SMEs requirements. A general roadmap was proposed to provide a toolset and 
methodologies to support SMEs in the creation and management of VE for product 
development processes. Four different VEs in four different branches were selected 
to apply a common methodology to implement new workflows and to select 
appropriate ICT-Tools. Here only the Italian VE case in the footwear sector is 
described. 

In literature various definitions of VE and virtual co-operations can be found in 
(Arnold et al, 1995), Bultje et al., 1998), (Camarinha-Matos et al., 1999) and 
others. For the purpose of this paper we use a definition ofVE from (Bullinger et.al., 
1995) where it is stated that “Virtual enterprises are temporarily horizontal and/or 
vertical location-spanning co-operations of independent companies with different 
degrees of autonomy”. Sometimes collaboration is yield difficult due to problems of 
trust, integration of different software or organizational management of roles in the 
partnership. The methodology applied in the project is based on some useful 
methodologies to support industrial partners in defining their VE configuration and 
the specific requirements and is based on some suggestions given in (Bauer et al., 
2003), (Chalmeta et al, 2003), (Wognum et al., 2002). The approach used in the 
project is a roadmap guiding any VE through the process of improving network 
management, especially through designing co-operation process and implementing 
ICT-Tools (e-MMEDIATE D8, 2003). It is important that the VE creation is done 
through configuration rather than through an ad hoc decision of procedures and mles 
or through new software design and implementation, because the objective is to be 
able to create and recreate efficient VEs in a very short time (TpUe et al., 2003). 

The application of the roadmap was successful for all the VEs and guaranteed 
standard of quality in the working methods. Each VE followed a path in the 
implementation according to its own requirements. Periodic controls and 
comparison among the VEs have been useful and necessary to validate and for 
cross-fertilization. 
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3. CASE STUDY 

3.1 Reference scenario 

The VE under consideration is peculiar in some characteristics: it is composed of a 
shoe producer and two service providers of the footwear sector collaborating to 
increase partnerships in an industrial district of shoe producers. The shoe producer 
designs, manufactures and distributes shoes. It is stmctured as an extended 
enterprise where each company is in charge of some productive phases but the 
company has also many temporary relationships with outsourcers (see below). One 
of the service providers is a trade association offering many different services to 
shoe producers from training to CAD co-design support, quality control and support 
on order management. The other service provider is a Laboratory for Design and 
Mass Customization (Lab) offering engineering consultancy services on automation 
systems, control systems and CAD/CAM support. Moreover at the Lab premises a 
fully automated and integrated plant is installed able to produce in a flexible and 
agile way mass customized shoes. This plant can be used to test (physically and 
virtually through simulation) new manufacturing technologies in the footwear 
sector. 

The characteristics of the VE of the Italian cluster can be summarized as follows: 

■ Complete independence in the management of each of the three partners 

■ Distributed information and knowledge at each site 

■ The value creation of the VE takes place in each different location and 
each company provides core-competence for cooperative value 
creation. 

■ There is not yet a common platform for data exchange, only the trade 
association has a web portal which is partially used for knowledge 
sharing. 

3.2 Stock management service 

Shoes are fashion products with a short life cycle, therefore they are deeply linked to 
market trends which influence design aspects every season. Most of the time shoe 
producers are not interested in selling their products through an Internet site during 
the high season: the competitiveness is very strong and shoe design can be copied 
easily (Morlacchi et al., 1998). So the use of e-marketplace is not well spread 
especially among SMEs. Most of the time at the end of the season shoe producers 
have a certain amount of unsold shoes that they try to sell at the best price (most of 
the time even at lower price than the production costs) in order to get rid of stocks of 
shoes that can not be sold in the next season due to changes in fashion. This selling 
process is usually managed at the premises of the shoe producers with face-to-face 
meetings between seller and stock buyers. To speed up this process shoe producers 
feel the need to have an electronic system which support the online sales of stock. 
Since the unsold shoes are available at the end of the season there is no problem 
concerning confidentiality of the models and so the shoe producers have no 
problems in publishing information and/or pictures of the products on the web. 
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After an analysis of the available software on the market it was decided that the 
best solution was to develop an ad-hoc web application, according to the collected 
requirements (Benedetti et al., 2003). As previously underlined, our specific case 
required to the software the possibility to sell whole or partial stock allowing the 
client to make free offers without the need to have an initial price defined by the 
seller. Moreover it is essential the protection of sensitive data concerning the 
customers and the prices under negotiation. Only some large shoe producers have 
already implemented their own online application for such a service. On the other 
hand the stock management here considered is not specific for just one shoe 
producer but can be used by many other company associated to the Trade 
Association making it available on their portal. In the future this tool could provide 
also an integration with the database of the different shoe producers in order to 
quickly retrieve the information which should be necessary for the stock sales. 

In this context the Trade Association would like to improve and manage the 
relationship between shoe producers and dealers interested in buying unsold stocks. 
In their portal the Association already offers various services like training online, 
market trend studies, administrative laws notification and supplier management. 
According to the requirements coming from shoe producers a web-solution was 
designed in order to manage the stocks selling process. The association acts as a 
broker between suppliers and buyers: it administrates the service to guarantee sellers 
that only registered customers (whose references have to be previously controlled) 
have access to the purchasing procedures. Moreover, the Association receives a 
notification of stock offers, evaluates the content of the offers and then uploads them 
to the web site. 

Hence the portal is the way by which the shoe manufacturers and potential 
customers interested in buying unsold stocks can meet easier than with face-to-face 
meetings. Potential customers can check the on-line stocks catalogue and make 
offers to buy stocks (partially or totally). In particular they can also make an offer 
regarding different stocks. The shoe producer can find customers that would buy a 
set of products they have chosen in a quicker and easier way. 

The system implemented and tested with some shoe producers is so structured: 

■ Web interface which provides data and information at the client level 

■ Web server and application which manage data and information 
installed at the trade association premises 

The service is accessible through internet and a browser like IE or Netscape. 

Usually shoe producers do not have enough internal resources (competences and 
money) to implement such a system and they would go on working on traditional 
way. The service gives them the possibility to create many new temporary VEs with 
dealers and other shoe producers giving more visibility to the company which can 
use the portal to sell unsold stocks and to do web marketing. Moreover the 
relationships become more secure because the association can guarantee a control on 
the companies accessing the system to buy online. 

3.3 Simulation and cost evaluation service 

Erom the point of view of shoe production, the value chains are composed of many 
different actors which are involved at different stages of the process. Usually the 
shoe producer deals mainly with the final phase of the manufacturing cycle (called 
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making phase) which is the most crucial one and consists in assembling shoe 
components like uppers, heels, soles and insoles. Previous steps as the cutting of the 
leather and the upper stitching are often outsourced to other small enterprise 
specialized in this kind of operations. Anyway most of the firms outsource partially 
or totally even the final shoe assembly. This implies a trusty relationship between 
shoe producers and outsourcers in order to guarantee the necessary quality level at 
the proper cost. 

Shoe production is very variable along the time horizon because it is linked to 
seasonal sales. This leads to an increase in the complexity of planning activity in 
order to fill and level the available internal and external capacity. Shoe producers are 
mainly SMEs and their planning capability depends on the experience and 
competence of the production manager who has to deal with shop floor activity and 
outsourcing plans according to an increasing variability of the market demand. 

Nowadays the process of selection and evaluation of outsourcers is based on 
direct contacts with well-known partners and make or buy decisions are taken 
without any support systems. In order to manage and evaluate different outsourcing 
solutions in a scientific way it was thought to develop an electronic system which 
support the online evaluation of the performance of different outsourcers. 

The service developed in the Lab provide shoe producers with an evaluation 
system based on the simulation of seasonal production plans. Cost evaluation 
analysis integrated with simulation gives a suitable and easily readable results for 
companies (Spedding et ah, 1999), (Andrade et ah, 1999). Simulation based on 
discrete events can give good forecasts of the production planning and can be 
integrated with a production costs evaluation for new assembling lines or for new 
product range (see Avai et ah, 1999; Boer et al. 1993). 

The service developed and tested allow a shoe producer to select the simulation 
models on which he wants to run his orders and insert data and information on the 
production mix. Deploying this service a shoe producer can simulate its own 
production process, production process of the outsourcers in order to take make or 
buy decisions and production process of the integrated plant in the Lab to test 
innovative technologies on its own production. 

The web application runs simulations on the order data provided by the shoe 
producer, and calculates the process and product costs according to the model cost 
selected. The development of such a kind of services was based on the following 
steps: 

■ development of web interface to provide data and information at client 
level 

■ installation of web server and application server at the Lab premises 

■ structuring database for data provision 

■ development of simulation models and costing models with the shoe 
producer 

The user can access to the service using a common browser like Internet 
Explorer or Netscape. The real production processes are simulated with Arena to 
visualize the layout peculiarities like time lag between an operation and the other, 
number of people at each phase, number and time for setup, etc. 
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The output data of the simulation model (time, number of shoes produced, 
number of scraps) are input for the costing model. The hardware architecture is 
given in the following figure. 





Fig.l: Hardware Architecture 

As came out from the real implementation of the service this kind of application 
implies a deeper involvement of the service provider respect to the stock 
management previously described: every time a member is registered to the system 
it is necessary to collect all the data and information about its production process 
and costing system to make available the new model on the web. The service is a 
decision support tool; the effort required when entering for the first time the system 
is much higher but then the shoe producers can easily and quickly evaluate how 
different orders can be produced in different production plants. 



4. CONCLUSIONS 

The support of a business integrator guarantees merging of a pool of interests and 
competencies not available in a single SME and assures to reach a critical size to be 
in accordance with market constraints. Moreover optimization of the processes is 
easier as the case of cost evaluation through simulation shows. 

Most of the time SMEs are in a context which can be called “breeding 
environment” for dynamic formation of VE (Camarinha-Matos, 2003). Regional 
districts where many companies of the same sector are concentrated can be 
considered a breeding environment where associations and service providers support 
cooperation agreements with common infrastructures. When one of the SMEs finds 
a business opportunity, a subset of all companies may form a VE for that specific 
opportunity with the support of a broker. The new partners entering in a dynamic 
way in the VE join the common infrastructure and cooperation principles. 

Looking at the services described in this paper, we can underline two different 
roles in service provision. The trade association is just providing a service (stock 
management) with a function of controlling operations, checking reliability of 
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potential customers and validating offers. On the other side the Lah actively 
customize the service for each shoe producer since the specific production process 
has to he drawn with them and a costing model adapted according to their 
accounting system. 

Several VEs can co-exist at the same time within the breeding environment even 
with some members in common. In fact the environment in not a closed one: new 
members can adhere to a certain service but they have to comply with the general 
operating principles of the broker. The establishment and management of the VE 
through adequate infrastructures represent therefore an important support for the 
creation of agile partnerships. 
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Figure 2: Overall architectural design 

The two different solutions implemented and tested at prototype level in this VE are 
focused on the idea of creating a set of tools to support and promote the extension of 
the VE for SMEs both from the side of suppliers (simulation service) and customers 
(stock management service). To undertake this aim the IT tools implemented do not 
force the VE towards a rigid and closed stmcture but on the contrary offer new 
collaboration opportunities widening the vision on a common cooperation scenario. 
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The organization of public health care in Slovenia is hierarchical: the national 
Institute of Public Health coordinates the activities of a network of regional 
Public Health Institutes whose functions are public health monitoring, 
organizing the public health activities and proposing and implementing actions 
for maintaining and improving public health. Public Health Institutes 
themselves coordinate particular activities of a regional network of hospitals, 
clinics, community health centers, individual health professionals and other 
health care resources. In this paper we investigate the system of public health 
of Slovenia, viewing it as a virtual organization breeding environment, propose 
a selection of knowledge technologies that can be used to support the 
management of public health, and discuss the advantages gained by treating 
the system of public health institutions as a virtual organization breeding 
environment. 



1. INTRODUCTION 

Effective medical prevention and good access to health care resources are important 
factors that affect citizens’ welfare and quality of life. As such, these are important 
factors in strategic planning at the national level, as well as in planning at the 
regional and local community level. Large quantities of data collected by medical 
institutions and governmental public health institutions can serve as a valuable 
source of evidence that should be taken into account when deciding about priorities 
to be included into strategic plans, or when deciding about specific measures to 
solve a particular health care problem. 

The current organization of public health care in Slovenia is hierarchical: the 
national Institute of Public Health (IPH) coordinates the activities of a network of 
regional Public Health Institutes (PHIs) whose functions are public health 
monitoring, organizing the public health activities and proposing and implementing 
actions for maintaining and improving public health. Public Health Institutes 
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themselves coordinate a regional network of hospitals, clinics, individual health 
professionals and other health care resources involved in particular health care 
activities. 

The network of regional Public Health Institutes (PHIs), coordinated by the 
national IPH, can be viewed as a virtual organization with relatively well-defined 
competencies and methods of collaboration. On the other hand, a regional network 
of various health care resources can be viewed as virtual organization breeding 
environment (Camarinha-Matos, 2003) (regional VBE) monitored and coordinated 
by the regional Public Health Institute. For a particular request (i.e., a ‘business 
opportunity’ in the terminology of virtual organizations) either from the national 
IPH or from local institutions (industry, local government,...) the local PHI 
organizes a virtual organization from the regional VBE to perform the requested 
task. This view can be extended to the national level; the regional VBEs forming the 
national virtual organization breeding environment (national VBE), coordinated 
either by the national IPH or by a regional PHI. 

To be able to form an appropriate virtual organization, the IPH and PHIs need to 
know the capabilities and characteristics of all the health resources (institutions and 
individuals) of the national/regional VBE. Once a particular virtual organization is 
formed, the coordinating national IPH or the regional PHI needs to be capable of 
managing the virtual organization in order to adequately solve the task at hand. This 
can be done effectively by appropriate knowledge management (Smith, 2000). 

Knowledge management can be supported by the use of knowledge technologies, 
in particular by data mining (Mladeni(5, 2003) and decision support (Mladenid, 
2003), which are in the focus of the work described in this paper. Data mining and 
decision support have a large potential for knowledge management in virtual 
organizations, and have already proved to be successful in numerous applications. 
Data mining is typically applied to knowledge discovery in large and complex 
databases and has been extensively used in industrial and business problem solving, 
while its use in health care is still rare. In such a knowledge intensive domain, 
neither data gathering nor data analysis can be successful without using knowledge 
about both the problem domain and the data analysis process, which indicates the 
usefulness of integrating data mining with decision support techniques to promote 
the construction of effective decision models supporting decision making and 
planning in public health care. 

This paper investigates the system of public health of Slovenia, viewing it as a 
virtual organization breeding environment and proposing a selection of knowledge 
technologies that can be used to support the management of public health. Section 2 
provides a framework for knowledge management in virtual organizations. Section 3 
describes the organization of public health care in Slovenia, viewing the network of 
Slovenian health care resources as a virtual organization breeding environment and 
points out the advantages of taking such a view for improved knowledge 
management. Section 4 identities some problems that can be solved with the use of 
knowledge technologies and proposes the specific knowledge technologies, data 
mining and decision support, for solving particular problems identified by the Public 
Health Institute of the Celje region, chosen as the referential PHI. The paper 
concludes with some lessons learned and directions for further work. 
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2. KNOWLEDGE MANAGEMENT IN VIRTUAL 
ORGANIZATIONS 

The main strength of a virtual organization lies in the range of competencies the 
partners are able to offer jointly through collaboration. To fully exploit this 
advantage, problems of efficiently storing, updating, sharing, promoting and 
transferring knowledge need to be solved. These problems are solved by appropriate 
knowledge management which - in addition to the technological solutions - needs to 
address also organizational, economic, legislative, psychological and cultural issues 
(McKenzie, 2(X31). Knowledge management is recognized as the main paradigm for 
successful management of virtual organizations, aimed at supporting business 
intelligence (Biere, 2003) - a broad category of applications and technologies for 
gathering, storing, analyzing, and providing access to data to help organizations 
make better business decisions. Business intelligence applications include decision 
support (Mladenie, 2003), query and reporting, online analytical processing 
(OLAP), statistical analysis, forecasting, and data mining (Mladenii, 2003). 

In virtual organizations, the strategic and management decision making 
processes typically differ from those in traditional organizations, where decisions 
are made at the top and implemented at the bottom. The model of managing a virtual 
organization can vary from a classical and ordered management system to self- 
organization. In any case, to manage a networked structure, well-defined guidelines 
are useful as a help to plan, control and finish a project in planned time. 

A partner in a virtual enterprise can be viewed as an agent which can either be an 
individual, a group/team or an institution. An agent is a resource capable of 
performing a particular task in the project and/or the co-ordination between different 
processes for which it is responsible. The role of directing is performed by the agent 
acting as a project leader in the process of planning, leading and controlling a 
particular project in the virtual organization. For the sake of effective network 
management, it is very useful if the network intelligence (NQ) (Palmer, 1998) 
philosophy is adopted by the partners. Network intelligence states that an individual 
is a much stronger and valuable knowledge resource if it is a ‘connected’ member of 
the community. This holds also in the case of a virtual organization, where the 
added-value and the main strength of each partner is due to linking his expertise 
with supplementary and complementary knowledge of other partners. Moreover, 
also the most important strength of the whole virtual enterprise lies in the range of 
competencies the partners can offer together. The wider is the network of knowledge 
the more competitive it is as a whole. 

For these purposes every partner has to have access to a knowledge resource 
repository, where the information about knowledge resources, process costs and 
resource availability in the network are stored. To be able to manage the network 
and perform successful knowledge management, an appropriate tool has to be 
selected. A suitable tool to support the above mentioned functions is a knowledge 
map, i.e., “a visual representation of a knowledge domain according to criteria that 
facilitate the location, comprehension or development of knowledge” (Eppler, 2003). 
The process used to gather the information needed for knowledge map construction 
is called knowledge mapping. 

A knowledge map of partners’ core competencies, additional expertise, tools and 
procedures in terms of explicit knowledge covers most of the knowledge 
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management and business needs of a concrete business environment. According to 
(Burn, 2002), there are different types of knowledge maps: knowledge agent maps, 
knowledge asset maps, knowledge structure maps, knowledge development maps, 
and knowledge flow maps. A comprehensive knowledge map can be seen as a 
dynamic landscape of explicit knowledge (core competencies, legacy systems, 
additional expertise, forms, documents, presentations, papers), procedures 
(guidance, tips, checklists), tools and methods (web services, training, applications) 
available to the virtual organization. Some tacit knowledge (e.g., group dynamics, 
embodied knowledge and psychological) can be made explicit and added as well. A 
knowledge map has to be made accessible to all partners, in particular to the 
strategic decision makers. 

When a new task or request (a ‘business opportunity’) arises, network partners 
use electronic means for discussing a new problem, trying to find out the best 
methods, techniques, tools and expert teams to develop a problem solution. This 
provides a suitable environment for the development of communities of practice 
(COPs) (Wenger, 1999) and virtual organization breeding environments (VBEs). On 
the one hand, COPs and VBEs are formed on the basis of agent’s interests and form 
the grounds for the building of trust, collaboration, knowledge transfer and new 
knowledge discovery. On the other hand, the virtual organization itself can be 
developed into a community of practice or even into a virtual organization breeding 
environment. 



3. THE NETWORK OE SLOVENIAN HEALTH CARE 

RESOURCES VIEWED AS A VIRTUAL ORGANIZATION 
BREEDING ENVIRONMENT 

In Slovenia, the system of public health is organized at three levels: the strategic 
(national) level, the managerial (regional) level, and the operational (local) level. 

— At the strategic level, the national Institute of Public Health (IPH) implements 
the national health care policy whose main concern is good public health and 
efficient national health care system which includes the appropriate distribution 
of health care resources across the regions of Slovenia. 

— At the managerial level, the regional Public Health Institutes (PHI) propose and 
implement actions for maintaining and improving public health within the 
directives of the national IPH through public health monitoring and organizing 
public health activities. 

— At the operational level, hospitals, clinics, individual health professionals and 
other health care resources offer the health services to the citizen; their activities 
need to be in line with the regional and the national public health policy. 

Figure 1 illustrates the three level organization of public health care of Slovenia. 

The strategic level consists of a single institution (IPH), the managerial level 
consists of a network of regional Public Health Institutes (PHIs) while the 
institutions at the operational level form regional medical and health care networks. 
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Figure 1 - The three level organization of public health care of Slovenia. 

As discussed in the introduction of this paper, the network of regional Public 
Health Institutes (PHIs), coordinated by the national IPH, can be viewed as a virtual 
organization with relatively well-defined competencies and methods of 
collaboration. Other virtual organizations can be formed from the virtual 
organization breeding environment (VBE) at the operational level: local health 
institutions and professionals which act in accordance with the rules and procedures 
defined roughly by governmental policies and implemented by IPH at the national 
level and PHIs at the regional level. 

By adopting the latter view, the entire national public health system of Slovenia 
can be seen as a network of different institutions and professionals (public health 
resources), which jointly function in accordance with the rules and procedures 
defined roughly by governmental policies and implemented by IPH and PHIs at the 
national and regional levels, respectively. Public health resources therefore form a 
loosely formalized association which, as a whole, can be viewed as a virtual 
organization breeding environment. 

Every health care request triggers appropriate public health resources to form a 
firmer association, which results in a particular virtual organization formed for a 
given task. This is why public health resources at the regional operational level 
already function as a regional VBE. Let us illustrate the virtual organization life 
cycle for two different problem situations. 
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— The first is a traditional one, where a patient comes to the general practitioner 
(GP) due to a health problem. The GP prescribes laboratory testing and based on 
the outcome directs the patient to a specialist who first prescribes medical 
treatment, but finally requests the patient to be treated in the local hospital. The 
actors in this process must act in line with the existing rules and procedures. If 
viewed from a virtual organization perspective, the rules prescribing the 
formation of a ‘virtual organization’ for this ‘business opportunity’ are pre- 
defined (partly by IPH and PHI) unless the patient decides to act differently than 
suggested by the health system procedures. The established virtual organization 
dissolves by the end of the treatment of the patient’s health problem. 

— A less standard situation occurs in preventive health care, in which a particular 
task can be triggered by local industry or a local community. Suppose that a 
group of people living in the same environment shows symptoms of the same 
health problem. In this case, this ‘business opportunity’ becomes the concern of 
a regional PHI, that needs to act as a ‘net-broker’ in the VBE consisting of 
resources at the operational level, resulting in the formation of an appropriate 
‘virtual organization’ of health care resources for the given task. 

The second example is a case in which a regional PHI is contacted in order to 
coordinate a specific activity. As the current national health reform is radically 
cutting the budget for PHIs, forcing them to offer their services to the market, such a 
request actually represents a business opportunity for the coordinating PHI. The 
virtual organization of PHIs is actually facing a rapid transformation process 
towards the inclusion into a national VBE formed of existing regional VBEs of 
public health resources. Their business opportunities come from local industries or 
local communities, as described in the second example above; in this case, a PHI 
acts as a net-broker. On the other hand, their business opportunities may be invoked 
by a request of the national Institute for Public Health (IPH) to several PHIs; in this 
case, the net-broker for this strategic level task is the national IPH itself. 

The main goal of each regional PHI is to enable equable health development in 
the region by establishing and maintaining an effective regional public health 
system. This task depends on the proper organization and efficient management of 
regional health care resources in the health care VBE. To be successful in the 
market, the regional PHIs are thus facing new challenges, which are related to the 
management of VBEs. Hence, management and organizational concepts of VBEs 
and virtual organizations (VOs), originally developed for the production sector, need 
to be introduced also into the public health care sector. 



4. USING ADVANCED KNOWLEDGE TECHNOLOGIES TO 
SUPPORT THE PUBLIC HEALTH CARE VIRTUAL 
ORGANIZATION BREEDING ENVIRONMENT 

In Section 2 we have argued that the efficient management of VBEs and VOs 
critically depends on appropriate knowledge management, which is supported by 
knowledge technologies. The basis for an integrated knowledge management system 
are data and knowledge stored in databases and/or available through various 
communication technologies, the most important part of it being the database of 
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knowledge contents (knowledge resources, knowledge processes) usually referred as 
the knowledge repository. The most successful tool used for the representation of 
the content in the knowledge repository is a knowledge map. In the knowledge map 
each knowledge resource (VBE member) is described by different sets of attributes, 
describing their knowledge and competences, availability, cost, time and quality to 
perform particular knowledge tasks. 

As mentioned in Section 2, the processes used for gathering and updating the 
data and the knowledge repository are knowledge mapping processes. Automatic 
mapping processes are based on advanced knowledge technologies like data mining, 
text and web mining. Knowledge technologies used to represent contents in the 
knowledge map range from data mining, text and web mining to decision support 
tools. 

A knowledge map can be a very useful tool to support the management of the 
VBE as well as VOs. In the case of a regional PHI, the management of a regional 
public health VBE depends on successful planning which should be based on an 
accurate analysis of the current situation. Eor this purpose, regional PHIs are already 
collecting some data from the regional VBE, which are used to perform some basic 
statistical analysis and personal judgment. But the most important information and 
knowledge remain hidden and therefore unused. This is why PHIs knowledge about 
a regional VBE and its members is fuzzy and inaccurate. This is one of the major 
problems to be solved if aiming at optimizing the organization of public health care. 
This problem is particularly emphasized in the case of unequal territorial distribution 
of public health resources, which results in the problem of unsuitable public health 
services provided to the citizens. 

In the MediMap project for the regional PHI Celje we have tried to set up an 
appropriate model and the appropriate tools to support the regional health care VBE 
which could then serve as a model for other regional PHIs. We have focused on the 
development of knowledge technology tools, which may help solving the problem of 
VBE management (in terms of equal knowledge resource distribution, new 
knowledge resource acquisition, VBE members retention), VO formation and VO 
management (optimization, simulation, prediction, monitoring). These requirements, 
formulated by the PHI Celje, fall into three problem areas: (1) health care 
organization (the public health institute network, health care human resource 
distribution), (2) accessibility of health care services to the citizens, and (3) the 
health care providers work. They were made operational as five problem tasks: 

— analysis of the public health providers network, 

— analysis of public health human resources, 

— analysis of public health providers workload, 

— management and optimisation of the public health providers network, and 

— simulations and prediction of the performance of the public health providers and 

human resource network. 

In order to model the Celje regional VBE we wished to better understand all the 
Celje region resources and their connections. For that purpose data mining 
techniques have been applied to the data of ten community health centers. The 
dataset was formed of three databases: 

— the health care providers database. 
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— the out-patient health care statistics database (patients’ visits to general 
practitioners and specialists, diseases, human resources and availability), and 

— the medical status database. 

To model the processes of a particular community health center (the patient 
flow), data describing the directing of patients to other community health centers or 
specialists were used. Our intention was twofold; on the one side we wanted to 
detect the similarities between community health centers and on the other to detect 
the atypical community health centers. Similarities between community health 
centers were analyzed according to four different categories: patient’s age 
categories, patient’s social categories, the organization of the community health 
center, and employment structure of the community health center. 

For each category similarity groups were automatically constructed using four 
different clustering methods (detailed description of the clustering methods cannot 
be provided due to space constraints). Averages over four clustering methods per 
category were used to detect the similarities between the community health centres 
of the Celje region. The similarities are presented in Figure 2. 
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Figure 2- The similarity matrix of Celje CHCs. 

Results were evaluated by domain experts from PHI Celje. In several cases the 
results confirmed already known similarities, while the experts could not find any 
reasonable explanations for new knowledge described in the similarity matrix, as the 
data describing was to coarse (aggregated). 

A more detailed similarity analysis was therefore needed. In the analysis of the 
estimated number of patients that can be handled by a community health center (the 
center’s capacity estimated by the number of employed staff), and the actual number 
of patients handled by the center, the outcome shown in Figure 3 was well 
appreciated by the experts. The figure presents some atypical centers (e.g., CHC 
Brezice and Zalec) with an insufficient number of staff compared to the number of 
actual patients. In general, the results from these experiments confirmed some 
similarities between community health centers and pointed out atypical community 
health centers, which was well accepted. A similar analysis as the one shown in 
Figure 3 was done for the regional distribution of drugstores which also showed 
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atypical cases which need to be analyzed by the Public Health Institute Celje in 
further work. 




Figure 3- Detecting atypical Celje region health care resources (those deviating from the 

diagonal line). 

Overall results indicate that additional data from the community health center 
will need to be gathered. This finding is valuable for the national IPH, which defines 
the data model and pre-describes rules and procedures for data gathering. This also 
fits our goal to build a knowledge repository and knowledge mapping procedures, 
which will support the management of the regional public health VBE. Another 
important aspect for the management of VBE is to automatically define similar 
community health centers and point out the extreme and atypical ones. 



5. CONCLUSION 

The organization of public health system in Slovenia can be viewed as a set of 
regional VBEs of public health resources which are managed by regional public 
health institutes (PHIs). Successful management of a virtual organisation breeding 
environment critically depends on up-to-date information about all VBE members 
and their mutual interactions. The most important information includes VBE 
member’s core competences and knowledge resources. Processes of collecting, 
storing, maintaining and updating knowledge are used to gain better understanding 
of every VBE member. Sharing, promoting and transferring knowledge between 
VBE members facilitates and motivates the potential formation of virtual 
organizations. All mentioned processes can be supported by the appropriate 
knowledge map which enables decision makers to successfully manage the VBE and 
potential virtual organizations. 

In the MediMap project we are developing methods and tools that will help 
regional PHIs and national IPH to perform their tasks more efficiently. Tools and 
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methods were developed for the reference case of IPH Celje and tested on selected 
problems related to health care organization, accessibility of health care services to 
the citizens, and the health care providers work. 

In the first part of the project some traditional statistical and data mining 
methods were used in order to get acquainted with the problem domain and data 
sources. In further work we will follow two objectives: (1) the development of a 
public health care knowledge map based on automatic knowledge gathering tools 
and (2) the development of decision support tools with automatic modeling of VBE 
members using data mining. We will focus on the development of decision support 
tools with the automatic modeling of VBE members using data mining. 

The developed methodology and tools have proved to be appropriate to support 
VBE management. IPH Celje will directly benefit from these results which will in 
case of successful implementation, serve as a reference model for other regional 
IPHs. In addition, the national IPH is interested in the identification of missing data 
that should be included in the improved protocol of public health data gathering at 
the national level. 

Acknowledgements 

We gratefully acknowledge the Public Health Institute Celje and the Slovenian 
Ministry of Education, Science and Sport for funding the MediMap project, and to 
the MediMap team, in particular to Marko Debeljak, Marko Bohanec and 
Aleksander Pur who contributed to the results described in this paper. 



6. REFERENCES 



1. Biere M. Business Intelligence for the Enterprise, Prentice Hall PTR; 1st edition June 4, 2003 

2. Burn Ml, Ash C. Managing Knowledge for Strategic Advantages in the Virtual Organisation. In 

Malhotra Y. (editor), Knowledge Management and Virtual Organizations, 144-161, Idea 
Publishing Group, USA, 2002 . 

3. Camarinha-Matos, L.M., Afsarmanesh H. Elements of a base VE infrastructure. J. Computers in 

Industry, Vol. 51, No. 2, 139-163, 2003 

4. Eppler, MI. Knowledge Management Terminology. Guide, St. Gallen; mcm institute, 1999, 07.2000. 

URL: <http://www.informationobjects.ch/NetAcademy/naservice/publications.nsf/all_pk/1617> 

[13.11.2003]. 

5. McKenzie J, van Winkelen C. Exploring E-collaboration Space. Henley Knowledge Management 

Forum, 2001. 

6. Mladcni(i D, Lavrad N, Bohanec M, and Moyle S. (editors) Data Mining and Decision Support: 

Integration and Collaboration, Kluwer, 2003. 

7. Palmer, J. The Human Organization. Journal of Knowledge Management, Vol. 1, Number 4, 294-307, 

June 1998. 

8. Smith RG, Farquhar A. The Road Ahead for Knowledge Management: An AI Perspective. AI 

Magazine, Vol. 21, No. 4, 17-40, 2000. 

9. Wenger E. Communities of Practice: Learning, Meaning, and Identity. Cambridge University Press, 

1999. 




PART 21 

EDUCATION ON VO AND KNOWLEDGE SHARING 




EDUCATION ON 
VIRTUAL ORGANIZATIONS: 
AN EXPERIENCE AT UNL 



61 



L. M. Camarinha-Matos, T. Cardoso 

New University of Lisbon, Faculty of Sciences and Technology 
Quinta da Torre, 2829-516 Monte Caparica, PORTUGAL, cam @ uninova. r>t 



The introduction of new courses on virtual organizations at the engineering 
education level is an important element for the broad acceptance of this new 
paradigm. This article summarizes the experience with an initiative of teaching 
Virtual Enterprises / Virtual Organizations subjects to Electrical and 
Computer Engineering students. The course structure, both in its lecture and 
lab work components, is described. Finally, some lessons learned with two 
editions of this course are presented. 



1. INTRODUCTION 

Education can play a vital role in facilitating the dissemination and broad acceptance 
of the virtual organizations paradigm. The practical development and exploitation of 
new collaborative network forms such as virtual organizations / virtual enterprises, 
professional virtual communities, virtual laboratories, virtual institutes, etc., is 
hindered by the lack of a widely accessible body of knowledge on the related 
supporting concepts, technologies, and methodologies. Although considerable 
progress has been achieved in recent years, most of the underlying knowledge in this 
area is possessed only by a limited number of researchers and engineers. In fact, the 
study of collaborative networks is still absent from most of the traditional university 
programs. 

There is therefore a lack of professionals, namely engineers ready to get engaged 
in projects on collaborative networks. The problem is augmented by the fact that 
proper approaches to the design, implementation, and operation of virtual 
organizations require contributions of a multi-disciplinary nature. Young engineers 
from the various engineering branches, although more or less aware of the 
potentialities offered by new technologies, have some difficulty in addressing multi- 
disciplinarity. Moving from an enterprise-centric attitude, implicit in most 
engineering programs, to a collaborative network model requires a new mindset that 
calls for proper education programs. 

The fact that collaborative networks are not recognized yet as a scientific 
discipline per se represents an obstacle for the introduction of VO courses in many 
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university programs. Nevertheless some initiatives are already being reported [1], 
being important to share experiences and lessons learned with these early initiatives. 
In this context, this paper summarizes the experience of teaching a course on virtual 
enterprises / virtual organizations at the New University of Lisbon (UNL) in the 
academic years of 2002/2003 and 2003/2004. 



2. CONTEXT 

The Virtual Enterprises course was first included in 2002 as an elective subject in 
the Electrical and Computer Engineering program of the Eaculty of Sciences and 
Technology of UNL. This one-semester course in offered to the 5th year engineering 
students (Fig. 1) and comprises a number of theoretical lectures and laboratory work 
sessions. The course spans over a period of 14 weeks, each week including 2 h of 
lectures and 3 h of lab work assisted by a teaching assistant. 



Electrical and Computer Engineering 

Virtual Enterprises 




Figure 1 - Virtual Enterprises course in the Electrical and Computer Engineering program 

Although an optional subject, that has to compete with many other courses offered 
by the UNL, this course attracted 21 students in 2002/2003 and 23 students in 
2003/2004, which is a significant number considering that the total number of 
students in the S'*" year of the Electrical and Computer Engineering program were 
about 45. 

The candidate students are supposed to have acquired a basic background in ICT 
during the previous semesters of the course (Fig. 2). 




Other electrical engineering 
subjects 

Figure 2 - Previous preparation on ICT of the candidates to the VE course 
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Although the Electrical and Computer Engineering program of UNL includes more 
ICT subjects than other more traditional programs, it shall be noted that the focus is 
nevertheless on Electrical Engineering rather than Computer Science. 



3.COURSE CONTENTS 

The main theoretical subjects introduced in the 14 weeks are: 

UNIT 1: INTRODUCTION 

What is a VE? Why such subject in an Electrical and Computer Engineering 
course? Discussion of the program. Course evaluation methods. Practical 
(lab) work description. 

UNIT 2: BASIC CONCEPTS AND VE APPLICATIONS 

VE concept: various definitions - common elements. Related concepts - 
VO, EE, .. — collaborative networks. Why VE? 

Application examples: Manufacturing, Large Scale Engineering, Civil 
Construction, Food industry / Agribusiness, Services, Government. 
Summary of motivations. Research projects - overview. Classes of VE. 
Roles in VE. Life cycle. Implementation difficulties. Clusters. New ways of 
working; new collaborative organizations: Virtual Labs, Remote supervision 
in manufacturing. Supervision in water distribution networks. Virtual 
Communities / Communities of Practice, VC in elderly care. 

UNIT 3: ORGANIZATIONAL EORMS OE VE 

Traditional manufacturing organizations. Supply chains. Emerging 
collaborative forms. Professional virtual communities. Other advanced 
collaborative forms. Structure and roles. 

UNIT 4: INFRASTRUCTURES FOR VE 

Why? For what purpose? Infrastructures and vertical services. Support for 
basic collaboration - Which functions. Support for advanced collaboration - 
Which functions. Three approaches: Layer-based / transaction-oriented, 
MAS-based, Service federation. Example PRODNET. Examples MAS. 
Example of service federation. Interoperability. 

UNIT 5: SAFE COMMUNICATIONS IN VE 

Requirements. Basic mechanisms: Cryptography, Digital signature. Digital 
certificates, etc. Example architectures. Example from PRODNET. VPN. 

UNIT 6: DISTRIBUTED DEFORMATION MANAGEMENT 

Requirements. Sharing and exchanging- which information: Business 
information. Product models. Distributed business processes. Contracts and 
cooperation agreements. Status information, quality information, etc. 
Privacy / visibility. Location transparency. Heterogeneity and autonomy - 
pre-existing enterprises. Federated architectures: Federation in MAS, 

Federated Information Management Systems (FIMS). Combination MAS- 
FIMS. Shared spaces (ex. Concurrent engineering): CBM-FACE, Which 
information to share. Coordination and notification. 
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UNIT 7: INFORMATION MANAGEMENT AND STANDARDS 

EDI Concept and need. EDIFACT. XML. EDI+XML. ebXML. 

UNIT 8: PDM IN VE 

Product development as a collaborative activity. Information to share on 
products. PDM - functions. Standards in product information exchange. 
STEP. Examples: PRODNET and SAVE. APIs. 

UNIT 9: PORTALS AND BREEDING ENVIRONMENTS 

The concept of “portal”. Catalogue of enterprises. Catalogue of services / 
resources. Examples of functionalities. Examples of architectures. Concept 
of breeding environment. Main requirements and examples. 

UNIT 10: COORDINATION IN VE 

Concept of coordination. Paradigms. Workflow concept. Workflow 
Management Coalition architecture. Examples: PRODNET, FETISH-ETF. 
Actors and roles in a VE. 

UNIT 11: DISTRIBUTED BP 

Concept of distributed business process. Multi-level coordination. DBP 
Planning. PIE, PSL. 

UNIT 12: PARTNERS SEARCH AND NEGOTIATION. E-CONTRACTS 
Agent-based approaches. Service federation approaches. Catalogue; 
profiles. WSDL. SOAP. UDDI. Contract negotiation and representation. 

UNIT 13: ELECTRONIC COMMERCE 

Basic Concept. Infrastructure: Electronic catalogue - Product - UPC, 
Service - WSDL, Which interface? Which base tools? E-Procurement - 
RFQ, negotiation. “Show case”, “Navigation” (browsing) and selection - 
The problem of “soft” products (e.g. music). Delivery logistics. Payments. 
Examples. How to make your “shop” known. 

UNIT 14: VIRTUAL MARKETS 

Basic concept. Collective “Show case”- organizational paradigms. 
Communities. Infrastructure: Basic functionalities. Search and negotiation. 
Examples. Logistic integration. Payments. Integration B2B. Use of agents 
technology. 

These lectures include a presentation of the main concepts, state of the art and 
supporting technologies, followed by a discussion of major trends and challenges. In 
all sessions an attempt to give students a holistic perspective of the area - 
technology, socio-organizational concepts, and ethical issues - is made. 

It is also important to note that the issues of enterprise modelling and integration, 
such as enterprise reference architectures, modelling tools, information integration, 
knowledge-based systems, supervision systems, and middleware technologies, were 
studied by the same students in a previous course (Systems Integration). The 
motivation was to clearly separate the traditional issues of single enterprise 
modelling from the collaborative networks. 
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4. LAB WORK 



The experimental work component of the course was designed to give students some 
hands on experience with a number of technologies that can be used in the 
development of VE / VO support infrastructures. Furthermore students are supposed 
to follow the main steps of a software engineering project and practice group work 
and inter-group collaboration. These objectives are achieved through the design and 
development of a case study. 

The chosen case was the development of an ICT system to support the operation 
of a Professional Virtual Community of engineering consultants. In other words the 
objective of the lab work is the design and development of an ICT infrastructure for 
a Virtual Market of consultancy services (ConsultMarketJCT). Engineering 
consultants that join this community shall be able to register (publish) their services 
/ capacities. Furthermore, any member can become an intermediary and create some 
Value Added Services (VAS) based on the composition of a given set of services, 
in order to achieve a specific higher level goal. VAS can also be registered in the 
ConsultMarketJCT, and accessed just like any other service. From the client, s point 
of view the ConsultMarketJCT is regarded as a shopping place where he or she can 
find services needed for a given project. 

The complexity of the intended infrastructure gives students the opportunity to 
use and integrate knowledge from different computer science areas, e.g. object 
oriented software construction, object oriented modelling, distributed systems, 
workflow systems. 

Traditional software life cycle models and software quality principles pointed to 
the main phases of the work: Analysis, Design, Development, and Test. The first 
edition of the course (2002/2003) covered only the first 3 phases, while the second 
edition tried to go through the full process. 

Analysis. The analysis phase started with the identification of the main requirements 
for the system architecture to be developed. For this purpose a forum was organized, 
where the students discussed the key ideas collected from some published papers 
related to the underlying areas (see references). Based on this discussion an 
Infrastructure Topology was identified, as well as the main requirements for the 
ConsultMarketJCT, as shown in Fig. 3a and 3b. 
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The next step was to detail the architecture for which the ICE methodology was 
used separating the architecture into three main categories of modules: Interface 
Modules, Control Modules and Entity Modules. 

Students were divided in groups of three elements and each group proposed its 
own architecture. Based on a plenary discussion and analysis of the various 
suggestions, a common architecture was finally achieved, as shown in Fig. 4. 




Figure 4 - ConsultMarket_ICT architecture 

This architecture shows a star like structure, composed of a central node, the 
Community Main Node, and several local nodes, corresponding to the Members of 
the Community - the Consultants. Both nodes ended up with almost the same 
software modules. The reason is that the tasks are similar. The distinctive factor is 
the context where each module is working. 

The next step was to formalize the description of the modules functionality into 
UML Use Cases. This was the base for the assignment of modules to the students, 
groups. Fig. 5 shows the main Use Cases for each module, using a UML like 
graphical language. Naturally, this was a first version that would evolve during the 
project. The Entity Modules, for instance, have the responsibility to store 
information. Thus their Use Cases are mainly concerned with setting and getting 
information. Nevertheless, whenever a given module needed some other Use Cases 
from any module a meeting was organized among the involved groups, opinions 
were exchanged and the creation of a new Use Case in the design phase took place. 
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Figure 5 - Main Use Cases for the ConsultMarket_ICT Modules 

Design. The design phase started with the division of work among distinct groups - 
each group was assigned one or two modules of the architecture. 

The second step in this phase was the definition of the technology to use in the 
subsequent phase. In the 2002/2003 edition, this was an a-priori decision, pointing 
out for a Java-based approach. In the 2003/2004 edition, the students performed an 
extra-task regarding the decision of what technology to use. In order to make this 
decision a number of technologies offered by different vendors were considered, 
namely: 

■ Sun Microsystems - A Java-based approach was a possibility, repeating the 
previous edition example. Sun Microsystems offered several copies of the 
Sun One Starter Kit, 

■ Microsoft - Another possibility was the usage of the .NET framework. A 
presentation of this technology was made by a Microsoft engineer. 

■ Oracle - Using the Oracle Databases was an a priori decision, due to their 
wide usage in the market. Furthermore, two technical presentations were 
made by Oracle engineers. The first one was an overview of the Oracle 
solutions and the second one was more focused on the Application Server 
and Workflow solutions. 

■ ARIS - Finally, the possible usage of the ARIS framework was presented 
by a group of students. 

The .NET approach, based on the C# language, integrated with an Oracle 
database, was the selected development environment. These sessions with industry 
engineers were quite informative and welcome by students. 

After the technology decisions, each group had to produce two UML diagrams, 
complementing the Use Cases identified in the analysis phase: 

■ The first one was a Class Diagram, identifying what information their 
module would handle, as well as the operations it would support. Once 
more, the ICE methodology was used, making a distinction of Interface 
Classes, Control Classes, and Entity Classes. The later ones would have an 
image of the data stored in the database. Fig. 6 shows part of the Class 
Diagram created by the students group who developed the module 
responsible for the communication between modules. 
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Figure 6— Part of the Internal Communications Module Class Diagram 

■ The second one was a set of UML Collaboration Diagrams, corresponding 
to each Use Case of the corresponding Module. These diagrams could be 
Sequence Diagrams, Activity Diagrams or State Transition Diagrams and 
their objective is the description of how each task should be done. The 
mainly used diagrams were Sequence Diagrams due to their fast creation 
and interpretation. Fig. 7 shows an example Sequence Diagram made by 
the students who implemented the Communications Module. 




Figure 7 - Example Collaboration Diagram 

In the 2002/2003 edition the design tool used for the production of these diagrams 
was the Rational Rose. In the 2003/2004 edition the decision of what design tool to 
use was also made by the students. Some students’ groups prepared presentations 
regarding two possible options: Rational Rose and MEGA. Afterwards, a third 
possibility, the MetaMill system presented by one group, became the choice due to 
being the less heavy tool. 
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Development and tests. The development and testing final lab works faced some 
difficulties due to the lack of experience of the students on distributed systems 
development, what required considerable extra work. Nevertheless, the final results 
were quite satisfactory due to the extra dedication of the students. The difficulties 
were concentrated mainly with message formats (Integration) and delays in the 
development of some modules. As a result some extra working evenings were 
required before the final demonstration... 

The focus of the development was put on the key collaborative functionality and 
integration aspects. Therefore, only limited user interface was developed and the 
produced integrated system was, naturally, far from a robust, bug-free system. 



5. DIFFICULTIES AND LESSONS LEARNED 

Although these initial editions of the course have shown to be very useful for the 
students, both in terms of the theoretical background regarding VOA^E areas and the 
practical team work for a software development project, some difficulties were faced 
and some lessons learned; 

■ As the main focus of the students’ previous education is electrical 
engineering, they are not very agile when it comes to software development 
and large systems integration, what requires a continuous assistance and 
extra time for the lab work. 

■ In particular, the extra working evenings required by the Testing Phase 
showed that the integration of technologies and inter-group interaction is a 
major difficulty, as it could be expected. Nevertheless this difficulty was 
highly valuable for the students’ education. 

■ In order to facilitate the inter-group collaboration it became clear that a 
coordinator group among the students was needed. In the second edition of 
the course this was attempted, giving that task to the group that had the less 
complex module. Their main task was to supervise the design and 
development evolution, finding solutions whenever something wrong 
happens. Nevertheless this experience did not work very well and further 
attention shall be devoted to this issue in future editions. 

■ There is a “lack of tradition’’ of thinking holistically when the students 
reach this phase of their program. They are typically more motivated to 
think in narrow terms and easily loose track when different subjects and 
dimensions have to be considered at the same time. 



6. CONCLUSIONS 

The introduction of this course in the Electrical and Computer Engineering program 
of UNL, although with a short history, is being reasonably successful and 
contributing to the preparation of a new generation of engineers able to play a major 
role in the deployment of the VEA^O concept in the Portuguese industry. 

In terms of Lab Work, this course was very useful to the students due to the fact 
that it is the first course where the students have to design and develop a real 
integrated and collaborative engineering work, taking a problem from the start. 
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where things are not well specified in detail. Another new factor for the students was 
the creation of different pieces of a puzzle that would have to work integrated in the 
final demonstration. Naturally this factor implied several extra working hours, but 
the result was a very rich experience for the students. Finally, the students got a 
good picture of what is needed to support some collaborative networks in terms of 
infrastructures, since they had to develop one solution almost from scratch. 

One of the main difficulties is the synchronization of the theoretical lectures and 
the progress in the lab work. As lab sessions are distributed along the semester, it 
often happens that some base concepts and models are needed in the lab before they 
are introduced in the theoretical lectures. 

The wide experience acquired by the Robotics and Integrated Manufacturing 
Group of UNL through the participation in and leadership of many international 
research projects on VEA^O was a key enabling element to support this pilot 
initiative in the country. One aspect that needs to be monitored now is how many of 
these students actually get a job in this area and which feedback they can give to 
improve the course. 
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This paper describes the detailed structure of a Virtual Organization (VO) 
course, currently being taught as part of undergraduate and Master programs 
in Computer Science at the Costa Rican Institute of Technology. The course 
focuses on IT issues and concrete applications of the VO paradigm, and 
follows a combined theoretical/practical approach with research activities as 
the base of the learning process. 



1 . INTRODUCTION 

Several courses in the area of Virtual Organizations are currently being taught or 
organized as part of different study programs at several universities worldwide 
(Camarinha-Matos, 2003a; Goranson, 2003; Rabelo, 2003). In general, the role of 
education in this field may be relevant towards the establishment of the common 
knowledge and terminology required by multidisciplinary teams engaged in the 
development of reference VO architectures and IT infrastructures. Given the 
persistent lack of a common understanding of VO paradigm concepts, carefully 
designed courses on VO are necessary in order to train people and help them gain 
the knowledge, skills and attitudes required to effectively participate in large-scale 
collaborative VO scenarios. Furthermore, considering the inherent cross-border 
context of real VO scenarios, it is important to discuss and share the educational 
experiences in VO gained at various universities around the world. In this direction, 
this paper describes the organization of a VO course currently being taught at the 
Costa Rican Institute of Technology - ITCR (Garita, 2003a). 

The structure of the paper is organized in sections as follows. Section 2 provides 
a brief description of the study program in which the course is offered. Section 3 
includes an overall description and main rationale of the course. In Section 4, the 
global and specific objectives of the course are explained. The actual course 
contents, schedule and bibliography are detailed in Section 5. Furthermore, the 
dynamics of the teaching and learning methodology used by the instructor to interact 
with the students is analyzed in Section 6. Section 7 provides a summary of the 
practical project assignments that are given to the students in order to apply the 
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concepts studied during the lectures. Finally, Section 8 summarizes the main 
conclusions of the paper. 



2. GENERAL CONTEXT 

The Department of Computer Science at ITCR is roughly organized in two main 
study programs: the Undergraduate Program and the Master Program. The 
semester-based undergraduate program has a duration of 4 years and leads to a 
Bachelor Degree in Computer Science. At this level, there are around 1000 active 
students at ITCR. After obtaining the Bachelor Degree, students may continue with 
their studies in the 2-year semester-based Master Program, which leads to a 
Scientific (M.Sc.) or Profesional (M.P) Master Degree, with specialization options 
in Computer Science, Information Systems and Computer Networking. At this level 
there are about 150 registered students. 

The VO course described in this paper has actually been offered and given three 
times during 2003 and 2004 at ITCR. Namely, the course has been given twice as an 
elective course at the undergraduate level (I Semester 2003 / I Semester 2004); and 
once as a Research Seminar course at the Master level (II Semester 2003). 

The elective course is taken by students in the last year of studies, and has as pre- 
requisite a Software Design course, which implies that they already have a good 
command of different programming languages, databases, and software 
development techniques. About 25 students per semester register this course. For 
this course, a website (in Spanish) was developed (Garita, 2003a), in which students 
and other interested persons can find, among other points: a general description of 
the course, project specifications, VO-related links, grades, and a news group. 
Through the news group, announcements or questions/answers can be posted on-line 
to obtain feedback from the instructor and other classmates. 

At the Masters level, the course is offered as a research seminar during the first 
year of the study program. The idea of the research seminar is that the students can 
identify potential subjects that can be further developed during a second (individual) 
research seminar and graduation thesis. In this way, the research activities carried 
out by a student on a given subject can be organized as two research seminars and a 
thesis along three semesters, which allows enough time to achieve significant 
research results. Students at this level are assumed to have a solid background in 
Computer Science. Normally, around 10 students register and follow the research 
seminar on VO. 

The main focus of this paper lies on the research seminar course on VO being 
taught at the Master Program. 



3. COURSE DESCRIPTION 

The concepts of Virtual Enterprises, Virtual Laboratories, and Virtual Communities 
can be regarded as specific cases of a more generic VO paradigm. Although there is 
no standard definition, a Virtual Organization can be described as a temporal 
alliance of organizations that work together in order to share skills, core 
competencies, and resources in order to better react to business opportunities 
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(Camarinha-Matos, 1999d). The VO paradigm represents a growing field of 
research and development involving different disciplines such as computer science, 
industrial engineering, sociology, and business administration. Moreover, the 
number of international VO projects and applications is constantly increasing, in the 
areas of industrial manufacturing, service provision and scientific research. 

Currently, there is an extremely wide variety of IT approaches, tools, 
components, models and standards that can be applied in the design and 
implementation of VO support infrastructures (Camarinha-Matos, 1999c; Garita, 
2002a). In particular, the following general areas need to be evaluated for their 
application within a VE infrastructure; distributed/federated information 
management systems, workflow management techniques, standard information 
models and protocols (e.g. EDI, STEP), ontology management systems, advanced 
Web applications technology, secure and reliable communication protocols, high- 
performance computing environments, distributed object management architectures, 
and multi-agent systems among others. In addition to the analysis and proper 
integration of these technological components, general reference architectures and 
generic tools must be defined and developed in order to support different kinds of 
collaborative VO scenarios. 

During this course, the student will acquire the basic knowledge necessary to 
understand the underlying technologies and software tools that enable VO platforms 
in different application domains. To this end, the comse will incorporate specific 
activities regarding the study and analysis of fundamental concepts, current trends, 
and novel applications within the VO paradigm. The course will follow a combined 
theoretical/practical approach with a strong orientation towards research as the base 
of the teaching and learning activities. It is expected that during this course, 
students will identify and develop potential subjects for their graduation projects. 



4. COURSE OBJECTIVES 

The objectives of the course are divided in general and specific objectives. The 
main general objectives are: 

- In-depth study of the VO paradigm focusing on related information 
technologies and concrete applications. 

— Explore the application ofVO concepts within a national context. 

- Develop in the student basic skills to carry out applied research and publish 
the corresponding scientific results. 

- Aim at the establishment of a research group on VO at the Computer 
Science Department ofTTCR. 

Eurthermore, the specific objectives of the course include: 

- Analyze general aspects of VO paradigm, including: definitions, reference 
models, classifications, reference architectures, and life cycles. 

- Study key information technologies for the support of VO platforms. 

- Study real application cases of platforms, projects, and initiatives on VO at 
international level. 

- Define collaborahve scenarios among organizations following the VO 
paradigm. 
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- Identify, characterize and develop basic tools to support VOs. 

— Identify and develop possible subjects for graduation projects. 



5. COURSE CONTENTS AND BIBLIOGRAPHY 

Table 1 summarizes the general contents of the course (with associated bibliographic 
references) and the expected amount of weeks dedicated to each subject. Every 
week, a 3-bours lecture takes place and students are expected to dedicate 9 more 
hours of independent study. Furthermore, please notice that the contents of the 
course can be roughly divided in two main parts of 8 weeks. Thus, the first half of 
the course provides a common background and terminology for the class, which will 
serve as the base for further discussions and projects. In this part, a set of specific 
VO subjects is analyzed including: an introduction to tbe paradigm, study cases, 
distributed information management requirements for VOs, coordination issues, and 
GRID architecture. During the second part, the course is oriented towards special 
VO topics and projects that are mostly selected, presented, and developed by the 
students themselves, as explained later in this paper. In general, the contents, 
readings, and schedule of the course can always be adjusted depending on the 
interest and skills of the specific group of students. 

Please notice that, in accordance to one of the main objectives of the course, the 
contents focus mostly on IT issues and applications. This decision is grounded on 
the technical profile of the students and the nature of the study program in which the 
course is offered. Nevertheless, other important related topics such cultural, socio- 
organizational and administrative aspects of the VO paradigm are also discussed and 
analyzed during the lectures. 



Table 1. Summary of course contents. 



Part 


Subject 


Weeks 


1 


Introduction to VO paradigm (concepts, definitions, reference models, 
organizational issues). 

❖ (Byrne, 1993; Camarinha-Matos, 1999c; Camarinha-Matos, 1999d; 
Chesbrough, 1996;Flaig, 1992) 


2 


1 


Study cases in VO (virtual communities, industrial manufacturing, value- 
added service provision, virtual labs). 

❖ (Afsarmanesh, 2002; Camarinha-Matos, 2001; Camarinha-Matos, 
1999b; Camarinha-Matos, 2002; Foster, 2002; Foster, 2001; Garita, 
2002b; Garita, 2003b) 


3 


■ 


Distributed Information Management in VOs. 
❖ (Garita, 2001; Garita, 2002a; Sheth, 1990) 


1 


I 


Workflow management and coordination within VOs 
❖ (Camarinha-Matos, 1999e; Osorio, 1999; WFMC, 1994) 


1 


■ 


Distributed resource management in VOs (GRID architecture) 
❖ (Foster, 2002; Foster, 2001; Globus, 2002) 


1 


II 


Special VO topics (e.g. current challenges and trends, ontology 
management, security issues, web services, e-science, agility, etc.) and 
presentation of students' projects. 

❖ (Camarinha-Matos, 1999a; Camarinha-Matos, 2002; Camarinha- 
Matos, 2003b; Goranson, 1999;THlNKcreative, 2002;VOmap, 2002) 


8 
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Regarding the bibliography for the course, it is difficult to point out a book 
comprehensive enough to be used as the base for all the lectures. However, 
(Camarinha-Matos, 1999b) can be used to cover a good part of the contents. Many 
other sources are studied during the course or recommended as reference material in 
order to develop the assigned projeets. Other selected readings are used based on 
the profile and interest of the particular group of students. 



6. TEACHING AND LEARNING METHODOLOGY 

This research seminar provides the student with an opportunity to explore by 
him/herself (under instmctor’s guidance) a subject of his/her own interest related to 
the VO paradigm. The selected subject must contribute to the scientific or 
technological development of a specific area within this paradigm. The course 
encompasses activities led by the instructor regarding the introduction of specific 
subjects (i.e. first part of the course described in previous section), as well as 
independent activities led by the students to investigate and explore interesting 
subjects on their own (i.e. second part of the course contents). During each session, 
specifie subjeets are analyzed based on papers or other sources that are read in 
advance by the students. Lectures try to stimulate an active participation of the 
students in the classroom. In this scenario, the instmctor acts as a coordinator that 
facilitates eommunication and exchange of ideas among the students, and provides 
complementary material for the research activities. In general, the course follows a 
combined theoretical/practical approach to study how the proper integration of 
different technologies, models and generic components within VO support 
platforms, can be achieved. Furthermore, small/medium projects are assigned to the 
students, in order to enable a detailed analysis of a particular subject of interest. 
These projeets are aimed at the development of basic research skills in the students 
as well as the identification of possible thesis subjects. 

In summary, the following specific learning activities are considered during the 
course; 

■ Individual reading assignments. 

■ Presentation and analysis of selected readings (by the instructor). 

■ Research and development projects (described later in this paper). 

■ Presentations and discussions of specific topics and project results (by the 
students). 

■ Plenary discussions of particular application cases. 



7. PRACTICAL ASSIGNMENTS 

As mentioned previously, several practical assignments or projects are defined 
through which the students apply and develop the concepts studied during the 
course. Normally, students work on the projects individually or in pairs. A brief 
summary of each of the 4 projeets assigned during the course is provided below. 
Project 1: Definition of a VE Scenario Case. In this project, the students 
propose a real-case VE collaborative scenario in a given sector. Namely, the 
students identify a business opportunity in a given application domain, that can 
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be best satisfied by the proper operation of several enterprises acting as a VE. 
The students then define a realistic collaborative scenario including for instance: 
general VE goals, VE partner roles and competencies, and the main 
information/product flows among VE partners. Eurthermore, a paper describing 
all the elements of the VE scenario must be written in compliance with the latest 
PROVE conference guidelines. 

Project 2 - Description of Research Topic (VO Tool). The objective of this 
project is to identify, propose and characterize the research topic that each 
student (or group of students) will further analyze during the rest of the course. 
The main output of this project is a detailed proposal for a tool (software 
component) that offers a specific set of functionalities required to support some 
of the activities involved in a given VO scenario. The target VO tool must be 
an independent and generic software component, and must explicitly 
incorporate concepts such as: VO topology, VO partner access rights, VO 
contracts, etc. Please notice that the VO tool is defined and proposed by the 
students themselves, and approved by the instructor. 

Project 3 - General Design of Proposed VO Tool. The third project consists in 
the design of the VO tool that was identified and proposed in the second project. 
Eor this project, the students write a technical document including a requirement 
analysis and general design of the selected tool. The design activities follow 
UML as software development methodology. The technical document include 
among others the following points: 

• Requirements analysis. 

• General system architecture. 

• Detailed design including use-case specification and class diagrams. 

• Identification of applicable software development standards or tools (e.g. 
Java, XML). 

Project 4 — Eurther Design and Prototype Development of VO Tool. In the 
fourth and last project, the students implement a prototype of the VO support 
tool, according to the proposal and design submitted in projects 2 and 3. 
Basically, Project 4 is a continuation of the work proposed in previous projects. 
Eurthermore, the students write a Technical Report describing the final results 
of the research work carried out during the entire seminar. The best documents 
are selected and published as Technical Reports of the Computer Science 
Department of ITCR. In addition, the results of each project are also discussed 
during short presentations to the class. 

Examples of research projects proposed and developed by students following the 
described guidelines include for instance: 

• An Administration Tool for GRID Security. 

• A Workflow Editor Tool. 

• A VE Topology Configurator Tool. 

• XML-based Federated Export Schema Management. 

• A VE Broker in Tourism. 

• A VE Broker for service provision in e-Government. 

• A Web-based VO Directory. 




A case study of VO education in Costa Rica 



595 



8. CONCLUSIONS 

The presented VO course has been very well accepted by students at both 
undergraduate and Master levels at ITCR. Consequently, the course is planned to be 
given again in coming semesters in both programs. Furthermore, as a result of the 
course activities, invited talks on VO issues have been requested by commercial 
companies and other universities through contacts established by the students 
themselves. Regarding future directions, the possibility of offering a “Virtual Course 
on Virtual Organizations” (using e-leaming techniques) can be evaluated. There is 
also a need to establish a stronger collaboration among universities offering VO 
courses in different countries. For example, it would be interesting to gather world- 
wide proposals for projects that may be developed by students in VO courses, as 
well as a to exchange and share bibliographic references and other course materials 
among different universities. Finally, it is clear that more textbooks in this area are 
necessary in order to facilitate VO educational tasks. 
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This article draws initial conclusions from multiple cases of knowledge 
sharing in the collaborative design of networked systems. The studies look at 
the different ways in which different project teams have created and/or used 
shared mental models to facilitate the collective representation, configuration 
or re-use of knowledge. It draws analogies with other ‘interface languages' for 
knowledge representation and across social, technical and organizational 
domains. It has implications for the role of shared mental models in knowledge 
sharing and decision support in the design of networked systems, where these 
require trade-offs between technical constraints on the one hand, and the 
social, organisational and professional requirements of stake-holding 
communities on the other. 



1. INTRODUCTION 

The design of virtual environments is itself testament to the role of mental models in 
mediating shaping our perceptions and our actions. Ben Shneiderman’ s ‘Codex, 
Memex, Genex’ paper in 1998, traces the changes in the models and metaphors that 
have informed our changing approach to the design and use of networked systems 
since Vannevar Bush first anticipated them in Atlantic Monthly in 1945. Our models 
of networked systems have evolved from passive repositories of information to a 
medium for leveraging the human and the technical resource to recreate and 
restructure distributed knowledge. Central to that change is a shared model of how 
distributed knowledge can be collectively situated, aligned and restructured to 
advantage. 
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1.1 The Social Construction of Technical Systems 

Knowledge representation, construction and use are increasingly perceived as 
socially constructed and situated (Tyre et al, 1997). This process may be naturally 
scaffolded in social contexts, but may have to be explicitly created for distributed 
teams (Prusak, 1997; Wenger 1998; Nonaka, 1998;and Von Krogh and Roos, 1950. 
Three strands are suggested in the literature: 

1. shared spaces in which distributed teams can interact 

2. shared frames of reference such as models, metaphors or problem scenarios 
through which to derive meaning and in which to contextualise decision-making 

3. processes whereby social capital and intellectual capital can generate 
organizational value through the work of real and virtual project teams 

System design is a high cost, high-risk undertaking (Adams, 2001) requiring 
effective collaboration and knowledge sharing across very diverse and often 
geographically distributed communities, with different aims and criteria for success. 
As the scale and scope of systems in the extended enterprise has grown, the 
difficulties of ‘sense-making’ across interdependent communities have become more 
critical, and the interdependence of social and technical knowledge has become 
more apparent (Lloyd et al, 2002; Bijker, 1989). 

This paper looks at how project design teams organised distributed knowledge of 
system design. The examples are based on the use of design ‘patterns’ as the lingua 
franca (Alexander, 1964; Coplien 1995). Cases or scenarios could equally have been 
used as the basic unit of currency. These can be related in different ways and for 
different purposes. The way that shared frames of reference are created or adopted 
and ‘shape’ this process is the focus of this initial exploration. 

The basic unit of currency used by the project was patterns, which are typically 
connected as a pattern ‘languages’ in that they represent in many cases transactions 
between agents in particular contexts. This is used to make requirements in the real 
world accessible to technical developers, or re-usable (Gamma et al, 1995). A 
number of ‘languages’ or ‘interface languages’ such as UML or ‘Unified Mark-up 
Language’ (Pooley & Stevens, 1999) have become the ‘de facto’ standard, as a 
means of interfacing the transactions in the real world and technical and the 
social/business architecture of such systems. 

1.2 Situating distributed knowledge 

We draw on a range of industry-based examples to highlight the nature of the 
process as it was observed in research on socio-technical pattern building in system 
design. While the companies involved were concerned with use of patterns to 
encapsulate and potentially re-use volatile or tacit knowledge of solutions to 
recurring problems, we make observations on characteristics of the process of 
developing a shared conceptual, social, and organisational space that was observed, 
and on the observation by both researchers and participants that the process itself 
was more important than the patterns which were the product. Alexandrian patterns 
and cases use ‘the problem’ as a common frame of reference around which diverse 
groups can structure their input. By situating this in a real world context, or one co- 
created by the group, this can mitigate the lack of shared context. 
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Both the recorded conversations and the connected patterns (pattern language) 
indicated that participants organised information or knowledge (e.g. patterns) around 
a shared scenario. This may be the problem scenario itself, a shared ‘metaphor’ or 
familiar process such as the project timeline, or for example the organisation itself, 
as the locus of situated action. This provided the scaffolding around which 
distributed knowledge could be drawn together as the basis for collective 
understanding and decision-making. 

We present situated examples where semantic ‘units’ were connected in different 
ways, suggesting shared models had been adopted or created to ‘enable’ both the 
‘sense-making’. We explore the hypothesis that ‘situating’ (Suchman, 1987) 
distributed knowledge shapes the sense-making and the decision-making processes, 
and whether this is enlightening or constraining, requires the creation of such 
opportunities in distributed and heterogeneous environments. 

1.3 Methodology 

The method of data collection was collaborative action research, (Denzin, 1994) to 
support the co-creation of collectively represented ‘patterns’ through elicitation from 
interview, and an iterative process of validation, refinement and peer review 
involving both actors and researchers. 

2. CASE STUDY RESULTS 

The main company under consideration in this study cannot be named for reasons of 
commercial confidentiality, however it is one of the UK’s largest life assurance, 
investment and pensions companies. In addition, companies in the oil and gas, 
software and automotive manufacturing sectors were also involved in validating 
some of the recurring problem: solution scenarios in the design and management of 
extended enterprise systems. 

2.1 Shared mental model 1: the time-line 

In the following example we present the simplest enabling frame - the chronological 
time frame. Figure 1 shows what is commonly referred to in the patterns community 
as a ‘roadmap’ as pattern communities term it. Here, the arcs represent links 
between related patterns that have potential for synergistic use. We have 
superimposed a timeline on the roadmap in an attempt to demonstrate the loose 
grouping during (a) a project’s start-up phase (where feasibility was established) and 
(b) during implementation (where cost and time became more critical). 
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Figure 1. Project Management Patterns 



The patterns make sense when situated in a temporal context. Timing and cost 
were key criteria for success for this group. These were typically the criteria for 
success used hy technical project managers, and structured both their understanding 
and their decision-making preferences. 

Those on the left are primarily concerned with finding the money to finance the 
proposal and trying to establish what benefits would be realised. The patterns in the 
execution phase looked at team building and vendor management. In this case, both 
the lingua franca and the frame of reference were shaped by unifying need to map 
and manage distributed knowledge as a means of cutting project development time. 

The temporal linkages reflect the concern of the team with the ‘knock on’ effects 
of unresolved problems (social, organizational and technical) in the initial start 
up/feasibility stage, and subsequently in the project execution phase later on. The 
sequence of events and the use of a timeline echoed the concern with the team with 
the acknowledged problem of overrun and delay in previous project work. 

The problems could therefore be most meaningfully organised in relation to the 
time-line as the project unfolded. This implicit context was a shared frame of 
reference for the team in this case. Time and space are dimensions we all share, and 
thus provide ready made templates for scaffolding collective knowledge in 
intuitively meaningful ways. Other templates appear to need to be developed by the 
group through dialogue. 



2.2 Shared mental model 2: the problem 

The example presented in Table 5 shows the conceptual relationship of various 
solutions to a core problem in system design (over-capacity). Cranmore et al (2002). 
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This set of patterns, reduced here to one table, is taken from the context of e- 
business, and, like case based reasoning, (Aamodt, 1997) it provides a range of 
solutions to a generic problem. In the comparable case of ‘rich pictures’ in Soft 
Systems Methodology (Checkland, 1981), the situation of this in the problem 
scenario roots it in a shared context of real operations in specific contexts within the 
organisation where a great deal of tacit knowledge and understanding can be tapped. 

The comparison of different options in a rich context appears able to support 
informed dialogue about the nature of the similarities and differences, and creative 
reflection on the way the forces can best be configured to resolve the problem. 
(Kolodner, 1997; Ross, 1990). The awareness of different interpretations is a cmcial 
element of collective understanding in very diverse theories. In Piagetian terms 
(1970), cognitive models are taken to develop on the basis of consonance and 
dissonance with new information. Similar approaches underpin collective learning 
and decision-making models such as case-based reasoning (Aamodt 1997), where 
comparison of cases is the basis for discussion and learning. The representation and 
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discussion of multiple perspectives is central to action research (Denzin, 1994) also, 
and stakeholder analysis (Beerel, 1998), as a means of highlighting a basic 
inconsistency (or incompatibility) that needs to be resolved, and thus informing, 
shaping or changing behaviour. 

2.3 Shared mental model 3: the organization 

Different conceptual relationships have salience for different groups of users, but the 
central configuring ‘metaphor’ for situating decision-making and action often seems 
to be the organization itself. (Figure 2). This provides both: - 

(i) a conceptual frame or reference for collective understanding in context 

(ii) a contextual frame of reference for decision-making and situated action 

The , problem: solution, patterns being shared tended to cluster at different layers 



Strategic organizational patterns 
Socio-technical Process patterns 



Technical software patterns 



that mirrored organisational structure. 



macro 



meso 



micro 



Fig.2 The organization as a unifying frame of reference 

For example, knowledge of problem scenarios at a management level were very 
common, particularly where there were competing preferences for a design solution 
to a requirements problem. These were generic in many cases to other industries, 
and were associated with particular scenarios and possible solutions. They were 
‘socio-technical insofar as the related to the management of technology. At a 
process level, the problems were again often socio-technical, but related to 
knowledge of elegant solutions to the alignment of the technical and the human 
resource in ways which cut costs or added value or flexibility. (Lloyd et al, 2002; 
Ure and Jaegersberg, 2004). At the micro level, problems and solutions tended to be 
more technical than socio-technical and were more likely to be dealt with within the 
technology team rather than at inter-departmental workshops. 



3. DISCUSSION 

The paper highlights the use of different types of mental models as scaffolding for 
sharing distributed knowledge across domains. Clearly, models and assumptions can 
both facilitate and constrain the understanding of the problem, and the potential 
solutions. O’Connor et al (1997) points to the extent to which model-based 
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assumptions and methods “create the world we later discover”. In a sense, then, 
defining the problem scenario can constrain the solution as well as facilitate it. 
Collective sense- making and effective decision-making is a mediated process at an 
individual and a collective level. Orlikowski, for example, refers to the ‘lens’ 
through which we see the world (Orlikowski, 1991). Our collective theoretical and 
decision-making models (tacit and explicit) often reinforce particular views to the 
exclusion of others, limiting the solutions that we can ‘see’. Kuhn’s (1966) work on 
the role of scientific ‘paradigms’ in sustaining particular worldviews highlights this, 
as Einstein also did by implication when he claimed that ‘it is the theory that 
describes what we can observe.’ 

These (often tacit) frames of reference appeared to shape 

(a) knowledge sharing and development in the first instance, with clusters of known 
problem: solution patterns organised in time, or in real or conceptual spaces 

(b) situated decision-making, where the context provided an arena where the 
possible solutions could be evaluated or connected in the context of possible real 
world applications. 

Both observation and interviews suggest that both knowledge transfer and decision- 
making was easier where an explicit or shared framework of this type was available, 
or could be created. 

3.1 Knowledge-building in heterogeneous and distributed communities 

One of the biggest challenges to the design and management of collaborative, 
networked systems, such as the supply chain, and grid-based web services, is the 
difficulty of sharing knowledge in a dynamic environment, across heterogeneous 
communities, (Brown, 1991; Lassila, 2001). 

Clearly this ‘social shaping’ (Williams, 1997) of technological design may be 
constraining rather than enabling in some cases as the literature indicates. However 
it also suggests the importance of ensuring that the ‘shared spaces’ (Nonaka et al, 
1998) that are an integral part of social networks are also explicitly built into the 
networks used by virtual teams in virtual environments. (Davis et al, 2000). 

The pattern-building community of practitioners in this study leverages the potential 
of social networks to constmct, the potential of technical networks to connect 
distributed communities (Davis, 2000), and the potential of patterns as a shared 
currency that can enable the process of representation, reflection, reconstruction or 
re-use. 

Observation of the way in which the pattern language was created suggested that 
the collaborative process of pattern building provided a transient scaffolding 
mechanism for representing and aligning both knowledge and aims in the context of 
shared use, and also in the context of projected application. Interviews with users 
confirmed it as a particularly rich and focused basis for collaborative discussion, at 
both the generic level in terms of the configuration of the underlying forces, and at 
the more context specific level of application and use. The discussions and the 
resulting map of related patterns provided a basis for our perception of the role of 
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shared mental models as a vehicle for both communication and constmction. The 
resulting ‘pattern languages’ used as examples are connected in highly structured 
and very revealing ways -revealing in terms of: - 

(a) the way distributed knowledge was structured or even constrained by a common 
organising framework 

(b) the socio-technical nature of many of the most recurrent problems 

3.2 Aligning aims as well as distributed knowledge 

We note that the problems encapsulated in these patterns were not only associated 
with the difficulty of aligning knowledge across diverse domains. Many related to 
the difficulty of aligning competing aims, and were most evident at the decision- 
making stage. The criteria and aims of the design community, for example, were for 
a robust and elegant design with minimal delay and complication from emerging 
requirements, while the priority for the business community was to optimize their 
own ability to respond to changing business opportunities and requirements as they 
emerged, without being constrained by technical considerations. We hope to further 
explore this mechanism for the social ‘shaping’ of technology (Williams 1997, 
Orlikowski 1991, Walsham 2001). 

3.3 Socio-technical problems in the design of networked environments 



‘Just in time (procurement systems) work in Germany. Why don,t they work in Parana. It’s the same 
technology, so what’s the difference?’ 

Senior Technical Manager, Automotive Supply Chain 



Also noted was the evidence that ‘People’ related issues were often the recurring 
problems regarded as most likely to impact significantly on the competitiveness of 
the system. Interviews with senior managers in the automotive manufacturing supply 
chain, the oil and gas industry supply chain and the financial services industry 
underlined the cost of failing to map and manage socio-technical and socio-cultural 
problems in the extended enterprise (Ure et al 2004; Lloyd et al, 2002), and this is 
also a key finding in both current and previous research projects with system 
managers in industries as diverse a oil and gas, automotive manufacturing and 
product design. 

3.4 A ballpark and rules of play 

We suggest, as does Boisot, (1998), that knowledge transfer across heterogeneous 
groups requires identification or co-creation of a shared context within which 
knowledge makes sense or is to be implemented, if it is not already shared by the 
members of the community. Observation and interviews suggested the knowledge 
management workshops might have benefited as much from the provision of a 
shared space as from a particular process. They allowed stakeholders from different 
communities an opportunity to find shared frames of reference in which to situate an 
understanding of distributed knowledge, a shared lingua franca as a basis for 
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constructing/reconstructing a shared view of the problem, and a context for 
negotiating situated actions. 

Models can both facilitate or constrain perception of problems and potential 
solutions. In the case of distributed knowledge, fragmented across diverse domains 
of expertise, they are arguably an essential component of collective decision- 
making. If, as many commentators argue, the current problem is ‘making sense’ of 
the information generated by ‘big’ computing, in grid based systems, in agent based 
defense systems and in e-business systems, then there is a need for more focused 
research on the use of these mediating structures. 
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